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1.1. OnucaHune noacuctemsl dunbTpaumm KDP.

MNoacuctema dunbTpaumm Kaspersky DDoS Protection npeactaBnser coboit KomnoHeHT Filtering Node,
KOTOPbIN B COYETAHWUM C HEKOTOPbLIMU AONOJHUTEIbHBIMU MPOrpaMMHbIMK CpeacTBamu obecneynsaeT
cnenyroLme BOSMOKHOCTU:

e 3awwuTa ot DDOS aTtaK ypoBHsA L3/L4 (dunbTpauusa HenermtumHoro Tpaduka)
e ®dopmuposaHMe M Bblgaua CTaTUCTUKKN 0 K nocne GunbTpaumm

e JlormpoBaHue 610KMPOBOK

e KoHburypuposaHue

MpuHUMNMaNbHas cxema KOMMNOHEHTOB HeobxoAMMbIX A/1a peanmsaummn BosamorkHoctel Filtering Node:

config

@ configuring

)

Filtering Node Legetimate traffic

| lllegal traffic
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< Legetimate traffic

Nfsen
Visualisation
system

text log

Filtering Node (nanee FN) pasBopaumBaeTca Ha OTAEeNbHOM CepBepe, TamM Xe pasBopaymsaeT NFsen Kak
CpeAcTBO BU3yanusaumm noctynatolmx ¢ FN gaHHbIx. Ha BTOpom cepBepe pa3BopaymBaeTca 06bekT
3awumThbl (Protected resource) 1 reHepaTop TpaduKka, UMUTUPYIOWMIA KaK NETMTUMHbIN, TaK U aTaKyoLmi
TpaduK (Traffic Generator).

KoHourypuposaHue FN ocywiectenserca yepes wndpoBaHHbIA UHTepdelic, 4To no3BoaseT obecneunTb
COOTBETCTBME TPeHOBAHMAM MO 3aLMUTE OT HECAHKLUMOHNMPOBAHHOIO PacKpbITUA 1 (Man) mogmduKaumm
KPUTUYECKMX MapaMeTPOB, KOHTPOJIHO LeIOCTHOCTM KOHPUIypaLLMm, KOHTPOIIO A0CTYNa K GYHKLMAM
ynpaBnaeHna 1 HacTpoliKam. B xoae KoHGUrypuposaHma BBogmTcA MHGOPMaLMA O 3aLMLLaEMOM
pecypce, B YaCTHOCTM, 3alLMLLaeMble NMOPTbl U MPOTOKOJIbI, a TaKKe onpeaenneTca KoHpurypauus
3aLNUTHbBIX Moayne.



MonyyeHne nHPopmaumm o pesyabratax paboTbl FN BO3MOXKHO C NOMOLLbLO Nepesayn nHGopmaLlmm o
Tpaduke, dunbTpyemom m npoxoaaliem yepes FN, no npotokony NetFlow cpeactsy Busyanmsaumm
NFsen,. Kpome Toro, nHdopmaLma o 3ab610KMpoBaHHbIX Npu uabTpaumm IP agpecax 3anucbiBaeTca B
TEKCTOBbIN NOT.

CamoTecTUpoBaHMe BbINONHAETCA OTAeAbHbIM CKPUNTOM B cocTaBe FN, KOoTopblli 3anyckaeTca
aBTOMaTUYECKM C nepuoamnyHocTbio 1 pas B yac. MHpopmauma o pesynbTatax CamoTecTUpoBaHuA
3aMMCcbIBAeTCA B TEKCTOBbIN NOT.

KOHTpOo/1b coxpaHeHUa paboTocnocobHOCTN Npu 06paboTKe HEKOPPEKTHbLIX AaHHbIX 0becneyvmBaeTcs
nposeaeHnem fuzzing-tectmpoBaHma. Takoe TECTUPOBAHWUA NPOBOAUTCA A5 KAOHYEBbLIX MPOrPAMMHbIX
KomnoHeHToB FN Kak oba3aTeNibHbIM 3Tan UMKAa pa3paboTkM Npu BbiNMyCKe HOBbIX BEPCUIM 3TUX
KOMMOHEHTOB M Nepes, nepesayen 3TMX BEPCUIN B IKCNAyaTaLMio.

1.2 TpeboBaHMA K annapaTtHoM naatdopme

[na obecneyeHnsa KoppeKkTHOM paboTbl cuctemsl, Filtering Node fonKHa 6bITb pa3BEpHyTa Ha y3ne,
COOTBETCTBYIOLEM MW NPEBBILIAIOLWMM C/eaytoLme annapaTHble XapaKTEPUCTUKM:

° CPU: 8-mu agepHbI npoueccop Intel Xeon naun aHanornyHbIn
° RAM: He meHee 32 GB
° HDD: He meHee 300GB

Kpome Toro, He06X0AMMO MCMONb30BaTb OAHY M3 CAeAYIOLLMX CETEBbIX KapT:

° Intel Gigabit ET Dual Port Server Adapter (82576)

° Intel Gigabit VT Quad Port Server Adapter (82575)

o Intel Single, Dual and Quad Gigabit Ethernet Controller (82580)
. Intel i210 and i211 Gigabit Ethernet Controller

. Intel i350 and i354 Gigabit Ethernet Controller

° Intel PRO/1000 CT Network Connection (82547)

° Intel PRO/1000 F Server Adapter (82543)

° Intel PRO/1000 Gigabit Server Adapter (82542)

o Intel PRO/1000 GT Desktop Adapter (82541PI)

o Intel PRO/1000 MF Dual Port Server Adapter (82546)
° Intel PRO/1000 MF Server Adapter (82545)

° Intel PRO/1000 MF Server Adapter (LX) (82545)

° Intel PRO/1000 MT Desktop Adapter (82540)

. Intel PRO/1000 MT Desktop Adapter (82541)

° Intel PRO/1000 MT Dual Port Server Adapter (82546)
. Intel PRO/1000 MT Quad Port Server Adapter (82546EB)
° Intel PRO/1000 MT Server Adapter (82545)

° Intel PRO/1000 PF Dual Port Server Adapter (82571)
° Intel PRO/1000 PF Quad Port Server Adapter (82571)
. Intel PRO/1000 PF Server Adapter (82572)

. Intel PRO/1000 PT Desktop Adapter (82572)

° Intel PRO/1000 PT Dual Port Server Adapter (82571)
° Intel PRO/1000 PT Quad Port Server Adapter (82571)
° Intel PRO/1000 PT Server Adapter (82572)

° Intel PRO/1000 T Desktop Adapter (82544)

° Intel PRO/1000 T Server Adapter (82543)



° Intel PRO/1000 XF Server Adapter (82544)

. Intel PRO/1000 XT Server Adapter (82544)

° Intel Gigabit ET Dual Port Server Adapter (82576)

. Intel Gigabit VT Quad Port Server Adapter (82575)

. Intel Single, Dual and Quad Gigabit Ethernet Controller (82580)
° Intel i210 and i211 Gigabit Ethernet Controller

. Intel i350 and i354 Gigabit Ethernet Controller

. Intel(R) 10 Gigabit XF SR/AF Dual Port Server Adapter
. Intel(R) 10 Gigabit XF SR/LR Server Adapter

° Intel(R) 82598EB 10 Gigabit AF Network Connection
° Intel(R) 82598EB 10 Gigabit AT CX4 Network Connection

° Intel(R) 82599ES 10Gbit Dual Port Server Adapter

Mpu BbIbOPE annapaTHoM NaaThopPMbl A1A Pa3MELLEHUA CUCTEMbI PEKOMEHAYeTCA
NMPOKOHCY/IbTUPOBATBLCA CO CNYXKOOM TEXHUYECKON NOAAEPKKN.

1.2 TpeboBaHuma kK OC

[na obecneyeHns KOppeKTHOM paboTbl cuctembl, Filtering Node fonkHa 6biTb pa3BEPHYTa B OKPYKEHUU
onepaumoHHom cuctemol FreeBSD 12.1-RELEASE.

2.1 Hactpomka FN ana 3awmtbl Protected Resource

MapameTpsbl 3awnThl Protected Resource 1 KoHdurypauus Filtering Node 3agatoTtca B paiine HacTpoek
NPorpamMmHOro KomnoHeHTa disp, HenocpeacTBEHHO ocyllecTBAAoLLEero 06paboTky n dunbTpauuio
TpaduKa, fAanee nNo TeKcTy aTOT Paiin byaeT HasbiBaTbes target.json. Mpumep Takoro ¢aiina MoKHO
YBUAETb B NPUAOHKeHUN 1.

2.2. MNepenaya KOHPUIypauUMoHHOro dparmna Yepes WndpoBaHHbIN

nHTepdemnc

3arpysKa KoHourypaumm Filtering Node n HacTpoiKa nporpaMmHOro KomnoHeHTa disp NPoM3BOAUTCS C
NMOMOLLbIO cneumanbHbiM obpasom chopmuposarHoro HTTPS-3anpoca K nHTepdeicy ynpasneHus disp
Ha nopt TCP/8443. Ipynna skcnayataumn KDP pekomeHayeT NCno/1b30BaTh 4J1A 3TOro yTUANUTY curl,
BbINOJIHAA €€ CO CNeAyoLWMMUN NapaMeTpamMm:

curl -v -k --data-binary @OAWN_KOHOUTYPAUMM --cert
CEPTUOUKAT_ANA_NOCTYNA_K_WHTEPOENACY KOHOUTYPALIMM --key
KNWY_K_CEPTUOMKATY_ONA_AOCTYMNA_K_MHTEP®ENACY KOHOUTYPAUMU --cacert
CEPTUONKAT_YAOCTOBEPANWEIO_LEEHTPA https://AQPEC_CEPBEPA:8443/targets

lpe:

1. -V — BbIBOAWTb NOoAPO6HY0 MHGOPMALLMIO O BbINOJIHEHUMU

2. -k — perkmnm paboTbl ¢ ABHO yKasaHHbIMK dannamu cepTudmrKaTos, 6e3 obpalleHns K
CUCTEMHOMY XPaHWUAMULLY cepTUDMKATOB

3. --data-binary — nepegasaTtb AaHHble N3 KOHPUIypaUMOHHOro daiina B BUHapHoOMm Buae, 6es
npeobpasoBaHuii

4, --cert — nyTb K dpaiiny ceptudukaTta 4na AocTyna K nHrepodeincy koHpurypaumm disp

5. --key — nyTb K dpaliny Kntoya ceptudmKaTa gnsa 4ocTyna K uHTepdelicy KoHdpurypaumum disp

6. --cacert — nyTb K painy cepTUPUKaTa y40CTOBEPSIOLLETO LLEHTPA, BbINUCABLIErO

cepTnudMKaT Ana AocTyna K nHtepdency KoHpurypaumum disp



Hoctyn K uHTepdeiicam disp ocywectsaserca no npotokony HTTPS ¢ ucnonbsoBaHmem npoTtokona TLS
1.3. /ltoban paboTa ¢ wndppoBaHHbIMU AAHHBIMU BbINOJHAETCA C UCNOAb30BaHMEM 6MbanoTekmn openssl,
ana cobnopeHns TpeboBaHM No 3aLmUTe OT HECAHKLMOHUPOBAHHOIO PacKpbITUA U (Man)
MoANOUKALMN KPUTUYECKUX NapamMeTpoB HeobxoamMmo nogaepKneaTb AaHHYO 6MbANOTEKY B
aKTyaNbHOM COCTOSAHUM.

2.3. MpaBuna obpalleHns ¢ KoHPUrypaumoHHbIM Ganiom Filtering Node:

1. Ona cobnopeHns TpeboBaHMI No 3aLMTE OT HECAHKLMOHUPOBAHHOIO PacKpbITUA U (Maun)
MoaMPUKaLMM KPUTUYECKMX NapaMeTpos, dainn KoHdurypauum Filtering Node
peKoMeHAyeTCA XPaHUTb Ha O4HOM XOCTe C HaCTPanBaeMbIiM MPOrPAaMMHbBIM KOMMOHEHTOM
disp.

2. JonycKkaeTca xpaHeHue daiina koHourypaumm Filtering Node Ha xocTe, OTAMYHOM OT XOCTa,
Ha KOTOpOM paboTaeT HacTpanMBaemMblil NPOrPaMMHbIN KOMNOHeHT disp. Mpu aTom
Heobxo4MMO, YTODObI XOCT, XpaHAWMMN dain KoHOUrypaLuum, 1 XocT, Ha KOTopom paboTaeT
disp, Haxoauauce B Npeaenax ogHOro 3alMLLEHHOIO CETEBOIO KOHTYPA.

3. 3arpyska KoHourypaumm Filtering Node nponssoauTcsa ¢ nOMoLLbto cnewmanbHbiM 06pasom
cpopmmposaHHoro HTTPS-3anpoca K nHtepdeiicy ynpasnerua disp Ha nopt TCP/8443.
MerKay XOCTOM, C KOTOPOro NPOU3BOANTCA 3arpy3Ka KOHPUIypaLUmm, 1 XOCTOM, Ha KOTOPOM
paboTaeT disp, AoNXHa BbITb 0becneveHa ceTeBan cBA3HOCTb Mo nopty TCP/8443 6e3 Kakux-
MBO orpaHMYEHMin Ha OTNPaBKy 1 noayvyeHns HTTPS-3anpocoB 1 0TBETOB B 06€e CTOPOHbI.

2.4. MonyyeHne KoHPurypaumm Filtering Node yepes WwWnMPpoBaHHbIM

nHTepdenc

MonyyeHne KoHPUrypaumm Filtering Node nponssoamnTcsa ¢ NOMOLLbLO cneuuasnbHbiM 06pasom
chopmuposaHHoro HTTPS-3anpoca K nHTepdeiicy ynpasnenus disp Ha nopt TCP/8443. Mpynna
aKcnayaTaumm KDP peKomeHAyeT MCNob30BaTb 414 3TOro yTUAMTY curl, BbINoAHAA eé co cneayowmmm
napameTpamu:

curl -v -k --cert CEPTUOUKAT JNS_JOCTYNA_K_WHTEPOEWCY KOHOUIYPALMU --
key KNWOY_K_CEPTUOUKATY_ANA_OCTYNA K_WHTEPOEACY KOHOUTYPALMM --cacert
CEPTUOUKAT _YJOCTOBEPSIOUWErO_LIEHTPA https://ANPEC_CEPBEPA:8443/targets

Kntoum KomaHabl onucaHbl B pasgene «2.2. MNepeaadya KoHduUrypaumoHHoro daiina yepes
WrdpPOBaAHHbLIN MHTEPDENC. »

2.5. MonyyeHune cTaTUCTUKM No Tpaduky ¢ nHtepdercos Filtering Node.

MpocMoTp JaHHbIX BO3MOXKeH Yepes Beb nHtepdeiic NFSEN, Kotopbin goctyneH no HTTP Ha
ynpasnasatowem nHtepderice:

http://AQPEC_CEPBEPA

2.6. MonyyeHne nHpopmaLmm o pesynbtatax pabotsl Filtering Node.

Ons 06paboTkm 1 dbmunbTpaumm Tpaduka B coctase Filtering Node ncnosbsyeTtca nporpammHblit
KoMnoHeHT disp. Disp —KOMNOHEHT, AEeMOHM3MPYEMbII C MOMOLLLIO supervisord — cepeuca
AemoHusaumu. Disp oTaaéTt coobuieHmn ¢ pesyabTaTtamm cBoen paboTtbl B8 STDOUT, a coobuieHns ob
owmnbrax — B STDERR, 3a coxpaHeHne 3TUX AaHHbIX OTBEYaEeT supervisord n pacnosiorKeHme aTux
$alinoB 3aBMCUT OT ero HacTpoek. o ymonyaHuIo AaHHble coxpaHAaloTca B ABa dalina:

1. /var/log/supervisor/disp.out.log — nor pesynbTatos paboTbi disp


https://АДРЕС_СЕРВЕРА:8443/targets
http://АДРЕС_СЕРВЕРА

2. /var/log/supervisor/disp.err.log — nor owmnbok disp

dainnbl c pesynbTaTamu paboTbl XPaHATCA Ha TOM e XocTe, rae pabotaet disp — Filtering Node. Mpasa
ONA A0CTyna K 3TUM daniam MOryT HacTpamBaTbCA CTaHAapTHbIMM cpeacTeammu OC FreeBSD. Mo
YMONYAHMIO AOCTYN K 3TUM daiiam MMeLoT Bce Noab3oBaTe M, 06/1a4a0WMMM AOCTaTOYHbIMM NpaBamm
ANA NOTMHA M NpocMmoTpa $GalinoB U UPEKTOpPUIA B cucTeMHOM KaTtanore /var/log xocta Filtering Node.
OnucaHue 3Tux Gpainaos MOXKHO YBUAETL B MPUIOKEHUM 2.

TaK»Ke BO3MOXKHO Noy4eHWe CBOAHbIX AaHHbIX O pe3yabTaTax paboTbl Filtering Node, yepes Beb
nHTepdelic, obpatnswmnce K HTTS-uHTepdelicy disp c npaBuabHO cdOpMMUPOBAHHbBIM 3aMPOCOM:

curl -v -k --cert CEPTUOUKAT ANA_[OCTYNA K_WHTEPOEACY KOHOUIYPALMU --
key K/Y_K_CEPTUOMKATY ANA_JOCTYNA_K_WHTEPOEACY KOHOUIYPALUMU --cacert
CEPTUOUKAT _YZIOCTOBEPSNIEIO_LIEHTPA https://ANPEC_CEPBEPA:8443/targets

Kntoum KomaHgbl onuncaHbl B pasgene «2.2. Mepegaya KoHdUrypaumoHHoro ¢aiinia yepes
WKPpPOBAHHbBIN MHTEpdENC.»

2.7. KOHTPOb LEeNOCTHOCTU KOHPUrypaumm disp

KOHTpPO/1b LLeNIOCTHOCTM OCHOBHbIX KOMNOHeHTOB Filtering Node npon3soauTca ¢ MOMOLLbIO YTUAUTI
kdpintegritychecker, oHa npoBepseT ucnonHsembie paiinbl n dakinbl KOHPUTYpaUUK, ANA KOTOPbIX
HeobxoAMM KOHTPO/Ib LENOCTHOCTU, N COODLLLAEeT O HECOBNAAEHUN KOHTPOJIbHbIX Cymm $alifios, B
KOTopble 6bIIN BHECEHbI U3MEHEHMA.

HacTpoliika yTnanTbl nponssoamtca Yepes KoHPUrypaumoHHbii dann integritychecker.conf, npumep
¢daiina B npuaoxKeHum 3.

MepBuyHana HaCTpOVIKa YTUNNTbI BbINONTHAETCA cnep,ylouj,eﬁ KOMaHAOVIZ

kdpintegritychecker -c KOHOUTYPALMOHHbIA_GANN_YTUANTBl -w PABOYUIA OAWN
YTUAUTHl update

roe:

1. 1.-c nyTb K KOHPUTYpaUNOHHOMY danny yTUAUTDI
2. 2.-w nyTb K pabouyemy dainy yTunutol

Mpu 3anycKe B TaKOM peXKMMe yTUaMTa noTpebyeT BBOA Naposs, KOTPbI ByAeT UCNob30BaH s
wndposaHuna pabouero daina. ITOT Naponb NoTpebyeTca Npu 3anycKe YyTUAUTLI B PEXKMME NMPOBEPKMU.

2.8. CamoTectmnpoBaHue disp

[nsa BbINONHEHMA CAMOTECTUPOBAHMA NEPUOLNYECKUI 3aMYCK YTUANUTBI KOHTPOA LLEJIOCTHOCTU B
peXKMMe NPOBEPKM OCYLLECTBAAETCA C MOMOLLbIO YTUAUTBI cron. Mo yMOIYaHUIO CLLeHapUWIA 3anycka no
cron coxpaHeH B ¢daiine integritychecker-periodic, nyTb K ¢aitny /etc/cron.d/integritychecker-periodic

B pe3synbTaTe nepBUYHOM HacTpolKku kdpintegritychecker mbl nonyumnm: KoHouUrypaumoHHbii dann
YTUAUTBI, pabounii dann yTanTbl 1 Naposb. ITM AaHHble HEO6XOAMMO BHECTU B CLLEHapPUI 3anycKa
YTUAWTBI MO cron:

0 * * * * date >

NYTb_KYOA BYOET_3AMNUCLIBATbCA_JNIOT /integritychecker.log &&
kdpintegritychecker -c KOHO®UIYPALMOHHbIA_ OAAN_YTUAUTBI -w
PABOYUA_OAAN_YTUIUTHl -p MAPOJIb check >>

NYTb_KYOA BYLET 3AMUCBLIBATbCA NOr/integritychecker.log


https://АДРЕС_СЕРВЕРА:8443/targets

3anucy o KaxA0oM 3anycKe YyTUANTbI U pe3ynbTaTbl ee paboTbl CoxpaHatoTcA B dakin
integritychecker.log, npumep ¢ainna B npunoxeHun 4.

2.9. [poBepKa BEPCUM YCTAaHOBIEHHOTO NakeTa disp

MporpammHbIi KOMNOHeHT disp pa3BopayMBaeTCa KaKk CTaHAapTHbIM nakeT FreeBSD ¢ nomoubto
CTaHAaPTHOrO NAKeTHOro MeHeaKepa pkgng. s npoBepKM yCTaHOBAEHHON BEPCUM NaKeTa AOCTAaTOYHO
BbINONHUTL KoMaHAy pkg info disp. Hanpumep:

[gut@fn ~]$% pkg info disp

disp-7.8.2

Name : disp

Version : 7.8.2

Installed on : Wed Feb 3 14:09:46 2021 MSK
Origin : kdp/disp

Architecture : FreeBSD:12:amd64

Prefix : /usr/local

Categories : kdp net kld

Licenses : NONE

Maintainer : kdp@kaspersky.com

WWW : https://gitlab.kdp/developers/dispatcher
Comment : Netmap-based traffic dispatcher

Shared Libs required:
libczmg.so.4
libpcre.so.1
liburcu-gsbr.so.6
libzmqg.so0.5
liburcu-cds.so0.6
libGeoIP.so.1
librdkafka.so.1
libjansson.so.4

Annotations :

FreeBSD_version: 1201000
Flat size : 1.31MiB
Description

Netmap-based traffic processor

WWW: https://gitlab.kdp/developers/dispatcher
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Mpumep KoHbUrypaumnmoHHoro darina

[
{
"name": "test-3",
"ip": [
"192.168.7.2"
1,
"id": 15,
"nb_id": [
ngqn
1,
"nb": [
"192.168.7.0/24"
1,
"type": "PROTECTED",
"generate?": false,
"one-way?": false,
"blacklist": [],
"whitelist": [],
"services": [
{
"module": "sflow",
"proto": "ip",
"m_id": 220003922,
"destination-port": 6343,
"sampling": 100,
"destination-ip": "10.134.9.2"

"module": "bwlist",
"prOtO": "ip",
"m_id": 200000015,

"filter-upstream?": true

1
{

"module": "blklist",

"proto": "ip",
"m_id": 150000015

2

{
"module": "tcp",
"proto": "tcp/80",
"m_id": 142988,
"enabled": 1,
"profile_id": 5692,
"dry-run?": false,
"close-timeout": 10,
"ecr-rst-fine": 0,
"ecr-rst-life": 0,
"ecr-syn-fine": 0,
"ecr-syn-life": 0,
"mss": 1436,

disp



"syn-timeout": 60,
"backlog-timeout": 30,
"buffer-data?": false,
"max-backlog": -1,
"max-buffers": 10,
"max-bufmem": 100000000,
"wait-for-data?": false,
"active-timeout": -1,
"inactive-timeout": 3600,
"brl-burst": 90000,
"brl-rate": -1,
"brl-rate-fine": 0,
"connections-pip": -1,
"connections-pip-fine": 0,
"connections-pip-th": 0,
"crl-burst": 10,

"crl-rate": -1,
"crl-rate-fine": O,
"global-brl-burst": 1,
"global-brl-rate": 0,
"global-crl-burst": 1,
"global-crl-rate": O,
"global-prl-burst": 1,
"global-prl-rate": 0,
"min-window": 0,
"min-window-fine": 0,
"prl-burst": 100,
"prl-rate": 500,
"prl-rate-fine": 1

b

"module": "sflow",
"proto": "ip",
"m_id": 220003945,
"destination-port": 6344,
"sampling": 100,
"destination-ip": "10.134.9.3"

2

{
"module": "accept",
"proto": "tcp/80",
"m_id": 230003945

2

{
"module": "backflow",
"proto": "tcp/0",
"m_id": 190002791,
"hole-life": 180,
"min-port": 32768

2

{

"module": "backflow",
"proto": "udp/0",
"m_id": 180002791,



"hole-life": 180,
"min-port": 32768
}
]

b
114]

OnucaHune KoHourypaumnmoHHoro darna disp
Pecypc (uenb)
- LoNIXKeH uMmeTb Katod "ip": npocTtoit IPv4 unu IP/ganHa_macku_noacetu.
AnvHa mackn >= 24,
MepeKpbiTne IP-agpecoB pecypcoB cHMTaeTCA OLNOKON.
JonycKaeTcs TaKXKe CMCOK afpecoB Tex e ¢opmaTos.
- BO/MKEH MMeTb Ktod "services": maccm 06bEKTOB TNA CEPBUC.
- MOXXeT UMeTb Ktod "name": ums uenu ans otnagaku.
- MOXKeT UMeTb KAatod "id": umcno, cnyKauee ana naeHTUPUKaUUmM uenm (Cm. Huxe).

- MOXKeT umeTb Katoun "blacklist” u "whitelist" (cm. Huxe).

Cepsuc
- BO/MKEH MMeTb Ktod "module": HasBaHWe 0AHOrO M3 3aLlUTHbLIX MOAYNEN.

- MOXXeT UMeTb Kntod "proto": HazBaHMe npoToKona (ip, icmp, tcp, udp), NPy HaANYMK 3aro/I0BKOB
KOTOPOro B NakeTe OH byaeT nepeaaH moayio.

Yepes OI'ILI,MOHa!'IbeIﬁ Chew MOXeT naTM Homep rnopTa. B aTom cnydvae B nakete 6YAET NpoBEPATLCA U
HOMEpP NopTa-noay4yaTena.

- MOXET MMeTb K/tod "service": HasBaHuWe cepsuca 13 /etc/services. OHo 6yaeT npeobpa3osaHo B Napy
{npoTokon, nopt}.

- ecnm "proto" n "service" onyuieHbl, moayao byayT nepenaHbl Bce NakeThl IP.

- MOXXeT umeTb KAtod "dry-run?": ymonuyaHue false. Ecnm true, To mogynb He oTOpacbiBaeT NakeTbl
(DROP 3ameHsAeTcA Ha ACCEPT) 1 He wTpadyeT, HO NUWeT BEPAUKT B /0T,

- ANA 3aLWNUTbl OAHOIO CepBUCA HECKONBbKUMM MOAYIAMM NPUAETCA ONMUCaTb CEPBUC HECKO/IbKO pPas.
K/toy ¢ HEM3BECTHBIM UMEHEM UTHOPUPYETCA (MOXKHO MCMONb30BaTb 4151 KOMMEHTapueB).
HecKo/IbKO K/toYel ¢ 0AHUM MMEHEM CYUTAIOTCA OLWMBKOM (orpaHMyeHue Json).

Mpu 06paboTKe NakeTa AMCNETYEP HAXOAMUT Le/b M MPOCMATPUBAET €€ CMUCOK CEPBUCOB CTPOTO Mo
nopsaky

B MOWCKax cepBuca, NoAxoAALLEro no npoToKoay 1 NopTy.
Ecaun HY 04HOrO NOAXOAALLEro cepamnca He HallaeHo, NnakeT MosKeT BbiTb nepeaaH 8 OC (-0).

Ecnu ke nocnegHuii cepsuc sepHyn NEXT nam kntod -O He yKasaH, NakeT oTOpacbiBaeTcs.



Mpumep: nponyckaem ssh u telnet. Mponyckaem sce UDP, Kpome Kak Ha nopt 137.

[

{
"ip": "10.16.19.0/24",

"": "this is the first target",
"name": "Kitchen Sink",

"services": [

{

"service": "ssh",  "module": "accept"

L

{

"service": "telnet", "module": "accept"
2

{
"proto": "udp/137", "module": "drop"

1
{

“proto": "udp", "module": "accept"

}
]
}
]

OnuncaHne onumin KoHPUrypaumoHHoro danna disp (HacTporkm Protected resource)
- name — uma Protected Resource.

-ip — IP agpeca Protected Resource.

- id — naeHTuoukaTop Protected Resource B cucteme. Cny»kebHaa HaCTPOMKa, MEHATL KOTOPYIO He
pekomeHayeTca.

- nb_id — naeHtuoukaTop ceteBoro 60Ka (moacetv) B cucTeme, B KOTOPbIM BXoaa agpeca Protected
Resource. Cny:kebHas HacTpOlKa, MEHATb KOTOPYIO HE PeKOMEeHAYeTcs.

- nb — ceTeBoli 610K (NoaceTb), B KOTOpPbIN BxoaA agpeca Protected Resource.
- type — TN 06cnyxuBaHuA Protected Resource.

- generate? — ec/iM yCTaHOBWTb B true, To Npy NpMxo4e NepBoro nakeTa Ha Lenesoi IP uenb nopoxkaaer
n3 cebs noauenb U NPUBA3bLIBAET €€ Ha 3TOT IP. PaKTUYECKM ONUUA KOHTPOAUPYET, AEAUTb NN HET
cobvpaemble CTaTUCTUYECKME AAHHbIE MO OTAE/IbHbIM aZpecam pecypca uam cobupaTtb 3TM faHHble No
pecypcy LesnKom.

- one-way? — onuus nokasblBaeT, KaK Tpaduk Protected Resource npoxoauT yepes FN: Bxoaawmii n
NCXOAALWMIA NN TOJIbKO BXOAALNNA.

- blacklist — uépHbIit cnucok IP agpecos, TpadumK KoTopbix Npu obpalleHmn K Protected Resource
6e3ycnoBHO 6aoKMpyeTcs.

- whitelist — 6enbiii cnucok IP agpecos, TpaduK KOTopbIx Npu obpaleHnn K Protected Resource
6e3yc/I0BHO NPOMyCKaeTcs.

- services — HacTpolKkKn moaynen disp, ncnonb3yemblix gns obcnyxmeaHma Protected Resource.



OnuncaHue onumin KoHPUrypaumoHHoro danna disp (HacTporkn moaynen disp)
Mogaynu sflow, bwlist, blklist, accept n backflow sasnstorca cnykebHbIMM MoAyNsiMK, HACTPOMKM
KOTOPbIX MEHATb HE PEKOMEHAYETCA. an H606X0,£|,MMOCTM N3MeEHEHNA HAaCTPOEK 3TUX MO,D,\U'IEVI
pekomeHAayeTcs 06paTUTLCA B CAYKOY TEXHUUYECKOMN NOALEPIKKM.

OnucaHue HacTpoek moayns tcp:
- proto — NpOTOKOA M NOPT, C TPadUKOM KOTopbIX byaeT paboTath moayb

- m_id — YHMKanbHbIN B Npegenax yana Homep moayns (32 6uta). Ha Bcex y3nax Knactepa Hymepaums
AONKHa coBnagaTh!

- enabled — dnar BKAOYEHUA UK OTKAOYEHUA moaynda. Moayan ¢ dnarom enabled = 0 He
ncnonb3ytoTcs Npu ob6paboTke Tpadpuka.

- profile_id — naeHtudunkarop npodpuna punbTpaLmm B CUCTEME, Ha KOTOPOM PaboTaeT 3K3eMnasap
moayns. Cny>kebHas HacTPOMKa, MEHATb KOTOPYIO HE PEKOMEHAYETCA.

- dry-run? — ¢nar, ykasbiBatowmit disp, 4yto moaynb paboTaeT B pexknume nNpoBepKu. B atom pexume
TpadmK obpabaTtbiBaeTca COrNacHO HacTPOMKam MOAYANA, OAHAKO NaKeTbl, NonasLwue noa npasuna
610KMPOBKU, He oTBpacbiBaloTCA. HacTpoiKa UCMONb3yeTca NPU TECTUPOBaHUN U B 0BbIYHOM pexnme
BCceraa Ao/kHa bbitb “false”.

- close-timeout — CekyHA, nepes yaaneHnem coefmHeHunn u3 Tabanubl. OTCUUTLIBAETCA OT NONHOIO
3aKpbITUA COeAMHEHNA.

- ecr-rst-fine — Ha ckonbKo WTpadoBaTh 33 NONbITKY NOAKAOYEHMA, €CN pecypc 3ab10KMpoBaH 3a RST
Ha SYN.

- ecr-rst-life — Ha ckonbKo cekyHA, 610KMpoOBaTb NONbITKM COeAMHEHUA C PECYPCOM NOC/AE TOro, KaK 3TOT
pecypc BepHya RST Ha SYN.

- ecr-syn-fine — Ha cKkosibKo WTpadoBaTh 3a NONbITKY NOAKAOYEHUS, eCv pecypc 3ab10KMpPOBaH 3a syn-
timeout.

- ecr-syn-life — Ha ckonibKo cerkyHz 610KMPOBaTb MOMbITKM COEAUHEHMA C PECYPCOM Noc/ie TOro, Kak
6b1n1 06HapyxeH syn-timeout.

- mss — MSS _uenn_, nepesaBaembiii KnmeHTy B nepsom SYN+ACK. Korga SYN oT uenm copeput
MeHbLee 3HayeHne MSS, 3To 3HaueHMe 3amelLaeT KOHOUTYPaALMOHHOE.

- syn-timeout — CKO/JIbKO CEKYHA, NbITaTbCA YCTAHOBUTb COeANHEHME C Lenblo. [oKa oT uenu He
nony4yeH SYN+ACK, e nosTopHo nepegaetca SYN ¢ uHTepBanamm 2, 4, 8... CEKYHA,

- backlog-timeout — Bpems xpaHeHWs coeanHEHUI, NoKa oHM He noayuunum ACK oT nonb3oBatens.
- buffer-data? — BkntouyaeT perkmum bydepmnsaumm 3anpoca, NOKa He YCTAHOB/IEHO COeAMHEHUE C LLENbIO.

- max-backlog — MackumanbHoe KONMYecTBO COeAMHEHWNI, KOTOPbIE OXKUAAOTYCTaHOBAEHUA He3
ncnonb3oBaHuA SYN proxy. 9Tn coeanHeHua cosgatotca npu npuxoge SYN ot nonb3osaTensa, npu sTom
SYN nponycKaeTcs K uenu 6e3 nsmeHeHuii. Koraa max-backlog npesbiiieH, B oteeT Ha SYN
nosb3oBartento otcbinaerca SYN cookie, a coegmHeHme He co3gaetca. Ecam max-backlog yctaHosneH 8 0,
NpoKcMpoBaHWe BcergaskatodeHo. Ecam max-backlog yctaHoBneH B -1, npoKcnpoBaHue Bceraa
BblkntoueHo, coeanHeHna co3aatotca Toabko no SYN+ACK ot uenu.

- max-buffers — Makcumym 6ydepoB, HakanAMBaembIx 4108 O4HOrO COeANHEHUS.



- max-bufmem — MaKcumym namatu nog 6ydepmsaumto 3anpocos.

- wait-for-data? — BK/louyaeT pexum, Koraa coeguHeHue cosaaetcs Tosbko no ACK ¢ aaHHbIMM. MycTble
ACK 6e3 coegMHeHMA UrHOPUPYLOTCA.

- active-timeout — Yepes ckonbKo ceKkyHA cbpacbiBaTb Ntoboe ycTaHOBNEHHOE coeauHeHune. Mpu
3HayeHun -1 coeanHeHUn He cbpacbiBatoTCA.

- inactive-timeout — Yepes cKo/IbKO CEKYHA Noc/ae Npuema nociefHero nakerta cbpacbiBatb
YCTAHOBJIEHHOE coegunHeHue.

- brl-rate — OrpaHuyeHMe Ha CKOpPOCTbL Nepeaayn c 0g4HOro agpeca. MNpu NpeBbIWEeHUN TeMna nakeT
UrHopupyeTcs.

- brl-burst — BaliT c ogHOro agpeca B KpaTkoBpemeHHoM nuke. (MapameTp anroputma Token Bucket).
- brl-rate-fine — LWTtpadbl, nobaBasemble Npu NPEBbILLEHUN NPeaesia CKOPOCTU nepeaayn no batam.

- connections-pip — MaKkcMmym JonycKaemblx COeAMHEHUI C O4HOTO agpeca. He cuntaeT coegmHeHus,
Nno KOTopbiM NpoLwén xoTb oanH FIN! CoegmuHeHne cnepBa YCTaHABAMBAETCA C KAMEHTOM C
npumeHeHnem SYN cookies, 3aTem npoBepsaeTca npeaen, U, ecin OH NPeBbileH, COegUHEHNE
pa3pbiBaeTcs. MHaue ke coeanHeHne aobaBnaeTcsa B Tabauly M A0ycTaHaB/MBAETCA C LEe/blo B TeYeHUe
syn-timeout.

- connections-pip-th — KonnuectBo coegmHeHunii B Tabauvue pecypca, HauMHan ¢ KOTOpPOoro
obpabaTbiBaeTcA OrpaHNYeHMe connections-pip.

- connections-pip-fine — LWTpadbl, nobasnsemble Npy NPeBbILEHMM Npesena COeANHEHNA.

- crl-rate — OrpaHuyeHue Ha yCpeaHEHHbI TeMN YCTaHOBAEHUSA COeAUHEHMIA C OA4HOro aapeca.
TpebyeT yKasaHua connections-pip. [Jonyctmble 3HaveHua *-rate ot 1e-3 go 1le7 [coea./c]

- crl-burst — CoeanHeHwit c ogHoOro agpeca B KpaTkoBpeMeHHOM nuke. (Mapametp anroputma Token
Bucket). Jonyctmble 3HayeHus *-burst ot 1 4o 1000000.

- crl-rate-fine — LWTtpadbl, fobaBnsiemble NP NPEBbIWEHUN NPeAea CKOPOCTU YCTAHOBKU HOBbIX
coeaMHEeHNN.

- global-brl-burst — Mopor BkAtoyeHua dunbTpaumm no 6aitam. baliT co Bcex agpecos B
KpaTKoBpemeHHOM nuke. (MapameTp anroputma Token Bucket).

- global-brl-rate — OrpaHn4yeHne Ha CKOPOCTb Nepeaayn co Bcex aapecos. Mpu npeBbiWeHMM TeMNA
BK/IlOYaeTca punbTpauma no bamtam.

- global-crl-burst — Mopor BKkAtoYeHUs duabTpauum no coeanHeHmam. CoeaMHEHU CO BCEX a4PECOB B
KpaTKkoBpemeHHOM nuke. (MapameTp anroputma Token Bucket).

- global-crl-rate — OrpaHu4YeHMe Ha CKOPOCTb YCTAHOBKM COeaMHEHMI CO BCeX agpecos. Mpu
npeBblWEeHNN TeMNa BKAOYaeTcA GUAbTPALMA MO COEANHEHUAM.

- global-prl-burst — Mopor BkAtoYeHuA duabTpaumm No naketam. baiT co Bcex agpecos B
KpaTKoBpemeHHOM nuke. (MapameTp anroputma Token Bucket).

- global-prl-rate — OrpaHnyeHune Ha TeMn Nepesayn NaKeToB CO BCEX aApecoB. Mpu NpesbieHnn Temna
BK/tOYaeTcAa GUAbTPALMA NO NakeTaMm.

- min-window — Ecan pasamep okHa B ACK OT KAMeHTa MeHbLUe 3TOWN BEeIMUYMHbI, COpoCcUTb coeguHeHmne
n owTpacdoBaTh.



- min-window-fine — LWTtpadsbl, gobasnsaemble npu nonydyeHmm ACK-nakerta ¢ pasmepom OKHa MeHbLue,
yem min-window.

- prl-rate — OrpaHuyeHMe Ha Temn nepeaaym NakeToB C 0AHOro aapeca. MNpu NpesbiWeHNN TeMna nakeT
UrHopupyeTcs.

- prl-burst — MaKeToB c 0AHOroO agpeca B KpaTKkoBpeMeHHOM nuKe. (MapameTp anropmutma Token
Bucket).

- prl-rate-fine — LWTpadbl, gobaBnsembie Npy NpeBbILEHUM TEMMA NEpPeAaYm NaKeToB C 04HOM0 ajpeca.

[TpnnoxeHune 2

NHTepnpeTauma aaHHbIX nor ¢parnos disp

3anyck KomnoHeHTa disp
Mpwu cTapte disp B nor 6yaet 3anMcaHa uHGopmaumsa noaobHana cnegytowei:

210225 135402 main: disp-7.7.3 src=2fc59a77

210225 135402 readini: processed /usr/local/etc/disp.ini
210225 135402 announce: tid 100927 ~ target splitter

210225 135402 announce: tid 100928 ~ ctimer

210225 135402 announce: tid 100930 ~ atimer

210225 135402 init_tcpstat: 1146 services

210225 135402 init_kafka: rdkafka 0.11.6
(kafka2.linx.kdp:9093,kafka2.o0st.kdp:9093, kaftka2.kur.kdp:9093) node #0
210225 135402 announce: tid 101025 ~ kafka receiver

210225 135402 open_ifaces: 'span' 4 rings, 2048 slots, dirty
210225 135402 open_ifaces: 'span' 90:e2:ba:e5:82:71 ->
aa:aa:aa:aa:aa:oo

210225 135402 open_ifaces: 'span' IP not assigned

210225 135402 kafka_recv: 15 partitions in fines_spanner
210225 135402 alloc_rings: |0000|

210225 135404 alloc_rings: (0000)

210225 135404 announce: tid 101039 ~ worker

210225 135404 announce: tid 101058 ~ worker

210225 135404 make_workers: created 4 workers

210225 135404 announce: tid 101059 ~ worker

210225 135404 announce: tid 101062 ~ HTTP server

210225 135404 announce: tid 101061 ~ all-purpose timer
210225 135404 config_init: reloading /tmp/disp-0:8080.7json
210225 135404 init geoip: loaded /usr/local/share/GeoIP/GeoIP.dat
210225 135404 announce: tid 101041 ~ worker

M3meHeHne cocTaBa 3allmilaembix 06beKToB
Mpu U3MeHMM cocTaBa 3alumiLLaembix 06beKTOB B 1or ByaeT 3anMcaHa nHpopmauma nogobHan
cnepyowen:

210225 135404 jadd: 'kdp.kaspersky.com 82.202.189.26 195.8.62.26"

ObpauleHua K nHtepdericam disp
Mpu obpaLeH B for ByaeT 3anncaHa MHPopMaLma NogobHan creaytowLen:

210225 132059 httpa: from 127.0.0.1

210225 132059 cb_hc: -<----->- GET /targets
210225 132059 cb_mc: replying...

210225 132059 http_status_line: 200 OK



210225
210225
210225
210225
210225
210225

132059
132059
132059
132059
132059
132059

http: closing...

httpa: from 127.0.0.1

cb_hc: -<----->- GET /version
cb_mc: replying...
http_status_line: 200 OK
http: closing...

NHbopmauma o 6IOKMPOBKAx NOCETUTENEN 3alMLLaeMbIX 0OBEKTOB
Mpw 6noKMpoBKe NoceTuTeNs, obpallalowerocs K 3almiLaemomy o6bekKTy, B or byaeT 3anmMcaHa
nHbopmaumsa nogobHasa cnegytoLen
210225 132806 blklist fine: IP:192.241.222.63,FIRST:2021-02-25
13:28:06,UNTIL:2021-02-25 13:38:33,BY:geofilter,INCR:50,NOW:50
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{

"version": "1.0.1",
"loglevel": "INFO",
"sections":
{
Ildispll:
{
"files":
[
"/usr/local/etc/disp.ini",
"/usr/local/etc/supervisord.conf.d/disp.conf",
"/usr/local/bin/disp"
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Wed Feb 3 18:12:22 MSK 2021
Password OK

Checking integrity...
Checking section disp
Hashing files

2 hash OK

1 hash CHANGED

© NEW files or tables

O DELETED files or tables

Hash CHANGED
/usr/local/etc/disp.ini
Done



[MpunoxeHune 5: cBeaeHMA O nepedaBaeMblX AaHHbIX

1. [JaHHble o TpaduKke, cobrupaemble U 0bpabaTbiBaeMble CUCTEMONM MPU NONYYEHUN, OLLEHKE,
dunbTpaLmm, MapLIpyTM3aLumM KU Bo3BpaTe TpaduKa (apyrmummn cnoBamu, npu NobbIX AeNCTBUAX
Hag TpaduKoM) He NepenatoTcsa 3a NPUAE/bl CUCTEMbI.

2. Ons o6HoBNeHMA OC 1 cTaHAAPTHbIX NAKETOB CUCTEMbI MCNONb3YIOTCS ObMLMANbHbIE
penosutopumn FreeBSD. Mpn 06HOBAEHMN N3 OPULIMA/IBHBIX PENO3UTOPUEB 3a NPeae/ibl CUCTEMDI
MOTYT nepenasaTbca AaHHble 06 0OHOBAAEMbIX MaKeTax.



[MpunoxkeHune 6: cBeAeHMA O npon3BoaAnMTE/IbHOCTN CUCTEMDI.

B xoZe NpoBeAeHMA HArPy304YHbIX UCMbITaHUI Bblaa NOATBEPKAEHA CNOCOOHOCTb CUCTEMDI
ob6pabatbiBaTb TpaduK U PpuabTposaTb DDOS aTaku Ha ckopocTax He meHee 10 F6uT/c.

McnbiTaHWA NPoBOAUAMCH Ha cheaytollein annapaTHon naatpopme:

Lenovo/IBM x3550 M5

CPU: E5-2630v4 10C 2.2GHz x 2

RAM: 16GB DDR4 x 8 = 128GB RAM
HDD: 300GB 10K 12Gb/s SAS 2.5" x 2
NIC1: Intel 82599ES dual port 10Gbit x 1
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