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OO0 3TOM AOKYyMeHTe

HacToawmin gokymMeHT npeacTaBnsieT coboi NoaroToBUTENbHbIE NPOLIEAYPLI M PYKOBOACTBO MO 3KCNyaTaunum
nporpammHoro nsgenus "Kaspersky Endpoint Detection and Response” (nanee takke "KEDR", "nporpamma").

MogroToBuTENbHBIE NPOLEAYPLI N3NOXEHbI B pa3fenax "llogrotoeka K yctaHoBKe nporpaMmmbl”, "YCcTaHOBKa
nporpammsbl”, "lMoarotoBka nporpammel kK padote" n "Mpouenypa npuemMkun" n cogepxart npouenypbl 6esonacHom
YCTaHOBKW 1 NepBOHAYarbHOW HAaCTPOMKN NpOorpaMmel, KOTOpble He06XxoaMMbI ANs nonyyYyeHna 6esonacHon
(cepTndmumpoBaHHoI) kKoHGUrypauun. B pasgene "TpeboBaHus" npMBegeHbl MMHUMANbHO HEOBXO ANMbIE
cucTeMHble TpeboBaHuA ansg 6e3onacHoOm yCTaHOBKU MPOrpamMmbl.

OcranbHble pasgeribl 3TOro AOKyMeHTa npeacrtaBnidaioT cobon PYKOBOACTBO MO 3KCniyaTauun. PyKOBOD,CTBO no
aKcnnyaTaunn cogepXXmnt ceegeHna o TOM, Kak OCyLeCTBNATb ©e3onacHoe aaAMUHUCTPpUpoBaHMe nporpamMmmebl, a
TakkKe MHCTPYKUMN N yKa3aHWUA No 6e3onaCHowly MCNoJyib30BaHUIO NporpamMmmebl.

B pokymeHTe Takke cogepXkaTtca pasgensl ¢ 4ONOMHUTENBHOM MHAOpMaLMEN O NporpaMmme.

D,OKyMeHT agpecoBaH TexXxHM4eCKmMM cneumanmcrtam, B obsa3aHHOCTH KOTOPbIX BXOAUT YCTAaHOBKaA, 3KCnlyaTauma n
agmuHucTpupoBaHune Kaspersky Endpoint Detection and Response, a Takke nogaepka opraHusauun,
ncnonb3yowmx Kaspersky Endpoint Detection and Response.

06 amom doKkymeHme
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NCcTOYHUKKN nHpopmauumm o
nporpamMmme

YKasaHHble UCTOYHUKN MHDOpMaLum o nporpamMme (B YacTHOCTW, SNEKTPOHHas cripaBka) co3aaHbl aAns yaobctea
nonb30BaTens U He ABMSOTCS NOSMHOLEHHbIM 3KBMBarliEHTOM 3TOr0 JOKYMEHTA.
CrtpaHuua Kaspersky Anti Targeted Attack Platform Ha Be6-canTe "JlabopaTtopum Kacnepckoro™

Ha ctpanuue (https://support.kaspersky.ru/kata/about kata) Kaspersky Anti Targeted Attack Platform Bbl moxeTe
nony4nTb 06LLYI0 MHpOpMaLMIO O NporpamMmmMe, ee BO3MOXHOCTAX M 0CODEHHOCTSIX paboThl.

CtpaHuua Kaspersky Anti Targeted Attack Platform cogep»uT ccbifiky Ha MUHTEPHET-MarasuH. B Hem Bbl MOXeTe
nprnobpecTn nporpammMy Unu NPOANUTbL NPaBOo NOSIb30BaHWUS NPOrPaMMON.

CtpaHuua Kaspersky Anti Targeted Attack Platform B Ba3se 3sHaHuUK

ba3sa 3HaHun — aTo pasgen Beb-carita Cnyxbbl TEXHUYECKOW NOAAEPXKKN.

Ha ctpanuue (https://support.kaspersky.ru/kata/about kata) Kaspersky Anti Targeted Attack Platform B Base

3HaHWM Bbl HAWAETe CTaTby, KOTOpble coaepxaT NoJie3HYyko VIH(*)OpMaLI,VII'O, pekomeHaaunm n oTBETbl HA 4YacTo
3afaBaeMble BONnpocChkl O npwo6peTeva|, YCTaHOBKe U UCnosnb30oBaHMK NporpamMmmebl.

CrtaTtbu ba3sbl 3HaHWUI MOTYT OTBEYaTb Ha BONPOCHI, KOTOPble OTHOCATCS He Tonbko K Kaspersky Anti Targeted
Attack Platform, Ho n k gpyrum nporpammam "fllabopatopun Kacnepckoro". Ctatbn basbl 3HaHWI Takke MoryT
copepXaTtb HOBOCTM CnyX0Obl TEXHUYECKOW OAAEPXKKM.

O6cyxaeHue nporpamm "Jlabopatopum Kacnepckoro™ B coo6LiecTBe nonb3oBaTtenemn

Ecnu Baw Bonpoc He TpebyeT cpoyHOro oTBeTa, Bbl MOXeTe 06CcyamnTb ero co cneuyunanvuctamm "Jlabopatopun
Kacnepckoro" un ¢ gpyrummn nons3oBartensimMm B Hawem coobuiectse (hitps://community.kaspersky.com).

B coobuiecTBe Bbl MOXeTe NpocMaTpuBaTb onybnnkoBaHHble TeMbl, [OOABNATL CBOM KOMMEHTapuUX, co3aaBaTb
HOBble TeMbI 4N 0bCyKaeHus.

McmoyHuUKu uHghopmayuu o rnpozpamme
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O nporpamme

MporpammHoe n3genve Kaspersky Endpoint Detection and Response — cuctema obHapyXeHusi BTOPXKEHUIN
MHOrOYpPOBHEBOIO TVNa (4715 3aWnThl OT LeNeBbIX aTak).

O6beKT oueHkM NnpeacTaBnsdeT cobon nporpaMMHOE CPeACcTBO, peanusytowee QyHKUMM aBTOMaTU3MPOBAHHOIO
obHapyxeHus B IC yrpo3 HOBOro MOKONEHUS, TakUX Kak amaku «Hyr1eeo20 OHsI» n uesieebie amaku (advanced
persistent threat), HanpaBneHHbIX Ha NpegHaMepeHHbI OCTYN K UHhopMaLmn, cneumnansHble BO3AENCTBUSA Ha
nHdopmaumio (HocuTenun nHpopmMauun) B LENsx ee A0ObIBAHNS, YHUYTOXEHMS, UCKaXeHWs 1 BnoKnpoBaHus
poctyna K Hen. OBHapy>xeHne NPoM3BOAMTCSA NPM NOMOLLM aHanu3a ceTeBomn aktuBHocTu B IC u nccnegosanns
noBefeHus1 MOTEHLMANbHO BPeOOHOCHbLIX OO LEKTOB B KOHTPONMPYEMOW Cpeae BbINONTHEHUS.

Mporpamma Kaspersky Endpoint Detection and Response sBnsetca oyHKUMOHaNbHbIM 610KOM peLleHus
Kaspersky Anti Targeted Attack Platform.

Kaspersky Anti Targeted Attack Platform BkntovaeT B cebsa ABa yHKUMOHaNbHbIX broka:

o Kaspersky Endpoint Detection and Response (KEDR), obecnedvBatoLLmni 3aLUmMTy KOMMNbIOTEPOB
NoKarnbHOW CeTU opraH13auuu;

e Kaspersky Anti Targeted Attack (ganee tarke "KATA"), obecneumBaowmi 3awuTy nepumeTpa
IT-MHGPaCTPYKTYpbI NPeanpUaTUS.

KEDR nuueHsupyetcs otgensHo ot KATA.

[nsa aktmBaumm gyHkumoHanbHocTM KEDR HY)XHO MCNoNb30BaTh OTAENbHbIN KITHOY.

B aTtom pasgene

O Kaspersky Threat Intelligence Portal ... 24

O Kaspersky Threat Intelligence Portal

Ons nony4yeHns 4ONONHUTENBHOW MHOpMaLMKM O dhannax, KoTopble Bbl cYMTaeTe No403pUTENbHBIMU, Bbl MOXETE
nepenTtun Ha Beb-canT nporpammsbl "JlabopaTtopum Kacnepckoro" Kaspersky Threat Intelligence Portal, koTopas
aHanuaupyeT Kaxabl hann Ha CoaepXaHue B HEM BPEeLOHOCHOMO KoAa 1 oTobpakaeT nHdopmaLmio o penyTtauum
aToro dpanna.

Hoctyn k nporpamme Kaspersky Threat Intelligence npegoctaensietca Ha nnaTtHon ocHoBe. [1ns aBTopusaumm
Ha Beb-canTe nporpaMMbl Ha BalleM KOMMbIOTEPE B XpaHUMuLLEe cepTUdUKATOB JOIMKEH BbITb YCTaHOBMEH
cepTudukaT goctyna k nporpamme. Kpome Toro, y Bac A0JPKHbI ObITb MMSA MONb30BaTENS U Naposb 4OCTyNa K
nporpamMmme.

MoppobHee o nporpamme Kaspersky Threat Intelligence Portal cm. Be6-cant "JTabopaTtopun Kacnepckoro”.

O npozpamme
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TpeboBaHuA

o707 pasnen coaepXKnT annapaTtHblie U NporpaMmMHble TpeGOBaHVIFl Ona yCTaHOBKU U pa6OTbI nporpamMmmsbl, a Takxe
yKa3aHMﬂIK)SKCHﬂyaTaHMMI4TDEGOBaHMﬂ K cpene.

B aTtom pasgene
AnnapaTHbI€ U MPOrPAMMHBIE TPEOOBAHYIS ... .ceieeeeeiiiitteeeiaeeteaaittteeeaaeessaannteeeeeaeeesaasnbeeeeaaessaaanssreeeaaaeseannns 25

YkazaHusi Mo SKCNIyaTaLUUm U TPEOOBAHMS K CPEME ..vvevvverereirreasreeteesseesseeasseasseesseessesssessssesssesssesssessssesees 39

AnnapaTtHbie U NporpaMmMHblie TpeboBaHUA

[ns HacTpoiku 1 paboTkl ¢ NporpaMmoit Yepes BeG-1HTepdENC Ha KOMMbOTEpPax AOHKEH OblTb YCTAaHOBMEH OAMH
n3 cnegyowmnx 6paysepos:

e Mozilla™ Firefox™ gns Linux.
e Mozilla Firefox ans Windows.
e Google™ Chrome™ ans Windows.
e Google Chrome gns Linux.
e Edge (Windows).
e Safari (Mac).
MvHUManbHO BO3MOXHOE paspelleHne akpaHa Ans paboTel B Be6-uHTepdpence: 1366x768 nukcenen.

[ns passepTbiBaHUSA NporpamMMbl Ha BUPTYyanbHOM nnatdopme JomkeH ObiTb ycTaHoBNeH runepsemsop VMware
ESXi™ Bepcun 6.5.0, 6.7.0 unun 7.0.

KoHdurypaums cepeepoB ¢ komnoHeHTamu Central Node n Sandbox 3aBucuT oT o6bema AaHHbIX,
obpabaTbiBaemMbIX MPOrpaMMON, a Takke OT MPOMYCKHOM CMOCOOHOCTU KaHana CcBA3w.

AnnapaTHble TpeboBaHusa k komnoHeHTam Central Node n Sandbox npuBegeHsl B PykoBoacTee no
mMacwTabupoBaHuio (cM. pa3gen "PykoBOACTBO No MacwTabupoBaHuMio" Ha cTp. 95).

TpebosaHus
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B aTtom pasgene

TpeboaHusa k Kaspersky Endpoint Agent A5s WINAOWS.........ccuviiiiiiee et e et e e e e e 26
CosmecTtumocTb Bepcuin Kaspersky Endpoint Agent (Endpoint Sensors) ans Windows ¢ Bepcusmu
Kaspersky Anti Targeted AttacK PIAtfOIM ........cooiiiiiiiiiiie e 29
CoBmecTumocTb Bepcuii Kaspersky Endpoint Agent ans Windows ¢ Bepcusmmn Kaspersky Endpoint

S T=Tol0 [ 1 OO O T PP PPPPPPPPN 32
CosmecTumocTb Bepcui Kaspersky Endpoint Agent ana Windows ¢ gpyrumm nporpammMamMi................... 34
TpeboaHusa k Kaspersky Endpoint Agent A58 LiNUX........ooeeoiiiiiiiiiiiie et ee e e e e s s snnrnnee e e e e eans 37
CoBmecTumocTb Bepcuii Kaspersky Endpoint Agent ans Linux ¢ Bepcusimm Kaspersky Anti Targeted Attack
o o a0 1 o PSSP 38
CosmecTtumocTb Kaspersky Endpoint Agent ons Linux ¢ ApyruMu NPOTPAMMAMM .......eeeeeeeeeiiiurreneeeeeeseninns 38

TpeboBaHusa k Kaspersky Endpoint Agent gna Windows

B aTom pasgene onucbiBaloTCcs annapaTtHble U nporpamMmmHble TpeboBaHusa ans Kaspersky Endpoint Agent 3.12
ana Windows.

Ecnun Bepcusa nporpammbl KEDR Ha cepBepax Central Node HecoBmecTMa ¢ Bepcuein nporpamMmmbl
Kaspersky Endpoint Agent 3.12 gns Windows, ycTaHOBNEHHON Ha KOMMbIOTEPAX JIOKaNbHON CETU BaLlen
opraHmsauumn, B pabote KEDR BO3MOXHbl OrpaHUYeHns.

Y Kaspersky Endpoint Agent ans Windows ecTb npeaycTaHOBIEHHbIE NapaMeTpbl, KOTOpbIE ONpeaenstoT
BNUSAHME NPOrpaMmbl Ha MPOU3BOANTENBHOCTb JTIOKANbHOIO KOMMbIOTEPA B CLEHAPUAX NONYyYEHUS
MHdopMaLUn 1 B3anmoaenctems ¢ komnoHeHTom Central Node.

MporpammHble TpeboBaHUA K kKomnbloTepam aAna yctaHoBku Kaspersky Endpoint Agent 3.12 gna Windows

Ons paboTbl nporpammel Kaspersky Endpoint Agent 3.12 ana Windows Ha KomnbioTepax AomkHa ObiTb
yCTaHOBMEHa 0JHa U3 crieayoLwmnx onepaumoHHbIX CUCTEM:

I'Iop,p,ep»(MBaeMble onepaunoHHble CUCTEMbI AnA pa6oql/|x CTaHUUIA:

e Windows 8.1.1 Professional / Enterprise 32-pa3psigHas / 64-pa3psgHas.

e Windows 10 RS3 (Bepcus 1703) Home / Professional / Education / Enterprise 32-paspsgHas /
64-paspsagHasi.

e Windows 10 RS4 (Bepcus 1803) Home / Professional / Education / Enterprise 32-paspsgHas /
64-paspsagHasi.

e Windows 10 RS5 (Bepcus 1809) Home / Professional / Education / Enterprise 32-paspsgHas /
64-paspsagHasi.

e Windows 10 19H1 (Bepcua 1903) Home / Professional / Education / Enterprise 32-pa3psigHas /
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64-paspsagHas.

e Windows 10 19H2 (Bepcusa 1909) Home / Professional / Education / Enterprise 32-pa3psigHas /
64-paspsagHas.

e Windows 10 20H1 (Bepcua 2004) Home / Professional / Education / Enterprise 32-pa3psaHas /
64-paspagHas.

e Windows 10 20H2 (Bepcua 2009) Home / Professional / Education / Enterprise 32-pa3psaHas /
64-paspagHas.

e  Windows 10 21H1 (Bepcusa 21H1) Home / Professional / Education / Enterprise 32-pa3psgHas /
64-paspsagHas.

e  Windows 10 21H2 (Bepcus 21H2) Home / Professional / Education / Enterprise 32-pa3psigHasd /
64-paspsagHasi.

e  Windows 11 21H2 (Bepcusa 21H2) Home / Professional / Education / Enterprise 32-pa3psgHas /
64-paspagHas.

MoanepxuBaemble cepBepHbIe OnepaLMoHHbIE CUCTEMBI:
e Windows Server 2008 SP2 Standard / Enterprise 64-pa3psigHasn./[4534755
e Windows Server 2008 R2 SP1 Foundation / Standard / Enterprise 64-pa3psaaHas.
e Windows Server 2012 Foundation / Standard / Enterprise / Datacenter 64-pa3psigHasn./4534755
e Windows Server 2012 R2 Foundation / Standard / Enterprise / Datacenter 64-pa3psagHan./4534755
e Windows Server 2016 Essentials / Standard / Datacenter 64-paspsgHas.
e Windows Server 2019 Essentials / Standard / Datacenter 64-pa3psaHas.
e Windows Server 2020 H2 Standard Core / Datacenter Core 64-pa3psgHasi.
MopaepxuBaemMble BCTpauBaeMble ONepaLMOHHbIE CUCTEMbI:
e Windows Embedded Standard 7 SP1 32-pa3psgHas / 64-pa3psagHasn.//4534755

e CnepyoLuine onepaumoHHbie CUCTEMbI MOAAEPXKMBAOTCA TONBKO A8 cLeHapueB nHTerpauumn ¢ Kaspersky
Industrial CyberSecurity for Networks:

e Windows XP SP2 Professional 32-paspsagHasi.

e Windows Vista SP2 32-pa3psigHas / 64-pa3psgHas.

e Windows Server 2003 SP2 Standard / Enterprise 32-pa3psagHas / 64-pa3psagHas.
e Windows 7 SP1 Ultimate 32-pa3psgHas / 64-paspsgHas.

e Windows XP Embedded (POS Ready) 32-pa3psgHas.

e Windows Embedded 8.0 Standard 32-paspsagHas / 64-pa3psigHas.

e Windows Embedded 8.1 Industry Pro 32-pa3psiaHas / 64-pa3psagHasi.

e Windows 10 loT Enterprise 32-pa3psigHas / 64-pa3psagHasi.
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Mpu co3paHum MHCTaNnsLMOHHOro nakeTa B Kaspersky Security Center Bepcun 12 v Bbllwe Ansi yCTAHOBKM
Kaspersky Endpoint Agent Ha ycTponcTBa nog ynpaeneHmeM Windows XP HeoOxoaumo ucnonb3oBaTb dalisn
3anycka yCTaHOBKM (Setup.exe) n3 MHCTannsumMoHHOro nakeTa, co3gaHHoro B Kaspersky Security Center
Bepcum 10.5.

MwuHumanbsHasa KoHdurypawms:
e [lpoueccop: 1.4 [Ty (ogHOSAEPHBIN).
e OnepartmBHas namsTb: 256 Mb (512 MB npwu 64-pa3psgHoi onepaunoHHOM CUCTEME).
e O6bem cBobogHoOro mecta Ha aucke: 500 Mb.

e OpuH ceTeBoOW aganTep CO CKOPOCTbIO Nepeaayn aaHHblx 1 Fout/c.

Mpn nuterpauumn ¢ Kaspersky Endpoint Security nporpamma Kaspersky Anti Targeted Attack Platform nmeet
OrpaHnYeHHY (OyHKLUMOHAaNbHOCTb, ECIM Ha cepBepe ¢ nporpammon Kaspersky Endpoint Security
yCTaHoBreHa onepaunoHHasa cuctema Windows Server® 2008 SP2 x64

Onsa ynpasneHus nporpammoit Kaspersky Endpoint Agent ¢ nomousio Kaspersky Security Center Web Console
TpebyeTcs Google Chrome ana Windows.

CoBmecTuMoOCTb nporpammbl Kaspersky Endpoint Agent 3.12 ana Windows ¢ nporpammamu Endpoint
Protection Platform "JlabopaTtopuun Kacnepckoro"

Mporpamma Kaspersky Endpoint Agent 3.12 nogaepxmBaeT nHTerpaLmio co cnegyrLwmmm nporpammamu Endpoint
Protection Platform "NaGopaTopuu Kacnepckoro" (ganee takke "EPP"):

e Kaspersky Endpoint Security ana Windows: 11.4, 11.5, 11.6, 11.7.
e Kaspersky Security gna Windows Server: 11, 11.0.1.
o Kaspersky Industrial CyberSecurity for Nodes: 3.0.

o Kaspersky Security ans suptyansHbix cped: 5.1.x Jlerkun areHt, 5.2 Jlerkui areHT.

MHopmaumio o goctynHbix dyHKumax Endpoint Detection and Response cMm. B cnipaBke COOTBETCTBYHOLLEN
nporpammbl EPP.
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CoBmectumocTtb Kaspersky Endpoint Agent 3.12 gna Windows ¢ apyrumu nporpammamu "Jlabopatopum
Kacnepckoro"”

Mporpamma Kaspersky Endpoint Agent 3.12 nogaepxvBaeTt nHTErpauuio co cneayrLwmmm nporpaMmmamu u
peweHuamu «Jlabopatopun Kacnepckoro»:

e Kaspersky Security Center Bepcuinn 13, 13.1 1 13.2.
e Kaspersky Security Center Cloud Console.

e Kaspersky Sandbox 1.0.

e Kaspersky Anti Targeted Attack Platform 4.0.

e Kaspersky Endpoint Detection and Response Optimum 1.0.

CoBmMecTuMoOCTb nporpammbl Kaspersky Endpoint Agent 3.12 ¢ aHTUBMpPYCHbIMM NporpaMMamMm Apyrux
npousBoauTeneu

Mporpamma Kaspersky Endpoint Agent 3.12 He nogaepxmBaeT COBMECTUMOCTb C aHTUBUPYCHLIMW NPOrpamMmmMamMm
OpYrMx Npou3BoanTenen.

CoBmectumocTb Bepcumn Kaspersky Endpoint Agent (Endpoint
Sensors) ana Windows ¢ Bepcusamun Kaspersky Anti Targeted Attack
Platform

Mporpamma Kaspersky Endpoint Agent ncnonssyet npegycraHoBIeHHbIE NapameTpbl, KOTOpble OnNpeaensoT ee
BIUAHWE Ha NMPOU3BOAMUTENBLHOCTL FIOKaNbHOrO KOMMbIOTEPA B CLLEeHapUAX NonyYyeHns nHdopmaumm u
B3ammogencTaus ¢ komnoHeHTom Central Node.

Ecnu Bepcusa Kaspersky Anti Targeted Attack Platform, yctaHoBneHHon Ha cepBepax Central Node,
HecoBMmecTuUMa ¢ Bepcuen nporpammel Kaspersky Endpoint Agent, yctaHOBNeHHOM Ha KOMMbOTEpPax
NoKanbHOW CeTu Ballen opraHn3aummn, BO3MOXHbI orpaHmdeHns B pabote Kaspersky Anti Targeted Attack
Platform. Tak, |IOC-npoBepka ¢ainnos 1 paboTta ¢ co3gaHHbIMK 3agav4aMm 1 NONUTUKaAMKN Ha KOMMbOTEPaX C
Kaspersky Endpoint Agent moryT 6biTb HegocTynHbl Anga cepsepos Central Node.

UHdopmaLmsa o coemectumocTtn Bepcun Kaspersky Endpoint Agent (Endpoint Sensors) ¢ Bepcusimmn Kaspersky
Anti Targeted Attack Platform npuBegeHa B Tabnuue Huxe.
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Tabnuua 1. Cosmecmumocmsb gepculi Kaspersky Endpoint Agent (Endpoint Sensors) ¢ sepcusimu
Kaspersky Anti Targeted Attack Platform
Bepcusa Twn
Kaspersky Kasper_sky CoBMecTUM CoBMecTUM CoBMecTUMO CoBmecTUM CoBmecTu
Endpoint Endpoint OoCTb C OoCTb C cTb ¢ KATA OCTb C MOCTb C
Agent Agent
. . KATA 3.6.1 KATA 3.7 3.7.1 KATA 3.7.2 KATA 4.0
(Endpoint (Endpoint
Sensors) Sensors)
HocTynHas OoctynHas
PyHKUMOHanN yHKUMOHanN
bHOCTb! HocTynHas bHOCTb!
e MOHUTOP q)yHK".“"OHa”" e MOHWTOP
WH (CM. HOCTE: WHF (CM.
pasgen ® MOHUTOPU pasgen
"MonuTto Hr (CMm. "MonuTto
pVHT pasgen pWHT
paboThbl "MoHuTOop paboTbl
nporpam VHT nporpam
YcrtaHaBnvBae Mbl" Ha paboThbl Mbl" Ha
Endpoint TCSl OTAENBbHO cTp. 211 nporpamm cTp. 211
Sensors unu B cocTtaee Oa ); bl" Ha ); Het
3.6.1 KES Bepcui o OBHapyx cTp. 211); o OBHapyx
11.2n11.3 eHus e 06GHapyxe eHus
(cm. HUA (CM. (cm.
pasgen pasgen pasgen
"Tabnuy "Tabnuua "Tabnuy
a obHapyxe a
0GHapyx HUI" Ha 06Hapyx
eHnn" Ha cTp. 281) eHnn" Ha
CTp. 281 (Tonbko CcTp. 281
) TAA). )
(Tonbko (Tonbko
TAA). TAA).
YctaHaBnvBae
. TCSA OTAENbHO
Endpoint Agent Unu B coctaBse Het Het Het Het Het
3.7 N
KES Bepcuii
11.2n11.3
Obbem Obbem
nepepasae
nepegasaem
MbIX
bIX
nporpammMon nporpammo
Endpoint Agent YcTaHaBnnBae Het fa [la Kaspersk "
3.8 TCS OTAENbHO Endpointy Kaspersky
P Endpoint
Agent
Agent
AaHHbIX
OaHHbIX
orpaHuyeH.
OrpaHuyeH.
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Bepcusa Twn
E?Zpizzfy E?Zpizzfy CoBmMecTUM CoBmMecTUM CoBmecTMO CoBmecTUM CoBmecTH
A egt A eE t OCTb C OCTb C ctb ¢ KATA OoCTb C MOCTb C
gent gent KATA3.6.1 | KATA37 3.7.1 KATA3.7.2 | KATA 4.0
(Endpoint (Endpoint
Sensors) Sensors)
O6bem Obwem
nepenasae
nepegaBaem
MbIX
YcTaHaBnmBae bIX HDOMDAMMO
Endpoint Agent TCS1 OTAENBHO nporpammMon le P
3.9 unu B coctase Het Ha [a Kaspersky Kaspersk
' KES Bsepcuit Endpoint Endpointy
1141115 Agent A eﬁt
OaHHbIX g
OaHHbIX
OrpaHuyeH.
orpaHuyeH.
O6bem Obwem
nepegasae
BOCNpPUHMMae
MbIX
YcTaHaBnvBae MbIX CEpBEPOM nporpammo
Endpoint Agent TCA OTAENbHO Het Het _Iﬁgfp;?(;(y Ant fa "
3.10 Unu B cocTase Attzf]ck Kaspersky
KES 11.6 Endpoint
Platform
Agent
OaHHbIX
OaHHbIX
OorpaHunyeH.
OrpaHuNyeH.
O6bem Obwem
nepenaeae
BOCMpUHUMae
MbIX
YcrtaHaBnvBae MBIX CEpBEPOM nporpammo
Endpoint Agent TCA OTAENbHO Her HeT ?preet:es dky Ant fla n
3.11 Unu B cOCTaBe Atta?ck Kaspersky
KES 11.7 Endpoint
Platform
Agent
OaHHbIX
OaHHbIX
OrpaHuYeH.
orpaHuyeH.
Endpoint Agent YcraHasnusae |, Het Het Her fa
3.12 TCSA OTAENbHO

Ecnu Bbl ogHOBpeMeHHO ucnonb3yete nporpammy Endpoint Sensors Bepcuun 3.6.1 B coctase Kaspersky Endpoint
Security n otgenbHyto nporpammy Kaspersky Endpoint Agent Bepcum 3.8 unu 3.9, Kaspersky Anti Targeted Attack
Platform nony4yaeTt gaHHble Ha NpoBepKy OT 0beunx nporpamm. B pesynbTaTe MOryT BO3HMKATh crieaylolimne

OLLNOKM:

e Ot nporpammbl Endpoint Sensors Bepcun 3.6.1 He noctynatT AaHHble 06 IDS- n Sandbox-o6HapyxeHusix.

e Ot nporpammbl Kaspersky Endpoint Agent Bepcun 3.8 He noctynatoT gaHHble 06 0BHapY>KEeHUAX
Kaspersky Endpoint Security.
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» Umobki usbexxams owuboK, 8binosTHUME 00HO U3 criedyrouux delicmeaul:

o OrtknioumnTe ncnonb3oBaHue nporpammbl Kaspersky Endpoint Agent B coctaBe Kaspersky Endpoint
Security nepepn o6HoBneHnem nporpammbl Kaspersky Endpoint Agent oo sepcumn 3.8 unm 3.9.

e [lepen obHoBneHnem n nocne obHoBneHus nporpammbl Kaspersky Endpoint Agent ao sepcumn 3.8 unu 3.9
B nonimtuke nporpammbl Kaspersky Endpoint Agent oTkntounTe ncnonb3oBaHue sepcun 3.6.1.

CoBmMmecTumocTb Bepcumn Kaspersky Endpoint Agent ana Windows ¢
Bepcuamu Kaspersky Endpoint Security

Bbl MOXXeTe ycTaHoBuTb nporpammy Kaspersky Endpoint Agent B coctaBe nporpammbl Kaspersky Endpoint
Security nnn otaeneHo.

Mpwn yctaHoeke Kaspersky Endpoint Agent B coctaBe Kaspersky Endpoint Security nporpammsl MHTErpupyroTcst
mexay cobon. B aTom cnydae nporpamma Kaspersky Endpoint Agent Takke nepegaet Ha cepep Central Node
AaHHble 006 yrposax, obHapyeHHbIx Kaspersky Endpoint Security, n o pesynbtatax 06paboTku yrpo3 aTom
nporpammoin. Ecnu HacTpoeHa nHterpauus nporpammsl Kaspersky Endpoint Agent ¢ nporpammoin Kaspersky
Sandbox, Ha cepBep Central Node 6yayTt Takke nepegaBaTtbcs AaHHble 06 obHapyxeHusax Kaspersky Sandbox.

OnucaHHbIN BbILLE MHTErPaLMOHHbIN CLueHapuii He paboTaeT npu ycTaHoBke nporpammbl Kaspersky Endpoint
Agent Ha BupTyanbHbIn paboumnii cton B UHdpacTpykyTtpe Virtual Desktop Infrastructure.

Bbl MoxeTe ycTaHOBUTbL B cocTaBe nporpammbl Kaspersky Endpoint Security cnegytowme Bepcun Kaspersky
Endpoint Agent (Endpoint Sensors):

e Kaspersky Endpoint Agent 3.7 nnu Kaspersky Endpoint Agent (Endpoint Sensors) 3.6.1 B coctase
Kaspersky Endpoint Security 11.2, 11.3.

Mporpamma Kaspersky Endpoint Agent (Endpoint Sensors) 3.6.1 HecoBmecTuMa ¢ Kaspersky Anti
Targeted Attack Platform 4.0.

Mporpamma Kaspersky Endpoint Agent 3.7 HecoBmecTuMa co BceMmu Bepcuamm Kaspersky Anti
Targeted Attack Platform.

e Kaspersky Endpoint Agent 3.9 B coctaBe Kaspersky Endpoint Security 11.4, 11.5.
e Kaspersky Endpoint Agent 3.10 B coctaBe Kaspersky Endpoint Security 11.6.
e Kaspersky Endpoint Agent 3.11 B coctaBe Kaspersky Endpoint Security 11.7.

Mpu yctaHoske Kaspersky Endpoint Agent B coctaBe Kaspersky Endpoint Security oTaensHO ycTaHOBNEHHast
paHee nporpamma Kaspersky Endpoint Agent Toi e unm 6onee paHHux Bepcuin yaansietcs. Ecnun Bepcus
Kaspersky Endpoint Agent B coctaBe Kaspersky Endpoint Security 6onee paHHsad, nporpammMa He 6yaeT
ycTaHoBneHa. B atom cnyyae Bam TpebyeTca npeaBapuTenibHO yaanutb OTAENbHO YCTAHOBIIEHHYIO Nporpammy
Kaspersky Endpoint Agent.
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Bbl moxeTe 06HOBUTE nporpammy Kaspersky Endpoint Agent kak B coctaBe nporpammbsl Kaspersky Endpoint
Security, Tak n otaensHo. NMpn o6HoBneHnn Kaspersky Endpoint Agent B coctaBe nporpammbl Kaspersky
Endpoint Security uHterpaums mexay coBMeCTMMbIMU BEPCUAMUN NMporpamm coxpaHsietcs. OBHoBneHune ¢
npeabiaywen Bepcum Kaspersky Endpoint Agent (cm. pasgen "O6HoBneHune npeablayLier Bepcum Kaspersky
Endpoint Agent" Ha cTp. 530) go Bepcuu 3.12 poctynHo ansa Kaspersky Endpoint Agent Bepcun 3.7 1 BbliLLe.

WHdopmaLmsa o coBmectumocTy Bepcun nporpamm Kaspersky Endpoint Agent u Kaspersky Endpoint Security
npuBedeHa B Tabnuue HUXe.

Tabrnuua 2.

Cosmecmumocmsb sepculi npoepamm Kaspersky Endpoint Agent u Kaspersky Endpoint

Security

Bepcusa
Kaspers
ky
Endpoin
t
Security

CoBmecTMMO
CcTb C
Endpoint
Sensors 6.1

CoBmecTumo
CTb C
Endpoint
Agent 3.8

CoBmecTMMO
CTb C
Endpoint
Agent 3.9

CoBmecTUMO
CTb C
Endpoint
Agent 3.10

CoBmecTUMO
CTb C
Endpoint
Agent 3.11

CoBmecTMmMO
CTb C
Endpoint
Agent 3.12

e KES
10
SP2
MR2

Oa

Het

Het

Het

Het

Het

e KES
10
SP2
MR3
/MR
4

Oa

Oa

Oa

Het

Het

Het

e KES

11.0.

Oa

Het

Het

Het

Het

Het

e KES

11.0.

Oa

Oa

Oa

Het

Het

Het

o KES
111

o KES

11.1.

Het

Oa

Oa

Oa

Het

Oa

o KES
11.2

o KES
11.3

Oa

Oa

Oa

Oa

Oa

Oa
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Bepcusa
Kaspers
ky
Endpoin
t

CoBmecTMMO
CTb C
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CoBmectumocTb Bepcuun Kaspersky Endpoint Agent ansa Windows ¢
Apyrumu nporpamMmmamm

CoBmecTHasi paboTa Kaspersky Anti Targeted Attack Platform ¢ nporpammamu, He yka3aHHbIMW B 3TOM
pasgerne, He NpeayCcMOTpeHa.

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.8 ¢ nporpammon Kaspersky Security ans
BUpTyanbHbIx cpen Jlerkun areHT (KSV LA)

Mporpamma Kaspersky Endpoint Agent 3.8 coBmecTtma c nporpammoin Kaspersky Security Ans BupTyanbHbIX
cpeg Jlerkui areHT Bepcun 5.1, 5.1.1.

CoBmecTumocTb nporpammbl Kaspersky Endpoint Agent 3.8 n 3.9 ¢ nporpammoin Kaspersky Security ans
Windows Server

Mporpamma Kaspersky Endpoint Agent Bepcuii 3.8 u 3.9 coBmecTuma ¢ nporpammon Kaspersky Security ans
Windows Server Bepcuii 10.1.2, 11.

Ecnu Ha ycTpoicTBe ycTaHoBNeHa 1 ucnonb3yetcs nporpamma Endpoint Sensor Bepcumn 3.6.1 B coctaBe
Kaspersky Endpoint Security, pekomeHngyetcsa oTkniounTb nporpammy Endpoint Sensor nepepn yctaHoBkon
Kaspersky Endpoint Agent Bepcuii 3.8 1 3.9 BO n3bexaHne BO3MOXHbIX KOH(PITMKTOB MeXAy nporpammMamMu.

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.8 u 3.9 ¢ gpyrumu nporpammamu "Jlabopatopumn
Kacnepckoro”

Mporpamma Kaspersky Endpoint Agent Bepcuit 3.8 1 3.9 coBmecTnma co crnegylowmmmu nporpaMmmamMmm m
pelueHnsamu "Mabopatopumn Kacnepckoro":

o Kaspersky Security Center Bepcuin 11, 12.
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e Kaspersky Sandbox 1.0.
e Kaspersky Anti Targeted Attack Platform 3.7, 3.7.1, 3.7.2.

CoBmecTumocTb nporpammbl Kaspersky Endpoint Agent 3.8 u 3.9 ¢ aHTUBUPYCHbLIMU NporpaMmmamu
ApYyrux npouvssoguTenen

Ha komnbloTepax, Ha KoTopble Bbl XOTUTE YCTaHOBUTL nporpammy Kaspersky Endpoint Agent, moxeT 6biTb
yCTaHOBMEHa OJHa U3 CreaylLwmnx aHTMBUPYCHbIX MpOrpamMm Opyrnx Nnpon3BoanTenen:

e Symantec™ Endpoint Protection.

e Sophos Endpoint Protection.

e ESET NOD32 Business Edition Smart Security.

o BitDefender® GravityZone® Advanced Business Security.
e McAfee® Endpoint Security 10.6.1.

e McAfee Endpoint Security 10.7.

Mpn KOMNblOETE OQHOBPEMEHHO YCTAHOBIEHbI HECKOSBbKO aHTMBMPYCHbIX MPOrpamMm ApyrMx NponssBoanTenen,
KoppekTHasi paboTa nporpaMmbl Kaspersky Endpoint Agent He rapaHTupyeTcs.

Ecnu Ha komnbloTepax, Ha KOTopbIX OyaeT ycTaHaBnmBaTbest nporpamma Kaspersky Endpoint Agent,
ycTaHoBrneHa nporpamma RealTimes Desktop Service, pekomeHayeTcsa ee yaanuTb nepen Tem, Kak
ycTaHasnueaTtb Kaspersky Endpoint Agent.

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.10 ¢ nporpammown Kaspersky Security gns
Windows Server

Mporpamma Kaspersky Endpoint Agent 3.10 coBmecTtuma ¢ nporpammont Kaspersky Security ana Windows Server
cnegyrowmx sepcuin: 10.1.2, 11.

MHopmavumio o goctynHbeix dyHKumMax Endpoint Detection and Response cM. B cnpaBke COOTBETCTBYHOLLEN
nporpammel EPP.

CoBmecTumocTb nporpammbl Kaspersky Endpoint Agent 3.10 ¢ gpyrumu nporpammamm "JlabopaTtopuu
Kacnepckoro"”

Mporpamma Kaspersky Endpoint Agent 3.10 nogaepxvBaeT MHTErpauuio co crneayrLwmmmn nporpaMmmamm un
pelueHusamu "labopartopum Kacnepckoro":

e Kaspersky Security Center Bepcuii 11 1 12.1.
e Kaspersky Sandbox 1.0.
e Kaspersky Anti Targeted Attack Platform 3.7.1, 3.7.2.

e Kaspersky Endpoint Detection and Response Optimum 1.0.

CoBmecTumMocCTb nporpamMmmbl Kaspersky Endpoint Agent 3.10 ¢ aHTUBUPYCHbLIMU NpoOrpamMmamMm apyrux
npousBoauTenen

Ha ycTpowcTBax, Ha KoTopble Bbl XOTUTE ycTaHOBUTL nporpammy Kaspersky Endpoint Agent 3.10, MoXeT ObITb
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yCTaHoOBneHa aHTuBMpycHasi nporpamma Bitdefender GravityZone Advanced Business Security.

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.11 ¢ nporpammamu Endpoint Protection
Platform "JlabopaTopum Kacnepckoro™

Mporpamma Kaspersky Endpoint Agent Bepcuun 3.11 coBmecTuma co cnegyowmmm Bepcusimu nporpamm Endpoint
Protection Platform "llabopaTopun Kacnepckoro" (nanee takke "EPP"):

e Kaspersky Security gna Windows Server: 11, 11.0.1.
o Kaspersky Security ans suptyanesHbix cpe Jlerkui areHT 5.2.

Bbl MOXeTe HacTpouTb MHTerpauuio mexay nporpammamm Kaspersky Endpoint Security, Kaspersky Security ans
Windows Server, Kaspersky Security ans supTyaneHbix cpeg Jlerkuii areHT n Kaspersky Endpoint Agent. Ecnn
WHTerpaumsa mexay nporpaMmmamm HacTpoeHa, Kaspersky Endpoint Agent OygeT Takke nepegaBaTth Ha cepBep
Central Node gaHHble 06 yrpo3ax, 0OHapyXeHHbIX 3TUMKU MporpaMMamMu, 1 o peayrnbtaTe nx obpaboTtku. Ecrim
HacTpoeHa uHTerpaums nporpammbl Kaspersky Endpoint Agent ¢ nporpammon Kaspersky Sandbox, Ha cepsep
Central Node 6yayT Takke nepegaBatbcs AaHHble 06 obHapyxeHusax Kaspersky Sandbox.

OnucaHHbIV Bbile MHTErpaunoHHbIN cueHapui He paboTaeT npu yctaHoske nporpammbl Kaspersky Endpoint
Agent Ha BupTyanbHbIn paboyunn cton B nHdpactpykyTpe Virtual Desktop Infrastructure.

Kaspersky Endpoint Agent n Kaspersky Security ans sBupTyaneHbix cpeg JIerkuin areHT, yCTaHOBMEHHbIE Ha
BUPTYyanbHY MaLUUHY, AaloT Takylo xe Harpyaky Ha cepBep Central Node, kak Kaspersky Endpoint Agent n
Kaspersky Security ons BupTyanbHbix cpeg J1erkuin areHT, ycTaHOBEHHbIE Ha XOCT.

MoapobHyto nHdopmauuo 06 ynpasneHun Kaspersky Endpoint Agent 3.11 cm. B Cripaske Kaspersky Endpoint
Agent 3.11.

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.11 ¢ apyrumu nporpammamum "llabopatopumn
Kacnepckoro”

Mporpamma Kaspersky Endpoint Agent Bepcuu 3.11 coBmecTMmMa co cnegylowmmMmm nporpaMmMamMm U peLleHmusaMm
"INTabopaTopum Kacnepckoro™:

o Kaspersky Security Center Bepcuin 10.5, 11 1 12.1.

e Kaspersky Sandbox 1.0.

o Kaspersky Anti Targeted Attack Platform 3.7.1, 3.7.2.

e Kaspersky Endpoint Detection and Response Optimum 1.0.

e Kaspersky Industrial CyberSecurity for Networks 3.0.
CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.11 ¢ aHTUBUPYCHbIMKM NporpaMmMamm Apyrux
npousBoauTenen

Ha ycTpowncTBax, Ha KOTopble Bbl XOTUTE yCTaHOBUTE nporpammy Kaspersky Endpoint Agent 3.11, moxeT 6bITb
yCcTaHoBrneHa aHTuBMpycHas nporpamma Bitdefender GravityZone Advanced Business Security.

TpebosaHus
36



lkaspersky

TpeboBaHusa k Kaspersky Endpoint Agent ansa Linux

B aTom pasgene onucbiBatoTCsl annapartHble 1 nporpamMHble TpeboBanusa ansa Kaspersky Endpoint Agent 3.12
ansa Linux.

MporpammHbie Tpe6oBaHUA K KOMNbIOTEPaAM ANA ycTaHOBKU nporpammbl Kaspersky Endpoint Agent 3.12
ansa Linux

Ona pabotbl nporpammbl Kaspersky Endpoint Agent 3.12 Ha komnbloTepax A0MmkHbI ObiTb YCTAHOBMNEHA oAHa U3
crnegywLmx onepaumoHHbIX CUCTEM:

e Ubuntu 16.04 LTS.

e Ubuntu 18.04 LTS.

e Ubuntu 20.04 LTS.

¢ Red Hat® Enterprise Linux® 7.

¢ Red Hat Enterprise Linux 8.

e CentOS7.

e CentOS 8.

e Debian GNU / Linux 9.

e Debian GNU / Linux 10.

e Debian GNU / Linux 11.

e Oracle® Linux 7.

e Oracle Linux 8.

e SUSE Linux Enterprise Server 12.

e SUSE Linux Enterprise Server 15.

¢ Astra Linux Special Edition PYCB.10015-01 (o4epegHoe o6HoBneHune 1.6).
e Astra Linux Special Edition PYCB.10015-16 (ncnonHeHue 1) (o4epegHoe ob6HoBneHne 1.6).
¢ Astra Linux Common Edition (ouepenHoe obHoBneHue 2.12).

e AnbT 8 CIl Cepsep.

e Anbt Cepsep 9.

e AnbTt Pabovas ctaHuus 9.

AnnapaTtHble Tpe6oBaHUA K KOMNbIOTEPaM Afs yCTaHOBKM nporpamMmbl Kaspersky Endpoint Agent 3.12
ansa Linux

MuHuManbHble annapaTHble TpeboBaHus:
e [lpoueccop: 2 Tu.
e OnepartueHas namatb: 512 MB.

e O6bem cBobogHoro mecta Ha aucke: 20 M.

Heo6xogumoe nporpaMmmMHoe obecnevyeHue

Ina pabotel Kaspersky Endpoint Agent ans Linux Heo6xoguma nporpamma Linux Audit Daemon 2.8 nnm 3.0.
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YcTaHaBnusaeTcs Ha xocTbl ¢ Kaspersky Endpoint Agent.

CoBmecTumMocCTb nporpammbl Kaspersky Endpoint Agent 3.12 gnsa Linux ¢ nporpammamun Kaspersky
Endpoint Security gnsa Linux "Jlabopatopun Kacnepckoro"

Mporpamma Kaspersky Endpoint Agent 3.12 nogaepxuBaet nHterpauuio ¢ Kaspersky Endpoint Security ana
Linux: 11.1, 11.2.

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.12 gnsa Linux ¢ agpyrumu nporpammamMmm
"IlabopaTopumn Kacnepckoro"”

Mporpamma Kaspersky Endpoint Agent 3.12 nogaepxvBaeTt nHTErpauuio co cneayrLwmmm nporpaMmmamu u
peleHusamm "Jlabopatopumn Kacnepckoro":

o Kaspersky Security Center Bepcuii 13, 13.2.

e [InarvH ynpaenenus Kaspersky Endpoint Agent sepcun 3.10, 3.11, 3.12.
e Beb6-nnaruH Kaspersky Endpoint Agent Bepcuu 3.10, 3.11, 3.12.

e Kaspersky Anti Targeted Attack Platform Bepcuu 3.7.2.

CoBmectumocTb Bepcumn Kaspersky Endpoint Agent ansa Linux ¢
Bepcuamum Kaspersky Anti Targeted Attack Platform

WHpopmaLms 0 coBMecTUMOCTH Bepcui nporpammbl Kaspersky Endpoint Agent ans Linux ¢ Bepcusimmn Kaspersky
Anti Targeted Attack Platform npuBegeHa B Tabnuue Hmxe.

Tabnuya 3. Cosmecmumocmsb gepcutli Kaspersky Endpoint Agent dns Linux ¢ eepcusimu Kaspersky
Anti Targeted Attack Platform

Bepcus . CoBMeCcTUMOCTb
Endpoint Tun Endpoint CoBmMecTMMOCTb c KATA 3.7 CoBMeCcTMMOCTb CoBmMeCcTMMOCTb
P Agent c KATA 3.6.1 o c KATA 3.7.2 c KATA 4.0
Agent 3.7.1
YcTtaHaBnvBaeTcs
Endpoint oTAeNbHO unn B
Agent 3.9 coctaBe KES Her Her fla fla
Bepcum 11.1
Endpoint YcTtaHaBnvBaeTcs
Agent 3.12 oTAenbLHoO Het Het Ra Ra

CoBmecTtumocTb Kaspersky Endpoint Agent ans Linux ¢ agpyrumm
nporpammamm

CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.9 ans Linux ¢ nporpammamu Kaspersky
Endpoint Security gnsa Linux "laopatopun Kacnepckoro"

Mporpamma Kaspersky Endpoint Agent 3.9 nogaepxuBaeT nHterpauuio ¢ Kaspersky Endpoint Security ans Linux:
11.1, 11.2.
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CoBmecTtumocTb nporpammbl Kaspersky Endpoint Agent 3.9 gnsa Linux ¢ gpyrummu nporpammamu
"ITabopaTopuun Kacnepckoro"

Mporpamma Kaspersky Endpoint Agent 3.9 nogaepxvBaeT nHTerpauuio co cneayrwmmm nporpaMmmamu
peleHusmu "labopatopumn Kacnepckoro:

Kaspersky Security Center Bepcuii 12.1 1 12.2.

MnarnH ynpasneHus Kaspersky Endpoint Agent Bepcum 3.10.
Beb6-nnaruH Kaspersky Endpoint Agent Bepcum 3.10.
Kaspersky Anti Targeted Attack Platform 3.7.2.

YKasaHusa no akcnsiyataumm n TpedboBaHusA K cpege

1. YcraHoBKa, KOH(pUrypupoBaHve u ynpasfieHme nporpaMmmon AOMMKHbI OCYLLECTBNSATLCS B COOTBETCTBUN C
3KcnnyaTauMoHHOW [OKYMEHTaLUNEN.

2. Tllporpamma gommkHa aKCnNyaTMpoBaTbCHA Ha KOMMNbIOTEPAX, OTBEYALWUX MUHUManbHbIM TpeboBaHusAM,
npvBedeHHbIM B pasgerne "AnnapaTHble n nporpaMMHble TpebosaHms".

3. Tlepen ycTaHOBKOW M Ha4anom aKcnnyatauum nporpaMMbl HEO6X0AMMO YCTaHOBUTb BCe AOCTYMNHbIE
o6HoBReHns ansa ncnonb3yembix Bepcui MO cpeabl PyHKUMOHMPOBaHNUS.

4. [HomxeH 6bITb 0BecneyeH JOCTYN NporpamMmmbl KO BCEM 06beKTaM MHEPOPMaLMOHHON CUCTEMBI, KOTOpblE
HeobXxoaMMbl NporpaMmMe NS peanusauum CBoMX PyHKUMOHAamNbHbIX BO3MOXHOCTEW (K KOHTPONMpYyeMbIM
obbekTam MHPOPMALIMOHHON CUCTEMBI).

5. [HomxHa 6bITb 0BecnevyeHa COBMECTUMOCTb NPOrpaMmbl C KOHTPONUPYEMbIMU pecypcamu
WHOPMaLIMOHHON CUCTEMBI.

6. [ormxHa 6biTb 06ecnevyeHa BO3MOXHOCTb KOPPEKTHON COBMECTHOW paboTbl MporpamMmmbl CO cpeacTBamm
aHTVMBUPYCHOW 3aLLnTbl APYrMX NpOM3BOAUTENEN B Cly4ae nx COBMECTHOrO MCNOMNb30BaHNS B
WHOPMaLIMOHHON CUCTEME.

7. DomxHa 6bITb 06ecneyveHa dur3nyeckas 3awmuta aneMeHToB MHPOPMALIMOHHON CUCTEMBI, HA KOTOPbIX
yCcTaHoBIeHa nporpaMmma.

8. [omxHa 6bITb 0BecneyeHa CMHXPOHM3aLUS NO BPEMEHN MEXAY KOMMNOHEHTaMu1 NporpamMmsl, a Takke
MexXxay nporpaMmmon n cpefon ee OyHKLNOHNPOBAHUSA.

9. T[lepcoHan, OTBETCTBEHHbIN 3a DYHKLMOHMPOBaHNE NporpamMmbl, 4OIHKeH obecneymBaTb Hagnexallee
PYHKLMOHMPOBaHWE NpPOorpaMMbl, PyKOBOACTBYSACH SKCNIyaTaUMOHHOW AOKYMEHTaUVeN.

10. JomkHa 6bITb 0b6ecneyeHa goBepeHHas CBA3b MexXay NporpamMmmoin U yNnonHOMOYEHHbIMU CybbekTamum
WMHOPMAaLIMOHHOM cUCTEMbI (agMUHKUCTpaTopamMm 6e3onacHoCcTm).

11. ®yHKUMOHUPOBAHWE NPOrpaMmmbl JOIMKHO OCYLLECTBAATLCA B cpeae PYHKLMOHUPOBaHUS,
NpegocTaBnsAoLLEN MEXaHN3Mbl ayTeHTUMMKaLMn n ngeHtudmrkaumm agMMHUCTpaTopoB 6e30nacHOCTH
nporpammei.

12. JomkeH ObITb 0b6ecneyeH OBEPEHHbIN kaHan nony4YeHus o6HoeneHun B, MKB.

13. JomkHa 6bITb 06ecneveHa 3alumeHHas 0bnacTb Ans BbINOMHEHUS PyHKLMIA 6e30nacHOCTU NPOrpaMmel.

14. YnpaBneHue atpubytamm 6€30nacHOCTU, CBA3AHHBIMU C AOCTYNOM K (PYHKUMSM M JaHHBIM NPOrpaMmel,
AOIMKHO NPefoCcTaBATbCA TOMbKO YNONHOMOYEHHBIM PONAM (aAMUHUCTPaTopaM nporpamMmmbl U
WH(OPMALIMOHHON CUCTEMBI).

15. AAMMHUCTPATOp AOMKeEH ycTaHoBUTL B cpeae VT makcMmansHOe YMCno NomnbITOK HEYCMNELHbIX MOMNbITOK
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ayTeHTUdMKaLmm ¢ MOMeHTa NocrneaHen ycneLwwHon nonbITKN ayTeHTMdUKaumm nonb3oBaTens ¢
nocriegyouier 6rIoKMPOBKON NOMbITOK ayTEHTUMUKALMM NPU MPEBLILLEHUN YCTAHOBINEHHOIO 3HAYEHUS.

16. AOMUHUCTpATOpP OOSMKEH 3adaTb METPUKY KayecTBa naporiein, BKIoYatoLyo TpeboBaHus K agnvHe
naponein, TpeboBaHNsA NO 3anpeLLeHNo CNoNb30BaHMS onpeaeneHHbIX KOMOUHaLUWIA CUMBOSIOB, a Takke
TpeboBaHMsA K KaTeropum NUCMOSb3yEMbIX CUMBOJSIOB.
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O npeaocTtaBneHnn AaHHbIX

[nsa paboTbl HekoTopbIX KoMNoHeHToB Kaspersky Anti Targeted Attack Platform Heobxogmma o6paboTka AaHHbIX
Ha cTopoHe "llabopaTopun Kacnepckoro”. KOMNOHEHTLI HE OTNPaBNAlT AaHHble 6e3 cornacus agMuMHUCTpaTopa
Kaspersky Anti Targeted Attack Platform.

Bbl MOXeTe 03HaKOMUTbCSH C nepeyvyHem AOaHHbIX U YCITOBUAMU NUX NCNOJTb30BaHUA, @ TaKKe OaTb cornache Ha
06paboTKy AaHHbIX B CnegyloLmux cornalleHunsax Mexay Ballen opraHusauuen n "flabopatopuen Kacnepckoro™:

B JlnueH3noHHOM cornaleHun (Hanpumep, Npu yCTaHOBKE Nporpammbl).

CornacHo ycrnoBusiM JIMLUEH3MOHHOTO cornalleHnsl, Bbl COrnallaeTechb B aBTOMaTUYECKOM pexnme
npepoctasnaTe "[labopatopuun Kacnepckoro" nHcopmaumio, nepeumcneHHyto B JIueH3noHHOM
cornawleHun B nyHkTe MpepoctaBneHne nHdopmaumu. JIMLeH3NoHHOe cornatleHne BXOAUT B KOMMMEKT
NoCTaBKu NporpaMmbil.

B MonoxeHun o KSN (Hanpumep, npu ycTaHOBKE NpOrpaMmbl UM B MEHIO aAMUHMUCTpaTopa NporpaMmbl
nocrne yCTaHOBKM).

Mpun yyactumn B Kaspersky Security Network B "JlabopaTtoputo Kacnepckoro" aBTomaTu4ecku nepegaertcs
WHpopmaums, nonyyeHHasi B pesynbtate paboTbl Kaspersky Anti Targeted Attack Platform. MNepeyeHb
nepegaBaeMbiX AaHHbIX ykasaH B [NonoxeHnn o KSN. MNonb3oBatens Kaspersky Anti Targeted Attack
Platform camocTosiTensHo npuHMMaeT pewleHne 06 ydactum B KSN. MNonoxeHne o KSN Bxoaut B
KOMMIIEKT NOCTaBKM Nporpammbi.

Mepen Tem, kak gaHHble KSN-ctatucTmku otnpaensioTcs B "llabopaTtopuio Kacnepckoro", oHn
HaKannMBalTCs B Kellle Ha cepBepax ¢ komnoHeHTamn Kaspersky Anti Targeted Attack Platform.

MonyyeHHasa nHpopmaumsa 3awwmwaetcs "Jlabopatopuen Kacnepckoro" B COOTBETCTBUU C YCTAHOBIIEHHBIMM
3akoHOM TpeboBaHNAMM 1 AencTBYOWMMKN NpaBunamn "flabopaTtopum Kacnepckoro". [laHHble nepeaatoTcs
no 3awngpoBaHHbIM KaHaram CBA3MN.

Mpun ncnonb3oBaHumn Kaspersky Private Security Network B "llaGopaTopuio Kacnepckoro" He nepepaeTcs
nHpopmauums o pabote Kaspersky Anti Targeted Attack Platform, Ho gaHHble KSN-cTatuctukm
HakannMBalTCs B Kelle Ha cepBepax ¢ komnoHeHTamun Kaspersky Anti Targeted Attack Platform B Tom xe
cocTaBe, YTO M Npu ucnonb3oBaHun Kaspersky Security Network. 3Tn HakonneHHble gaHHble
KSN-cTaTucTrkm MoryT nepegaBaTbCa 3a nNpegenbl Ballen opraHnsauum B TOM criydae, ecrnm cepBep ¢
nporpammoit Kaspersky Private Security Network Haxoautca 3a npefenamu Ballen opraHmusauum.
AomuHuctpatopy Kaspersky Private Security Network Heo6xoaumo obecneuntb 6€30MacHOCTb 3TUX AaHHbIX
CaMOCTOSITENbHO.

O npedocmaesneHuu 0aHHbIX
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B aTtom pasgene

[aHHble KOMMOHEHTOB CeNntral NOGE M SENSON ......vuvuviririiiiiiiririreririrerererererere e ... 42
[aHHBIE KOMMOHEHTA SANADOX .. .uuuuuiiiiiiiiiiitiiteitieterereusuerseeteesrsreeersrsss e s rsrsrsrstarsesssessssssssssssssssssnsnsssnsnsnsnsnnns 47
[aHHble, nepecbinaemble Mexay KOMMOHEHTAMM MPOTPAMMDBI .........uvuerieeeeeiiirereeeraaessaanrereeeeeessaannreseeeeeens 48
HanHble Kaspersky Endpoint Agent Ans WINAOWS ...........ouviiiiioiiiiiiiiiicee s e e s st e e e e s e s nnnnnnneeee s 52
HaHHble Kaspersky Endpoint ANt OIS LINUX .....eeiieiiiiiieiiiiiie et 68

INaHHble koMnoHeHTa Central Node

B aTom pasgene cogepxutca cnegyowas nHopmMaLms 0 JaHHbIX NOfb30BaTeNemn, XpaHsLWmnxcs Ha cepBepe ¢
komnoHeHToMm Central Node:

e  COCTaB XpaHWMbIX AaHHbIX;
e MECTO XpaHeHUsi;
®  CPOK XpaHeHus;

e 0CTyn nosnib3oBaTenen K gaHHbIM.

B atom pasgene

JIAHHDBIE B ODHAPYIKEHMSIX «..teeeeeiteeeeesitteee ettt e e sttt e e sttt e e sate et e e skt e oottt e e a4kt e et a4kt et e e s bt et e e s abe e e e s nbeeaesanneeeas 42
P T TC = ot o Lo oY 1= G SR 44
LIGHHBIE B OTUETAX -.eeuttteuteeesutee ettt ateeesateeessbeeaateeebe e e sabe e e sk st e oabe e e ke e e 4a ket e oh b e e eab e e 4 b et e aa ke e e abb e e ebbeeeabeeesnbeeebneennne 46
[aHHble 06 06beKTax B XPAHUIULLE N HA KAPAHTUHE .....c.couriiieiiiieeeaiieeeeaiteeeesiteeaesassseeesnneeeessnneeeesanneeeas 46

HNaHHble B OGHapyXeHUAX

[aHHble nonb3oBaTens MOryT cogepxaTbca B 0OHapyxeHusax. MiHopmauusa 06 oGHapyXeHUsIX XpaHUTCS Ha
cepsepe ¢ komnoHeHToMm Central Node B anpektopun /data/var/lib/kaspersky/storage/pgsqgl/10/data/ n potupyetcs
no Mepe 3anofnHeHns AMCKOBOro npocTpaHcTea. Pawnnbl, No pedynbTaTam NPOBEPKM KOTOPbIX BO3HMKIO
obHapyXeHue, HakannueatoTcsa Ha cepsepe ¢ komnoHeHToM Central Node n poTupyoTca no Mepe 3anofnHeHus
OVCKOBOIO NMPOCTPaHCTBA.

B03MOXHOCTb OrpaHn4MTb NpaBa Nosfb30BaTENen CEPBEPOB M ONepaLMOHHbIX CUCTEM, Ha KOTOpbIe
ycTtaHoBreH komnoHeHT Central Node, cpeactsamu Kaspersky Endpoint Detection and Response He
npegycMmoTpeHa. AODMUHUCTPATOPY PEKOMEHOYETCS KOHTPONMpOBaTh AOCTYN MOMb30BaTeNen CEPBEPOB U
onepaumoHHbIX CUCTEM, Ha KOTOPbIE YCTAHOBIIEHA NpOorpaMma, K nepcoHasnbHbIM AaHHbIM OPYrUX
nonb3oBaTtenen NnobbIM1U CUCTEMHBIMU CPEeACTBAMU Ha €ro YCMOTPEHME.
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Bo Bcex obHapyeHusax xpaHutca cnegyowias nHpopmaums:

Bpems obHapyxeHus.

[ata n Bpems nameHeHus obHapyXeHusl.

KaTeropusa obHapyxeHHOro obbekra.

NoeHTndukaTop nonb3oBaTtens, KOTOPOMY Ha3Ha4YeHO obHapyXeHue.
KommeHTapuu nonb3oartens, fob6aBneHHble B MHpopmaumo 06 obHapyxeHuu.
IP-agpec n uMsa kKoMnbloTEPa, HAa KOTOPOM BbINOSIHEHO OOHapYXeHe.

YHUKanbHbIN nOeHTUMKATOP KOMNbLIOTEPA, HA KOTOPOM BbINOMHEHO OBHApYXXeHUe.

Ecnun obHapyxeHue BbinonHeHo TexHonormnen URL Reputation, Ha cepBepe MOXeT XpaHUTbCS cnegytowas
WMHopMauns:

URL-agpec, k KOTOpoMy oOpaLLancst KOMMbOTEP JTOKANIbHOW CETU OpraHu3aumm, Unnm JOMEHHOE UMS 13
DNS-3anpoca.

URL-agpec, n3neyeHHbIN 13 coobLLEHNST SNIEKTPOHHOW MOYThI, 4O HOpManu3auuu.
IP-agpec oTnpaBuTensa naketa gaHHbIX.
IP-agpec nonyyaTens nakeTa gaHHbIX.

Kateropus obHapyxeHHOro obbekta (Hanpumep, BpeAoHOCHbIM unu uwmHrossii URL-agpec), BaxHOCTb
obHapyxeHus ons nonb3oBatens Kaspersky Anti Targeted Attack Platform B cooTBeTcTBUM C TEM, Kakoe
BMNMsiHWE 3TO COBbITME MOXET OKa3aTb Ha B6e3onacHOCTb KOMMbIOTEPA MUK NOKarnbHOW CETU BalLen
opraHusaumm, no oneiTy "Jlabopatopun Kacnepckoro", uMeHa obHapyxeHHbIx APT-aTak.

MpuHagnexHocTb rpynne VIP.
MHdopmaumsa o npokcu-cepsepe.
YHuKanbHbIN nOeHTUMOMKATOP COOBLLIEHNS SNEKTPOHHOM NOYThLI.

AJpeca aneKkTpOHHOM NoYThl OTAPaBUTENS U NonyyaTenen coobLeHns (BKMYasa nonyvyaTenemn Konmm um
CKPbITOM KoMK coobLLEeHUS ).

Tema coobLleHust SﬂeKTpOHHOVI MOYThI.

Hata n Bpems noctynneHns coobuieHus B Kaspersky Anti Targeted Attack Platform, ¢ TouHocTb0 A0
CeKyHA.

Cnncok 0GHapyXeHHbIX OO BEKTOB.
Bpemsi ceTeBoro coeguHeHus.

URL-agpec ceteBOro coegmMHeHus.

Ecnu obHapyxeHue BbinonHeHo TexHonorven Intrusion Detection System, Ha cepBepe MOXeT XpaHUTbCSA
cnepgywowasi MHcpopmauus:

WoeHTtudukatop npasuna IDS.

KaTeropus obHapyxeHHOro oobekta no sepcum 6as Intrusion Detection System.

KaTteropusa obHapyxeHHOro obbekta no knaccudukaumm "flabopatopun Kacnepckoro”.

Bepcusa 6a3 Intrusion Detection System, ¢ TOMOLLbIO KOTOPbIX BbINO BbINOMHEHO OOHapPYXeHWe.

BaxxHocTb 06HapyxeHus ans nonb3oBatens Kaspersky Anti Targeted Attack Platform B cooTBeTcTBUNM C
TeMm, Kakoe BrnusiHWe 310 obHapyxeHe MoXeT okasaTb Ha 6e30nacHOCTb KOMMbIOTEPa UM NOKanbHOW
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ceTu Ballen opraHusaumu, no oneiTy "fNlabopatopum Kacnepckoro”.
e ®ann c TpadmnkoM, B KOTOPOM NMPOU3OLLINIO OOHapYXeHMe.
e URL-agpec, ussneyeHHbl 3 dhavina c tpacpukom, User Agent, metoa.
e |P-agpec v Tvn MHTErpaumm cepeepa, Ha KOTOPOM MPOU3O0LLSIO OBHapYXeHMe.
e [lpuHagnexHocTtb rpynne VIP.
e Bpewms nepegayun gaHHbIX.
e |P-agpec oTnpaBuTensa naketa gaHHbIX.
e |P-agpec nony4atens naketa AaHHbIX.

Ecnu obHapyxeHve BbINomnHeHo ¢ nomoLubio npasun YARA, Ha cepBepe MOXeT XpaHUTbCH crneayoLwas
nHdopmaums:

e Bepcusa npasun YARA, ¢ NOMOLLbIO KOTOPbIX BbINO BbINOMHEHO OGHApYXeHue.
e Karteropusi obHapyeHHOro obbekTa.

e meHa oB6HapyXeHHbIX OO HLEKTOB.

e MD5-xewn obHapyXeHHbIX 0OHEKTOB.

Ecnu obHapyxeHve BbINOMHEHO C MOMOLLbIO KOMNOHeHTa Sandbox, Ha cepBepe MOXET XpPaHUTbLCS creayloLlas
NMHopMauns:

e Bpems BbINOMHEHMS 0GHapYyXeHUs.

e Bepcusa 6a3 nporpammebl, C MOMOLLLbIO KOTOPbIX BbINO BLIMOHEHO OBHApYXeHUe.
e Karteropusi obHapyeHHOro obbekTa.

o MmeHa 0BHapyXeHHbIX OO BHEKTOB.

e MD5-xewwmn obHapyKeHHbIX 0OBEKTOB.

e [ononHuTenbHasa nHpopmaumns o6 obHapyKeHuu.

Ecnu obHapyxeHve BbINOMHEHO B pedynbTate paboTbl nonb3oBaTtensckux npasun |OC unn TAA (I0A), Ha
cepBepe MOXeT XpaHWUTbCA cneaytowas nHpopmaumns:

e [laTa 1 BpeMsi BbINOSTHEHUS MPOBEPKM.

e UpeHTndukaTopbl KOMMNBLIOTEPOB, HA KOTOPLIX BbINONIHEHO OBHapYXeHMe.
e WNma IOC-danna.

e Cogepxumoe IOC-panna.

e  UHdopmaunsi 06 obHapykeHHbIX 0O beKTax.

IlaHHble B cOObITUAX

[aHHble nonb3oBaTenst MOryT cogepXaTbCsi B COObITUAX. VIHbopMaLmMsa 0 NPOM30LUEALLINX COOLITUSIX XPaHUTCSA Ha
cepsepe ¢ komnoHeHToMm Central Node B anpektopuu /data/var/lib/kaspersky/storage/fastsearch/elasticsearch/data/
B TeyeHune 30 gHen.
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B03MOXXHOCTb OrpaHnMynTb NpaBa Nnosfib3oBaTeNen CepBepoB 1 onepaunoHHbIX CUCTEM, HA KOTOpble
ycTaHoBreH komnoHeHT Central Node, cpeactBamu Kaspersky Endpoint Detection and Response He
npegycMmoTpeHa. AODMUHUCTPATOPY PEKOMEHOYETCs KOHTPONMpPOBaTh AOCTYN NONb3oBaTenen cepBepoB U1
onepaunoHHbIX CUCTEM, Ha KOTOpPbIe yCTaHOBIIEHa nporpamMmma, K nepcoHalbHbIM AaHHbIM OPYrnX
rnonb3oBaTenemn noodbIMU CUCTEMHBbIMUN cpencrteamum Ha ero yCMmoTpeHue.

[aHHble 0 COBbITUSX MOTYT COAepXaTb CriefyoLLyo NHHopMaLMIo:

e Vima komnbloTepa, HA KOTOPOM NPOU3OLLINIO COBbITUE.

¢ Wmsa nonb3oBatens, nog y4eTHOW 3anncbio KOTOPOro NPou3oLwso cobbiTue.

e YHuKanbHbI ngeHTudmkaTop komnetoTepa ¢ Kaspersky Endpoint Agent (paHee Endpoint Sensors).
e Tun cobbiTus.

e Bpewms cobbiTus.

¢ [lonHble nyTn K chbarinam koMmnbtoTepoB ¢ Kaspersky Endpoint Agent.

e VmeHa cbannos komnbioTepoB ¢ Kaspersky Endpoint Agent.

¢ [lonHble meHa nanok komnbloTepoB ¢ Kaspersky Endpoint Agent.

e MD5-, SHA256-xeww ¢harnos.

e Bpewms cosgaHua danna.

e Bpewms nsmeHeHus ganna.

o [lapameTpbl KOMaAHLHOW CTPOKN.

e JlokaneHbi IP-agpec aganTepa.

e JlokanbHbIN NOpT.

e ma ynaneHHoro xocra.

e |P-agpec yganeHHoro xocra.

e [lopT Ha yganeHHOM XoOcCTe.

e URL- n IP-agpeca nocelleHHbIX Be6-CalnToB, a Takke CCbINKN C 3TUX BeO-CanToB.
e [lytn k kntovam B peectpe Windows.

e VHdopmaLmsa o nepeMeHHbIX peectpa Windows: nyTb K NnepeMeHHOn, UMsi NepeMeHHON, 3HayYeHue
nepemMeHHON.

e VHdopmaLmsa o hanne npouecca: NyTb K hanny, NonHoe ums danna, pasmep danna, gata cosgaHus
danna, gata nsameHeHus danna, MD5- n SHA256-xew canna.

e VHdopmaumsa o dparine poamTenbCKoro npouecca: nofnHoe ums danna, nyTb K anny, yHUKanbsHbIn
naeHtudukatop cdarna, MD5- n SHA256-xeww danna, naeHTUuUKaTop poanuTenbCcKoro npouecca
Windows.

e WNHdopmaums 06 nHTepnpeTnpoBaHHoM banne: nonHoe ums danna, nyTts k panny, MD5- n SHA256-xeLw
danna.

e VHdopmaumsa o darne, 3anpeLLeHHoM K 3anycky: nonHoe nma danna, nyTtsb K anny, MD5- n
SHA256-xeww danna.

e VHdopmaumsa o DLL-mopyne: nonHoe ums, NyTb, pa3Mmep, AaTta co3fjaHusa n aata nsmeHenumsa DLL-moayns,
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MD5- n SHA256-xew DLL-mogyns.

MHdopmauus, cBa3aHHas ¢ coObITMeM co3faHus havna: NnonHoe MMsi co3gaHHoro dparna, nyTb, pasmep,
Aarta co3gaHusa u nsameHerunsi, MD5- n SHA256-xeww danna.

UHdopmauus o charine gpariBepa: nonHoe ums danna, nyTb K panny, pasmep, gara co3gaHusa u gata
nameHeHnss, MD5- n SHA256-xew danna.

HoBoe u cTapoe nmeHa xocTa B Criy4ae U3MEHEHMUs1 UMEHM XOCTa.
Mmsa obHapyxeHHoro obbekTa.

UHdpopmaumsa o cobbiTum B xxypHane Windows: Tun cobbiTus, uaeHTudmnkaTop Tuna cobbitus,
naeHTudmkaTop cobbiTus, NoNb3oBaTeNb, NOA Y4ETHOM 3aMUCbi0 KOTOPOro COObLITME 3anMCaHo B XypHan,
MONHbIV TEKCT cobbITUS 13 XypHana cobbitun Windows B popmate XML.

Nudopmauus, ceasaHHas ¢ obHapyxeHnem Kaspersky Endpoint Security: nonHoe nms obHapykeHHOro
obbekta, MD5- n SHA256-xeww danna, yH1KkanbHbIi naeHTudunkatop npouecca, Windows PID,
napameTpbl KOMaHAHOW CTPOKM, TUN OBHapYKeHHOro o6bekTa, UMS Yrpo3bl, MAEHTUMUKATOP 3anmcu B
6ase KES, Bepcus 6a3bl KES, pexunm npoBepku, pesynbTat NPoBEpPKM, NpuyrHa, No KOTOPOW OOBEKT He
MOXeT ObITb BblfleYeH.

[laHHbIe B oT4yeTax

[aHHble nonb3oBaTens MoryT cogepxatbcsi B otTyeTax. MIHpopmaumst 06 oT4yeTax XxpaHUTCsl Ha cepBepe C
komnoHeHToM Central Node B anpektopun /data/var/lib/kaspersky/storage/pgsql/10/data/ 6eccpoyHo.

B03MOXHOCTb OrpaHn4MTb NpaBa Nofb30oBaTenen CEpPBEPOB M ONepaLMOHHbIX CUCTEM, Ha KOTOpbIE
ycTaHoBrneH komnoHeHT Central Node, cpeactBamu Kaspersky Endpoint Detection and Response He
npegycmoTpeHa. ADMVHUCTPATOPy PEKOMEHAYETCS KOHTPONMpoBaTh AOCTYN NOMb30BaTENEN CEPBEPOB U
onepaumoHHbIX CUCTEM, Ha KOTOPbIE YCTAHOBIIEHA NporpaMmma, K nepcoHasnbHbIM AaHHbIM OPYrUX
nonb3oBaTtenen nobbIM1U CUCTEMHBIMU CPEeACTBAMM HA €0 YCMOTPEHME.

B oTueTax MOXeT coaepxaTtbCcsa cneaytolias nHpopmaums:

[arta co3gaHua oT4yeTa.
Mepnog, 3a KOTopbIN COOPMUPOBAH OTYET.
Cratyc oTuerTa.

TekcT otyeTa B Buae HTML-koga.

daHHbIe 00 oObekKkTax B XpaHMnMI.IJ,e N Ha KapaHTUHe

OO6bekTbl B XpaHUNULLE 1 HA KapaHTMHE MOTYT coaepxaTb AaHHble nonb3oBatens. NHdopmaunsi 06 obbekTax B
XpaHunuuie n o Konusix 06 LEKTOB, MOMELLEHHbIX Ha KapaHTUH Ha komnbloTepax ¢ Kaspersky Endpoint Agent,
COXpPaHEHHbIX Ha cepBepe C NOMOLLLI0 3afa4um MonyunTb ain, xpaHUTcs Ha cepeepe ¢ komnoHeHToM Central
Node B gupekTopum /data/var/lib/kaspersky/storage/pgsql/10/data/ 6eccpoyHo.
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B0O3MOXHOCTb OrpaHn4nTL NpaBa Nosib3oBaTeNell CEPBEPOB M ONEPaLNOHHbIX CUCTEM, HA KOTOpble
ycTaHoBreH komnoHeHT Central Node, cpeactBamu Kaspersky Anti Targeted Attack Platform He
npegycmoTpeHa. ADMUHUCTPATOPY PEKOMEHAYETCSt KOHTPONMPOBaTL AOCTYN NOMb30BaTENEN CEPBEPOB U
onepaumnoHHbIX CUCTEM, Ha KOTOpblE YCTaHOBMNEHA NporpaMmma, K nepcoHasnbHbIM AaHHbIM ApYriX
nonb3oBaTtenen NobbiIMM CUCTEMHBIMU CpeaCcTBaMM Ha Ero yCMOTPEHME.

[aHHble 06 obbekTax B XpaHunuiLe 1 Ha KapaHTMHe MOryT CoAepXaTb CrneayoLLyo MHpopmauumio:

e VMg obbekra.
e [lyTb kK 06beEKTY Ha KomnbloTepe ¢ Kaspersky Endpoint Agent (paHee Endpoint Sensors).
e MD5-, SHA256-xeww hanna.

e WpeHTudukatop nonb3oBaTens, NOMeCTUBLLErO 0OLEKT HA KapaHTUH Ha kommnbioTepe ¢ Kaspersky
Endpoint Agent (paHee Endpoint Sensors).

e VigeHTudukaTop nonb3oBaTens, NOMeCTUBLLEro 06beKT B XpaHunuLue.
e YHUKanbHbIN MAeHTUUKATOP KOMMbIOTEPA, Ha KOTOPOM XPaHUTCH OOBEKT, MOMELLEHHbBIN HA KApaHTVH.
e Karteropusi obHapyeHHOro obbekTa.

e PesynbTaThl NpoBepkM 06beKkTa C NOMOLLLIO OTAENbHBLIX MOAYNEN U TEXHOMNOIrMIN NPorpaMMbl.

INaHHble KoMnoHeHTa Sandbox

Ha Bpemsi 06paboTku Teno nepegaHHoro komrnoHeHToM Central Node dparina coxpaHsieTcsl B OTKpbITOM BUAe Ha
cepsepe ¢ komnoHeHToM Sandbox. Bo BpeMs 06paboTkn JOCTyn k nepegaHHoOMy dhaniny MOXET NonyvnTb
agMuHMCTpaTop cepeepa B pexxume Technical Support Mode. NpoBepeHHbI hann yaandeTca cneumanbHbIM
CKpMNTOM MO pacnmcaHuto. 1o ymonyaHmio oguH pa3 B 60 MUHYT.

MHdopmaumsa o gaHHbIX, XpaHSLMXCA Ha cepBepe ¢ komnoHeHToM Sandbox, npuBegeHa B Tabnuvue Huxe.

Tabnuua 4. LaHHble, xpaHsauwuecs Ha cepaepe ¢ KomrnoHeHmom Sandbox

CocrtaB
MecTo XpaHeHus CpoK xpaHeHuA JocTyn K AaHHbIM

OaHHbIX

MpoBepsie /var/opt/kaspersky/sandbox/libra Mocne nony4eHus OocTyn nonb3oBaTtenem

Mble ry/ komnoHeHTom Central Node onpeaenseTcs

dannbl pes3ynbTaToB NPOBEPKU UMK agMWHUCTPATOPOM C
40 aBTOMaTU4eCcKoro NMOMOLLBbIO CpeacTB
yaaneHusi, Ho He bonee 24 onepaunoHHOM CUCTEMBI.
Yacos.

Pesynbrar o /var/opt/kaspersky/sandbox/li Mocne nony4veHus HocTyn nonb3oBartenemn

NpoBEPKN brary/ komnoHeHToMm Central Node onpepgensertca

darvinos o /tmp/ pe3ynbTaToB MPOBEPKU UK agMUHUCTPATOPOM C
40 aBTOMaTU4eCcKoro NMOMOLLBbIO CpeacTB
yoaneHusi, Ho He bonee 24 onepaumoHHON CUCTEMBI.
Yacos.
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CocraB
MecTo xXpaHeHus CpokK xpaHeHuA JocTtyn K AaHHbIM
OaHHbIX
MapameTp o /var/opt/kaspersky/sandbox/li Mocne nony4veHus HocTyn nonb3oBaTtenemn K
bl 3a4au brary/ komnoHeHToM Central Node anpekropum
« 6a3a gaHHbIX KOMNOHeHTa pe3ynbTaToB NMPOBEPKM UNn Ivar/opt/kaspersky/sandbox
Sandbox A0 aBTOMaTU4ECKOro /library/ onpenenserca
yOoaneHusi, Ho He Gonee 24 agMUHNCTPaATOPOM C
4YacoB B AMPEKTOPUU MOMOLLbIO CPEACTB
Ivar/opt/kaspersky/sandbox/ onepaumoHHON CUCTEMBI.
liorary/. Ona ayTeHTUdmMKaumm
B 6a3e gaHHbIX KOMNOHEHTa | nonb3oBaTenel B 6ase
Sandbox go 90 aHen. OaHHbIX TpebyeTcs naponb.
Hoctyn k cparinam 6a3bl
[OaHHbIX UMEIT TONbKO
nonb3oBaTenu, oT UIMEHU
KOTOpbIX 3anyLleHbl
npotecckl 6a3bl JaHHbIX, U
nonb3oBaTerb C NpaBamMm
root.
HocTtyn ocywecTBnseTcs
TONbKO MO WKPOBAHHOMY
kanany IPSec.
®annbl Ivar/log/kaspersky/sandbox/ o 21 gHs. HocTtyn none3oBaTenen
TpaccupoB onpepensercs
Ky agMUHUCTPATOPOM C

NOMOLLbIO CpeacTB
OI'IepaLI,VIOHH0l7I CUCTEMBbI.

Hencteus ¢ pannamm
TPacCMpPOBKM AOCTYMHbI
TONbKO ANs
aBTOPM30BaAHHbIX
nonb3oBaTenen.

MHpopmaumsa o gencreusax
C (hainamm TpaccmpoBKK
COXpaHsieTcs B XypHane
COBbITMIN NpOrpaMmei.

OaHHble, nepecbinaemMbie MeXxay KOMMOHEeHTaMu
nporpamMmmeil

Central Node 1 Kaspersky Endpoint Agent ana Windows (paHee Endpoint Sensors)

Mporpamma Kaspersky Endpoint Agent ans Windows oTnpaensieT Ha komnoHeHT Central Node oTyeThl 0
BbINOMHEHNM 3a4ay, MHPOPMaLMIO O COBbITUSIX U OBHAPYXEHUSX, NPOM3OLLEALIMX Ha KoMMnbloTepax ¢ Kaspersky
Endpoint Agent ana Windows, a Takke Hopmaumio 0 TepMUHarbHbIX CECCUSIX.
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Ecnun cBsasb ¢ komnoHeHToM Central Node oTcyTcTBYET, BCE AaHHble, NpefHa3Ha4YeHHble Ans OTNpaBKuy,
HakannMBarTCs 40 TEX MOp, Noka OHW He ByayT oTnpaeneHbl Ha koMnoHeHT Central Node nnm nporpamma
Kaspersky Endpoint Agent gnsa Windows He 6yaeT yaaneH ¢ KomnbtoTepa, Ho He 6onee 21 gHs.

Ecnu cobbiTve npomsowno Ha koMnbtoTepe nonb3oBaTens, Kaspersky Endpoint Agent ons Windows oTnpaensieT
crnepywowme gaHHble B 6a3y cobbiTui:

1. CobbiTne cosgaHuns canna.

e CaepgeHusa o npouecce, co3gasweM cann: umsa danna npouecca, MD5-, SHA256-xeww danna
npouecca.

e Wwmsa danna.

o [lyTb Kk channy.

e [lonHoe nmsa danna.

e MD5-, SHA256-xeww hanna.

e [lata cosgaHus n nameHeHus anna.
e Pasmep canna.

e [longa 3aronoBka cobbiTusa: ProviderName, Eventld, Version, Level, Task, Opcode, Keywords,
TimeCreatedSystemTime, EventRecordld, CorellationActivityld, ExecutionProcessID, ThreadID,
Channel, Computer.

e [lonsa Tena cobbiTna: AccessList, AccessMask, AccountExpires, AllowedToDelegateTo, Application,
AuditPolicyChanges, AuthenticationPackageName, Categoryld, CommandLine, DisplayName, Dummy,
ElevatedToken, EventCode, EventProcessingFailure, FailureReason, FilterRTID, Handleld,
HomeDirectory, HomePath, ImpersonationLevel, IpAddress, IpPort, KeyLength, LayerName,
LayerRTID, LmPackageName, LogonGuid, LogonHours, LogonProcessName, LogonType,
MandatoryLabel, MemberName, MemberSid, NewProcessld, NewProcessName, NewUacValue,
NewValue, NewValueType, ObjectName, ObjectServer, ObjectType, ObjectValueName, OldUacValue,
OldValue, OldValueType, OperationType, PackageName, ParentProcessName, PasswordLastSet,
PrimaryGroupld, PriviledgelList, Processld, ProcessName, ProfileChanged, ProfilePath, Protocol,
Publisherld, ResourceAttributes, RestrictedAdminMode, SamAccountName, ScriptPath,
ServiceAccount, ServiceFileName, ServiceName, ServiceStartType, ServiceType, SettingType,
SettingValue, ShareLocalPath, ShareName, SidHistory, SourceAddress, SourcePort, Status,
SubcategoryGuid, Subcategoryld, SubjectDomainName, SubjectLogonld, SubjectUserName,
SubjectUserSid, SubStatus, TargetDomainName, TargetLinkedLogonld, TargetLogonld,
TargetOutboundDomainName, TargetOutboundUserName, TargetUserName, TargetUserSid,
TaskContent, TaskName, TokenElevationType, TransmittedServices, UserAccountControl,
UserParameters, UserPrincipalName, UserWorkstations, VirtualAccount, Workstation,
WorkstationName.

2. CobbiTe MOHUTOPUHra peecTpa.

e CaepgeHus o npouecce, nameHmBeM peectp: ID npouecca, nma cdanna npouecca, MD5-,
SHA256-xew danna npouecca.

e [lyTb K KIlOYyY B peecTpe.
e VIMA nepemeHHON peecTpa.

e [laHHblE NepeMeHHOM peecTpa.
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CobbiTue 3arpysku gparisepa.

Nmsa danna.

MyTb k hanny.

MonHoe ums canna.

MD5-, SHA256-xew davina.
Paamep canna.

[arta co3paHusa u nusmeHeHunst anna.

CobbITHe OTKPbITUS MOpPTa Ha NPOCHyLUMBaHME.

CBepaeHus 0 npolecce, OTKpbIBLUEM NOPT Ha NpocnylwmMBaHne: uMms danna npouecca, MD5-,
SHA256-xew channa npouecca.

Howmep noprta.

IP-agpec apantepa.

CobbiTre B xypHane OC.

Bpems cobbITusi, XOCT, Ha KOTOPOM MPOK3OLLIO COBbITUE, UMS YYETHOIN 3anvcK Nonb3oBaTens.
ID cobbITus.

Nwms xxypHana/kaHana.

ID cobbITnA B xXypHane.

Vmsa npoBangepa.

MoaTun cobbITMa ayTeHTudmkaumm.

Nmsa npomeHa.

YpnaneHHbin IP-agpec.

CobbiTne 3anycka npouecca.

CsepgeHus o danne, 3anycTvBLLUEM NPOLECC: MMA danna, NyTb K danny, nonHoe nms danna, MD5-,
SHA256-xeww danna, pasamep danna, gata co3gaHus u uaMeHeHuns caina.

UniquePID.
MapameTpbl KOMaHAHOW CTPOKM.

CsepeHus o poautenbckom npouecce: UniquePID, Windows ID npouecca, MD5-, SHA256-xeww daina
npotiecca.

Bpems okoH4yaHusa paboTbl npouecca.

CobbiTue 3arpyskun mogynsi.

CsepneHus o harine, 3arpysumsLuemMm moaynb: UniquePID, uma dainna, nyTe K pany, nonHoe nums
danna, MD5-, SHA256-xeww hanna, pasmep hanna.

Nwma canna DLL.
MyTb k cpariny DLL.
MonHoe umsa dhanna DLL.

MD5-, SHA256-xeww canna DLL.
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10.

11.

12.

13.

14.

e Pa3smep cdanna DLL.
e [laTa cosgaHusa n nameHeHuns canna DLL.
CobbiTue 6rokMpoBaHus 3anycka npouecca.

e CBeaeHus o dhavine, KOTOPbIV NbITANUCb BbINOMHUTBL: UMSA halina, NyTb K ganny, nonHoe nms ganna,
MD5-, SHA256-xeww canna, pasmep danna, gata co3gaHus n UameHeHus danna.

e [lapameTpbl KOMaHAHOW CTPOKM.
CobbiTre GrokupoBaHus 3anycka danna.

e CBepneHus o havine, KOTOPbIV NbITANUCb OTKPLITh: MMSA harina, NyTb K dhanny, nonHoe umsa ganna,
MD5-, SHA256-xeww ¢harina, TMn KOHTPOSIbHOW CyMMbI, MO KOTOPOW Npon3BeneHa 6roknpoBka, pasmep
davina (0 — MD5, =0 — SHA256, ansa noucka He NCMonb3yeTcs).

e CsegeHuda 06 ucnonHsemom cpanne: nms darina, nyTb K danny, nonHoe nmsa danna, MD5-,
SHA256-xeww canna, pasamep cdanna, gata co3gaHusa 1 MaMeHeHns danna.

e CBeaeHus 0 poauTeNbCKOM npouecce: nva darna, nyTb K doanny, nonHoe nms darna, MD5-,
SHA256-xew canna, PID, UniquePID.

CoObITe CMeHbI UMEHN XOCTa.

e Bpewms cobbiTus.

e Crapoe ums xocTa.

e HoBoe ums xocra.

CobbiTe nsmeHeHns cogepxunmoro carna hosts.

o Copaepxummoe cainna hosts.

CobbiTne nporpammbl Kaspersky Endpoint Security ana Windows, coxpaHsemoe B 6a3ax nporpammbl.
¢  UVHdopmauus 06 obHapyxeHun Kaspersky Endpoint Security anss Windows.

CobbiTne nporpammbl Kaspersky Endpoint Security ana Windows, otobpaxxaemoe nonb3oBaTento.
e PesynbTaTt NpoBepKM.

¢ HasBaHue o6GHapyXeHHOro oobekTa.

e WpeHntndukaTtop 3anvcu B 6asax nporpammei.

e Bpewms Bbinycka 6a3 nporpaMmel, C MOMOLLBI KOTOPbIX ObINO BbIMONTHEHO OBHapYXeHue.
e Pexum obpaboTku obbekTa.

e Kareropusa obHapyxeHHOro obbekta (Hanpumep, Ha3BaHue Bupyca).

e MD5-xew oBGHapyXeHHOro obbekTa.

e SHA256-xeww obHapyXeHHOro obbekTa.

e YHuKanbHbIN naeHTUdUKaTop npouecca.

e PID npouecca, otobpaxaembliii B gucnetyepe 3agad Windows.

o KomaHgHas cpoka 3anycka npouecca.

e [lpuymHa owmnbku Npyn obpaboTke obbekTa.

CobbiTe nsmeHeHust opraHm3aumoHHoro nogpasgenexus (OU) Active Directory®.

¢ WHdopmauus 06 opraHusaumoHHbIx nogpasgeneHusx (OU) Active Directory.
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Central Node n Sandbox

KomnoHeHT Central Node oTnpaBnseT Ha komnoHeHT Sandbox dannbl 1 URL-agpeca, BblaeneHHbIe U3 CETEBOIO
unu no4yToBoOro Tpaduka. lNepen nepegaden dannbl HUKaK He n3MeHsitloTcsl. KomnoHeHT Sandbox oTnpaenseT
komnoHeHTy Central Node pe3ynbTaTbl NPOBEPKW.

Cepsepbl ¢ ponamu PCN u SCN

Ecnu nporpamma paGoTaeT B pexxvme pacnpeneneHHoro peleHus (cMm. pasgen "PacnpeaeneHHoe pelleHune u
pexum multitenancy” Ha cTp. 81), To mexxay PCN v nogkntodeHHbiMu SCN nepegatoTcs cnegyrowmne gaHHbIe:

e OO0 obHapyxeHusX.

e O cobbiTusax.

e O 3apauvax.

e O nonutukax.

¢ O npoeepke no nonb3oaTtensckum npasunam IOC, TAA (I0OA), IDS, YARA.
e O dpannax B XpaHunuue.

e O6 yuyeTHbIX 3anucsax nonb3oBaTenen.

e O nuueHsuun.

e Cnucok komnbtoTepoB ¢ Kaspersky Endpoint Agent.

e OOBbeKTbl, NOMeLLEHHbIE B XpaHunuLie.

e  OOBEKTLI, NOMeLLEHHbIE Ha KapaHTUH Ha KomnbloTepax ¢ Kaspersky Endpoint Agent.
o  dannbl, NPUKPENNEHHbIe K OBHapyXeHnsAM.

o |OC-cbannsbl.

HaHHble Kaspersky Endpoint Agent ana Windows

Mporpamma Kaspersky Endpoint Agent ana Windows xpaHut n o6pabatbiBaeT AaHHbIE JTOKaNbHO A1
obecneyeHns1 OCHOBHOM (DYHKLIMOHANbHOCTM, ayauTa 1 NoBbILLEHWS CKOPOCTU PeLLIEHUs BO3HMKLWNX Npobrem
cneunanuctamu Cnyx0bbl TexHuyeckon nogaepxku "Illabopatopun Kacnepckoro”.

Ha komnbroTepax ¢ Kaspersky Endpoint Agent gns Windows xpaHATca gaHHble, NOArOTOBIEHHbIE AS1S OTNPaBKu
Ha cepBepbl Kaspersky Endpoint Detection and Response n B Kaspersky Security Center B aBToMaTn4eckom
pexume.

dannbl, noarotosneHHble Kaspersky Endpoint Agent ans Windows k oTnpaske Ha npoBepKy Ha cepBepbl
nporpamMmel, XpaHAaTca Ha KoMmnbioTepax ¢ Kaspersky Endpoint Agent ans Windows B oTkpbITOM
He3allngpoBaHHOM BMe B TON OUPEKTOPUUN, KOTOpas MO YMOSYaHUIO UCMOMb3yeTcsa Ans XpaHeHus dainnos nepen
OTMpaBKoWn.

Ha cepBep c komnoHeHToMm Central Node MoryT nepegaBaTtbcs channbl, CBA3aHHbIE C 0OHAPYXEHHBIMM
cobbITUAMM.

Cpeam 3TUX AaHHbIX MOryT BbiTh NEPCOHanbHble AaHHbIe Monb3oBaTens UM KoHMUAEHUManbHbIE AaHHbIe BaLlen
opraHu3auuu.

OTkntodeHne oTNpaBku JaHHbIX C KOMMNbIOTEpPOB ¢ Kaspersky Endpoint Agent ana Windows Ha cepsep ¢
komnoHeHToM Central Node He npegycMoTpeHo.
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He ncnonb3ynte nporpammy Kaspersky Endpoint Agent ons Windows Ha Tex komnbtoTepax, nepegava
OaHHbIX C KOTOPbIX 3arnpeLleHa NonMTUKON BalLen opraHmu3aunm.

[aHHble, nonydeHHble oT nporpammbl Kaspersky Endpoint Agent ans Windows, xpaHaTcsa B 6a3e AaHHbIX Ha
cepsepe ¢ komnoHeHToM Central Node 1 poTupyoTcs no Mmepe 3anofIHEHUSA AMCKOBOIO MPOCTPaHCTBA.

dannbl, NoAroToBNeHHbIE K oTNpaBke nporpammont Kaspersky Endpoint Agent ans Windows Ha cepsep ¢
komnoHeHTom Central Node, xpaHaTca Ha komnbioTepax ¢ Kaspersky Endpoint Agent ana Windows B OTKpbITOM
HesalmndpoBaHHOM BMAE B TON ANPEKTOPUN, KOTOPAs MO YMOSNYaHUIO UCNONb3yeTcsa AN XpaHeHus hannos nepeq
OTnpaBKkon Ha Kaxxgom KomnbtoTepe ¢ Kaspersky Endpoint Agent ana Windows.

®annbl ¢ komnbtoTepoB ¢ Kaspersky Endpoint Agent ans Windows oTnpasnstoTcs TONbLKO Ha cepBep C
koMmnoHeHTom Central Node no 3awmuieHHomy SSL-coegmHeHuIo0.

dannbl, 3awmdpoBaHHble Ha KomnbtoTepax ¢ Kaspersky Endpoint Agent ana Windows ¢ noMoLsio nporpamm
Windows Encrypting File System nnun Kaspersky File Level Encryption (B nporpamme Kaspersky Endpoint Security
ana Windows), nepegatotcs Ha cepBep ¢ komnoHeHTom Central Node B pacwumndgpoBaHHOM BUAE.

Kaspersky Anti Targeted Attack Platform noggepxvmBaeTt BO3MOXHOCTb MU3MEHEHNSA NapamMeTPOB SIOKabHOIro
komnbtoTepa ¢ Kaspersky Endpoint Agent ana Windows, BRvsitoLLMX HA NPOU3BOAMTENBHOCTb KOMMbIOTEPA
npu B3anmoaenctaumn ¢ komnoHeHtom Central Node.

M3meHeHne napameTpoB crneayeT NpoM3BOANTbE UCKITHYUTENBHO NO pekoMeHaaumm Cryx6bl TEXHUYECKOM
nogaepxku "labopatopun Kacnepckoro".

CamocTodaTensHoe n3MeHeHne napaMmeTpoB MOXeT yXYALLWUTb NPOU3BOAUTENBHOCTb NTOKarnbHOro
KOMMblOTEpA.

AgmuHuctpatopy Kaspersky Endpoint Detection and Response Heobxoaumo obecneynTb 6e3onacHoCTb
komnbloTepoB ¢ Kaspersky Endpoint Agent ons Windows n cepeepoB Kaspersky Endpoint Detection and
Response ¢ nepeyncrieHHbIMU Bbille AaHHbIMK camocTosiTeNnbHO. AgMuHucTpatop Kaspersky Endpoint
Detection and Response HeceT OTBETCTBEHHOCTb 3a LOCTYM K JAHHOW nHopmMauumu.

B aTom pasgene coaepxutcsa cnegytowlasi MHpopmaumns o AaHHbIX NOoNb3oBaTene, XpaHsWmnXcs Ha KoMnbloTepax
¢ Kaspersky Endpoint Agent gna Windows:

e  COCTaB XpaHUMbIX JaHHbIX;
e  MEeCTO XpaHeHus;
e  CPOK XpaHeHus:;

e [OCTYyN nonb3oBaTternei K AaHHbIM.

Bce naHHble, KOTOpble NporpamMmma XpaHUT NoKarbHO Ha YCTPONCTBE, KpoMe (hannoB TPacCUPOBKN 1 AaMMOB,
yOansaoTca ¢ yCTpoMCcTBa Npy yaaneHnn nporpamMmmbl.
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HaHHble, nonyyaemble oT KomnoHeHTa Central Node

Mporpamma Kaspersky Endpoint Agent coxpaHsieT Ha XeCTKOM OUCKE KOMMbIOTEPa 3HaYeHUs1 NnapaMeTpoB,
nonyyaemble ot komrnoHeHTa Central Node. [laHHble COXpPaHAIOTCHA B OTKPbITOM He3almndpoBaHHOM BMAE B Nanke
C:\ProgramData\Kaspersky Lab\Endpoint Agent\protected\data.

Mo ymonyaHuio Npu BKMOYEHHOW camo3alumTe JOCTYN K hannam Ha YTeHre NMEKOT TOMbKO Nosib3oBaTesniv C
npasamu System n Administrator. Npwu BbikNtOYEeHHOW camo3aluuTe Nonb3oBaTenu ¢ npasamu System u
Administrator MmoryT Takke yaanaTb airnbl, UBMEHATb UX COAEPXUMOE N U3MEHATL MpaBa 4oCcTyna K HAM.
Mporpamma Kaspersky Endpoint Agent He ynpaBnseT npaBamu 4oCTyna K AaHHOW nanke n ee dannam. Joctyn
onpegensieT CUCTEMHbIN agMUHUCTPATOp.

[anHble yaansoTtces npu yaaneHum nporpammel Kaspersky Endpoint Agent.
HanHble, nonydaemble oT komnoHeHTa Central Node, moryT cogepxaTb cnefyoLyo MHdopmauuio:
e O ceTeBbIX COEOUHEHUSIX.
¢ OO6 onepaLMOHHON CUCTEME, YCTAaHOBIEHHOM Ha cepBepe ¢ komrnoHeHToM Central Node.
e OO0 yyeTHbIX 3anucsax Nonb3oBaTenen onepaunoHHON CUCTEMBI.
e O nonb3oBaTenbCKUX CECCUAX B OMNepaLMOHHON cucteme.
e O xypHane cobbitun Windows.
e O pecypce Tnna RT_VERSION.
e O copepxmmom PE-caina.
¢ O cnyxbax onepalMOHHON CUCTEMBI.
e CepTtudukar cepsepa ¢ komnoHeHToM Central Node.

e URL- n IP-agpeca nocelleHHbIX BeO-canToB.

O npedocmasneHuu 0aHHbIX
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e 3aronosku npoTtokona HTTP.

e Mg komnbloTepa.

e MD5-xewwn cannos.

e YHuKanbHbIN ngeHtTudukaTop komnbtotepa ¢ Kaspersky Endpoint Agent.
e meHa n 3Ha4veHus kntoden peectpa Windows.

o [lytn k knoyam peectpa Windows.

¢ meHa nepemeHHbIX peecTtpa Windows.

e Wms 3anucu nokansHoro DNS-kewwa.

e Agpec 13 3anucu nokansHoro DNS-kewa B popmare IPv4.

e |P-agpec vnu umsa 3anpalmBaemoro xocTta u3 fiokanbHoro DNS-kewwua.
e XocT anemeHTa nokanbHoro DNS-kewa.

e [lomeHHOe nMms anemeHTa fokanbHoro DNS-kewwa.

e Agpec anemeHTa ARP-kewa B chopmate IPv4.

o  dusnyecknin agpec anemeHta APR-kewwa.

e CepuiiHbI HOMEpP NOrMYECcKoro gucka.

e [lomMallHAS OMPEKTOpUS NoKanbHOro nonb3oBaTtens.

e Vima yyeTHON 3anucy nonb3oBaTens, 3anycTUBLLEro NpoLecc.

e [lyTb K CKpPUNTY, 3anyckaeMoMy Npu BXoAe Norb3oBaTens B CUCTEMY.
¢ Vimda nonb3oBatens, Nnog y4eTHOM 3anmncbio KOTOPOro NPOU3oLLo cobbiTue.
¢ msa komMnbloTepa, Ha KOTOPOM MPOU30LLIIO COOLITHE.

e [lonHble nyTu K channam komneroTepos ¢ Kaspersky Endpoint Agent.

e VmeHa cpannos komnbioTepoB ¢ Kaspersky Endpoint Agent.

e Mackn cpannos komnbetoTepoB ¢ Kaspersky Endpoint Agent.

e [lonHble umeHa nanok komnbtoTepoB ¢ Kaspersky Endpoint Agent.

e KommeHTapuu nocrasLiuka canna.

e Macka carnna-obpasa npouecca.

e [lyTb Kk cpanny-obpasy npouecca, OTKpbIBLLErO NOPT.

e Vm4a npouecca, OTKpbIBLUETO MOPT.

e JlokaneHbI IP-agpec nopTa.

e [loBepeHHbI NyBNNYHBIN KoY LMEPOBON MOANMNCH UCMOSNTHAEMbIX MOSYIEN.
e w4 npouecca.

e Vimda cermeHTa npouecca.

e [lapameTpbl KOMAHOHOW CTPOKMU.
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HaHHble B nonsax cobbiTun Windows Event Log nporpamMmmbl Kaspersky
Endpoint Agent

[aHHble 0 cobbITusx XKypHana cobbiTuii Windows xpaHsitcs B chaine
%SystemRoot%\System32\Winevt\Logs\Kaspersky-Security-Soyuz%4Product.evtx B OTKpbITOM
He3awwwnpposaHHOM Buae. [daHHble xpaHaTcs Ao yaanenua Kaspersky Endpoint Agent.

3Tu paHHble MOryT aBToMaTu4eckn nepedaBatbesi B Kaspersky Security Center.

Mo ymonyaHuio A0CTyN Ha YTeHne K dhannam MMEKT TONbKO Nonb3oBaTenu ¢ npasamu System n Administrator.
Kaspersky Endpoint Agent He ynpaBnsieT npaBamu 4OCTyna K 3TOM nanke u ee pavnam. [loctyn onpegensaet
CUCTEMHbIA afMUHUCTPATOP.

[aHHbIe 0 COBBLITUSIX MOTYT COAEPXKaTb CrneayLLyo NHopMaLmIo:

e O nonb3oBaTenbCKUX CECCUAX B ONepaLuoHHON cucTeme.

e O6 yuyeTHbIX 3anucsax Nonb3oBaTenern onepaunoHHon cuctems (userlD).

e 0OO6 owwnbkax BbINOMHEHNS 3a4ay NPOBEPKN OOBLEKTOB.

e O 3agadax Ha NpoBepKY OO BLEKTOB.

o 06 obHapyxeHusax Kaspersky Sandbox.

e O cobbiTusax Kaspersky Sandbox.

e 06 IOC-pannax Kaspersky Endpoint Agent, chopMrpOBaHHbIX NPY aBTOMaTU4ECKOM pearmpoBaHum.
e O pesynbTatax NpoBepKN 0OBHEKTOB.

e O ceptudhmkatax cepeepoB Kaspersky Sandbox.

e 06 oyepeamn oOHLEKTOB HA NPOBEPKY.

e 06 nameHeHnun napameTpoB Kaspersky Endpoint Agent.

e O6 nameHeHuun nonuTuk Kaspersky Security Center.

e OO0 M3mMeHeHun cTaTyca 3agadn Ha NPoBEPKY OOBHEKTOB.

o O nonutukax Kaspersky Security Center.

e O6 obbekTax Ha KapaHTuHe.

e O peKicTBMAX NO aBTOMATMYECKOMY pearpoBaHuio Ha OOHapyXeHHbIe Yrpo3bl.
e 06 owwnbkax B3anMogenNCTBUS C cepBepamMm NporpamMmei.

e O06 obbekTax, 3a6NOKMPOBaHHBLIX MO NpaBunNaM 3anpeTa.

e O pesynbTaTtax BbINoNHeHWs 3agad YaanuTtb cann.

e O pesynbTaTtax BbINOSHEHNS 3a4a4 3aBepLWNTb NpoLecc.

e O pesynbTaTtax BbINONHeHNs 3agay 3aBepwnTb NpoLecc.

e O pesynbTaTax BbinonHeHus 3agad MonyunTtb cann.

e O pencrteytowen nuueHsnm Kaspersky Endpoint Detection and Response Optimum.

e O CcTaTtyce aktmBauunm nporpamMmmbl.
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Bce naHHble, KOTOpble NporpaMma XpaHUT NoKanbHO Ha YCTPONCTBE, Kpome hannoB TPACCUPOBKA 1 AaMMOB,
YOansawTCs ¢ YCTPOMCTBA NpY yAaneHUn nporpaMmel.

HaHHble B 3anpocax Kaspersky Endpoint Agent gana Windows K
Kaspersky Endpoint Detection and Response

Mpwn nHTerpaumm ¢ komnoHeHTom Central Node cnefytolime gaHHbIe XpaHATCSA NOKanbHO Ha YCTPOMCTBE C
Kaspersky Endpoint Agent.

Bce aaHHble, KOTopble NporpamMmma XpaHWT JokarnbHO Ha YCTPOWCTBE, KpoMe (halifioB TPacCMpPOBKM U 4aMMOB,
yOansoTcsa ¢ YCTPOWCTBA NpU yaaneHnm nporpammbi.

HaHHble u3 3anpocos ot Kaspersky Endpoint Agent k komnoHeHTy Central Node:

1. B 3anpocax Ha CUHXPOHU3ALMIO:

YHUKanbHbIn naeHTndukaTop Kaspersky Endpoint Agent;

©a3oBasi yacTb Beb-agpeca cepBepa;

UMS YCTPONCTBA;

IP-agpec ycTponcTsa;

MAC-agpec yCcTponcTBa;

nokanbHoOe BpeMsi Ha YCTPOMCTBE;

cratyc camo3awmTtbl Kaspersky Endpoint Agent;

UMS 1 BepCcUsa onepaunoHHOMW CUCTEMBI, YCTAHOBMEHHOW Ha YCTPONCTBE;
Bepcus Kaspersky Endpoint Agent;

BEpPCUMN NapaMeTpoB NporpamMMbl U NapameTpoB 3agauv;

cocTosiHue 3agay B Kaspersky Endpoint Agent: naeHTugumkaTopbl BLINOMHAOLWUXCS 3afad, CTaTycChbl
BbINONTHEHUS, KOAbI OLUMOOK BbINONHEHUS;

cocTosiHme napameTpos Kaspersky Endpoint Agent: Tun npMmeHsaowmnxcs napameTpoB, BEpCUs
napameTpoB, CTaTyC NPMMEHEHNsi NapaMeTpOoB, KOAbl OLUMOOK MPUMEHEHMS.

2. B 3anpocax Ha nonyyeHue dhannos c cepsepa:

YHUKarnbHble naeHTugrkaTopbl annos;

YHUKanbHbIn naeHTndukaTop Kaspersky Endpoint Agent;
YHUKanbHbIE MOAEHTUdUKATOPLI 3a4ay;

©asoBas YacTb Beb-agpeca cepBepa ¢ komnoHeHToMm Central Node;

IP-agpec yana.

3. Botyetaxo pe3ynbTaTtax BbIMNOJIHEHNA 3aau:
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IP-agpec yana;
MHpopmaumst 06 o6bekTax, obHapyxeHHbIx npu noucke IOC unu ckaHnpoBaHun YARA;

dnarv JononHUTEnNbHLIX 4eNCTBUIA, BbinonHsaeMblx Kaspersky Endpoint Agent no 3aBepLueHmm 3agad
(Hanpumep, "deleteFileAfterReboot": false);

OLWNBKM BbIMOMHEHUS 3a4a4 1 Koabl BO3BparTa;

CTaTyChbl, C KOTOPbIMWX 3aBepLUanncCb 3agadu;

BpeMA 3aBepLUEHNA BbINOJIHEHUA 3a4au;

Bepcun napameTpoB, C KOTOPbIMU BbINOJNMHANINCL 3a4auvn,

nHdopmaumsa 06 obbekTax, NnepeaaHHbIX Ha cepBep, MOMELLEHHbIX HA KAPaHTUH, BOCCTAHOBMEHHbIX 13
KapaHTuHa: nyTu K o6bektam, MD5 n SHA256-xewn 06bekToB, naeHTUdMKaTopbl OGBHLEKTOB Ha
KapaHTuHe;

MHdOpMaLMs 0 npoueccax, 3anyLeHHbIX UM OCTaHOBJIEHHbIX Ha ycTpoKcTBe ¢ Kaspersky Endpoint
Agent no 3anpocy cepsepa: PID n UniquePID, error code, MD5 n SHA256-xewum o6beKkTOB;

nHopmaums o crnyxbax, 3anyLLeHHbIX UM OCTaHOBIEHHbIX HA YCTPOWCTBE MO 3anpocy cepeepa (MMsi
cnyx06bl, TMN 3anycka, error code, MD5 n SHA256-xewn cannosbix 06pasos crnyxob);

nHdpopmaums 06 obbekTax, AN KOTopbIX Bbln CHAT AaMmn NaMsaTn Ansa ckaHnpoBaHusa YARA (nyTwu,
naeHtudpmkatop canna gamna);

havinbl, 3anpoLleHHbIe CEPBEPOM;

nakeTbl TENEMETPUN.

[aHHble 0 3anyLeHHbIX NpoLeccax:

e  VMs UcnosnHsemoro darna, BKIYas MNoSHbIA NyTh U paclUMpPEHUE;
e MapameTpbl aBTO3amnycka npoLecca;

e yaeHTUdUKaTOp Npolecca;

e KO CeaHcCa BXofa B CUCTEMY;

e VMsi CeaHca BXo4a B CUCTEMY;

e [aTa u BpeMs 3arnycka npoLecca;

e MD5-xewWw o0b6beKTa;

e SHA256-xew obbekTa

[aHHble o dhannax:

e NyTb K panny;

e 1MsA hanna;

e pasmep danna;

e aTpubyTbl daina;

e [aTa un Bpems cos3gaHusa anna;

e [JaTa v Bpems nocrieqHero nameHeHust amna;

e onucaHue danna;

OcHoBHas MHdopmauus o daine, koTopas byaeT NnpeAcTaBneHa nonb3oBaTensm. 3Ta CTpoka MoOXeT
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oToGpakaTbCA B CNuMCKe, Koraa nonb3oBaTenb BbibupaeT annbl Ans YCTaHOBKW. OTa CTpPOKa ABNSeTCs
06sa3aTensHON.

e HasBaHWe KOMMaHwuu;
HassaHne komnaHun, cosgasLuen dann.
e MD5-xewWw 00beKTa;
e SHA256-xeww obbekTa;
e pasgen peecTpa (4ns TOYeK aBTo3anycka).
e [laHHble B owwimbkax nonyyeHunss tHpopmauum ob obbekrax:
e nonHoe nums obbekTa, Npm 06aboTKe KOTOPOro BO3HMKNA OLINBKa.
e KOO OLIMOKMN.
1. [aHHble TenemeTpuu:
e |P-agpec y3na;
e  TUN OaHHbLIX B peecTpe A0 3adMKCMpPOBaHHON onepaunm N3MEHEHUS;
e [laHHblE B KNOYe peecTpa 40 3ahKCUPOBAHHOW onepauum N3MeHeHus;
e TeKcT obpabaTbiBaeMoro ckpunTa unm ero YyacTy;
e Tun obpabaTbiBaeMoro obbekTa;
e cnocob nepegayn koMaHabl B KOMaHAHbIN MHTEpPNpeTaTop.
HaHHble u3 3anpocos ot koMmnoHeHTa Central Node k Kaspersky Endpoint Agent:
1. [MapameTpbl 3agav:
e  Tunbl 3agayv;
e MapameTpbl pacnucaHusa 3anycka 3agau;
e VMEHa W Naponu y4yeTHbIX 3anncewn, No4 KOTOpbIMU HEOOXOANMO 3anyckaTb 3agaquu;
e Bepcun NapameTpoB;
e  MOEHTUUKATOPbl OOBLEKTOB HA KapaHTUHE;
e MyTu K obbekTam;
e MD5 n SHA256-xeLn 06BHEKTOB;
e KOMaHAHas CTpOKa 3anycka npoLecca C apryMeHTamu;

e (hnaru JononHUTEnNbHbIX JeNCTBUIA, BbiNonHaeMblx Kaspersky Endpoint Agent no 3asepLueHun
3agauu;

e upeHTudukatTopsl |IOC-dhannos, KOTOPbIE HY>XHO NMOJTYYUTb C CEPBEPA;

o |OC-channsl;

e HauMeHoBaHMWe Cryxo;

e TWN 3anycka cryxo;

e Manku, Ans KOTopbiX HEOOXOAMMO NONy4nTh pe3ynbTaThl 3agadn CobpaTb AaHHbIe;

e  Macku MMeH O0GBHEKTOB U paclumpeHun ons 3agaym Cobpartb AaHHbIe.
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MapameTpbl ceTeBon N30NALUN:
e  TWUMNbl NAPaMeTPOB;
e Bepcun NnapameTpoB;

e  CMNWCKM UCKIIOYEHMI U3 CETEBOI U30MALUN U NapaMeTpbl UCKIIOYEHWIA: HanpaBneHne Tpaduka,
IP-agpeca, nopTbl, NPOTOKOSbI, MOMHbIE NYTU K UCNONHAEMbIM dannam;

e dnaru JononHUTenbHbIX 4ENCTBUIA, BbiNoNHsAeMblx Kaspersky Endpoint Agent;
e BpeEMS aBTOMaTM4ECKOro OTKIMIOYEHUS N30MSILNN.

MapameTpbl 3anpeTa 3anycka 1 OTKPbITUS JOKYMEHTOB:

e  TUMNbl NApamMeTpOB;

e BepcuUM NapameTpoB;

e  CMMCKM NpaBuWN 3anpeTa 3anycka U napameTpbl NpaBum: NyTH kK obbekTam, Tunbl 06bekToB, MD5 1
SHA256-xeln oObeKkToB;

e dhnaru JoNoNHUTENbHbIX 4ENCTBUI, BbiNONHsAeMbIx Kaspersky Endpoint Agent.

MapameTpbl punbTpaunmn cobbITUIA:

e VMeHa moaynewm;

e MOMHblE NYTU K 0bbekTam;

e MD5 n SHA256-xeLLn 06BHEKTOB;

e maeHTUdUKaTopbl 3anuceln B xypHane cobbitnin Windows;

e napameTpbl LUdpPOoBbIX CEPTUDMKATOB,;

e HanpasneHue Tpaduka, IP-agpeca, nopTbl, MPOTOKOMbI, MOSHbIE MYTU K UCMOSHAEMbIM hanam;
e MEHa nonb3oBaTeneu;

e TuUnbl BXOAa nonb3oBaTenen;

e  TUMbl COOLITMI TENEMETPUU, AN KOTOPLIX MPUMEHSIOTCS (PUNLTPBI.

CnyxeOHble aaHHble Kaspersky Endpoint Agent ana Windows

K cnyxebHbiM gaHHbIM Kaspersky Endpoint Agent oTHocaTcS:

JaHHble, nonagatolime B KOHUrypaLmnoHHble daiinbl B peayribTaTe HacTPOKM NapameTpoB
afMWUHNUCTPaTOPOM;

AaHHble, obpabaTbiBaeMble NpU aBTOMATUYECKOM pearmpoBaHny Ha yrpoasbl;
AaHHble, obpabaTbiBaemble npu nHTerpaummn ¢ Kaspersky Sandbox;
AaHHble, obpabaTtbiBaemble Npu UHTerpaunn ¢ komnoHeHTom KATA Central Node;

AaHHble, obpabaTtbiBaemble npu uHTerpaumm ¢ Kaspersky Industrial CyberSecurity for Networks.

CnyxebHble faHHble xpaHATcs B dpanne %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\<sepcus>.
OanHble B noananke Settings 3almdpoBaHsl ¢ nomolbto Lundpytowen dannoson cuctemsl (EFS). daHHble
xpaHatcsa go yoaneHunsa Kaspersky Endpoint Agent.

OTu gaHHbIe MOryT aBTOMaTnyeckn nepegasatbes B Kaspersky Security Center.
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Mo ymonyaHuio 4ocTyn K hannam MMeroT TONbKO Nonb3oBaTenu ¢ npasamu System (NOnHbIA AOCTyN) U
Administrator (uteHne n ucnonuenue). MNManka %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\<sepcus>
n nognanka Restored Takke AOCTyMNHbI Nofnb3oBaTensam ¢ npasamu User (TOMbKO YTeHune).

Bce gaHHble, KOTOpble nporpamMmMa XpaHuT fIoKarbHO Ha YCTPOUCTBE, KpoMe ddanroB TPacCUpPOBKU U JaMIOB,
yAangawTCa ¢ YCTPONCTBA NpY yaaneHun nporpamMmmb.

Kaspersky Endpoint Agent xpaHut cnegyowue gaHHble, obpabaTbiBaeMble MpU aBTOMATUYECKOM pearmpoBaHnm 1
nHTerpaumm ¢ Kaspersky Sandbox:

1. OG6pabatbiBaemMble haiinbl U faHHble, NepefaBaeMble NoMb3oBaTeneM B Xoe HacTPOMKM napameTpoB
Kaspersky Endpoint Agent:

e [laponb goctyna k Kaspersky Endpoint Agent.
o  ®dalinbl Ha KapaHTuHe.
e [lapameTtpbl Kaspersky Endpoint Agent.

e Y4yeTHble AaHHbIE NONb30OBATENEN ONEPaLNOHHON CUCTEMBI AN 3anycka 3a4ad c npaBamMu
onpeneneHHoro nonb3oBaTesns.

e YyeTHble gaHHble Ans asTopusaunm Ha Cepsepe agmunHucTpupoBanust Kaspersky Security Center.

e YYyeTHble JaHHble AN aBTopu3aumm Ha NPOKCU-cepBepe.

e Apgpeca Nonb30BaTeNbCKUX NCTOYHNKOB OOHOBIEHMWN.

o  OTKpbITLIV KNIOY cepTUdUKaTa ansa nHterpauunn ¢ Kaspersky Sandbox.
2. Kew Kaspersky Endpoint Agent:

e Bpewms 3anucu pesynbTata NpoBepKn B KeLL.

e MD5-xew 3aga4vm NpoBEPKN.

e lVloeHTndukaTop 3a4a4mn NnpoBepKu.

e PesynbTaT NpoBepku obbekTa.
3. Ouepeab 3anpocoB Ha NPoOBepPKy obbekTa:

e WVpeHTndukatop obbekTa B ovepean.

e Bpewms nomelleHus obbekTa B ouepeap.

e Crartyc 06paboTkm 0ObeKTa B ouepeam.

e VpgeHTndumkaTop Nonb3oBaTeNbCKON CECCMM B ONEepPaLMOHHON cucTeMe, B KOTOPOW co3daHa 3agada Ha
npoBepky obbekTa.

e CuctemHbln naeHtudgukatop (SID) nonb3oBaTens onepaunoHHONW CUCTEMBI, C MpaBamMu y4eTHOM
3anncbio KOTOPOro co3daHa 3adaya Ha NPoBepKy OObekTa.

e MDb5-xewWw 3agaym Ha NpPoBepPKy 0ObEKTA.

4. WNHdopmaums o 3agayvax, onsa kotopbix Kaspersky Endpoint Agent oxxvaaeT pesynbTat NpoBeEpPKM OT
Kaspersky Sandbox:

(] BpeMﬂ nony4veHuna saga4vm Ha npoBepkKy obbekTa.

e Craryc o6paboTkm 06BbeKTa.
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WpoeHTudukaTtop nonb3oBaTeENbCKOM CECCUN B ONEpPaLMOHHON CUCTEME, B KOTOPOW co3aHa 3ajada Ha
npoBepky obbekTa.

WpeHTndukatop 3agaym Ha NpoBepky oObeKTa.
MD5-xeLl 3agayn Ha NPoOBEPKY 00bEKTA.

CucteMHbI ngeHTudukaTop (SID) nonb3oBaTens onepaunMoHHON CUCTEMbI, NOA YH4ETHON 3anuChbio
KOTOpOro co3fgaHa 3ajava.

XML-cxema aBTOMaTn4eckun cosgarHHoro IOC.

MD5 n SHA256-xewwun npoepsieMoro obbekra.

Owmnbkm obpaboTku.

MmeHa 061eKTOB, Ha MPOBEPKY KOTOPbIX CO34aHa 3ajava.

Pe3ynbTaTt npoBepku oGbekTa.

Kaspersky Endpoint Agent xpaHuT nokaneHo cneaywwme gaHHble npu nHterpayumn ¢ komnoHeHtom KATA Central

Node:

1. Ob6pabaTtbiBaeMble dainbl U AaHHbIE, NepefaBaeMble NMoNb3oBaTeNEM B XOA4E HACTPONKM NapamMeTpoB
Kaspersky Endpoint Agent:

dannbl Ha KapaHTUHeE.
MapameTpbl Kaspersky Endpoint Agent:
e [laponb goctyna k Kaspersky Endpoint Agent.

e YYyeTHble JaHHble Nofib3oBaTenemn OﬂepaLLMOHHOVI CUCTEeMbIl ONnA 3anycka 3aaad ¢ npaBamMmu
onpenerieHHoro nonb3oBartens.

e Y4eTHble gaHHble ans aBTopusaummn Ha CepBepe agMuHucTpuposaHus Kaspersky Security Center.
e Y4eTHble JaHHble Ansi aBTOPM3aL N Ha NPOKCU-CEPBEPE.

e Apgpeca nonb3oBaTeNbCKUX UCTOYHMKOB OOHOBNEHUI.

o  OTKpbITbIN KNtoY cepTudmkata ana nHterpaumm ¢ KATA Central Node.

o  OTKpbITBIV KNKOY cepTUdMKaTa Ans uHterpaumm ¢ Kaspersky Sandbox.

e [laHHble O NUUEH3UMN.

2. [aHHble, HeobxoamMmble ons MHTerpaumm ¢ komnoHeHTom KATA Central Node:

OGHoBMsiEMbIE CXEMbI (bUnbTpaLUN TenemeTpun.

Ouyepenb NakeToB COOLITUI TENEMETPUMN.

Kew vaeHtudmkatopos |OC-dainos, nonyyeHHbix oT komnoHeHTa KATA Central Node.
O6GbekThbl 4n1A Nepefayn Ha cepBep B pamkax 3agayv MonyunTsb cpann.

OT4eThl 0 pesynbratax 3agayn CobpaTb AaHHbIe.

Kaspersky Endpoint Agent xpaHuT nokansHoO crneayoLlimne aaHHble Npy nHTerpauum ¢ cepsepom Kaspersky
Industrial CyberSecurity for Networks:

1. Ob6pabaTtbiBaeMble dhannbl U AaHHbIE, NepegaBaeMble NoNb3oBaTeNnem B X04e HAaCTPONKM NapamMeTpoB
Kaspersky Endpoint Agent:

MapameTpsl Kaspersky Endpoint Agent:

O npedocmasneHuu 0aHHbIX

62



lkaspersky

e [laponb goctyna k Kaspersky Endpoint Agent.

e YYeTHble JaHHble nNosib3oBaTenen OI'IepaLJ,VIOHHOI7I CUCTEeMbI ONnA 3anycka 3agad ¢ npaBamMmu
onpeaeneHHoro nonb3oBaTen4.

e Y4eTHble JaHHble aAnst asTopmsauun Ha Cepsepe agmuHmucTpupoBaHusa Kaspersky Security Center.
e Y4eTHble JaHHble Ans aBTOpM3aLnn Ha NPoKCU-cepBepe.
e Agpeca nonb3oBaTenbCKNX NCTOYHMKOB OBHOBNEHWIA.
e  OTkpbITbI KMOY cepTudumkata ana uHterpaumm ¢ Kaspersky Industrial CyberSecurity for Networks.
e [laHHbIE O NNLIEH3NN.
2. [aHHble, Heobxooumble ons nHTerpaumm ¢ Kaspersky Industrial CyberSecurity for Networks:
e O6HoBNAEeMble cxembl uUNbTPaUUM TENEMETPUN.

e Ouepeab NakeToB COGLITUI TENEMETPUMN.

HaHHble B ¢pannax tpaccupoBku u gamnoB Kaspersky Endpoint Agent
ansa Windows

Kaspersky Endpoint Agent gns Windows MOXeT BbINOMHATL 3anUck OTNagoYHon MHopMauumn B COOTBETCTBUN C
3aJaHHbIMK NapameTpamu B darinbl TPAaCCUPOBKU AN OKas3aHUsl NogaepXku Bo Bpemsl paboTtel Kaspersky
Endpoint Agent ana Windows.

dannbl gamnoe Kaspersky Endpoint Agent ans Windows dopmupytoTcst onepaLMOHHON cMcTeMor Npu coosx
nporpaMmsbl U Nepes3anmcbiBalOTCA Npu Kaxkaom cboe.

B dhavinbl TpaccnpoBkn 1 gamnoB MOryT nonacTb Mobble NepcoHanbHbIE AaHHbIE NONb30BaTENSA UMK
KOH(pnaeHumaneHble AaHHbIe Ballen opraHm3aumm.

He ncnonbayinte Kaspersky Endpoint Agent ana Windows Ha xocTax, nepegavda AaHHbIX C KOTOPbIX
3anpeLlleHa NONMMTUKON BaLLEN OpraHn3aLuni.

Mo ymonyaHuto Kaspersky Endpoint Agent He 3anucbiBaeT oTnago4vHy0 UHOPMaLnIo.

ABTOMaTM4eckas oTnpaska annoB TPacCMpPOBKM M aMMNOB 3a npederbl XocTa, Ha KOTOPOM OHU Bbinn
chopMmpoBaHbl, He npoussoguTca. Cogepxxumoe annosB TPACCUPOBKM MOXHO MPOCMOTPETb C MOMOLLIbIO
CTaHAApTHbIX CPEACTB NPOCMOTPa TEKCTOBbIX channos. Pavnbl TPacCUPOBKM U AaMNOB XPaHATCA 6@CCPOYHO U He
yaanawoTtca npu gemHctannsaumm Kaspersky Endpoint Agent ans Windows.

OTnago4yHas nHdopmaLms MoXeT NoHaaobuTbes npu obpatleHnn B Cryx0y TEXHUYECKON NoAAEPKKN.

CneuuanbHbIX MEXaHU3MOB OrpaHUYeHusl 4OCTyna K danam TpacCMpoBKU U AaMMOB HE NPeYCMOTPEHO.
ALMUHUCTPATOP MOXET CaMOCTOSATENBHO HACTPOUTL 3anNUCb 3TON MHPOPMAaLIMK B 3aLLMLLEHHYIO Nanky.

MyTb K nanke anga 3anncu gannos TPacCMPOBKM U AaMMNOB MO YMONYaHWMIO He 3adaH. AOMUHUCTPATOPY HY>XHO
yKasaTtb nanky ansa sanucu ¢annos TpacCUpPOBKM U AaMNOB CaMOCTOATENBHO.

[aHHble B (hainax TpaccMpoBKM U AaMNOB MOTYT COAEpKaTb CreayoLLyo HOPMaLMIO:

e [lenctBus, BbinonHeHHble Kaspersky Endpoint Agent ana Windows Ha xocTe.

¢ UHdopmaums 06 obbekTax, obpabaTeiBaeMbix Kaspersky Endpoint Agent ans Windows.
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Owwnbkn, Bo3HMKWNE B Npouecce paboTbl Kaspersky Endpoint Agent ana Windows.
Bpems cobbITus.

Homep noTtoka BbINONHEHUS.

KomnoHeHT nporpammel, B pe3ynbTtate paboTbl KOTOPOro NPOn3oLLo obHapyKeHue.
BaxHocTn cobbiTus.

O6 ucnonHAeMbIX MOAYMSIX.

O6 OTKpbITLIX NOpTax.

O ceTeBbIX COEANHEHUSIX.

O6 onepaunoHHOW cucTeme, ycTaHoBneHHon Ha komnbtoTepe ¢ Kaspersky Endpoint Agent ana Windows.
OO6 y4eTHbIX 3anncsix Nonb3oBaTenen onepaLMoHHON CUCTEMBI.

O nonb3oBaTENbCKMX CECCUSIX B ONEPALMOHHON CUCTEME.

O xypHane cobbiTuin Windows.

06 obHapyxeHuax Kaspersky Endpoint Security ans Windows.

O6 opraHuzaumoHHbIX nogpasgeneHusix (OU) Active Directory.

YHukaneHbIn naeHTudmkatop komnototepa ¢ Kaspersky Endpoint Agent gns Windows.
lMonHoe AOMEHHOEe MMS KoMNbloTepa.

CepuinHbIN HOMEP NOTNYECKOro Amncka.

3aronoBku npoTtokona HTTP.

MonHble nyTn k pannam komnetoTepos ¢ Kaspersky Endpoint Agent ans Windows.
MmeHa dannos komnbioTepos ¢ Kaspersky Endpoint Agent ana Windows.

lMonHble MeHa nanok koMnbloTepoB ¢ Kaspersky Endpoint Agent ana Windows.
[omaluHasa nanka NokanbHOro Nonb3oBaTens.

Mmsa yyeTHOM 3anucy nonb3oBatens, 3anycTMBLIero npouecc.

MyTb K CKPUNTY, 3anyckaeMoMy Mpu BXOAE Nosb3oBaTensi B CUCTEMY.

Mma nonb3oBaTens, noa y4eTHON 3anmcbio KOTOPOro Npou3oLLnio cobbitue.

URL- n IP-agpeca nocelleHHbIX BEO-CaNToOB, a TakKe CCbINKM C 3TUX BeO-canToB.

Mpu ncnonb3oBaHUKU Npokcu-cepsepa: |IP-agpec npokcu-cepsepa, UMA KOMMbOTEPa, NOPT, UMSA
nonb3oBaTens NpoKcu-cepeepa.

BHewHue IP-agpeca, ¢ koTopbIMK ObINO YCTAHOBIEHO COEAUHEHUE C NTOKANBHOIO KOMMbIOTEpPA.
KomaHgbl 3anycka npovecca.

MapameTpbl KOMaHAHOW CTPOKM.

NaoeHTndukatop AreHta agmuHuctpupoBaHusa Kaspersky Security Center.

MyTn k kntovam B peectpe Windows.

MmeHa nepemeHHbIx peectpa Windows.

3Ha4veHns nepemeHHbIX peecTtpa Windows.
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e Paspensl peectpa Windows.

e VimeHa oOHapyXeHHbIX 00BHEKTOB.

e Vmga 3anucu nokansHoro DNS-keLua.

e |P-agpec n3 3anucu nokanbHoro DNS-kewwa B dpopmare IPv4,

e |IP-agpec nnu nmsa 3anpawwmBaemMoro xocta m3 nokansHoro DNS-kewwa.
e XocT anemeHTa nokaneHoro DNS-kewwa.

e [lomeHHOe umsa anemeHTa nokanbHoro DNS-kewua.

e |P-agpec anemeHTa ARP-kewwa B chopmate IPv4.

o  dusunyecku agpec anemeHta APR-kewa.

e /msa yyeTHOI 3anmcm nonb3oBaTens, 3anycTUBLUEro Cryx0y onepaLMoHHON CUCTEMBI.
e [lapameTpbl, C KOTOpPbIMM 3anyLLeHa cnyxba onepaunoHHON CUCTEMBI.

¢ WcxogHoe nms darna (OriginalFileName) ana pecypca RT_VERSION.

HdaHHble, oTnpaBnsaemsbie B "JlabopaTtoputo Kacnepckoro™ npu
npuHATUKM ycnoBuu MNMonoxeHusa o KSN

Mpwn cornacum ¢ ycnosuamu MNonoxenunsa o KSN (Kaspersky Security Network) nporpamma aBToMaTuyecku
oTnpasnsieT uHpopmauumo 06 atom B "Jlabopatoputo Kacnepckoro".

[aHHble o NpyHATUKM ycnosun MonoXxeHNss MOryT XpaHUTLCA NOKansHO B narike
%ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\<sepcusa>\Data\.

Bce gaHHble, KOTOpble NporpaMmMa XpaHUT fIoKarbHO Ha YCTPOMCTBE, KpOMe (hansioB TPaCCUPOBKA U 4aMMNoB,
yaansoTca ¢ YCTpoUcTBa npu yganeHum nporpammbi.

Cnegayowme gaHHble oTrnpaenstoTcd B "Jlabopatoputo Kacnepckoro” npu NpUHATUM UK OT3bIBE Cornacusi ¢
ycrnosusimu NonoxeHunsa o KSN:

e VpeHtndukartop cornawweHnsa (KSN, EULA).

e Bepcusa cornawieHus.

e ®nar npuHATUA cornawenus (1 — cornaweHne npuHATo, 0 — cornalleHne 0To3BaHo).
e [laTa NpuMHATUSA UK OT3bIBA COrMalleHus.

"INabopaTtopusa Kacnepckoro" MoXeT UCMNOofb30BaTh 3TU AaHHble Anst POPMUPOBAHUS CTaTUCTUYECKOM
MHpopmaunn.

HaHHble B OOHapyXeHUAX U COObITUAX

[aHHble 0 cobbITUSIX XpaHATCA B buHapHoM Buae B nanke C:\ProgramData\Kaspersky Lab\Endpoint
Agent\protected\kata B OTKpbITOM He3alwmngpoBaHHOM BUAE.

Mo ymMon4aHuio npu BKNIOYEHHOW camo3alunte 00CTyn K cbaﬁnaM Ha YTeHe MMEIOT TOJIbKO NoJib3oBaTesin C
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npasamu System n Administrator. Npwu BbikNtOYEHHOW camo3aluuTe Nonb3oBaTenu ¢ npasamu System u
Administrator moryT Takke yoansatbe gannbl, USMEHATb UX COAEPXKMMOE N U3MEHSATb NpaBa JOCTyNa K HUM.
Mporpamma Kaspersky Endpoint Agent He ynpaBnseT npaBamu 4oCTyna K AaHHOW nanke n ee dannam. Joctyn

onpeaensieT CUCTEMHbIV afMUHUCTPATOP.

[aHHble 0 COBbLITUSIX MOTYT COAepPXKaTb CNneayLLyo MHOPMaLNIO:

O6 ucnonHaembIx MOAYNSX.

O ceTeBbIX COEOUHEHUSIX.

O6 onepaLKnoHHOM cucTeme, yCTaHOBNEHHOM Ha kKoMnbloTepe ¢ Kaspersky Endpoint Agent.

O nonb3oBaTeNbCKNX CECCUSIX B ONEPaLMOHHOW CUCTEME.

O6 y4eTHbIX 3anncsx Nonb3oBaTenen onepaumMoHHON CUCTEMBI.

O xypHane cobbiTuin Windows.

06 obHapyxeHuax Kaspersky Endpoint Security ans Windows.

O6 opraHusaumoHHbIX nogpasgeneHusix (OU) Active Directory.
Baronosku npotokona HTTP.

lMonHoe AOMEHHOEe UMS KoMMNbloTepPa.

MD5-, SHA256-xeL ¢annos u nx pparmeHTOB.

YHuKanbHbIN naeHTudukatop komnetotepa ¢ Kaspersky Endpoint Agent.
YHukanbHble aeHTUUKaTopbl CepTUUKaTOB.

W3patenb ceptudumkarta.

Cyb6bekT cepTudukara.

HasBaHwve anropmMtmMa, Npu NOMOLLM KOTOPOro BbIMOMHEH OTNeYaToK cepTudukara.
Appec 1 nopT NnokanbHOro ceTeBoro nHTepdelrica.

Afgpec 1 nopT yganeHHoro ceTeBoro nHTepgenca.

MocTaBLWuK Nporpammei.

HassaHwue nporpammsl.

Mmsa nepemeHHomn peectpa Windows.

MyTb K kouy peectpa Windows.

[aHHble nepemeHHon peecTtpa Windows.

Nms obHapyxeHHOro obbekTa.

WpeHTudukatop AreHta agmuHuctpupoBaHusa Kaspersky Security Center.
Cogaepxnmoe carnina hosts.

KomaHgHas CTpOKa 3anycka npotecca.

[aHHbIe B oT4eTax O BbINOJSIHEHUN 3a4au4

Mepen otnpaskon Ha koMmnoHeHT Central Node oTyeThl, a Takke CONyTCTBYOLLME hannbl BpEMEHHO COXpaHsATCA
Ha XeCTKOM Aucke komnbloTepa ¢ nporpammon Kaspersky Endpoint Agent. OTyeTbl O BbINOMHEHWUM 3a4aq
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COXpaHSATCA B apXMBMpOBaHHOM He3sawwmdposaHHoM Buae B nanke C:\ProgramData\Kaspersky Lab\Endpoint
Agent\protected\kata\data_queue.

Mo ymonyaHuio npu BKMAOYEHHOW camo3allnTe A0CTYN K pannam Ha YTEeHMEe UMEKOT TONbKO Nonb3oBaTenu ¢
npasamu System n Administrator. Npu BbIkNtOYEHHOW caMo3alLnTe Nornb3oBaTeNu ¢ npaBamm System u
Administrator moryT Takke yganaTtb annbl, UBMEHATb UX COAEPXKUMOE N N3MEHATbL NpaBa 4OCTyna K HAM.
Mporpamma Kaspersky Endpoint Agent He ynpaBnseT npaBamu SOCTyna K JaHHOW nanke n ee pannam. [octyn
onpegensieT CUCTEMHbIV agMUHUCTPaTOP.

OT4eTbl 0 BbINOSTHEHUN 3a4a4 coaepxart crneaywyro VIH(*)OpMaU,VII'OZ

e O pesynbTaTax BbINOMHEHWS 3a4au.

e O6 ncnonHaemMbIX MOgYnsX.

¢ O npoueccax onepaunoHHON CUCTEMBI.

e OO0 yyeTHbIX 3anucsax nonb3oBaTenen.

¢ O nonb3oBaTenbCKMUX CECCUAX.

e [lonHoe gOMEHHOE UMS KoMmMbloTepa.

e YHuKanbHbIN ngeHtTudukaTop komnbtotepa ¢ Kaspersky Endpoint Agent.
e  ®annbl komnbloTepa ¢ Kaspersky Endpoint Agent.

e MeHa anbTepHaTuBHbIX NoToKoB NTFS.

e [lonHble nyTu Kk channam komnotoTepa ¢ Kaspersky Endpoint Agent.
¢ [lonHble meHa nanok komnbtoTepa ¢ Kaspersky Endpoint Agent.

o CopgepxvMmoe cTaHOapTHOro NOTOKa BblBOAA npouecca.

(] Cop,epx(l/lmoe CTaHOapPTHOrIO NoToKa owmnbok npouecca.

HaHHble B XypHane yCTaHOBKM

AOMUHUCTPATOP MOXET BKITOYUTL 3anuch XXypHarna ycTaHoBKU nporpammbl Kaspersky Endpoint Agent
(cTaHpapTHLIMKM cpeacTBaMM msiexec) NPy YCTaHOBKE C MOMOLLIbIO KOMaHAHOW CTPOKW. AOMUHUCTpATOp yKasblBaeT
nyTb K dpaviny, B KOTOPOM OyaeT COXpPaHATLCS XXypHan yCTaHOBKM.

B XypHan 3anucbiBaloTCs Wwaru npouecca yCTaHOBKU, a Takke KOMaHAHas CTpoka Bbl3oBa msiexec, koTopas
copepXuT agpec cepsepa ¢ komnoHeHToM Central Node n nyTb K dhanny xypHarna yCTaHOBKM.

HdaHHble o ¢hannax, 3anpeLleHHbIX K 3anycKy

[aHHble o harinax, 3anpeLleHHbIX K 3anycky, xpaHaTcsa B nanke C:\ProgramData\Kaspersky Lab\Endpoint
Agent\\protected\kata B oTkpbITOM He3alLuMdpoBaHHOM BUAE.

Mo ymonyaHuio Npu BKAKOYEHHOW camo3allmTe OOCTYN K dhavinam Ha YTeHUe MMeoT TOMNbKO Nofb3oBaTenu ¢
npasamu System n Administrator. Npwu BbIKNOYEHHON cCaMo3alLLMTe Nonb3oBaTenum ¢ NnpaBamu System un
Administrator MoryT Takxe yaanaTb anrnbl, UBMEHATb UX COAEPXUMOE N U3MEHATL MpaBa AoCcTyna K HUM.
Mporpamma Kaspersky Endpoint Agent He ynpaBsnsieT npaBamu JOCTyna K JaHHOW nanke 1 ee dannam. Joctyn
onpegensieT CUCTEMHbIV agMUHUCTPATOp.

[aHHble o darinax, 3anpeLleHHbIX K 3anycKy, MOryT cogepXaTtb CreayoLLyo nHpopMaumio:
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e [lonHbIN NyTb K 3anpeLueHHoMy danny.
e MD5-xew ganna.
e SHA256-xeww hanna.

e KomaHga 3anyckKa npouecca.

daHHble, cBA3aHHbIe C BbINOJSIHEHMEM 3a4aud

Mpw BbINOAHEHNN 3a4a4n NoMeLLeHns dparna Ha KapaHTUH apXxmB, cogepXallmn aToT dhann, BpeMEHHO
COXpaHsieTCcs B He3alwndpoBaHHOM BUAe B OAHOW U3 Criedyowmnx nanok:

e ansa nporpammbl Kaspersky Endpoint Agent, Bxogsawen B coctas nporpammbl Kaspersky Endpoint
Security, B nanke C:\ProgramData\Kaspersky Lab\Endpoint Agent\protected\kata\temp;

e ansa nporpammbl Kaspersky Endpoint Agent, yctaHoBneHHon n3 naketa Kaspersky Anti Targeted Attack
Platform, B nanke C:\ProgramData\Kaspersky Lab\Endpoint Agent\\protected\data\kata\temp.

Mpu BbINOMHEHWM 3ada4n 3anycka nporpaMMbl Ha xocTe nporpamma Kaspersky Endpoint Agent nokanbHO xpaHut
COAEPXXMMOE CTaHAAPTHbIX NOTOKOB BbIBOAA M OLUIMOOK 3anyLeHHOro npouecca B OTKPbITOM He3alndpoBaHHOM
BMAE OO TEeX Mop, NoKa OTYET O BbIMNOMHEHUUN 3aaa4um He ByaeT oTnpasneH Ha komnoHeHT Central Node. ®annbl
XPaHATCA B OOHOW 13 CnegyroLmnx nanok:

e ans nporpammbl Kaspersky Endpoint Agent, Bxogswen B coctas nporpammbl Kaspersky Endpoint
Security, B nanke C:\ProgramData\Kaspersky Lab\Endpoint Agent\\protected\kata\temp;

e ans nporpammbl Kaspersky Endpoint Agent, yctaHoBneHHon n3 naketa Kaspersky Anti Targeted Attack
Platform, B nanke C:\ProgramData\Kaspersky Lab\Endpoint Agent\\protected\data\kata\temp.

Mo ymonyaHuio npu BKNIOYEHHON caMo3alunTe A0CTyn K dpannam Ha YTeHWe UMEeT TOMNbKO Mosib3oBaTenu ¢
npasBamu System n Administrator. MNpu BbIKNOYEHHOW camo3aluMTe Nonb3oBaTenu ¢ npasamm System u
Administrator MoryT Takxe yaanaTtb danrnbl, U3MEHATb UX COAEPXUMOE N U3MEHSATL Mpasa AocTyna K HAM.
Mporpamma Kaspersky Endpoint Agent He ynpaBsnsieT npaBamu JOCTyrna K JaHHOW nanke 1 ee dannam. Joctyn
onpegensieT CUCTEMHbIV aAMUHUCTPATOP.

daHHble Kaspersky Endpoint Agent ans Linux

Mporpamma Kaspersky Endpoint Agent ans Linux xpaHuTt n obpabaTbiBaeT gaHHbIE floKkanbHO Ans obecneyeHms
OCHOBHOW (PYHKLIMOHANBHOCTK, ayauTa 1 NOBLILLEHUSA CKOPOCTY peLLEHMsS BO3HUKLLUMX Npobnem cneuunanvctamm
Cnyx6bl TexHnyeckon nogaepxkn "NabopaTtopum Kacnepckoro".

Ha komnbroTepax ¢ Kaspersky Endpoint Agent ons Linux xpaHaTca gaHHble, NOArOoTOBEHHbIE A4S OTNPaBKn Ha
cepBepbl Kaspersky Endpoint Detection and Response u B Kaspersky Security Center asBTomaTu4ecku .

Cpeﬂ,l/l ITUX AaHHbIX MOTyT ObITb nepcoHarbHble JaHHble Nosib3oBaTena nunmn KOH(bI/I,EI,eHLIMaﬂbeIe OaHHble BaLLENn
opraHusauun.

OTkntodeHre oTNpaBku AaHHbIX ¢ KoMMbloTepoB ¢ Kaspersky Endpoint Agent ans Linux Ha cepBep ¢ KOMMOHEHTOM
Central Node He npegycmoTpeHo.
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He ncnonb3ynte nporpammy Kaspersky Endpoint Agent ons Linux Ha Tex koMmnbloTepax, nepegava AaHHbIX C
KOTOPbIX 3anpeLyeHa NonmMTUKON Ballen opraHmsaummn.

HanHble, nonydeHHble oT Kaspersky Endpoint Agent ans Linux, xpaHaTcsa B 6a3e gaHHbIX Ha cepBepe ¢
koMmnoHeHTom Central Node n poTupytloTcst No Mepe 3anosIHEHMS ANCKOBOro NPOCTpPaHCTBa.

darinbl, NoAroToBMNEHHbIE K OTNpaBke nporpammon Kaspersky Endpoint Agent ans Linux Ha cepsep €
komnoHeHToM Central Node, xpaHsTcs Ha komnbtoTepax ¢ Kaspersky Endpoint Agent ans Linux B OTKpbITOM
He3alngpoBaHHOM BM1AE B TON OMPEKTOPMM, KOTOpas Mo yMOMYaHMIO UCNOMNb3YyeTes ANs XpaHeHus aninos nepes
OTNpaBKon Ha Kaxxgom komnbloTepe ¢ Kaspersky Endpoint Agent.

®annbl ¢ komnetoTepoB ¢ Kaspersky Endpoint Agent ons Linux oTnpaBnsoTcs TOMbLKO Ha cepBep C KOMMNOHEHTOM
Central Node no 3awumiwieHHoMy SSL-coeanHeHuto.

AomuHucTpatopy Kaspersky Endpoint Detection and Response Heobxogumo obecneunTs 6e30nacHOCTb
KomnbloTepoB ¢ nporpammon Kaspersky Endpoint Agent ans Linux n cepepoB Kaspersky Endpoint Detection
and Response ¢ nepeyncneHHbIMN Bbille AaHHbIMKU camocToAaTenbHO. AgMuHucTpatop Kaspersky Endpoint
Detection and Response HeceT OTBETCTBEHHOCTb 3a AOCTYN K JaHHON nHopmMaumm.

B aTom pasgene cogepxutca cnegyowas nHopMaLms o aHHbIX NOMb30BaTeNen, XpaHsLWmMXCa Ha KOMMbTepax
¢ Kaspersky Endpoint Agent ans Linux:

e  COCTaB XpaHUMbIX @HHbIX;
e  MECTO XpaHeHus;
®  CPOK XpaHeHus:;

e [0OCTYM nonb3oBaTenen K JaHHbIM.

Bce gaHHble, KOTOpble NporpamMmmMa XpaHuT foKarbHO Ha YCTPOUCTBE, KpoMe (halsioB TPaCcCUPOBKU U JaMoB,
yAanawTCya ¢ YCTPONCTBA Npy yaaneHun nporpamMmmb.

HaHHble B 3anpocax Kaspersky Endpoint Agent ana Linux kK Kaspersky
Endpoint Detection and Response

Mpwn nHTerpaumm ¢ komnoHeHTom Central Node criegytolime gaHHbIe XpaHATCS NIOKanbHO Ha YCTPOMCTBE C
Kaspersky Endpoint Agent gns Linux:

Bce OaHHble, KOTopble NporpamMmma XpaHWUT rnokarnbHO Ha YyCTPOWCTBeE, KpoMe halifioB TpacCcMpoBKY 1 Aamna,
yOoansoTcs ¢ YCTPOWCTBa Npu yaarneHnm nporpammbi.

1. [aHHble B 3anpocax Ha CUHXPOHU3ALIMIO:

e  YHukanbHbIi aeHTucunkatop Kaspersky Endpoint Agent ans Linux.
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e Wwms ycTtpowicTtsa.

e JlokanbHOe Bpems Ha YCTpPOMUCTBe.

e Vmsa n Bepcus onepaumoHHON CUCTEMbI, YCTAHOBMEHHOW Ha YCTPOWCTBE.
e Bepcusa Kaspersky Endpoint Agent ans Linux.

e Bepcuum napameTpoB nporpamMmmbl U NapaMeTpoB 3a4au.

e CocrosHue 3agay B Kaspersky Endpoint Agent ans Linux (naeHTMduKaTopbl BINONHAOLLMXCS 3a4ad,
CTaTyCbl BbIMNOMHEHUS, KOAbl OLUMOOK BbIMOMHEHMS).

2. [aHHble 0 3anyLleHHbIX npoueccax:

e VHdopmaumsa o6 ncnonHsgsemom ganne npouecca. CoctaB AaHHbIX O paiifie CM. HUXe.
e [lapameTpbl aBTO3anycka npowecca.
e  3HayeHus MepeMEHHbIX OKPY>KEHNS.
e WpeHTndwmkaTop npouecca.
e VpeHTudukaTop poamTenbLCKoro npouecca.
e Kop ceaHca Bxoga B cuctemy.
e Vm4a ceaHca Bxoga B cUCTEMY.
e WpeHTudwmkaTopbl NONbL30OBaTENEN M rPYNM, 3anyCTUBLLMX NPoLecc.
e [laTa n Bpems 3anycka npotecca.

e [laHHble 06 OCTaHOBMEHHbIX MpoLeccax:
e WpeHTndukatop npouecca.
e [laTa n Bpems oCTaHOBKM npoLecca.

e [laHHble o channax:
e [lyTb K dpaviny.
o Nma danna.
e Pasmep canna.
e  ATpubyTbl dhavina.
e [laTta n Bpems cos3gaHus danna.
o [laTta n Bpems nocnegHero MaMeHeHus canna.
e MmeHa 1 yHuKanbHble naeHTdUKaTopbl Nofnb3oBaTens-snagensLua u rpynnel-Bnagensua ganna.
e [lpaBa pgoctyna k channy.
e  YHuKarnbHbli naeHTudukaTop anna.

e [laHHble 06 n3MeHeHusX annos:
e  YHuKarnbHbli naeHTudukaTop anna.

e Tun npov3BeaeHHON onepauun ¢ dbansiom (3anucb, YTeHMe, NSMEHeHNE aTpmbyTOB,
nepenMeHoBaHue, yganeHue).

e [laHHble 0 ceaHce Bxoaa B cucrtemy:

O npedocmasneHuu 0aHHbIX
70



kaspersky

e [laTa n BpeMsi Ha4yana ceaHca BX0Ja B CUCTEMY.
e Twun ceaHca.

¢ Vimda nonb3oBarens, 3anyCTMBLLEro CeaHc.

e Twvn nonb3oBaTens, 3anyCTUBLLErO CeaHc.

e |P-agpec yaaneHHOro komMmnbloTepa.

[aHHble 06 oBGHapyxeHusix Ha koMmnbloTepe ¢ Kaspersky Endpoint Agent ans Linux n Kaspersky
Endpoint Security ans Linux.

e Twvn oBGHapyxeHHOro obbekTa.

e Wmsa obbekTa 1 NonHbIM NyTb 40 ObbekTa.
e HasBaHne obHapyxeHus.

e MD5-xew obbekra.

e URL, c koToporo Obin1 3arpy»xeH 0ObekT.

e |P-agpec yganeHHoOro komMmnblotepa.

o |P-agpec nokanbHOro KomnbtoTepa.

o Pesynbtat 06paboTkm 0BHapyXeHUs.

[o otnpaBku gaHHble xpaHaTca B gupektopum /var/opt/kaspersky/epagent/data/cache/queue B
OTKPbITOM He3aluudppoBaHHOM Buae. o ymonyaHuio 4OCTyn K dhannam UMeroT TONbKO nofb3oBaTenu
C npasamu root.

3. B napametpax 3agay, nonyyeHHbix Kaspersky Endpoint Agent gns Linux ot Central Node:

Twnbl 3agay.

MapameTpbl pacnucaHus 3anycka 3agad.

MMmeHa 1 naponu y4eTHbIX 3anucei, nogd KOTopbiIMU HEOBX0AMMO 3anyckaTb 3a4aun.
Bepcun napameTpos.

MMyTn kK o6BbEeKTaM.

MD5 1 SHA256-xeLun o6 beKToB.

KomaHgHast cTpoka 3anycka npolecca ¢ apryMmeHTamMu.

MHdopmaLmsa o KOHKPETHOM 3aJade XpaHUTCS Ha yYCTporcTee o nonyyvyeHusa Kaspersky Endpoint
Agent 3anpoca Ha yganeHue co ctopoHbl Central Node unu go yaanerus camoro Kaspersky Endpoint
Agent ¢ ycTpoincTsa.

[aHHble 0 3agavax xpaHaTcs B gupektopum /var/opt/kaspersky/epagent/tasks B OTKpbITOM
HesawwmngposaHHOM Buae. o ymonyaHuio gocTyn K oarnam MMeT TOSbKO Nofnb3oBaTenu ¢
npasamu root.

4. B oTyeTax o0 pesynbTaTax BbINOMHEHMS 3agad, nepedaBaemMblix Kaspersky Endpoint Agent ans Linux Ha
Central Node:

OwunbkM BbINOMHEHUSA 3a4a4 U KoAdbl BO3BpaTa.
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. CTaTbeI, C KOTOpPbIMU 3aBepLUanuncb 3agayn.
. BpeMFI 3aBepLlleHna BbINOJTHEHNA 3a4au.
. Bepcvm napameTpoB, C KOTOPbIMW BbINOJTHANTACL 3a4a4n.

e VHdopmaums 06 obbekTax, nepenaHHbix Ha cepsep (MyTn k oobektam, MD5 n SHA256-xewwmn
061BbeKTOoB).

e  ®dannbl, 3anpoLleHHbIE CEPBEPOM.
o CopepxvmMoe cTaHOapTHOroO NOTOKa BbIBOAA npoLecca.
e CopepXvmMmoe CTaHOapTHOro NoToKa OLWMBOoK npoLiecca.

e Kaspersky Endpoint Agent ans Linux nepeagaet Ha Central Node oTyeTbl 0 pe3dynbTaTtax BbINOSIHEHUS
3ajau.

[aHHble 0 pe3ynbTaTax BbINOMHEHMS 3a4ay XpaHATCS B AUPEKTOPUN
Ivar/opt/kaspersky/epagent/tasks B OTKpbITOM He3alwmndpoBaHHOM Buae. 1o ymonyaHuio 4ocTyn K
dannam nMMeroT TOSbKO Nonb3oBaTenn ¢ npasamMmm root.

MHdopmauusa ¢ oTHETOM O BbINONTHEHUU 3a4a4m yaangeTcd nocne nepegadv aton nHpopmMaLumm Ha
Central Node.

CnyxeOHble aaHHble Kaspersky Endpoint Agent ansa Linux

K cnyxebHbiM gaHHbIM Kaspersky Endpoint Agent ans Linux oTHocaTCA AaHHble, nonagatoLme B
KOHdUrypaunoHHble dannbl B pe3ynbTaTe HaCTPOVKM NapameTpoB aAMUHUCTPATOPOM JTIOKaNbHO UMK C NOMOLLIbIO
nnarnHa Kaspersky Security Center.

CnyxebHble gaHHble XpaHATCca B AvpekTopusix /var/opt/kaspersky/epagent/settings u
/var/opt/kaspersky/epagent/policy. [laHHble xpaHsaTcs o yaanenus Kaspersky Endpoint Agent ans Linux.

OTu faHHble MOryT aBToMaTnyecku nepegasatbes B Kaspersky Security Center.

Mo ymonyaHuto JOCTYN K hanniaMm MMEeLoT TOMbKO Norb3oBaTenu ¢ npasamu root.

Bce OaHHble, KOTopble NporpamMmma XpaHWUT NoKaribHO Ha YCTPOMCTBE, KpoMe (DaitfioB TPacCUPOBKM 1 Aamna,
yOansitoTcs ¢ YCTPOWCTBa Npu yaaneHnm nporpammbl.

Kaspersky Endpoint Agent onsa Linux xpaHuT cnefyroLine AaHHbIe:

e Apgpec cepepa Central Node.

e  OTKPbITBIV KNOY CEPBEPHOro cepTudukaTa ans uHterpaumm ¢ Central Node.
o KOHTeWHep C KNMEHTCKNUM cepTudunkatom ana nHrerpauum ¢ Central Node.

e Y4yeTHble JaHHble Ans aBTOPM3aLnn Ha NPOKCU-cepBepe.

e Agpeca nonb3oBaTenbCKUX NCTOYHMKOB OOHOBNEHWIA.

e HacTpolikmn 4yacToTbl CUHXPOHM3aL MK 1 nepedayn TenemeTpum Ha cepsep Central Node.
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HaHHble B ¢pannax tpaccupoBku u gamnoB Kaspersky Endpoint Agent
ansa Linux

[aHHble B channax TpaccMpoBKu

Monb3oBaTenu NMYHO OTBEYaroT 3a 6€30MaCHOCTb AaHHbIX, XPaHSLLMXCA Ha UX KOMMbITEpax, B YaCTHOCTH,
32 MOHUTOPWIHI U OrpaHnYeHne JocTyna K AaHHbIM 40 MOMeHTa nx nepeaayn B "llabopatoputo Kacnepckoro".

®annbl TPaCCMPOBKM XPaHATCS HA KOMMNbIOTEPE B TEYEHME BCErO BPEMEHU MCMONb30BaHNS NporpaMmbl 1
yoansiTca 6e3 BO3MOXHOCTV BOCCTAHOBIMEHNS MPpU yaaneHun nporpaMmmbl.

Mo ymonyaHmio channbl TpaccMpoBKK XpaHATCs B gupektopun /var/log/kaspersky/epagent/. Bel moxeTe
NPOCMOTPETbL AaHHbIE, XpaHsLwmecs B hannax TpaccMpoBku. [Insg 4ocTyna K 3agaHHOW NO yMONYaHUI0 AMPEKTOPUn
XpaHeHus channos TpaccupoBku TpebytoTcs root-npasa.

Bo Bcex gpainax TpaccupoBKU XpaHATCS obLime AaHHble:

e BpemMA BOSHUMKHOBEHUA cobbITus;
e HOMEDP NOTOKa UCMOJTHEHUA;
e  KOMIMOHEHT nporpamMmmebl, VIHVILlVIVIpOBaBUJVIVI cobbiTue;

e  YpPOBEHb BAXHOCTU COOLITMA (MHGOPMALMOHHOE CobbITME, NpeaynpexaeHue, KputTudeckoe cobbitue,
owmbka);

e onucaHune cobbiTusl, CBA3aHHOIO C BbINOSTHEHNEM KOMaHAbl KOMMOHEHTOM nporpamMmmbl, U pe3ynbtar
BbINOSIHEHUSI 3TOM KOMaHAbI.

B pononHeHne K 06LWMM OaHHBIM B cbaﬁnax TPacCUPOBKN MOTyT XPaHUTbCA crnenyrouwime gaHHbIe:

e cratychl koMnoHeHToB Kaspersky Endpoint Agent n nx paboune gaHHeble;

e [aHHble 060 Bcex obbekTax U CobbITUSX ONepaLnoHHOM CUCTEMbI, BKINOYas AaHHbIe O AEACTBUSIX
nonb3oBaTeneu;

e [aHHble, coaepXallmecs B 06bekTax onepauroHHON cucTeMbl (Hanpumep, cogepnuMoe gainos, B
KOTOPbIX MOMYT HaX0AMUTbCHA NepcoHarnbHble AaHHble Nonb3oBaTenei);

e [aHHble 0 ceTeBOM Tpaduke (HanpuMep, CoaepXUMoe nonei BBoga Ha BeG-caiTe, KOTopble MOryT
BKIMOYaTb AaHHblE GAHKOBCKOM KapThl Unu ftobble apyrue KOHMUAEHUMANbHbIE AaHHbIE);

e [aHHble, NonyyeHHble ¢ cepBepoB "llabopaTopum Kacnepckoro" (Hanpumep, Bepcus 6a3 nporpammel).

3annck gaHHbIX TpaccnpoBKM NpomaBoamnTcs B pann lena2021-01-18T052236.log. Mocne Toro, kak pasmep danna
pocturHeT 10 MB, dan 6yget coxpaHeH B gmpektopuu /var/log/kaspersky/epagent/. [na 3anucu TekyLmMx AaHHbIX
OyneT co3aaH HoBbIV doavin ¢ BPEMEHHOWN MeTKoW. Bcero B gupekTopum MoxXeT xpaHutbes 10 dhaiinos ¢ AaHHbIMU
TpaccupoBku. [ocne Toro, Kak pasmep nocnegHero cosgaHHoro ganna gocturHet 10 MB, cambiii cTapbin dann
OyneT yoaneH.

dainbl TpacCUPOBKM APYIrUX NPOrpaMM XpaHSATCS Ha KOMMbOTEpPE 4O MOMEHTA yaaneHusi NporpamMmel.

O npedocmasneHuu 0aHHbIX
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DaHHble B chainax gamnos

CoxpaHeHHble halinbl 4aMnoB MOTYT COAepXaTb NepcoHarnbHble AaHHble. YToObl 06ecneynTb KOHTPOSb U
orpaHuyeHue JocTyna K AaHHbIM, HE06X0AMMO CaMOCTOATENBHO No3aboTbest 0 6e3onacHOCTU hannos

JaMnoB.

®annbl famnosB GopMUPYOTCA aBTOMaTUYECKM Npu cBoe NporpaMmMbl U XpaHATCS Ha KOMMbIOTEPE B TEYEHME BCErO
BPEMEHW MCNoNb30BaHUA nporpammbl. Gannbl 4aMnoB yaanstoTcs 6e3 BO3MOXHOCTM BOCCTAHOBMEHUSA MpU
yAaneHun nporpamMmbl.

dannbl gamnoB xpaHsaTcs B agupektopun /var/opt/kaspersky/epagent/dumps/.

dann gamnoe coaepXuT BCo MHpopmaumio o pabodein namstu npoueccoB Kaspersky Endpoint Agent gns Linux
Ha MOMEHT co3faHus davina gamnos. ®avin 4aMnoB MOXET Takke CoaepXaTb NepPcoHarnbHble OaHHbIE.

[nsa poctyna k charinam gamnoB TpebytoTcs root-npaea.

O npedocmaesneHuu 0aHHbIX
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ApXuUTeKTypa nporpamMmmbi

B cocTas nporpamMmmbl BXOAAT creayrouime OCHOBHbIE KOMIMOHEHTDI:

e Sensor. BbinonHseT npuem gaHHbIX.

e Central Node. BbinonHseT npoBepKy AaHHbIX, UCCeaoBaHMe NoBeAeHUs 06 LEKTOB, a Takke nybnukaLuuo
pe3ynbTaToB UccrneaoBaHus B Be6-uHTepdeiic nporpamMmel.

e Sandbox. 3anyckaeT BupTyanbHble 06pa3sbl onepaLMoHHbIX cucTeM. 3anyckaeT pannbl B 3TUX
ornepaumoHHbIX CUCTEMAaXxX U OTCrexXueaeT noBeageHne annoB B KaXKaowm onepaunoHHON cucteme ansi
BbISIBNEHNS] BPEOOHOCHOW aKTMBHOCTM U MPU3HAKOB LieneBblx aTtak Ha I T-uHdpacTpykTypy opraHmsauuu.

e Kaspersky Endpoint Agent. [porpaMmHbIi KOMMNOHEHT, KOTOPbIA YCTaHaBNMBAETCA Ha paboyne CTaHLmm 1
cepsepsbl, Bxogswme B IT-uHdpacTpykTypy opraHusaumu. OcyLlecTBnseT NocTosHHOe HabnoaeHne 3a
npoueccamMu, 3anyLeHHbIMN Ha 3TUX KOMMbIOTEPAX, OTKPbITbIMU CETEBBIMU COEAUHEHNAMW U
namMeHsemMbiMu cbarinamu.

B aTtom pasgene
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KomnoHeHT Central Node

Ha kaxgom cepBepe ¢ komnoHeHToM Central Node paboTtatoT cnegytoLime mogynu, sapa u texHonornm Kaspersky
Anti Targeted Attack Platform:

e Anti-Malware Engine (ganee taike AM n AM Engine). BeinonHset npoBepky ¢annos n 06beKToB Ha
BMPYCbI U ApyrMe nporpamMmel, npeacrasnsowme yrpody I T-uHdpacTpykType opraHMsaunm, ¢ NOMOLLIbIO
aHTMBMPYCHbIX 6a3.

e Mobile Attack Analyzer (ganee tarke MAA). BeinonHaeT npoBepKy ucnonHseMblx gannos popmarta APK
B 0611a4yHON MHAPACTPYKTYPE HA OCHOBE TEXHOMOrMM MaLlUMHHOro obyveHns. B pesynbTate nposepku
Kaspersky Anti Targeted Attack Platform nonyyaet nHdopmaumio 06 obHapyKeHHbIX yrpo3ax Unm mnx
OTCYTCTBUM.

e YARA. BbinonHsieT npoBepKky hainoB 1 06bEKTOB Ha HanMuMe NpU3HaKoB LIENEeBbIX aTak Ha
IT-MHDpacCTPYKTYpy opraHusauum ¢ nomolbto 6a3 YARA-npaBun, cosgaBaemblx Nofb3oBaTensmm
Kaspersky Anti Targeted Attack Platform.

e Targeted Attack Analyzer (nanee Takke TAA, TA Analyzer). BoinonHAeT aHanu3 u NnpoBepKy ceTeBom
aKTUBHOCTM MpOrpamMmmHOro obecneyeHusl, ycTaHOBNEHHOIO Ha KOMMbIOTEPbI NTOKanbHOW ceTh
opraHusaumm, Ha ocHoBe npasun TAA (IOA). BbinonHsieT NoMcK NpuU3HaKoB CETEBOW akTUBHOCTU, Ha
KoTopyto nonb3oatento Kaspersky Anti Targeted Attack Platform pekomeHayeTcs o6paTtuTh BHUMaHUe, a
Takke NPU3HaKoB LieneBblX aTak Ha I T-uHdpacTpyKTypy opraHusaunm.

e KSN. BeinonHsiet ansa Kaspersky Anti Targeted Attack Platform nposepky penyTtauuun paninos u
URL-agpecoB B 6a3e 3HaHui Kaspersky Security Network 1 npegoctaBnset cBefeHns 0 KaTeropusix
BeO-canToB (Hanpumep, BPeAOHOCHbI BED-CanT, PULLNHIOBLIN BEG-CaWT).

Apxumekmypa rnpoepammbl
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KomnoHeHT Sandbox

Ha cepBepax ¢ koMnoHeHTOM Sandbox 3anyckalTcst BUpTyanbHble 0b6pasbl cneayroLmnx onepaumoHHbIX CUCTEM:

e Windows XP SP3, 32-pa3psagHas.
e Windows 7, 64-pa3psaHas.
e Windows 10, 64-pa3psgHas.

KomnoHeHT Sandbox 3anyckaeT 0GbekTbl B 3TMX ONepaLMOHHbIX CUCTEMAX U aHanmnsupyeT rnoeeAeHne 0GbeKToB
AnNsl BbISIBIIEHWS1 BPEAOHOCHOW akTUBHOCTW, NMPU3HaKOB LieNeBbIX aTak Ha I T-uHgpacTpyKkTypy opraHusaumu.

Mo ymonuyaHuio MakcuMarbeHbIn pasmep nposepsieMoro davna coctasnget 100 M6. Bl moxeTe HacTpouTb
napameTpbl NPOBEPKN B MEHIO aAMUHUCTPATOPa KOHCONN ynpaBneHus NporpaMmMon.

MakcumanbHbI YpOBEHDb BIIOXEHHOCTU MPOBEPSEMbIX apXMBOB cocTaBnseT 32.

MakcrumansHoe KonnyectTBo 06bEeKTOB, KOTOPOE MOXET HaXOAUTLCA B 0Yepeaun Ha NPOBEPKY KOMMOHEHTOM
Sandbox 3a ogHu cyTkn, coctaBnseT 10 Tbicay 06beKTOB. [10 4OCTMKEHUM STOrO OrpaHUYEeHNst NporpamMmma
yaansaeT 10% o6beKkToB, NOCTYNUBLUMX HA NPOBEPKY paHbLUEe OCTarnbHbIX, U 3aMEHSET NX HOBbIMU OOBEKTaMMU,
NOCTYMMBLUMMW Ha NPOBEPKY. YAaneHHble 06beKTbl COXPaHATCS B MPOrpaMmMe CO CTaTyCoMm
NOT_SCANNED (HenpoBepeHHbI€).

KomnoHeHT Kaspersky Endpoint Agent

Kaspersky Endpoint Agent — 3TO NporpamMmmHbIi KOMMOHEHT, KOTOPLIN yCTaHaBNMBAETCS HA paboune cTaHUmMK 1
cepBepbl B IT-UH(ppacTpykType opraHusaumm (ganee Takke "KOMNbIOTEPLI NOKaNbHOW ceTU opraHusaummn” nnu
"komnbloTepbl"). Ha aTux komnbloTepax nporpamma Kaspersky Endpoint Agent noctosHHo Habnogaet 3a
npoLeccamu, OTKPbITbIMU CETEBBIMU COEANHEHUSMU U U3MEHSIEMbIMU (dalniaMmm 1 OTNpaBnseT AaHHbIE
HabnogeHusa Ha cepeep ¢ komnoHeHToM Central Node.

KomnbloTepbl, NpeaHasHavyeHHble Ansa yctaHoBku Kaspersky Endpoint Agent, AomkHbl yaOBNeTBOPSATb
annapaTtHbIM U MPorpaMMHbIM TPeboBaHUSAM.

Mporpamma Kaspersky Endpoint Agent moxeT ObITb YCTaHOBIEHaA OTAENBHO UK B COCTaBe NporpaMmel
"INabopaTtopum Kacnepckoro" Kaspersky Endpoint Security. Nporpamma Kaspersky Endpoint Agent B coctaBe
nporpammbl Kaspersky Endpoint Security moxxeT HabntogaTth 3a npoLeccamu, OTKPbITbIMU CETEBLIMMI
COEOUHEHUAMN U U3MEHsIEMbIMW dhannamm 1 oTNpaBnsaTh AaHHblIe HAabMAeHNs Ha cepBep ¢ KomnoHeHToM Central
Node.

Ecnu Bl ycTaHosuTe nporpammy Kaspersky Endpoint Security Ha komnbtoTep ¢ nporpammon Endpoint Sensor,
nporpamma Endpoint Sensor 6ygeT yganeHa He3aBucuUMO OT TOro, BKItOYeHa nu nporpamma Endpoint Sensor B
cocTtaB nporpammbl Kaspersky Endpoint Security nnu Her.

Kpome Toro, Kaspersky Anti Targeted Attack Platform no3sonsieT nHterpupoBatbcs ¢ nporpammon Kaspersky
Security Center n nony4datb cratucTuky pabotbl Kaspersky Endpoint Agent.

Apxumekmypa rpoepammbl
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MpuHUMN paboTbl NnporpamMmbil

Kaspersky Endpoint Detection and Response BkrtoyaeT B cebs crieaytolme KOMMNOHEHTbI:

Central Node.

Kaspersky Endpoint Agent (cm. pa3gen "KomnoHeHT Kaspersky Endpoint Agent" Ha cTp. 76).

B kauyecTBe npokcu-cepBepa Assi CoeAUHEHNIN, nCXoasaLwmx oT nporpaMmmbl Kaspersky Endpoint
Agent, MOXeT MCnonb3oBaTbCA KOMMNOHEHT Sensor (CM. pasgen "HacTtporika nepeHanpaBneHns
Tpadmka ot Kaspersky Endpoint Agent Ha cepBep Sensor" Ha cTp. 163).

KoMMnOHeHTbI B3anmodencTByoT Mexay cobon no cneayowemy npuHuuny:

Mporpamma Kaspersky Endpoint Agent yctaHaBnnBaeTcs Ha OTAENbHbIX KOMMbIOTEPaX Nog ynpaBneHnem
onepaunoHHbix cuctem Windows 1 Linux, Bxogawmx B IT-MHpacTpyKTypy opraHmsaunm, U ocyLLecTBnseT
NocTosiHHOE HabnaeHne 3a Npoueccamu, OTKPbITbIMUA CETEBLIMU COEAMHEHNAMUN U N3MEHAEMbIMU
davinamu. [laHHbIe 0 COBLITUAX Ha KOMMbIOTEPE OTNPABMAIOTCH Ha cepBep ¢ komnoHeHToM Central Node.

Kaspersky Endpoint Agent gna Windows nepegaet Ha cepBep Central Node gaHHble 0 criegytoLmx
cobbITHAX:

e 3anyueH npouecc;

e 3arpyxeH moaynb;

e YpaneHHoe coefuHeHue,;

e [paBuno 3anperTa;

e 3abnoKMpoBaH AOKYMEHT;

e W3meHeH dann;

e JypHan co6biTumn OC;

e W3meHeHue B peecTpe;

e [pocnywaH nopr;

e 3arpyxeH gpauBep;

e WHTepnpeTupoBaHHbIN 3anyckK canna;

e WHTepaKTUMBHbIN BBOA KOMaHA B KOHCONM.
Kaspersky Endpoint Agent ansa Linux nepegaet Ha cepBep Central Node gaHHble 0 crieyroLwmx coObITUAX:
e 3anyueH npouecc;

e WN3meHeH dann;

¢ XypHan co6biTui OC.

Mporpamma Kaspersky Endpoint Agent moXeT HTErpupoBaTtbcs C NporpaMmamu 3aLnTbl pabo4mx
ctaHumi (Endpoint Protection Platform (ganee tarke "EPP")) Kaspersky Endpoint Security ana Windows,
Kaspersky Endpoint Security ana Linux n Kaspersky Security ana Windows Server, ycTaHOBNEHHbIX Ha
oavH komnbtoTep ¢ Kaspersky Endpoint Agent. B aTom cnyvae nporpamma Kaspersky Endpoint Agent
Takke nepefaet Ha cepeep Central Node gaHHble 06 yrpo3ax, 06HapyXeHHbIX nporpammamu EPP, n o
pesynbTratax 06paboTku yrpo3 3TMMmM nporpaMmmamu.

TMpuHyun pabomsi npozspammsl
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KoMMoHeHTLI B3anMoaencTBYOT Mexay COBon No creayowemy npuHLmny:

Mporpammbl Kaspersky Endpoint Security gns Windows, Kaspersky Endpoint Security gns Linux n
Kaspersky Security ansa Windows Server nepegatot Kaspersky Endpoint Agent gaHHble 06 06Hapy>KeHHbIX
yrposax 1 o pesynbtate 06paboTkn yrpos.

Mporpamma Kaspersky Endpoint Security ans Windows Takke moxeT nepegaBaTtb Kaspersky Endpoint
Agent ans Windows gaHHble 06 oTrnpaBke CTOPOHHUM NPUIOXXEHUEM C nogaepxkon Antimalware Scan
Interface (ganee tarkke "AMSI") o6bekToB (Hanpumep, ckpuntos PowerShell) B Kaspersky Endpoint
Security ana Windows ansa 4ononHUTENbHOW NPOBEPKM.

Mporpamma Kaspersky Endpoint Agent nepegaeT gaHHble Habn4eHMS 3a npoueccamu, OTKPbITbIMA
CeTEeBbIMU COEAUHEHNSIMU N U3MEHSEMbIMU annamm, a Takke AaHHble, NOMNy4YeHHbIe OT nporpamm EPP,
Ha cepBep Central Node.

Cepsep Central Node obpabaTtbiBaeT nonyyeHHble JaHHble 1 0ToOpaxkaeT B BeG-UHTepdence nporpaMmmbl
COOTBETCTBYOLLME COObITMS.

B pe3ynbtate 06paboTkm AaHHbIX nporpamm EPP cdopmupytoTcst coobitus O6HapyxeHue, PesynbTtaTt
o6paboTkm obHapyxeHusi, AMSI-npoBepka.

CobbiTua, noctynatowme Ha cepsep Central Node, otmevatotcs npasunamm TAA (IOA). B pesynbTate
pasMeTkn Ans cobbiTun, TPEBYIOLWMX BHUMaHUSA Nonb3oBaTtens, opMunpyoTcs obHapyKeHus.

Mpwn nHTerpaunm cepepa Central Node ¢ nporpammon Kaspersky Endpoint Agent Bbl MOXXeTe OCyLLLECTBATb
crnepywoLine Mepbl No pearnpoBaHnio Ha OOHapYXXeHHbIE Yrpo3bl:

PaboTaTtb ¢ dharinamu n nporpaMMamMum NyTeM BbIMNONHEHMS 3adad (cM. pa3gen "PaboTta ¢ 3agadyamu” Ha
cTp. 402) Ha xocTax ¢ Kaspersky Endpoint Agent.

HactpausaTtb nonutukun (cM. pasgen "PaboTa c nonuTukamum (npasBunamu 3anpeta)” Ha cTp. 424) 3anpeTta
3anycka annos 1 NnpoLeccoB Ha BbibpaHHbIX XocTax ¢ Kaspersky Endpoint Agent.

M3onuposatb (cM. pasgen "CeTtesas usonauyusa xoctos Endpoint Agent” Ha cTp. 398) oTAenbHble XOCThI €
Kaspersky Endpoint Agent oT ceTn.

Pa6otaTtb ¢ npasunamu TAA (IOA) (cm. pasgen "Pabota ¢ nonb3osatenbckumu npasunamm TAA (I0A)" Ha
cTp. 445) ans knaccudvkaumm n aHanmaa coobITU.

PaboTtaTb ¢ pannamu oTKpbITOro cTaHAapTa ONUcaHns UHAMKaTopoB koMmnpomeTauun OpenlOC (cwm.
pasgen "O6 ncnonb3oBaHum nHankatopos komnpomeTauum (IOC) n ataku (IOA) ans noncka yrpos" Ha
CTp. 436) (IOC-dpavinbl) 4N Nnoucka NPU3HaKoB LieNneBbiX aTtak, 3apaXeHHbIX N BO3MOXHO 3apaXeHHbIX
06bekToB Ha xocTax ¢ Kaspersky Endpoint Agent n B 6a3e ob6HapyxeHui.

TMpuHyun pabomsi npozspammsl
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MpuHumn pabotbl Kaspersky Anti Targeted Attack Platform nokasaH Ha pucyHke Hike.

Bbl MOXeTe HacTpanBaTb NapameTpbl kaxaoro komnoHeHTa Central Node oTaenbHO unu ynpaensiTb HECKONbKMMM
KOMMOHEHTaMW LLEeHTPann3oBaHHO B PEXMME pacnpefeneHHoro pelleHmns (cM. pasgen "PacnpegeneHHoe
pelwieHme n pexum multitenancy" Ha cTp. 81).

PacnpeneneHHoe pelueHune npeacTaBnseT cobon AByXypOBHEBYHO nepapxmio cepeepoB Central Node. B aTon
CTPYKTYpe BblAENsAeTCA rnaBHbI cepep ynpaeneHus — Primary Central Node (PCN) n noguvMHeHHble cepBepbl —
Secondary Central Node (SCN).

lMpuHyun pabomsi npozpammbsl
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MpuHumn pabotbl Kaspersky Anti Targeted Attack Platform B pexxume pacnpefeneHHoOro pelieHus nokasaH Ha
pUCYHKe HUXe.

lMpuHyun pabomsi npozpammbsl
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PacnpepeneHHoe peLueHne U pexum
multitenancy

Bbl MOXeTe HacTpanBaTb nNapamMeTpbl KaXgoro KOMnoHeHTa Central Node otaenbHo nnm ynpaenidAaTb HECKOJTIbKUMUN
KOMMNOHEHTaMWN UEeHTPanmn3oBaHHO B peXxnme pacnpegerieHHoro peLlleHus.

PacnpeneneHHoe pelueHne npeacraenseT cobon ABYXYPOBHEBYIO Mepapxuio CepBepoB C YCTAHOBIEHHbIMMA
komnoHeHTamu Central Node. B aTon CcTpyKType BbiaenseTcs rmaBHbIN cepBep ynpaerneHust — Primary Central
Node (PCN) n noguuHeHHble cepBepbl — Secondary Central Node (SCN). [1ns B3aumoaencTeumsi cepeepoB
TpebyeTcs nogkniounte SCN k PCN.

PCN 1 SCN ocyulecTtBnsaoT npoBepky anioB 1 00 beKTOB C MOMOLLbIO TEX XKE TEXHONOMMIA, YTO N KOMMNOHEHT
Central Node, ynpaBnsembiin oTAENBHO.

B pacnpeneneHHOM pelleHnn Bbl MOXETE LIeHTPann3oBaHHO yrNpaBnsATb Cneaylowmmm gyHKUMOHANbHbIMK
obnacTamu nporpaMmbi:

¢ [lonb3oBaTenu.

o  OOHapyxeHus.

e [lowuck yrpos.

e 3apauw.

e [lonutukn.

e [lonb3oBaTtesnbCckue nNpasuna.

e XpaHunuue.

e Endpoint Agents, B TOM uncne ceteBas N3onsLms XOCTOB.
e OTyeTbl.

Ecnu Bbl nogaepXuBaeTe HECKONbKO OpraHu3aLmi, Bbl MOXeTe paboTaTb C NporpamMmon B pexxmme multitenancy.
Bbl MoxeTe ycTaHoBUTBL Kaspersky Anti Targeted Attack Platform Ha oguH nnu Heckonbko cepsepoB Central Node
ONSA KaXxaow opraHusaunn. Y kaxxgon opraHusanmm ectb ceovt cepsep PCN 1 nogknioYeHHble K HeMY cepBepbl
SCN. Kaxgasi opraHusaums moxeT paboTaTb C NporpammMon He3aBMCKMMO OT APYrnX opraHvM3auni.
OpraHusauunsa-npoBangep MOXeT paboTaTb C AaHHbIMWU HECKOSIbKMX OpraHu3aumui.

KonnyecTtBO OAHOBPEMEHHLIX CeaHCOB paboThbl C NporpaMmMon nog OAHOM yY4EeTHOWM 3anncbio orpaHMYeHo
ogHum IP-agpecom. [Npu nonbiTke BXoda B nNporpaMmy nog 9TUM Xe MMeHeM Mornb30BaTens ¢ Apyroro
IP-agpeca nepBbIli ceaHc paboTbl C NPOrpaMmMon 3aBepLUaeTcs.

PacnpedeneHHoe peweHue u pexxum multitenancy
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Ecnu Bbl ncnonb3yeTe pexuM pacnpefeneHHoro peweHus n multitenancy, orpaHuyeHme geicTByeT Anst Kaxaoro
cepBepa PCN n SCN He3aBucumo gpyr oT gpyra.

Bbl MOXeTe Ucnornb3oBaTh pacnpeneneHHoe pelleHre 1 pexuM multitenancy B cneayowmx crny4yasx:

e ans 3awmTtbl 6onee 10 000 xocToB opraHu3aunu;
e AN LIeHTpanvM3oBaHHOIo ynpaBneHus NporpaMmMon B pasHbix NoApasfeneHnsx opraHmsaumum;

e [OJ15 LLeHTPanu3oBaHHOro yNpaBfeHUsi NporpaMMoN Ha cepBepax HECKOJIbKUX OpraHn3auui.

Mpw nepeknYeHnn NporpaMMel B pEXUM pacnpefeneHHoro pelleHnst u multitenancy Ha cepBepax ¢ porbio
SCN Bce paHee fo6aBMneHHbIE NULEH3NOHHbIE Krtoun (cMm. pasgen "O kntode" Ha cTp. 144) yoanswTces.
Kaxgpin nogkntoyeHHbin SCN nonyyaet kntov oT PCN. Ecnu gna PCN ncnonb3yeTcst nonHas
dyHKLMOHanbHOCTL Nporpammel (ko4 KATA 1 KEDR), a ana SCN HenonHasa (Tonbko kniod KATA unu
Tonbko kntod KEDR), B cBs3M ¢ yBenuyeHnem obbema gaHHbIX BO3MOXHO MPeBbILLIEHNE 4OMYCTUMOTO YPOBHS
Harpy3ku Ha cepep SCN. Ecnv ana PCN ncnonb3yeTtcst HenonHast yHKLMOHaNbHOCTb NPOrpaMMbl (TONbKO
kntov KATA unu Tonbko kntod KEDR), a ana SCN nonHas (kntoy KATA n KEDR), yacTb pyHKUMOHaNa
nporpamMmbl OyaeT HeJoCTymMHa.

YnpaBneHve NUUEeH3NOHHbIMK KItodamMu 6yaeT JoCTynHO Tonbko Ha PCN.

Bbl MOXeTe pa3BepHyTb NMporpaMMy B pexxnmMe pacnpegerieHHoro pewenns n multitenancy no cnegytowmm
cueHapusm:

e YcTaHoBUTbL KOMMOHEHT Central Node Ha HOBbIX cepBepax U HasHa4uTb 3Tum cepepam ponm PCN n SCN.

PacnipedeneHHoe peweHue u pexxum multitenancy
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e HasHauntb ponu PCN 1 SCN cepBepam ¢ paHee ycTaHOBMEHHbIM koMnoHeHTom Central Node.

B aTom cny4dae Bam TpebyeTtcst 06HOBUTL koMnoHeHT Central Node oo Bepcum 3.7.2.

Mepen nepeknoyeHneM CepBepoB C YCTaHOBMEHHbIMU KoMnoHeHTamu Central Node B pexum

cucTeme nocrie CMeHbl pexxnmMa paboTbl. HasHaueHue cepsepy ponu PCN saBnsieTcst HeoGpaTyMbIM.

pacnpefeneHHoro peLleHnst peKoMeHayeTCss 03HAaKOMUTLCS C UBMEHEHUSIMU, KOTOPbIe MPOM30MAYT B

B aTtom pasgene
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CueHapum nepexona B peXXuM pacnpeneneHHoro peweHus

un multitenancy

Mepexoa nNporpamMmbl B peXnM pacrnpedeneHHOro peLleHnst U pexuM multitenancy coaepxuT crnegytoLime aTanbi:

a. YcraHoBka komnoHeHTOB Central Node (cm. pasgen "YcTtaHoBKa M HacTpoika komnoHeHTOB Central

Node n Sensor Ha ogHOM cepBepe"” Ha cTp. 118)

b. Ha3HauyeHue ogHomy u3 cepBepoB ponu PCN (cm. paszgen "Ha3HauyeHue cepBepy ponu PCN" Ha
cTp. 87)

c. HasHauyeHue ocTtanbHbIM cepBepam ponu SCN 1 oTnpaBka 3anpocoB Ha nogkntoveHue kK PCN (cm.

pa3gen "Ha3sHauyeHue cepBepy ponu SCN" Ha cTp. 38)

d. O6paboTka 3anpoca Ha nogkntovyeHue SCN k PCN (cm. pasgen "O6paboTka 3anpocoB Ha
nogkntoyeHne SCN k PCN" Ha cTp. 88)
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U3MeHeHnAa B napameTpax nporpamMmbl Npu nepexoae B
pexum pacnpeaerieHHoro peweHua n multitenancy

M3ameHeHMs1 B napaMeTpax nporpammbl NMpu NepeKtoYeHNN B PEXNM pacnpeaeneHHOro PeLIeHNs U PEXUM
multitenancy npuBeaeHbl B Tabnuue Huxe.

Tabrnuua 5.

U3meHeHUs e napamempax rpozpaMmbl MpuU NepeKntoYeHuUU 8 PEXUM pacrnpedesieHHo20

peweHus u multitenancy

dyHKUMOHanbLHas obnacTtb

PCN

SCN

Nonb3oBartenu

lMonb3oBaTenu n Ha3HayYeHHbIE UM
POIn COXpaHsIoTCS.
[lononHMTenbHO Nonb3oBaTensm
PCN BbigatoTcs npaBa Ha paboTty
¢ PCN 1 Bcemu nogxmno4eHHbIMA
SCN.

YgoansaioTcsa Bce nonb3osareny,
KpoMme nonb3oBaTtens, CoO34aHHOro
B MOMEHT pa3BepTbiBaHus Central
Node.

Mocne atoro SCN 3anpawuBaet y
PCN cnuncok nonb3oBaTenen n Ha
OCHOBE 3TOrO crnncka cosgaeT
rnoKarnbHbIX NOMnb3oBaTenem ¢
TakuMK e napameTpamu:;

o UMS;

e naporb;

e ponb;

e crTatyc.

[Nonb3oBatenu, He UMetoLLIne
npas Ha goctyn kK SCN, He
oToDpaalTcs B Criucke
nonb3oBaTenen.

O6HapyxeHus

B 6a3y PCN pobasnsetcs
Hdopmauns 06 oOHapyKeHUsX
co Bcex nogkntodeHHbix SCN.

B nHdopmaumm 06 yxe
nmetoLmnxcs obHapyKeHNsIx
nepecraeT oTobpaxaTbCsl UMsI
nonb3oBaTens. [JaHHble O
nonb3oBaTensx ygansTcsa us
NUcTopun onepauun c
oBHapyxeHunem.

MoHUTOPUHT

Ha 3aknagke O6HapyxeHus
NnosiBNSETCS BO3MOXXHOCTb
BblOpaTb SCN, nHopmaums o
KOTOpPbIX AOMMKHa ObITb OTpaXeHa
Ha BUOXeTe.

Ha 3aknagke
PaboTtocnocobHOCTbL cUcTeMbI
NosIBNSIETCSA CTaTyC COeAMHEHNS
PCN c noagkntovyeHHbiMn SCN.

Ha 3aknagke
PaboTocnocobHOCTbL cUcTeMbI
nosiBNsieTCs CTaTyc CoeaANHEHWS C
PCN.
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dyHKUNOHanbLHas obnacTtb

PCN

SCN

3apgaun 3agauun, co3gaHHble Ha cepBepe OTobpaxatoTcs 3agayn,

Central Node oo HasHaueHust emy co3gaHHble Ha PCN, a takxe
ponn PCN, a Takke 3agaun, 3agayun, co3gaHHble Ha aTom SCN.
cospasaemsbie Ha PCN nocre /I3MeHeHVe napameTpoB 3aaav,
nepexoia B pexum co3naHHbIx Ha PCN, HegocTynHO.
pacnpeneneHHoro peLleHus,

pacnpocTpaHsTCS Ha BCe

noakntodeHHble SCN.

B cnucke 3apay Takke

oTobparkatoTcsa 3agayu,

co3gaHHble Ha SCN. MameHeHne

napameTpoB 3Tux 3agad Ha PCN

HeOoCTYIMHO.

OTyeThl LabnoHbl 1 OTYETLI, CO30aHHbIE LLIaBnoHbl n 0TYETHI, CO3aaHHbIEe
[0 NEPEKIIOYEHNST B PEXKUM [0 NEePEKIIOYEHNsT B PEXUM
pacnpeneneHHoro peLleHus, pacnpeneneHHoro peLLeHus,
COXpaHsItoTCS. coxpaHsitoTCs.

B Tabnuue otyeToB nosiBNAeTCS NHdopmauusa o none3osarene,
rpacha CepBepbl ¢ nHopmaumen CO37aBLLEM OTYET, COXpaHSeTCs,
0 SCN, K KOTOPOMY OTHOCUTCS ecnn Ha PCN ecTb nonb3oBaTenb
obHapyxeHue. C TaKMM e NAeHTUNKaTOPOM
Mocre nepekmioyeHnst B PeXinm (guid). B ocTanbHbIX cnydasx
pacnpeneneHHoro peLleHus WHpopmaums o nonb3oBartene
0TOBPaXKAKTCH TOSMBKO OTYETHI, yAansetcs.
co3gaHHble Ha PCN. [locne nepekntovYeHns B pexum
pacnpeneneHHoro peLeHms
oTODpaXatTCs TONbKO OTYETHI,
co3gaHHble Ha SCN.
Monutukm MonnTtukK, cosgaHHble Ha cepepe | OTobpaxaloTcsa NOMUTUKN,

Central Node go HaszHaveHus emy
ponn PCN, a Takke NONUTUKN,
co3gaBaeMble Ha PCN nocne
nepexoa B peXuMm
pacnpeneneHHoro peLleHus,
pacnpocTpaHsIloTCs Ha Bce
nogkntoyeHHble SCN.

B cnvcke nonuTuk Takke
oTobpaxarTCsa NONUTUKM,
co3aaHHble Ha SCN. NameHeHne
napameTpoB 3TUX MOMUTUK Ha
PCN HepocTynHo.

co3gaHHble Ha PCN, a Takxe
NOMNTUKKU, CO30aHHbIE Ha 3TOM
SCN.

M3meHeHne napaMeTpoB NOMNUTUK,
co3faHHbIx Ha PCN, HegocTynHo.
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dyHKUMOHanbLHasa obnacTtb

PCN

SCN

XpaHunuwe

Bce cannbl n metagaHHble,
KoTopble xpaHunucb Ha PCN go
nepexoga B pexum
pacnpeneneHHoro peLleHus,
coxpaHsitotcs. B rpadpe Central
Node ans HMx oTobpaxaeTcs ums
PCN.

Ha PCN Takxe coxpaHsaeTcs
coaepxumoe XpaHunuila Bcex
noakntoyeHHbIx SCN.

Bce hainbl n meTagaHHble,
KoTopble xpaHunucb Ha SCN go
nepexona B pexum
pacnpeneneHHoro peLLeHus,
COXpaHsIloTCS.

Nckntovenna TAA

MN3meHeHu HeT.

MN3ameHeHnn HeT.

Craryc VIP

MN3meHeHu HeT.

N3ameHeHnn HeT.

MpaBuna ysegomMneHun

MN3meHeHun HeT.

N3meHeHnn HeT.

MHTeraLI,I/IFl C NMo4yToBbLIMU
CeHcopamMmu

MN3meHeHun HeT.

N3ameHeHnn HeT.

UHTerpauunsa c Kaspersky Security
Center

WHTerpaunsa ¢ Kaspersky Security
Center ctaHOBUTCH HegOCTYMHA.

NHTerpauns ¢ Kaspersky Security
Center ctaHOBMTCS HEQOCTYMNHA.

Mowck yrpo3s

Mpwn noucke yrpos no 6ase
cobbiTurn PCN oTnpaBnsieT 3anpoc
Ha Bce noakrntodeHHble SCN. B
pesynbTate 06paboTkm
MOMCKOBOrO 3anpoca
oTobpakaeTcs CUCOK CODbLITUIA
PCN n SCN BbibpaHHON
opraHumsaumm.

N3ameHeHnn HeT.

Nonb3oBaTtenbckne
npasuna - TAA

I0C-pannbl, fobaBneHHbIe Ha
cepBepe Central Node go
HasHa4veHust emy ponu PCN,
pacnpocTpaHsitotcst Ha PCN.
Mpasuna TAA (IOA),
pobasneHHble Ha cepsepe Central
Node [0 Ha3HavyeHusa emy ponu
PCN, pacnpoctpaHstoTtca Ha PCN.

OTtobpaxatotca |OC-dawnnbl n
npasuna TAA (I0OA),
pobaensiemble Ha PCN, a Takke
IOC-dhannsl n npasuna TAA
(IOA), nobaBnsieMble Ha 3TOM
SCN go n nocne nepexoga B
pexum pacnpeneneHHoro
peLleHus.

PesepBHoe konupoBaHne
nporpamMmsbl

PesepBHoe konupoBaHue
nporpaMmmbl AOCTYMHO TOSBKO Ha
PCN, Kk KOTOpOMY He NOAKNIOYEHbI
SCN.

Ytobbl coenatb pesepBHOe
KonupoBaHue nporpammbl Ha PCN,
Heobxoaumo oTknounTL Bce SCN
ot atoro PCN.

PesepBHoe konvposaHue
nporpammbl Ha SCN HegoCTynHO.

YTtobbl coenaTb pesepBHOe
KonvpoBaHue NporpamMmmbl Ha
SCN, HeobxoanUMO OTKMIOYNTb
aToT cepBep oT PCN, nepeseas
€ro B PEX1M OTAENBHOro
cepsepa.
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Ha3Ha4yeHue cepBepy ponu PCN

HasHaudeHune cepBepy ponu PCN HeobpaTumo. lNMocne nameHeHnst ponu cepeepa Ha PCN Bbl He cMOXeTe
N3MEeHUTb porib 3Toro cepsepa Ha SCN nnu oTaenbHbIV cepBep. Ecnn Bbl 3aX0TUTE M3MEHUTb POfb 3TOMO
cepBepa CHOBa, BaM noTpebyeTcsa nepeycTaHoBUTbL Nporpammy.

» 4Ymobbl HasHa4yumb cepsepy posrb PCN:

1. Bowgurte B BeG-MHTEpENC NporpaMMbl Nog Y4EeTHOM 3anncbio agMUHUCTpaTopa.

Bam HyxxHO BoWTK B BED-MHTephelic Toro cepeepa, KOTOPOMY Bbl XOTUTE Ha3Ha4MTb posfib PCN.
Beibepute pasgen Pexxum paboThbl.

HaxmuTe Ha kHonKy PacnpegeneHHoe pelueHue.

B packpbiBatoLemcs cnucke Ponb cepBepa Bbibepute Primary Central Node.

o > o N

B none HaszBaHune opraHusauumn BBegMTe Ha3BaHUE OpraHM3auun, K KOTOPOW OTHOCUTCS 3TOT cepBep
Central Node.

6. Haxmute Ha kHonky HasHauuTb ponb PCN.

OTKpOGTCFI OKHO noateepXxXaeHuna OEencTBus.

Mocne noaTeepXaeHUst AecTBMSA BaM NoTpebyeTcs CHoBa BOWTU B BEG-MHTEpdeic nporpaMmmel.

7. Haxmute Ha kHonky Aa.

Cepeepy 6yaeTt HasHadeHa pornb PCN 1 nprcBoeHO Ha3BaHMe opraHn3aumu.

Mocne TOro, Kak Bbl CHOBa BongeTe B Be6-MHTepdenc nporpaMmmMbl NOA YH4ETHOW 3annCblo agMUHUCTpaTopa, B
OKHe Beb-nHTepdenca nporpaMmbl B pasgene Pexum paboTbl oToOpasuTcs crnedyowas nHdopmaums:

e Tekywun pexum — PacnpeneneHHoe peLleHue.
e Ponb cepBepa — Primary Central Node.

e OTnevatok cepTudmKaTa — oTNe4aTok cepTudukata cepeepa, HeoOXoAUMbIV AN NPOBEPKM
NOASIMHHOCTM NpU ycTaHoBKe coeauHeHus ¢ SCN.

e OpraHusauum — nicdopmMaums 06 opraHn3aumsax, K KOTOPbIM OTHOCUTCSI 3TOT CEPBEP, M O MOAKITIOYEHHbIX
cepBepax SCN:

e |IP — Primary Central Node ansi atoro cepsepa u IP-agpeca cepsepoB SCN (nocne nx nogkmnoyeHuns).
e CepBep — uMs aToro cepsepa 1 umeHa cepsepoB SCN (nocne nx NOAKMYEHNS).

3OTO MM4A He CBA3aHO C MMEHEM XOCTa, Ha KOTOPOM yCTaHOBJI€Ha nporpamMmma. Bbl MOXeTe ero
N3MEHUTb.

e OTtneyvatok cepTudmKaTa — NycToe 3Ha4YeHNe A58 3TOro cepBepa U 0TnevaTkn cepTUdUKaToB
cepBepoB SCN (nocne nx nogkroyeHus).

e CocTosiHue — cocTosiHNe noakntoyeHnst cepsepoB SCN (nocne Ux NOAKMIYEHNS), a TaKkke
KONM4YecTBO CEPBEPOB OpraHM3auuu.

e Tabnuua CepBepbl, oXuaarwme aBTopusaumm c MHpopmaumer o nogknoveHHsIx SCN (cm. pasgen
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"MpocmoTp nHpopmaumm 06 opraHmnsaumsix, cepsepax PCN n SCN" Ha cTp. 89).

Ha3Ha4yeHue cepBepy ponu SCN

» 4Ymobkl HasHa4yums cepsepy posib SCN:

1. Bowngute B BeEG-MHTEpEC NporpamMMbl Nog Y4ETHOM 3anNnCbio agMUHUCTpaTopa.

Bam Hy>xHO BoMTK B BEO-MHTEphelic Toro cepeepa, KOTOPOMY Bbl XOTUTE Ha3Ha4MTb posib SCN.
B okHe Beb-MHTepderica nporpammel BbioepuTe pasgen Pexum paboTbl.

HaxmuTe Ha kHoMnKy PacnpegeneHHoe pelueHue.

B packpbiBatowemcs cnucke Ponb cepBepa Boibepute Secondary Central Node.

a > w N

B none IP-agpec cepBepa PCN ykaxute IP-agpec cepsepa ¢ ponbto PCN, K KOTOpOMY Bbl XOTUTE
nogkntoumte SCN.

6. Haxmwute Ha kHonKy Mony4ynTb oTne4yaTok cepTudmkara.
B paboueln obnactu otobpasntcsa otnedatok cepTudmkaTa cepsepa ¢ ponbio PCN.

7. Cesbkutecb ¢ agmuHucTpaTtopoMm PCN 1 cpaBHMTE NONYyYEHHbIM OTNEYaToOK cepTndurkarta c otnevaTkoMm,
ykasaHHbIM Ha PCN B pasgene Pexum paboTbl B none OTneyatok ceptudpmnkara.

8. Ecnu otnevatkn ceptudmnkata Ha SCN n PCN coBnagatoT, HaxxmuTe Ha KHOMKy OTnpaBuTb 3anpoc Ha
noakrYeHmne.

OTKpoeTCcs OKHO NOATBEPXAEHMSA AeNCTBUS.
9. Haxmwute Ha kHonky Aa.

CepBepy 6yaet HaszHadeHa ponb SCN nocne Toro, kak agMuHucTpatop PCN npumeT 3anpoc Ha NoakmnoyeHue.
Cepep SCN bygeT oTHOCUTLCA K TOM OpraHunsaumu, KoTopyto ykaxeT agMmuHuctpatop PCN.

OG6paboTtka 3anpocoB Ha nogknio4veHue SCN k PCN

» 4Ymobbl obpabomame 3anpoc Ha rnodkmndeHue SCN k PCN:

1. Bongute B BeG-MHTEpdENC NporpaMMbl NOA YY4ETHOW 3annCblo agMUHMUCTpaTopa.

Bam HyxxHO BonTK B BeD-MHTepdperic Toro cepepa PCN, Ha kKOTOpOM Bbl XOTUTE 06paboTaTk 3anpockl Ha
noAkntoYeHue oT Apyrnx cepBepos.

2. B okHe BebO-nHTepderica nporpammMbl BbibepuTte pasgen Pexum paboTbl.
B pabouen obnactu otobpasutcst Tabnuua CepBepbl, oXuaarowme aBTopusanum.

3. Cesbkutecb ¢ agMuHucTpatopom SCN, 0TNpaBmBLLMM 3aNpoC Ha MNOAKIMOYEHME, U MPOBEPbLTE OTNEYaATOK
cepTudukata B Tabnuue CepBepbl, oxuparowme asTopusauun. OH JOIDKEH COBNagaTh C OTNeYaTkomMm,
oTobpaxaembim Ha SCN B pasaene Pexum pa6oTbl B none OTnevyaTtok ceptudmkaTa us 3anpoca.

4. Ecnwu otnedvatku ceptudpmnkata Ha PCN n SCN coBnagatoT, BbINONHUTE OAHO U3 CreayoLwmnx JeNCTBUiA:
e Ecnu Bbl XOTUTE OTKIMOHUTL 3anpoc Ha nogknoyeHne ot SCN, HaXXMuTe Ha KHOMKY OTKITOHUTD.

e Ecnu Bbl XoTuTe NpUHATL 3anpoc Ha nogkntoveHne ot SCN, BbINONHWUTE criegyolimMe encTBus:
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1. Haxmwute Ha kHoMy MPUHATD.
OTkpoeTca okHO MPUHATBL 3anpoc Ha NOJKIOYEeHMe.

2. B cnucke OpraHusauus BbibepuTe opraHnsaumio, KOTOPOW Bbl XOTUTE Ha3HaAYNTb STOT cepBep
SCN. Cnucok popmupyeTtcsa ns opraHusauun, nobasneHHbIX paHee (cMm. pasgen "[JobasneHne
opraHusaumm Ha cepepe PCN" Ha cTp. 90).

3. Haxmute Ha kHoMKy MpUHATBL.

He pekomeHayeTcst NpMHUMaTL 3anpochl Ha NOAKMOYEHMe NPY HECOBMNaAeHUN O0TneYaTkoB cepTudmkaTa.
Y6eautechb B NpaBUbHOCTU BBEAEHHbIX AAHHbIX.

Ecnu Bbl OTKNOHUIM 3anpoc Ha nogkntodeHne, SCN npogomknt paboTy B pexume otaenbHoro cepeepa Central
Node.

NMpocmoTp uHbopmaumm o6 opraHmnsaumax, cepsepax PCN
n SCN

B Beb-uHTepdelice cepeepa PCN Bbl MoXeTe NpocMoTpeTb nHdopMaLmio 06 3TOM cepBepe, a Takke 0 BCex
cepBepax SCN, koTopble K HEMY NOAKIIOYEHbI.

» 4Ymobki npocmompems uHghopmavuro 0b opeaHusauyusx, cepgepax PCN u SCN e pexume
multitenancy:
1. Bongute B BEG-MHTEpPdENC NpOorpaMMbl MO YY4ETHOW 3anncblo agMUHUCTpaTopa.
Bam HyxHOo BOITW B BeG-nHTepdenc cepeepa PCN.
2. B okHe BebO-nHTepderica nporpammMbl BbibepuTe pasgen Pexum paboTbl.
B pabouen obnactu otobpasutcs cnegyowas nHpopmauus o6 opraHusaumsax n cepeepax:
e Tekywmn pexum — PacnpegeneHHoe peLleHune.
e Ponb cepBepa — Primary Central Node.
e OTtnevaTok cepTucmukarta — otneyaTok ceptudcdmkata cepsepa PCN.

e OpraHusauumn — nucgopmaumsa o6 opraHMsaumsax, K KOTOPbIM OTHOCUTCS 3TOT CEPBEP, a TakKe BCe
cepepbl SCN, nogkntoyeHHble k PCN.

e |P — Primary Central Node ans cepsepa PCN u IP-agpeca cepsepoB SCN, nogkntodeHHbix K PCN.
o CepBep — nms aToro cepsepa n nmeHa cepsepoB SCN, nogkntoveHHbIX kK PCN.

3OTO MM4A He CBA3aHO C MMEHEM XOCTa, Ha KOTOPOM yCTaHOBJI€Ha nporpamMmma. Bbl MOXeTe ero
N3MEHUTb.

e OtneyvaTok cepTucpukaTta — nyctoe 3HavdeHue ans cepsepa PCN u otneyaTkm ceptudukaTton
cepepoB SCN, koTopble oxuaatrT nogkntodeHms K PCN.

(] CocTosiHMe — COCTOSIHME NOAKMIOYEHMS, a TakKe KONMYEeCTBO cepBepoB opraHn3auun.

e Tabnuua CepBepbl, OXuaalowme aBTopu3saLmm cCo creayroLlen nHpopmaunen:
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e |P —IP-agpec unu gomeHHoe nms cepeepa SCN.
e CepBep — nms cepsepa SCN, koTopoe oTobpaxaeTcs B Beb6-UHTepdence nporpammbi.

3OTO MMSA He CBA3aHO C MMEHEM XOCTa, Ha KOTOPOM yCTaHOBJIE€Ha nporpamMmma. Bbl MOXeTe ero
N3MEHUTD.

o OTneyvartok cepTudmkarta — otneyatok ceptudukara cepeepa SCN, nepegasaembii Ha PCN BmecTe
C 3anpocoM Ha NoAKmnioveHme.

e CocrosiHue — ctatyc nogkntoyeHmst SCN k PCN.

Jo6GaBneHune opraHnsauum Ha cepBepe PCN

» 4Ymobki 0obasumpb opaaHu3ayur 8 seb-uHmepgelice cepsepa PCN:

1.

2
3
4.
5

BoviguTe B BeG-nHTEpPhenc nporpamMmmel Nog y4€THOM 3anmcbio agMuMHMCTpaTopa.

Bam HyxHO BONTW B BeG-nHTEeppenc Toro cepsepa PCN, ans kotoporo Bbl XxoTute ob6asutb
opraHu3aumio.

B okHe Beb-MHTepdelica nporpammMel BbidepuTe pasgen Pexum paboTbl.
B npaBon yactu paboyen obnactn OpraHusaumm HaxmmTe Ha KHonkKy [lo6aBuTb.
B none Umsn BBeante HasBaHWe opraHnsaLummn, KOTOpPYIO Bbl XOTUTE 406aBUTb.

HaxxmuTe Ha kHoMnKy [lo6aBUTb.

Opranusauuns 6yget nobasneHa n otobpasnTcs B cnucke.

YaaneHue opraHn3sauum Ha cepBepe PCN

» UYmobki ydanume opeaHu3ayuro 8 eeb-uHmepgbetice cepeepa PCN:

1.

5.

BoviguTe B BeG-nHTEphenc nporpamMmmel Nog y4eTHOM 3anvcbio agMmMHUcTpaTopa.

Bam HyxHO BONTW B BeG-nHTeppenc cepsepa PCN, ans KOTOPOro Bbl XOTUTE y4anNuUTb OpraHn3auuio.
B okHe Beb-mHTepderica nporpammel BoibepuTe pasgen Pexum paboTbl.

B pabouen obnactn OpraHusauum Boibepute opraHM3aLmio, KOTOPYH Bbl XOTUTE yoanuTh.
Haxmunte Ha KHomMKy YaanuTb.

OTKpOGTCﬂ OKHO noateepXxXaeHunsa OEencTBus.

HewncTtBne HeobpaTumo. Bee rmobanbHble 00BEKThI, @ TaKkKe OTYEThI U WabMNOHbI OTYETOB,
CBSI3aHHbIE C 3TOW OpraHu3auuen, 6yoyT noTepsiHbl.

Haxmute Ha kHonky Oa.

OpraHusauus dyget yganeHa.
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U3meHeHue Ha3BaHUA opraHusauum Ha cepsepe PCN

» 4Ymobki usmeHUMb HasgaHue opaaHu3auyuu 8 eeb-uHmepgetice cepsepa PCN:

1. Bowgurte B BeB-MHTEpEC NporpaMMbl Nog Y4EeTHOM 3annCbio agMUHUCTpaTopa.

Bam HyxxHO BonTK B BeO-MHTepdelic cepepa PCN, ans koToporo Bbl XOTUTE N3MEHUTL Ha3BaHue
opraHmsauum.

2. B okHe BebO-mHTEpderica nporpammbl BbibepuTe pasgen Pexum paboTbl.

3. B cnucke OpraHmsaumm HaxmmnTe Ha 3Ha4yok ¢ cnpasa OT Ha3BaHWSA OpraHn3aLumn, KOTOPoe Bbl XOTUTE
N3MEHWTD.

OTKpoeTCs OKHO M3MEHEHUS Ha3BaHWS opraHn3aumu.
4. B none Nmsa nameHuTe HasBaHne opraHusaumu.
5. Haxmute Ha kHOMKy COXpaHUTb.

HassaHune opraHunsauunm 6yp,eT N3MEHEHO.

OTknrouyeHue SCN ot PCN

OtkntodeHne SCN ot PCN moxeT 6bITb O4HOCTOPOHHUM.

Ecnu Bbl oTkntounte SCN yvepes Beb-mHTepdeiic SCN, To nsmeHeHus B napameTpax 0yayT NpMMeHeEHbI TONbKO Ha
SCN. Ha PCN no-npexHemy byget otobpaxaTtbcs uHopmauns o6 aTom cepsepe.

Ecnu Bbl oTkntounte SCN yvepes Beb-uHTepderic PCN, To nHcopmaums o6 atom cepepe 6yaet yaaneHa Ha
PCN. OgHako cepsep ¢ ponbto SCN 6yget nbitTatbea nogknounteca kK PCN ang cMHXpoHu3aumm napaMmeTpoB.

[na oBYCTOPOHHErO OTKIIOYEHUS HEOOXOOUMO BbINOMHUTL 00€ MHCTPYKLMK, NpUBEAEHHbIE HUXE. B aToM crnyyae
SCN npogomkut paboTatb kak oTaenbHbii cepBep Central Node, Ha PCN 6yanet otobpaxaTtbes uHdopmauumsi 06
oTkntodeHHoM SCN.

AomuHucTpatop Kaspersky Anti Targeted Attack Platform HeceT oTBeTCTBEHHOCTb 3a COXPaHHOCTb
KOHmnaeHumanbHbIX gaHHbIX Ha cepeepax PCN, SCN u Central Node. Ecnu Bbl nnaHmpyeTe nepenatb
cepeep SCN oT ogHow opraHu3auum Apyron, Heobxoaumo yoanuTb BCe AaHHble, OCTaBLUMECH Ha cepBepe
nocne ncnonb3oBaHusa Kaspersky Anti Targeted Attack Platform n nepeyctaHoButb Kaspersky Anti Targeted
Attack Platform nepen nepenaveni cepsepa Apyron opraHmsauuu.

» 4Ymobei omknroyums SCN om PCN yepes eeb-uHmepgbetic PCN:

1. Bongute B BEG-MHTEpPdENC NpOrpaMMbl NMOL YHETHOW 3anncblo agMUHMUCTpaTopa.
Bovigute B BeG-nHTEphenc Toro cepsepa PCN, oT kKOTOpOro Bbl xoTuTe oTkniounte SCN.
2. B okHe BebG-nHTepderica nporpammMbl BbibepuTte pasgen Pexum paboTbl.
B cnucke cepepoB Bbibepute SCN, KOTOPbLIN Bbl XOTUTE OTKMOUUT.
4. HaxmuTe Ha KHOMNKy OTKIHOYUTD.

OTKpoeTcsi OKHO NOATBEPXKAEHUS AEACTBUS.
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5. HaxmuTe Ha kHonky Aa.

SCN 6ygaet nbiTaThes NoakniounTbes K PCN Ans cMHXpoHMU3aUmMmu napaMeTpos.

» 4Ymobsl omkrrodume SCN om PCN yepes eeb-uHmepgbetic SCN:

1. Bowngurte B BeG-MHTEpec NnporpaMmmbl Nog Y4€THOM 3aNUCbio agMUHUCTpaTopa.

Bongute B Be6-nHTepdeic Toro cepeepa SCN, KOTOPbIN Bbl XOTUTE OTKMOUYUTL OT PCN.

2. B okHe Beb-nHTEpdENCa Nnporpammbl BbibepuTe pasgen Pexum paboTbl.

3. HaxmuTe Ha KHOMNKY OTKNIOUYUTD.

OTKpoeTCcst OKHO NOATBEPXKAEHUS AEACTBUS.

4. HaxmunTte Ha kHonky [Oa.

SCN 06ygeT oTkntodeH ot PCN m npogomknt paboTaTb kak oTaenbHbii cepBep Central Node.

N3meHeHus1 B napameTpax NporpaMmmMmbl NpU OTKNOYEHUN

SCN ot PCN

MN3ameHeHWs B napameTpax nporpammbl

Tabrnuua 6.

nocne oTkntoveHnss SCN ot PCN npegctaBneHbl B Tabnuue Huxe.

UN3meHeHus napamempoes rpozpammsi nocre omkmodyeHus SCN om PCN

dyHKUNOHanNbLHas obnacTb

PCN

SCN

Nonb3oBaTtenu OTkntoyeHHbIn SCN He Y4yeTHble 3anucu nonb3oBaTenen,
MCKIoYaeTcs U3 crnmcka nony4deHHble ¢ PCN, He
CepBepOB, Ha KOTOpble yaansioTcs.
pacnpocTpaHATCA Npasa NosBnsieTca BO3MOXXHOCTb
nonb3osarenen. CO3JaHUs HOBbIX YYETHbBIX
MHdopmaums 06 nameHeHum 3anucen nonb3oBaTenen, a Takke
YYETHOW 3anucu nonb3oBarens, OTKITHOYEHUS U CMEHbI Napons
MMeELoLLLero npaea Ha CYLLIECTBYIOLLMX YYETHbIX 3arnncen.
oTkNoYeHHbIn SCN, He
nepepaetcsa Ha SCN.
OGHapyxeHus Wudopmauusa 06 obHapyxeHusx WcTopusa onepauuii 1 Bcs
Ha oTknoyeHHom SCN yganseTcs. nHdopmaums 06 obHapyKeHUaX
coxpaHsieTcs.
3agaum 3agayun, co3gaHHble Ha 3agauun, co3gaHHble Ha PCN,
oTkntodeHHoM SCN, yaanstoTcs. yaansioTcs.
MHdbopmauma o nonb3oBaTensx,
co3gaBLUnx 3agaym Ha SCN,
coxpaHsieTcs.
OTyeThl Bce co3gaHHble paHee oT4eThbl 06 LLIabnoHbl 1 OTYEeThI He

oTknoyeHHoM SCN, a Takke
BO3MOXHOCTb (hurbTpoBaTh
CMMCOK OTYETOB MO 3TOMY
cepBepy, COXpaHATCS.

N3MEHATCA.
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dyHKUMOHanbLHas obnacTb

PCN

SCN

MNonuTtukn NonuTnkn, co3gaHHble Ha MNonnTtukK, cospaHHble Ha PCN,
oTkntodeHHoM SCN, yganstoTcs. yaansoTcs.
MHopmauma o nonb3oBaTensx,
co3gaBLUMX nonuTukn Ha SCN,
coxpaHsieTcs.
XpaHunuwe W3 XpaHunuua ygansioTcsa Bce Bce 06bekTbl B XpaHunuiie

06beKThl, OTHOCALLMECH K
oTknoyeHHomy SCN.

COXpaHAKTCA.

B uHdpopmaumm 06 obwekrax,
nonyyeHHbIX B pamkax 3ajay,
co3gaHHbix Ha PCN, nepectaet
paboTaTb cCbifika Ha 3agadvy.

Nckntodennsa TAA

MN3meHeHu HeT.

N3meHeHnn HeT.

Craryc VIP

MN3meHeHu HeT.

N3ameHeHnn HeT.

MpaBuna yBegomneHumn

MN3meHeHun HeT.

MN3ameHeHnn HeT.

WHTerpaums ¢ noyToBbIMU
ceHcopamm

MN3meHeHnn HeT.

MN3ameHeHnn HeT.

WuTerpaunsa ¢ Kaspersky Security
Center

HacTpowika nHTerpauum ¢
Kaspersky Security Center
OCTaeTCst HEOOCTYMHOWN.

HacTpovika niterpauum ¢
Kaspersky Security Center
CTaHOBUTCHA OOCTYMNHA.

Mowck yrpos

B pesynbtate 06paboTkm
NMOWMCKOBOrO 3anpoca cobbiTus,
CBSA3aHHbIe C OTKMOYeHHbIM SCN,
He oTobpaxkatoTcs.

MN3meHeHn HeT.

Monb3oBaTtenbckune
npasuna - TAAn IOC

I0C- n npasuna TAA (IOA)
oTknoyeHHoro SCN ygansioTcs.

IOC- n npasuna TAA (I0A),
co3faHHble Ha PCN, yoansioTcs.

PesepsHoe konupoBaHne
nporpamMmsl

PesepBHoe konupoBaHue
nporpamMmbl OCTaeTcst
HeLOCTYMHbIM.

PesepBHoe konvposaHue
nporpamMmbl CTaHOBUTCA
OOCTYMHbIM.

BbiBoa cepBepa SCN 13 akcnnyatauum

Ecnu Bbl He nnaHupyeTe B AanbHenwem ncnonb3oBatb cepeep SCN, Bbl MoxeTe BbiBecTh cepep SCN 13
aKcnnyaTauumn nporpaMmmon, yganue ero Ha PCN.
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AomuHuctpatop Kaspersky Anti Targeted Attack Platform HeceT oTBeTCTBEHHOCTb 3a COXpPaHHOCTb
KOoHGmAeHumanbHbIX aaHHbIX Ha cepepax PCN, SCN n Central Node. Ecnu Bbl nnaHmnpyeTe nepegatb
cepsep SCN oT ogHon opraHu3auumn gpyron, Heob6xoaMMo yaanuTb BCE AaHHble, OCTaBLUMECS Ha cepBepe
nocrie ucnonb3oBaHua Kaspersky Anti Targeted Attack Platform n nepeyctaHoBuTb Kaspersky Anti Targeted
Attack Platform nepen nepefnaveri cepsepa Apyron opraHmsauuu.

BeiBoz cepeepa SCN 13 akcnnyataumm nporpamMmmMon COCTOUT U3 CneayroLmnx aTanos:

d.

a. YpaneHue Bcex AaHHbIX Ha SCN

OTtkntoyeHune SCN ot PCN uepes Beb6-uHtepdeic PCN (cm. pasgen "OtknrouyeHue SCN ot PCN" Ha
cTp. 91)

OTkntoyeHne SCN ot PCN uepe3 Be6-uHTtepdenc SCN (cm. pasgen "OtknrovyeHne SCN ot PCN" Ha
cTp. 91)

YpaneHue SCN yepe3 Be6-nHtepdenic PCN

» 4Ymobki ydanums SCN yepes eeb-uHmepghelic PCN:

1.

2
3
4.
5

BoviguTe B BeG-nHTEpPhenc nporpamMmmel No4 y4€THOM 3anncbio agMUHUCTpaTopa.
Bovigute B Beb-nHTEepdhenc Toro cepsepa PCN, Ha koTopom Bbl xoTuTe yaanuts SCN.
B okHe Beb-mHTepderica nporpammel BoibepuTe pasgen Pexum paboTbl.

B cnucke cepsepoB Bbibepute SCN, KOTOPbLIN Bbl XOTUTE yOaANUTb.

Haxmunte Ha KHomMKy YaanuTb.

B okHe nogTBepKaeHNa HaxmuTe Ha kHonky [a.

SCN 6yget yoaneH. Ha PCN He 6yayT otobpaxaTtbcs cBefeHusi 06 yganeHHom SCN.
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PykoBoACTBO No MmacitabmMpoBaHuUIo

[na [OCTUXKEHUSI U COXPaHEHNSI ONTUMAnbHOW NPOU3BOANTENBHOCTY NPU Pa3NNYHbLIX YCIoBUsIX paboThbl
nporpammbl TpebyeTcs yunThiBaTh KONMYECTBO YCTPOWCTB B CETU, TOMOSOMMIO CETU U HEOBXOAMMYIO Bam
PYHKLMOHANBbHOCTL NPOrpaMmel.

Bbi6op onTumManbHOM KOHUrypaLum nporpaMmmMbl COCTOUT M3 CREeAYILWNX STaMnoB.:

a. BbI6op TMNOBOM cxeMbl pa3BepTbiBaHUA (CM. CTp. 96)

b. Pacuet annapaTHbIX TpeOOBaHMI C NOMOLLIO KaNbKynsiTopa MaclutabupoBaHua (CM. pasgen
"Kanbkynatop MacwtabuposaHusa" Ha cTp. 98)

B aTtom pasgene
TunoBblie cxembl pa3BepTbiBaHNA N YCTAHOBKN KOMIMOHEHTOB MPOINPAMMBDbI ......civviiiiiiiiiiiiiii e %

KanbKyNATOP MACLLUTABMPOBAHMS .......uvveeeieeeieititieeeeeeesiasttteseeeaesssasstateseeeeesssasstssaeesaessesssrssseeseessssasssssneeees 98
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95



kaspersky

TunoBble cxeMbl pa3BepTbiBaHNA N YCTAaHOBKHA
KOMMOHEeHTOB NnporpaMmmbl

Cxema pasBepTbiBaHWS U YCTAHOBKM KOMMOHEHTOB NPOrpaMMbl ONpeaensieTcs NiaHnpyeMon Harpyskoi Ha
cepBepbl Nporpammbl.

Mporpamma Kaspersky Endpoint Agent yctaHaBnnBaeTcst Ha NOObIX KOMMbIOTEPAX, KOTOPbIE BXOASAT B
IT-uHbpacTpykTYypy OpraHusauum n paboTaloT noa ynpasneHmem onepauunoHHorn cuctemsl Windows. Ha
komnbtoTepax ¢ Kaspersky Endpoint Agent Heob6xoanmo paspelnTbs ucxoasiuee coegMHeHNe C CepBEPOM C
koMmnoHeHTom Central Node Hanpsimyto, 6€3 ncnonb3oBaHns NPoKCU-cepeepa.

Bbl MOXeTe ycTaHOBWUTb OAMH MK Heckonbko komnoHeHToB Central Node. Npun ycTaHOBKE HECKOMNbKMX
komnoHeHToB Central Node Bbl MOXeTe MCNonb3oBaTh UX HE3aBUCMMO ApYr OT Apyra unv obbeanHuTb Ans
LEeHTPann3oBaHHOTO yNpaBfeHNs B pexume pacnpegeneHHoro pewenuns (cMm. pasgen "PacnpegeneHHoe pelueHme
n pexxum multitenancy" Ha cTp. 81).

Bbibop cxembl pa3BepTbiBaHMSA 3aBUCUT OT UCMONb3YEMON PyHKLMOHANBLHOCTU NporpamMmel. Bce npvBegeHHble B
AaHHOM PYKOBOACTBE CXeMbl MPUMEHNMbI Takxe A1 pasBepTbiBaHWS NPOrpaMmMbl Ha BUPTYyanbHOW nnatgopme.

O6paboTka AaHHbIX C KOMNBLIOTEPOB NOKanbHon ceTn opraHusauumn (KEDR)

®yHkumoHaneHocTe KEDR pekomeHayeTcs ucnonb3oBaTtb, €Cnv B OpraHn3auum HeT HEOOX0AMMOCTH
obpabaTtbiBaTh Tpaduk. B aTom cnyvyae o6pabaTbiBalOTCA TONBKO AaHHbIE HA KOMMNbIOTEPAX NOKaNbHOW CeTU
opraHusauun.

B 3aBMCMMOCTM OT HanNn4na B opraHunsauunm CTOpoHHero peleHunsa Sandbox Bbl MOXeTe MCMNonbL30BaThb OAHY 13
cnefyrumx cxemMm pasBepTbiBaHUA:

e cxeMma 0e3 komrnoHeHTa Sandbox;

e cXema C KoOMnoHeHToM Sandbox.

B aTtom pasgene
Cxema pasBepTbiBaHusA yHKUMOHaNbHOCTU KEDR ¢ KOMNOHEHTOM SandboX.........cccovviiiiiieiiiiiiiiiii 96

Cxema pa3sBepTbiBaHusA dyHKumnoHanbsHocT KEDR 6e3 koMnoHeHTa SandboxX .........occcvevviiiiiiiiiineenee, 97

Cxema pasBepTbiBaHUA (pyHKuMoHanbHocTu KEDR ¢ KOMNoHeHTOM
Sandbox

KomnoHeHT Central Node Bcerga yctaHaBnmBaeTCsl BMECTE C KOMMNOHEHTOM Sensor. Ecnn Bam TpebyeTcs
ncnonb3oBaTb kKOMNOHeHT Central Node oTaenbHO, He BbINOMHAWTE HACTPOWKY KOMMOHEHTa Sensor.
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Cxema paboTbl nporpaMmbl npu pas3sepTbiBaHNK dyHKUMOoHanbHocTn KEDR ¢ komnoHeHTom Sandbox
npegcTaBfneHa Ha PUCYHKE HUKe.

Cxema pa3BepTbiBaHUA (pyHKUMOHanbHocTn KEDR 6e3 KoMmnoHeHTa
Sandbox

Bbl MoxeTe He ycTaHaBnmBaTb KOMNOHEHT Sandbox u ucnonb3oBatb komnoHeHT Central Node Tonbko aons
ynpaeneHusa nporpammon Kaspersky Endpoint Agent n aHanvsa gaHHbIx.

KomnoHeHT Central Node Bcerga ycraHaBnvMBaeTcs BMECTE C KOMMOHEHTOM Sensor. Ecniv Bam TpebyeTcs
ncnonb3oBaTb kOMNOHEHT Central Node oTaenbHO, He BbINOMHANTE HACTPOMKY KOMMOHEHTA Sensor.
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Cxema paboTbl nporpaMmbl Npu pa3sepTbiBaHnK dyHKUMoHanbHocTM KEDR 6e3 komnoHeHTa Sandbox
npegcTaBfieHa Ha puc. HUXe.

KanbkynaTop macwrabupoBaHus

Mocne Toro, kak Bbl Bbibpanu cxemy pas3sepTbiBaHus (CM. cTp. 96), Habonee NOOXOAsLLYO AN Ballen
IT-MHdpacTpykTypbl, Bam TpebyeTcs paccuntaTb annapatHble TpeboBaHus kK cepBepaM A5 yCTaHOBKU
KOMMOHEHTOB NPOrpammbl.

B atom pasgene
PacueTbl Ans KOMNOHEHTA CENLral NOGE .......veeniiiiieeeee e e e e e e s e e e e e e eeaaaans 98

PacueTbl AN KOMMOHEHTA SANADOX ......uuiiiiiiiiiiiiiiiiie e e e e e e e e e e s e st re e e e e e e e s e ennnreees 104

PacueTbl ana komnoHeHTa Central Node

Mpu pa3BepTbiBaHMM NpOrpamMmmbl Ha BUPTYyarnbHow nnatdopme Tpebyetcsa Ha 10 npoueHToB Gonblue
pecypcoB npoLeccopa. B napameTpax BMpTyanbHOro Aucka AOMmKeH ObiTb BbiOpaH Tvn ancka Thick Provision.

AnnapaTtHble Tpe6oBaHuA K cepBepy ¢ komnoHeHTamu Central Node

AnnapaTHble TpeboBaHUS k cepBepy, Ha KOTOPOM ycTaHOBMNeEHbI koMnoHeHTbl Central Node, 3aBucaT ot
crnegylLwmx yCrnoBum:
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obbem obpabaTbiBaemoro Tpaduka;
KonuyecTBo ob6pabaTbiBaeMbIX COOBLLEHNI SNIEKTPOHHON MOYThI B CEKYHAY;
konum4yecTtBo xocToB ¢ Kaspersky Endpoint Agent.

Mporpamma Kaspersky Endpoint Agent moxeT 6bITb YCTaHOBMNEH Ha TEPMUHArbHbIV cepBep, haninoBbI
cepsep unn B ceteoe xpanunuiie (NAS).

Ecnu nporpamma Kaspersky Endpoint Agent yctaHoBneHa Ha TepMrHanbHbI CepBep, pacyeT
co31aBaeMol NporpaMMon Harpy3ku BbIMOSHAETCS cneyowmm obpa3om: ogHa nporpamma Kaspersky
Endpoint Agent Ha TepmuHanbLHOM cepBepe, obcnyxupatowem X nonb3oBaTenen, gaeT Takyko Xe
Harpy3ky, kak X nporpamm Kaspersky Endpoint Agent Ha xocTe (X nonb3oBaTenen = X nporpamm
Kaspersky Endpoint Agent).

Ecnn nporpamma Kaspersky Endpoint Agent yctaHoBneHa Ha channoBbI CEPBEP UK B CETEBOE
XpaHunuiie, pacyeT co3gaBaeMon NporpamMmon Harpy3ku BbINMOMHAETCS creayowmm obpa3om: ogHa
nporpamma Kaspersky Endpoint Agent Ha channosom cepsepe nnv B CETEBOM XpaHUNULLIE JAeT TaKyto xe
Harpysky, kak 20 nporpamm Kaspersky Endpoint Agent Ha xocTe.

Mpun pacyeTe konmyecTBa xocToB ¢ Kaspersky Endpoint Agent TpebyeTcs yuntbiBaTh, YTO O4Ha
nporpamma Kaspersky Endpoint Agent ans Linux gaet Takyto ke Harpysky, kak Tpu nporpammbl Kaspersky
Endpoint Agent gns Windows.

Bbl MOXeTe ncnonb3oBaTb 0 gHOBpeMeHHO nporpammbl Kaspersky Endpoint Agent ang Linux n
Kaspersky Endpoint Agent gns Windows.

Ha cepsepe ¢ komnoHeHToM Central Node pekomeHayeTcs ncnonb3oBaTth ABe auckosble nogcuctembl RAID:

Mepsas guckosas noacuctema RAID 1 nnn RAID 10 ncnonb3yeTtcsa Ans BcexX AaHHbIX, YKa3aHHbIX B
Tabnuue Hwxe, kpome 6asbl AaHHbIX Targeted Attack Analyzer.

Bropas auckoBas nogcuctema RAID 10 ucnoneayetcs ansa 6asbl gaHHbIx Targeted Attack Analyzer n
XPaHeHMs YacTn XXypHaroB.

AnnapaTHble TpeboBaHusA k cepBepy ¢ KomrnoHeHTom Central Node B 3aBUCMMOCTM OT MCMONb3YEMOMN
PYHKUMOHaNbHOCTY NpeAcTaBneHbl B Tabnuue HuxXe.

Tabnuya 7. AnnapamHeie mpebogaHusi K cepgepy ¢ komroHeHmom Central Node ripu
ucrionb3o8aHuU pyHKUyuoHanbHocmu KEDR

Makcuma MepBas guckoBas nogcuctemMa BTopas guckoBas nogcuctemMa
nbHoOEe MwuHuma
Konu4ect MuHuman nbHOEe
=0 SHew HOmMHEET ROPS \éVOP 351»9 Konuye ROPS \éVOP 351:9 Konuue
XOCTOB C obbem BO (uTeH (4TeH
Kaspersk on?pa-rua nornueck o (3anu OUCKO CcTBO o (3anmn AUCKO CTBO
y 5 ux spep onepa Cb, BOro LOUCKOB onepa Cb, BOro LOUCKOB
Endpoint naMsiTh c Tt onepa maccu B Tt onepa maccu B
Agent s yacToTol uun B Ba mMaccuB uun B Ba MaccuB
A?Iﬂ (Te) 3y ;3')(3," CeKyH RAID e RAID ;3')(3," CeKyH RAID e RAID
Windows Aay) (TB) ay) (TB)
1000 64 8 100 1000 1 4 300 200 4
5 3 S Y
3000 80 12 100 1000 1 4 700 500 £ s < 3 6
S§s 9
5000 96 12 100 1000 1 4 1000 600 é 5 é 3 6
o X
10 000 160 20 100 1000 1 4 2000 800 10
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15 000 192 32 100 1000 1 4 2000 800 12

Tabnuua 8.

Tabnuya 9. AnnapamHsie mpebosaHus K cepgepy ¢ komrnoHeHmom Central Node ripu
ucrionb3oeaHuu ¢hyHkyuoHansHocmu KATA u KEDR

1000 1 200 9 12 100 180 19 4 300 | 300 4
100
2000 2 500 128 20 100 o 2 4 500 | 500 4
g
3
5000 1 1000 160 36 100 180 2 4 180 600 5 4
s
10 000 2 1000 192 40 100 180 2 4 280 800 £ 12
5
c
He S
=
5000 5 obpaca 144 20 100 | 00| 49 4 1001 600 5 6
TbiBaET 0 0 =
cst ¢
5
He =
=
10 000 20 obpata 192 36 100 | 00 | 19 4 200 1 go g 12
TbiBaeT 0 0 a
cA o
He
15 000 20 o6pata 256 48 100 100 1,9 4 200 1 g9 12
TbiBaeT 0 0
cAa
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Ecnu BbI XoTUTE:

e 0bpabaTbiBaTb Tpaduk C CETEBOrO YCTPOWCTBA C NPOMYCKHOM CNoCcOBHOCTLO Ao 4 FouT/c;

e obpabaTbiBaTh 20 COOOLLEHMIN ANEKTPOHHOW NOYTbI B CEKYHAY;

e ucnonb3oBatb 15 000 xoctoB ¢ Kaspersky Endpoint Agent ana Windows unun 5000 xocTtoB ¢ Kaspersky
Endpoint Agent ans Linux,

To BaM TpebyeTcs ABa cepBepa CO crie4yoWwmMMm annapaTHbIMU XapakTepucTMKamu:

e cepBep ¢ komnoHeHToM Central Node: He meHee 256 'b onepaTMBHOM NaMsiTK 1 48 nornyeckux saep
npoveccopa;

e CcepBep C KOMMNOHEHTOM Sensor: He MeHee 32 'b onepaTrBHOM NamMsTu K 48 nornyeckux saep npoweccopa.

YkasaHHble pacyeTbl cnpaBeanvBbl Takke ansg nHdpactpyktypbl ¢ 5000 xocToB ¢ Kaspersky Endpoint Agent
Ansa Linux uny npy COBMECTHOM Mcnonb3oBaHum nporpamm (Hanpumep, 9000 xocTtoB ¢ Kaspersky Endpoint
Agent ans Windows 1 2000 xoctoB ¢ Kaspersky Endpoint Agent ans Linux).

Tpe6GoBaHus K AMCKOBOMY NPOCTPaAHCTBY Ha cepBepe ¢ KoMnoHeHTom Central Node

Ha cepBepe ¢ komnoHeHToM Central Node gomkHo 6biTb He MeHee 2000 ' cBoGoAHOro NpoCTpaHCTBa Ha NepPBON
anckosor nogcucteme n He meHee 2400 b Ha BTOpoK anckoBon noacucteme. O6bem Tpebyemoro npocTpaHcTea
Ha BTOPOW OUCKOBOMW NOACUCTEME 3aBUCUT OT XKeNaeMon NONIMTUKN XPaHEHUS OAHHBIX U MOXET ObiTb BbIYMCIIEH MO
cnepytoLlein popmyne:

150 T'B + <koJMuecCcTBO XOCTOB C Kaspersky Endpoint Agent mig Windows>/15000 * (400
I'B + 240 TB * <Cpok, 3a KOTOpHM TpebyeTcsda XPaHUTb JIaHHBIE, B IOHAX>)

OT1a chopmyna MoXeT BbITb MCNONb30BaHa ANst NPUMEPHON OLIEHKM TpebyeMoro JUCKOBOrO NPOCTPaHCTBA.
PeanbHbin 06beM XpaHUMbIX OAHHbBIX 3aBUCUT OT Npodunsa Tpadumka opraHM3anmmn u MOXeT OTNn4aTbCs oOT
NoJTly4eHHOro pesyrbTaTa BblYUCIIEHUN.

MuHumanbHble TpeboBaHMs kK CBOGOAHOMY AUCKOBOMY NPOCTPaAHCTBY Afs KaXA0ro Tuna AaHHbIX NpUBeAeHb! B
Tabnuue Huxe.

Tabnuua 10. MuHumanbHble mpebosaHusi K OUCKOBOMY MPOCMpPaHCmM8y Ha cep8epe ¢ KOMMNOHEHMOM
Central Node
lNMepBasa guckoBas Bropas guckoBas
Tun gaHHbIX P A pas A
noacuctema (I'b) noacuctema (I'b)
Bbasa gaHHbIx Targeted Attack 0 1500
Analyzer
Basa gaHHbIX 0B6HapY>KEeHHbIX 50 0
00bekToB
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Tvun gaHHbIX

MNepBas anckoBas
noacuctema (')

BTopas auckoBas
noacuctema (I'b)

Ouepegn TexHONOrNM 390 0
oBHapyxeHus

Ouepeapb 3agad 1 0
[aHHble, nony4yeHHble nocne 300 0
aHanusa koMmnoHeHToMm Sandbox

KapaHTuH 300 0
dannbl, oxmaarLme NoBTOPHOM 300 0
NpoBepKU

dann gamna 6a3sbl gaHHbIX Redis 16 0
OnepauunoHHasi cuctema 25 0
BpemeHHble hannbl 64 0
dainbl TpaccupoBKn 50 100
MakeTbl 06HOBNEHWN 1 0
Bcero 1497 1600

Ecnu Bbl HacTpounu nHTerpauuio ¢ BHewwHen cuctemon ¢ nomowbto REST API (cMm. pasagen "API ansa nposepku
00BbEeKTOB BHELUHMX cucTeM" Ha cTp. 713), BaM HeobxoaMMO BblAENUTb AONOMHUTENbHbIE Pecypchl Ans 06paboTku
0OBbEeKTOB 3TOM cucTeMbI. [lononHWUTeNbHbIE annapaTHble TpeboBaHWsA NpyBeaeHbl B Tabnvue Huxe.

Tabnuua 11.

LononHumernbHbIe annapamHblie mpebosaHus K cepgepy ¢ komrnoHeHmom Central Node

rpu Hasiu4duu uHmeepupo8aHHbIX 8HeEWHUX cucmem

MakcnmanbHO€e KONM4ecTBO
ob6pabaTbiBaeMbIX 06 BHLEKTOB
B CeKyHAy

KonuyectBO

AONOJIHUTEJIbHbIX
JIOrMYeCKux sagep

KonuyectBoO
OOMOJIHUTESNbHbIX CEPBEpoB
¢ KomnoHeHToM Sandbox

8 2 1
16 4 2
24 7 3

Tpe6oBaHus k cepBepy PCN B pexxume pacnpeneneHHOro peweHus

Mpun HebonbLuon Harpy3ke Ha cepBepbl SCN annapaTtHble TpeboBaHus k cepepy PCN He oTnnyatoTcsa ot

TpeboBaHuii k cepBepy ¢ komnoHeHToM Central Node B aBTOHOMHOM pexume.

AnnapaTHble TpeboBaHus k cepsepy PCN npu Hannunm 10 cepsepoB SCN ¢ 60mbLUO HAarpy3kown npuBeaeHbl B

Tabnvue Huxe.
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Tabnuua 12. AnnapamHsie mpebosaHusi k cepeepy PCN
Makcu MepBasa auckoBasi noacucTema BTtopas auckoBas nogcucrema
MarnbH Makcu
oe ManbH Maken
Konuye oe M M RO WO 06b RO WO 06b
cTBO konnue | ManeH “AHAM o PS PS em PS PS em
bINA anbHbI MarnbH Konu Konu
XOCTOB CTBO _ (ute (3an AUCK (ute (3an AUCK
obbem 7] oe yect yecTt
C coobLy 6 Hue, UCb, oBor 80 Hue, UCb, oBor 80
Kasper eHui U REL LS O0BEM Konms one one o one one o
aco onepar ecTBO OUCK OUCK
sky ANeKTp N pau pau mac pau pau mac
. o SPAN-n UBHOU normy - - OB B o o OB B
Endpoi OHHOM 1] 717 cuB 717 un cuB
opTOB namsT €CKMUX mMacc macc
nt foHTel Mouti/c u (') ane s s 4 uBe s s 4 mBe
Agent B ( asp cek cek RAI cek cek RAI
) RAID RAID
ans CeKyHA, yHA yHA D yHA YHA D
Windo y y) y) (TB) y) y) (TB)
ws
100
10 000 0 0 160 24 100 0 1 4 800 800 4 10
100
1000 1 200 112 40 100 0 1,9 4 600 600 1,3 4
100
5000 5 2000 160 28 100 0 1,9 4 300 300 2,5 6
10 000 20 4000 208 40 100 180 1,9 4 180 800 4 12

Tpe6OBaHm| K KaHanam cBA3n

MuHMManbHble TpeGoBaHMA K kaHary CBA3W MeXay KoMMnbloTepamu ¢ komnoHeHToM Endpoint Agent n cepeepom ¢

komnoHeHTom Central Node npvBeaeHbl B Tabnuue Huxe.

Tabnuua 13.

MuHumarsibHbIe mpe6oeaHu;7 K KaHarlly cesAa3u Me>/<0y KOMribromepamu ¢ KOMIMOHeHImMoM

Endpoint Agent u cepsepom ¢ komrnoHeHmom Central Node

MakcumanbHoe KOnM4yecTBO XOCTOB C
Kaspersky Endpoint Agent gna Windows

Tpebyemas nponyckHas cnocob6HOCTb KaHana
CBSI3U, 3ape3epBUpPOBaHHas aons
komnoHeHToB Endpoint Agent ana Windows
(MoéwurT/c)

10 1
50 2
100 3
1000 20
10 000 200

MuHumanbHble TpeboBaHuMA K kaHany cBsasu Mexay cepsepamu PCN 1 SCN B pexxume pacnpeneneHHoro
pelueHuns (cMm. pasgen "PacnpegeneHHoe pewleHne un pexxum multitenancy"” Ha cTp. 81) npuBeaeHsl B Tabnuvue

HUXe.
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Tabnuuya 14. MuHumarnbHble mpebosaHus K kKaHary cesizu mexoy cepeepamu PCN u SCN

MakcumanbHoe MakcumanbHoe .
MakcumanbHbIN Tpebyemas
KOJINYEeCTBO XOCTOB KOJIN4eCcTBO
- obbem Tpachumka co nponyckHas
c Kaspersky coo6LeHun
. . SPAN-nopToB CMOCOOGHOCTbL KaHana
Endpoint Agent ans 3NIEKTPOHHOM MOYThI
: (M6wuT/c) cBasu (MouT/c)

Windows B CEeKyHAy

5000 5 2000 20

10 000 20 4000 30

PacueTbl ana komnoHeHTa Sandbox

AnnapaTHble TpeboBaHus K cepBepy ¢ KOMNoHeHTOM Sandbox 3aBUCAT OT Tuna n obbeMa o6pabaTeiBaEMOro
Tpacuka 1 OT AOMNYCTMMOro BpEMEHW NpPOBEPKN 0ObeKTa.

Mo ymMonyaHuio JonyCTUMOE BpeMsi MPOBEPKM 06bekTa cocTasnseT 1 yac. [na yMeHbLUEeHNs 3TOro BpeMeH!
TpebyeTcsl Gonee MOLHbIV cepBep Unv Gornbluee KoNMYecTBO CepBEPOB C KoMMNoHeHToM Sandbox.

PeKomer,yeTc:ﬂ pacc4ynTbiBaTb KOH(bVIpraLI,VIlO KomnoHeHTa Sandbox cneagyowimm o6paaoM:

1. YcraHoBute koMmnoHeHT Central Node Ha ogHOM cepBepe 1 KOMNoHeHT Sandbox Ha Apyrom cepsepe Ans
NUNOTUPOBAHUA MPOrpamMMbl.

[ns nony4yeHust 4OCTATOYHbIX CTaTUCTUYECKUX AaHHbIX HeobXxoanmo, 4ToObl NporpaMmma obpabaTbiBana
Tpaduk opraHM3aLnn B Te4eHne Hegenw.

2. Tlepepante cainn /var/log/kaspersky/apt-history/apt-history.log, cogepxalyun xxypHan nporpaMmmsl, 4ns
aHanu3a coTpygHukam "Jlabopatopumn Kacnepckoro".

|_|pl/l OoHOBPEMEHHOM 3arnyCKe HeCKOJIbKMX BUPTYyalibHbIX MallUH CKOPOCTb O6pa6OTKI/I 00bekToB U3
o4vyepeaun yeennymBaeTCA.

AnnapaTtHble TpeboBaHUs K cepBepy ¢ KOMnoHeHTOM Sandbox

PacueT konuyecTtsa cepBepoB ¢ KOMNOHEHTOM Sandbox B 3aBUCUMMOCTY OT Harpy3ku npusedeH B Tabnuue Huxke.

Pykogodcmeo 1o macwmabuposaHuto
104



kaspersky

Tabnuua 15. AnnapamHbie mpebosaHusi
K KomrnoHeHmy Sandbox e 3asucumocmu om obbema obpabambieaeMo20 mpadghuka
MakcumanbHoe - MakcumanbHoe KonuyectBo
MakcumanbHbIN
KOJ<IN4ecTBO KOJ<IN4ecTBO chnsnyecknx
- ob6bem Tpadmka co
coo6LweHun KOMMNbLIOTEPOB C cepBepoB C
. SPAN-nopToB :
3J1IEKTPOHHOM NOYThI Kaspersky Endpoint KOMMOHEHTOM
(M6wuT/c) .
B CeKyHAOy Agent ana Windows Sandbox
1 200 1000 1
2 500 3000 1
1 1000 5000 1
5 2000 5000 1
20 4000 10000 2

OpHa nporpamma Kaspersky Endpoint Agent ons Linux gaeT Takyto e HarpysKky, Kak Tpy nporpamMmmbl
Kaspersky Endpoint Agent gna Windows.

OueHka konuyecTBa koMnoHeHToB Sandbox npuBeaeHa AN cepeBepoB crneayoLen KoHpurypaumm:

e [lpun ycTaHoBKe kKOMMNOHEHTa Sandbox Ha u3n4ecknin cepeep:
e 2 npoueccopa Intel® Xeon® 8 Core™ (HT).
e 80 'b onepaTtuBHOM NamaATU.
e 2 HDD o6bemom 300 I'b kaxapbIi.
e [lpu yctaHoBke koMnoHeHTa Sandbox Ha BupTyaneHyo mawuHy VMware ESXi:
e [lpoueccop Intel Xeon 15 Core (HT);
e 32 1B onepaTtnBHOMN NamMATH;
e HDD o6vemom 300 I'b.
Ha BupTyanbHON MaluuHe:
1. PaspelueHa BnoxeHHas BUpTyanusaumsi.

2. YctaHoBneHbl napameTpbl High Latency Sensitivity.
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3. 3apesepBupoBaHa BCA onepaTvBHas NamsTh.

4. 3apesepBupoBaHa BCs YacToTa npoueccopa.

Mpwn HacTponke BMPTYyanbHOW MallMHbl BaM TpebyeTcd 3aaTh ONMCAHHYIO BbILLe KOHUrypaLmio.
HonyckaeTcst UaMeHeHue TOMNbKO 4YacToThl MpoLeccopa: Bbl MOXeTe 3afaTh YactoTy 2.2 [T v Bblwwe.
Ecnv npu HacTpowke BUpTyanbHOM MalluHbI Bbl 3a4aANTE KOHUrypaumio, OTIIMYHYIO OT ONMCaHHON,
KOppeKTHasi ycTaHoBKa 1 paboTta komnoHeHTa Sandbox He rapaHTupyeTcs.

Mpwn ycTaHoBKe kOMMOHeHTa Sandbox Ha BUpTyanbHyto mawmnHy VMware ESXi HyXHO yCTaHOBUTb
orpaHnyeHne ans KonmyectTsa OAHOBPEMEHHO 3anycKaeMblX BUPTYarbHbIX MalUMH (CM. pasgen
"YCcTaHOBKa MaKCUMaribHOro KonmyecTBa O4HOBPEMEHHO 3anyCKaeMblX BUPTYarbHbIX MaLUMH" Ha
cTp. 205) — 12.

3-4 BupTYyarnbHble MallnHbl kKOMNOHeHTa Sandbox obecneunBatoT Takyto e NPOM3BOAUTENBHOCTb,
Kak 0auH KOMNOHeHT Sandbox Ha nandeckom cepsepe.
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YcTaHOBKa U nepBoHa4vanbHas
HacTpouKa peLleHuUs

B aTom pasgene cogepxaTca MHCTPYKLMM MO yCTaHOBKE U nepBoHavanbHom HacTporike Kaspersky Anti Targeted
Attack Platform.

B aTtom pasgene

MoaroToBKa K yCTAHOBKE KOMMOHEHTOB MPOTPAMMBI .....vvvieiuetteeesutteeesansreeesansteeesssteesssnsseeessnsseeesssseeessannns 108
MopsnoK YCTAaHOBKM U HACTPOWMKMA KOMMOHEHTOB MPOTPAMMDBI «.eeeeiiiieiiieieeeeessaantateeeeeeesssannenrneeeeaesssnnnsssenes 112
YCTaHOBKA KOMMOHEHTA SANADOX.......cccoiiiiiiiiiiiiie e 113
YcTaHoBKa M HacTponka KOMMOHEHTA Central NOGE ..........coooiiiiiiiiiiiiicc et 118
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MoarotoBKa K yCTAaHOBKE KOMMOHEHTOB NPOorpaMmmbi

B aTom pasgene npegcraeneHa MHopMauus 0 TOM, Kak NoAarotoBuTtb I T-MHpacTpyKTypy BalLen opraHnsauum K
ycTaHoOBKe KOMMOoHeHToB Kaspersky Anti Targeted Attack Platform.

B aTtom pasgene

MoaroTtoBka IT-MHPACTPYKTYPbI K YCTAHOBKE KOMMOHEHTOB MPOTPAMMBI ......eevevieieeaeeeieiiniieeeeaeeeeaneeeees 108
MoaroTtoBka IT-MHdPACTPYKTYPbI K UHTErPaLMK C MOYTOBLIM CEPBEPOM 1S NpUema CcoobLLEHMIA NO

(R ToTo R o) (o 1Y = ] TSRS 109
MoaroTtoBka IT-MHPACTPYKTYPbI K UHTErPaLMK C MOYTOBLIM CEPBEPOM 151 OTNPaBKMN COOBLLIEHMI MO
MPOTOKOITY SIMTP ...ttt e ekt e e et et e e e sa b et e e ek b et e e e abe e e e e anbe e e e e anbeeeeennee 110
lMoaroToBka BUPTyanbHOM MaLUUHbLI K YCTAHOBKE KOMMOHEHTa SandboX .........cccccceveiiiiiiiiieceeeeeescciinn 111

NMoaroTtoBka IT-UHPpPaACTPYKTYPbI K YyCTAaHOBKE KOMIMOHEHTOB
nporpamMmbl

» [leped ycmaHoesKoUl ripoepammbl nodzomosbme I T-uHgpacmpykmypy eaweli opa2aHusayuu K
ycmaHoeke KomrioHeHmos Kaspersky Anti Targeted Attack Platform:

1.

Y6eoutechb, 4TO cepBepbl, a Takke KOMMbOTEP, NpegHas3HavYeHHbIn Ansg paboTtebl ¢ BeB6-uHTEpdencom
nporpaMmsl, U KOMNbIOTEPLI, HA KOTOPbLIX YCTaHaBnNuBaeTcs nporpamma Kaspersky Endpoint Agent,
YAOBMNETBOPSIOT annapaTHbIM U NporpaMMHbIM TpeboBaHusaMm (cm. cTp. 25).

MponsseauTe cnegyoLLyo NpeaBapuTenbHy0 NoaroTosky I T-MHpacTPyKTypbl OpraHu3aLmm K yCTaHOBKe
koMmnoHeHTa Sandbox:

a. [nsa oboux ceTeBbIX MHTEPENCOB 3anNpeTUTe JOCTYN cepBepa C KOMMNOHEHTOM Sandbox B floKanbHyo
CETb OpraHu3aumm ansa odecnevyeHns 6e30MacHOCT CETU OT aHaNM3MpyemblX OO LEKTOB.

b. [ns nepBoro ceTeBoro nHTepdenca paspeLlumnte AoCTyn cepeepa ¢ KOMMNOHEHTOM Sandbox B MHTEPHET
nnsa obHoBneHus 6a3 1 aHanu3a noBeAeHus 06bLEKTOB.

c. [ns BTOpOro ceteBOro uHTepderica paspeLumTe BXoasilee COeUHEHNE CEPBEPA C KOMMOHEHTOM
Sandbox Ha cnegytoLme nopTbl:

e TCP 22 gnsa nogkntoveHus K cepepy no npotokony SSH.
e TCP 443 ons nony4yeHusi o6beKTOB Ha NpoBepKy oT koMmnoHeHTa Central Node.
e TCP 8443 onsa ucnonb3oBaHus Beb-nHTEephenca nporpaMmmei.

MpounseeauTe criegytoLyto NpeaBapuTenbHY0 NoaroToBKy | T-MHPaACTPYKTYpbl OpraHn3auumn K yCTaHOBKe
komrnoHeHTa Central Node:

a. PaspewuTe Bxogsllee coeguHeHne cepeepa ¢ komnoHeHToM Central Node Ha cniegytouime nopTbl:
e TCP 22 gna nogknioveHus kK cepsepy no SSH.
e TCP 443 gns nony4yeHunst 4aHHbIX OT KOMMNbIOTEPOB € Nporpammon Kaspersky Endpoint Agent.

e TCP 8443 gns npocMmoTpa pe3ynbTaToB NPOBEPKU B BED-MHTEPECE NpOrpamMmmbl.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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e TCP 4443 npu nepeHanpasneHun Tpaduka ot komnetotepoB ¢ Kaspersky Endpoint Agent uepes
cepBep C KOMMOHEHTOM Sensor Ha cepBep ¢ komnoHeHToMm Central Node.

b. Paspelwwure ucxogsauiee coegmHeHne cepsepa ¢ komnoHeHTom Central Node Ha cnepytowme nopTbl:

e TCP 80 un 443 pn4a ceasu ¢ cepepamm cnyxbosl KSN 1 cepsepamu obHoBneHun "fllabopaTtopun
Kacnepckoro".

e TCP 443 aons nepepa4m o6bEKTOB Ha NPOBEPKY KOMMOHEHTY Sandbox.
e TCP 601 gnsa otnpaBku coobuieHnn B SIEM-cuctemy.

4. PaspewnTe BxogsLlee coeguHeHne komnbioTepos ¢ Kaspersky Endpoint Agent n cepsepa ¢ KOMNOHEHTOM
Central Node Hanpsmyto, 6e3 ncnonb3oBaHMs NPOKCU-CepBepa.

5. Ecnu Bbl UCMOfb3yeTe pexum pacnpeaesieHHoro pelleHns n multitenancy, npovseeaute criegytoLLyo
npeaBapuTenbHYO NOAroToBKY I T-MHGpPACTPYKTYpbl OpraH13aumm kK yctaHoBke komnoHeHToB Central Node:

a. Paspewwute Bxogsiiee coegnHeHne cepsepa c ponbto PCN Ha nopTtbl 8444 n 5432.
b. PaspelwmuTe Bxogsiee coeanHeHne cepeepa ¢ ponbto SCN Ha nopT 5432.

c. PaspelwmTe Ha ceTeBoM 060pya0BaHNM YCTAHOBKY LUMGPOBAHHONO KaHarna CBS3N MeXay cepBepamMu ¢
komnoHeHTamn Central Node n Sensor.

CoepgunHeHmne mexay cepsepamu ¢ pornbio PCN 1 SCN nponcxoanT BHYTPH WNPOBaHHOIO KaHana
cBs3n Ha 6ase IPSec ¢ ncnonb3oBaHnem npotokona ESP.

Mpy HeoBXOAMMOCTN Bbl MOXETe Ha3HaunTb Apyrve nopTbl AN paboTbl KOMMIOHEHTOB NPOrpPaMmMbl B MEHIO
agMuHucTpartopa cepsepa ¢ komrnoHeHTom Central Node. Npu nameHeHnn NOPTOB B MEHIO aAMUHUCTpATOopa
BaM HY)XHO paspeLunTb CoegMHEHNS Ha 3TN NOPTbl BHYTPU IT-nHpacTpyKTypbl Ballen opraHmsaumm.

NoaroTtoBka IT-UHPACTPYKTYPbI K UHTErpaLumn ¢ NOYTOBbIM CEPBEPOM
AnA npuema coobweHnn no npotokony POP3

Ecnu B kKayecTBe NOYTOBOro cepBepa Bbl UCMONb3yeTe NoYTOBLIN cepBep Microsoft Exchange n otnpasuterns
HacTpoun 3anpoc yBeAOMIIEHNS O MPOYTEHNN COOBLLEHUSA INEKTPOHHOWN MOYTLI, TO HEOBXOANMO OTKITHOYMTb
OTMNpaBKy yBeJOMIIEHMI O MPOYTEHNW. B NpoTMBHOM criydae yBegoMneHms o npoyTeHmn 6ygyT oTnpaBnaTbes C
TOro agpeca 3fIeKTPOHHOW NOYTbI, KOTOPbIN Bbl HACTPOMIW B Ka4eCcTBe afpeca 3MeKTPOHHOM NoYThl AN npuema
coobuieHun Kaspersky Anti Targeted Attack Platform. Takke HEOOXOAMMO OTKIIOYMTL aBTOMaTUYECKY0 0OpaboTky
npurnaweHnii Ha BCTpeYuun AN npeaoTBpaLleHns 3anofiHeHMs NOYTOBOIO SALLMKa AN npMema coobLeHni
Kaspersky Anti Targeted Attack Platform.

» UYmobbl omkirodume omrpasky yeedomrieHul 0 NpoYmeHuUU ¢ adpeca 371IeKMpPOHHOU NoYmsi Orisi
rnpuema coobuweHuli Kaspersky Anti Targeted Attack Platform:

1. Ha cepsepe Microsoft Exchange npoBepbTe, BKMOYeHa Nu oTrpaBka yBegoMneHni. [1ns 3Toro BeINofHuTe
KOMaHgy:

Get-MailboxMessageConfiguration -Identity <anpec 2JeKTPOHHOM MMOUTH MJIS
npmuema coobmeHurt Kaspersky Anti Targeted Attack Platform> | f1

2. Ecnm oTnpaBka yBeD,OMJ'IeHMﬁ BKIlO4eHa, BbINMOJIHNTE KOMaHAay:

Set-MailboxMessageConfiguration -Identity <ampec 3JIEKTPOHHOW IIOUTH IJId

YcmaHosKa u repeoHayaribHasi Hacmpolika peuweHusi
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npuema coobmenurt Kaspersky Anti Targeted Attack Platform>
-ReadReceiptResponse NeverSend

OTnpaBka yBeJOMIEHUIN O NPOYTEHUM C agpeca SNEeKTPOHHOM NoYThl Ans npuema coobuieHnin Kaspersky Anti
Targeted Attack Platform 6ygeTt oTkntoyeHa.
» Umobbl omKroHYums asmomMmamudeckyro 0bpabomky rnpuanaweHul Ha ecmpedu:
1. Ha cepeepe Microsoft Exchange npoBepbTe, BKoYeHa N oTnpaBka yBeAOMMNEHUA. [N 3TOro BbINOSHUTE
KOMaHAay:

Get-CalendarProcessing -Identity <azmpec 2JIeKTPOHHOM IOYUTH IJid IIpMeMa
coobmenurt Kaspersky Anti Targeted Attack Platform> | f1l

2. Ecnwn aBTomaTtuyeckast 06paboTka npurnawieHnin Ha BCTPEYM BKITIOYEHA, BbINONHNTE KOMaHAy:

Set-CalendarProcessing -Identity <ampec 3JIEKTPOHHOWM IIOUTH IJig IIpMeMa
coobmeHum Kaspersky Anti Targeted Attack Platform>
-AutomateProcessing:None

ABTOoMaTH4eckasi 06paboTka npurnaleHnin Ha BCcTpeun 6yaeT oTkIoYeHa.

NMoarotoBka IT-uH(pacTPYKTYpPbl K UHTErpaLMm C NOYTOBbLIM CEPBEPOM
AnA oTrnpaBKu coobweHnn no npotokony SMTP

» 4Ymobki nodecomosums IT-uHpacmpykmypy eaweli opeaHusauuu K uHmezpauuu Kaspersky Anti
Targeted Attack Platform ¢ noumoesim cepgepom o npomokosy SMTP:

1. Ha BHelIHEM NOYTOBOM CEpPBEPE HACTPOWTE NpaBuna NepechbIisikv KON TeX COOOLLEHUIA, KOTOPbIE Bbl
XOTUTe OTNpaBnsaTb Ha npoBepky Kaspersky Anti Targeted Attack Platform Ha agpeca, ykasaHHble B
Kaspersky Anti Targeted Attack Platform.

2. YKaxuTe MapLUpyT ANsi Nepechiniki COOBLLEHNI 3NIEKTPOHHOM NOYTLHI Ha cepBep C KOMMOHEHTOM Sensor.
PekomeHayeTcs ykaszaTb cTaTMyeckuii mapLupyT — IP-agpec cepBepa ¢ KOMNOHEHTOM Sensor.

3. Ha ceTeBOM 3KkpaHe Ballel opraHM3auuun paspelunTe BXoasuime coegmHeHns: cepsepa ¢ KOMMNOHEHTOM
Sensor Ha NopT 25 0T NOYTOBLIX CEPBEPOB, NEPECHINAIOLLMX KOMUN COOBLLEHNIA 3NTEKTPOHHON NOYTHI.

Bbl Takke moxeTe yBennunte 6e3onacHocTb nHTerpauun Kaspersky Anti Targeted Attack Platform ¢ noutoBbiM
cepBepom no npotokony SMTP.

» 4Ymobki yeenudyums 6e3onacHocme uHmMezpauuu Kaspersky Anti Targeted Attack Platform ¢
roYmosbIM cepsepom o rpomokosy SMTP:

1. HactporiTe ayTeHTndbmkauunio cepeepa Kaspersky Anti Targeted Attack Platform Ha cTopoHe no4YToBbIX
CepBepPOB, NepefatoLLmx coodLleHMs aneKkTpoHHoN nodThl ans Kaspersky Anti Targeted Attack Platform.

2. Hactpovite o6sa3atensHoe wWndpoBaHMe Tpadumka Ha NOYTOBLIX CEpBepax, NnepedarLLmx coobLeHms
anekTpoHHow noyThl Ana Kaspersky Anti Targeted Attack Platform.

3. Hactpoiite ayTeHTUdMKaLMIO MOYTOBLIX CEPBEPOB, NepeaatoLLmx COOOLLEHUS SNEKTPOHHON NOYTbI ANS
Kaspersky Anti Targeted Attack Platform, Ha cTopoHe Kaspersky Anti Targeted Attack Platform.

YcmaHoska u repeoHa4varibHas HacmpoClKa peweHus
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NoarotoBka BUPTyasribHOM MalUMHbI K yCTaHOBKe KOMNoHeHTa Sandbox

>

Umobsi nodzomosums supmyarsbHy MawuHy K ycmaHogke KoMrioHeHma Sandbox:

1. 3anyctute runepeusop VMware ESXi.
2. OTKpoWiTe KOHCONb AN YNpaBneHns BUPTyanbHbIMU MallnHamu.

3. B KOHTEKCTHOM MEHIO BUPTyanbHOW MaLUUHbI, Ha KOTOPOM Bbl XOTUTE YCTAHOBUTbL KOMNOHEHT Sandbox,
BblbepuTe NyHKT Edit Settings.

OTKpoeTCs OKHO CBOWCTB BUPTYanbHOW MaLUMHbI.

4. Ha 3aknagke Virtual Hardware packpoite 6nok napametpoe CPU u yctaHoBuTe chnaxok Expose
hardware-assisted virtualization to guest OS.

5. Ha saknagke VM Options B packpbiBatoLiemcs cnmcke Latency Sensitivity Beibepute High.
6. Haxmute Ha KHOMKy OK.

BupTtyansHasa mawmnHa 6ygeT rotoBa K ycTaHOBKe KOMnoHeHTa Sandbox.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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Mopsanok ycTaHOBKU U HAaCTPOMKM KOMIMOHEHTOB
nporpamMmbl

BbinonHaAnTe gencTansi N0 yCTaHOBKE M HACTPOWMKe NporpamMMbl B CriefytoLemM nopsiake:

1.

YctaHoBuUTE KOMMNoHeHT Sandbox:

a. YcrtaHoBuTte 6a30Byl0 cucteMy ¢ obpasa gucka inst.

b. Tllepesarpysute ycTaHOBMEHHYIO CUCTEMY.
c. Bowgwute B cuctemy nof y4eTHOM 3anmcbio root ¢ naponem 123456.
d. TNpumoHTupynte obpas amncka addon.

e. BobinonHute ckpunt install-addon, pacnonoxeHHbIi B KOPHEBOW Narnke NPUMOHTMPOBAaHHOIO obpasa.

f.  OTKnoYMTE JOCTYN K YY4ETHOM 3anncK root, BbINOMHMB KOMaHay passwd —-lock root.

Y6enuteck, YTO fnoKasnbHbI BXOA B CUCTEMY, a Takke BXoA B cucteMy no npotokony SSH nog
YYETHOWN 3annCblo root HeOOCTYMNEH.

NPOBEPUTb, YTO NOCSIE 3TOro JIOrMH NoA NoJSib3oBaTesieM root He NPOXoaMUT NOKanbHO U MO ssh

Hactponite komnoHeHT Sandbox. MacTtep HacTpolku 3anycTUTCa aBToMaTUYeCK/ Npu BbINOSTHEHUN
ckpunTa. Nocne ycTaHOBKM KOMNOHeHTa Sandbox ganbHewwas ero HacTpovka BO3MOXHa Yepes
Beb-MHTepdelic.

YctaHoBUTE 00pasbl AUCKOB onepaumnoHHbIX cuctem Microsoft Windows v nporpamm ans padotsl
komnoHeHTa Sandbox.

YctaHoBuTe koMmnoHeHT Central Node:

a. YcraHoBuTe Ga3oByto cucteMy ¢ obpasa aucka inst.

b. TlMepesarpysnte ycTaHOBNEHHYIO CUCTEMY.

c. BowauTe B cuctemy nof yd4eTHoW 3anucblo root ¢ napornem 123456.

d. TMpumoHTupynte obpas amncka addon.

e. BbinonHute ckpunt install-addon, pacnonoXxeHHbI B KOPHEBOW Narnke NPUMOHTUPOBaHHOIO obpasa.

—h

OTKMIOYMTE JOCTYN K YYETHOW 3anucy root, BbINOMHMB koMaHay passwd -—-lock root.

Y06eaunTech, YTO NoKanbHbIA BXO B CUCTEMY, a Takke BXoA B cuctemy no npotokony SSH nog
YYETHOW 3anuncbio root HeJOCTYMNEH.

Hactpoite komnoHeHTbl Central Node. MacTep HacTpoKu 3anycTUTCst aBTOMaTUYECKU Nnocrne
nepesarpysku CUCTEMBI.

I'Ipvl HanM4ynMm Heckonbknx komnoHeHToB Central Node Bbl MOXeTe ncnonbL3oBaTb nporpamMmmy B pexume
pacnpeaeneHHoro peeHna.

Ons ncnone3oBaHust kKomnoHeHTa Central Node oTaensHO OT KOMMNOHEHTa Sensor NponyckanTe warn no
HaCTponKe KOMMOHeHTa Sensor npu yctaHoBke komnoHeHToB Central Node n Sensor (cM. pasgen
"YcTaHoBKa 1 HacTporika komnoHeHTa Central Node" Ha cTp. 118).

YcraHoBute koMmnoHeHT Kaspersky Endpoint Agent Ha komnboTepax, Bxoasawux B IT-uHpacTpykTypy
opraHusaumn.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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YctaHoBKa koMmnoHeHTa Sandbox
OT10T pasgen npeactaBnsieT cobon NowaroBy MHCTPYKLMIO NO YCTaHOBKE KOMMNOHeHTa Sandbox.
» UYmobki npucmynums K ycmaHosKke KomroHeHma Sandbox, ebirnoriHume crnedyrouwue 0elicmeusi:

1. 3anyctute obpas ancka ¢ komnoHeHTom Sandbox.
3anycTutca mactep yCTaHOBKU.

2. Haxmwute Ha kHonky OKk.

B aTtom pasgene

War 1. MpocmoTp JInueHanoHHoro cornaweHnsa n MonnTukn  KOHMUOEHUMANBHOCTU ....vvvvvevevvrrinininnnens 113
Lar 2. Bbibop ancka anst yCTaHOBKM KOMMOHEHTA SandboX...........cccvviiiiiiii e 114
LA 3. HABHAUEHME VIMEHM XOCTA ...uvvuvvuuerurersrsssrssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnnnes 114
Lar 4. Beibop ynpaBnsitoLLero CETEBOro MHTEPMENCA B CITUCKE ......covuvrereriiiieeiaiieeeeaiieeessireeessibeeeseenes 114
LWar 5. HasHayeHne agpeca 1 Mackm CETU YNPaBSIOLLErO MHTEPMEMCA ......uvvvvvvieieirieieinieieinrninenenenennnnns 115
LWar 6. [Jo6aBneHne agpeCoB DNS-CEPBEPOB .......cciiieiiiiiiiiiiiiieeeeeiiiittiieeeeee e s ssstatreeeeeeesssntaraeeeeaeessannrnreees 115
LWar 7. HacTpomnka CTaTUYECKOrO CETEBOTO MAPLLPYTA ...eeeiurrrreiurreeesanrreeesansreeesasreeesasreeesansreeesassnneessanens 115
Lar 8. HacTpowika MMHMMarnbHON AfMHbI Naponst agMuHMcTpaTopa SandboX ..........coovvccviveeeeeeescccieenee, 116
War 9. Co3gaHue yyeTHOW 3anucy aaMUHUCTPATOPa SandboX ........c..uveviiiiiiiiiiiiiie e 116

LWar 1. NMpocmoTp JInueH3noHHoro cornaweHna n Nonntuku
KOH(hMAEeHLUNaNbLHOCTH

Ona npoAoIKeHNA YCTaHOBKM BaM HY>XHO MPOCMOTPETb JInyeHsnoHHoe cornawleHmne n NPUHATL ero ycnoBsus. Ecnn
ycnosua JINLEH3NOHHOrO cornalleHns He NPUHATBLI, YCTAHOBKA HEe BbIMOJTHAETCA.

Takke BaM HYXXHO MPOCMOTPETL [MONUTUKY KOHPMOEHUMUANBHOCTM U NMPUHATL €€ YCMOoBUS.
» Umobnki npuHamb ycrnosus JIuyeH3uOHHO20 coanaweHus u lNonumuku KOHUOeHyuanbHOCMU:
1. BbibepuTte A3bIk AN npocmoTpa JIMLEH3NOHHOro cornatieHns u MonuTukn KoHdUaeHUManbHoCTU B

Crnucke.

Hanpumep, ecnu Bbl XoTUTE NPOCMOTPETHL JINLEeH3noHHOoe cornatueHune n MNMonnuTruky KoHuaeHLManbHOCTH
Ha aHrnMCKoM sA3blke, BoibepuTe English n Haxmute Ha knaBuwy ENTER.

OTKpoEeTCHa OKHO C TEKCTOM JIMLEH3MOHHOro cornalleHus.

2. O3sHakombTeCb C JIMLEH3NOHHbLIM COrnaLleHnem.

3. Ecnu Bbl npnHumaeTe ycnosus JIMLEH3NOHHOrO cornalleHns, HaxXMmUTe Ha KHonky | accept.
OTKpoeTca OKHO € TeKCTOM MonnTUKN KoHpnaeHUMansHOCTH.

4. O3sHakoMbTecb C MonuTrKon KOHPUAEHUNANBHOCTH.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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5. Ecnu Bbl npuHumaeTe ycroBus MonuTukn KoHbUaeHUManbHOCTU, HaKMUTE Ha KHOMKY | accept.

MacTep ycTaHOBKM NepeiraeT k crieaylowemy Lwary.

LLiar 2. Bbi6op Aucka Ans yctTaHOBKM KOMnoHeHTa Sandbox
Ha atom wware BbibepuTe pn3nyecknin AUCK Ans yCTaHOBKM kKoMnoHeHTa Sandbox.
» 4Ymobki 8bibpamb Auck s ycmaHo8KU KoMmrnoHeHma Sandbox:
1. B okHe Select device B cnvcke gMckoB BbibepuTe OUCK ANs YCTAHOBKM KOMMNOHEHTa Sandbox 1 HaxmMuTe

Ha knasuwy ENTER.

Ecnu auck He nycToi, 0To6pa3nTcs OkHO NOATBEPXKAEHUS POPMaTUPOBaHNS 3TOrO AWUCKa U YCTAHOBKU
nporpamMmmbl Ha Hero.

2. Haxmwute Ha kHonky Install.
ApXM1B C yCTaHOBOYHbIMMK harinamm pacnakyetcs Ha auck. Cepeep nepesarpysurcs.

MacTep ycTaHOBKM NepenaeT K criegyloLlemMy Lary.

LLar 3. HasHayeHue nMeHMn xocTa
Ha aTom ware Ha3Ha4ybTe NMS XocTa cepBepa Ans ucnonb3osaHns DNS-cepsepamu.
» YmobkI HazHa4Yyumb UMSs Xocma cepeepa:

1. B none Hostname BBeguTe NonHoe JOMEHHOE NMS cepBepa.

YkasbiBante nmsa cepsepa B popmate FQDN (Hanpumep, host.domain.com nnu
host.domain.subdomain.com).

2. Haxmwute Ha kHonky OKk.

MacTep ycTaHOBKM NEpPENZET K CrieaytoLLemMy Luary.

LLiar 4. BbiGop ynpaBnsiowero ceteBoro nHtepdenca B cnucke

Onsa paboTbl koMnoHeHTa Sandbox HE06X0AMMO NOAKMYUTE MUHUMYM [BE CETEBbIE KapThbl 1 HACTPOUTL
criefiyloline ceTeBble MHTEPENChI:

e YnpaBnswLmi ceTeBon UHTepdenc. AToT nHTepdenc npeaHasHadyeH aAng 4ocTyna K cepeepy ¢
koMmnoHeHTOM Sandbox no npotokony SSH, a Takke 4Yepes 3aTOT uHTEpdenc cepeep ¢ KOMMNOHEHTOM
Sandbox 6yaeTt npuHuMaTbh 00bEKThI C cepBepa ¢ komnoHeHToM Central Node.

e CeTeBoW MHTepdelic ans goctyna obpabatbiBaeMbiXx 0O LEKTOB B UHTEPHET. Yepes aToT MHTepdeiic
06beKThI, KOTOpble obpabaTbiBaeT kKOMNOHEHT Sandbox, cMoryT npeanpuHMUMaTh NOMNbITKA AENCTBUN B
WHTEpHeTe, a kKoMNoHeHT Sandbox CMOXET aHanM3npoBaTtb UX NoBeaeHue. Ecnu Bbl 3anpeTnte gocTyn B
WHTEPHET, KOMMOHEHT Sandbox He CMOXeT aHanM3npoBaTh NOBeAeHNE OOHLEKTOB B MHTEPHETE, U OyaeT
aHanuampoBaTb noBegeHve ob6bekToB 6e3 OCTyna B UHTEPHET.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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CeTteBon uHTtepdenc ang goctyna obpabartbiBaeMbix 06bEKTOB B UHTEPHET JOITKEH ObITh
M30NMPOBaH OT JIOKasibHOM CETU BalLEN opraHn3aumu.

Ha atom ware BbiIbepuTe ceTeBOW UHTEPMENC, KOTOPbIV Bbl XOTUTE UCMOMNb30BaTh B KAYECTBE YNPaBMsAoLEro.
» 4mobhki 8bibpampb ynpasnsnuwul cemegol uHmepghelc:
1. B cnucke ceteBbiX MHTEPKENCOB BbibEpUTE CETEBOM MHTEP(ENC, KOTOPbIV Bbl XOTUTE UCMOMNbL30BaThL B
KayecTBe ynpaBnsaoLero.

2. Haxmwute Ha knasuwy ENTER.

MacTep ycTaHOBKM NepenaeT K crieayloLlemMy Lary.

LWar 5. HasHayeHMe agpeca n Macku ceTu ynpasnswouwero nHtepdenca
» 4Ymobkl HasHa4yumb IP-adpec u Macky cemu ynpasrnsirouweao cemegoa2o uHmepaghelca:

1. B none Address BeBegute IP-agpec, KOTOPbIN Bbl XOTUTE Ha3HAYUTb ATOMY CETEBOMY MHTEPENCY.
2. B none Netmask BBegunte mMacky ceTu, B KOTOPOMN Bbl XOTUTE MCMOMb30BaTb 3TOT CETEBON NHTEpPheNnc.
3. Haxmute Ha kHonky OK.

MacTep ycTaHOBKM NepenaeT K crieayloLemMy Lary.

LLar 6. Jo6aBneHue agpecoB DNS-cepBepoB
» Ymobkl dobasumb adpeca DNS-cepeepos:

1. B okHe DNS servers Bbibepute New n HaxxmuTe Ha knasuwy ENTER.

OTkpoeTcs okHO BBOAa agpeca DNS-cepsepa.
2. B none DNS server seeaute IP-agpec ocHoBHoro DNS-cepsepa B hopmate IPv4.
3. Haxmute Ha kHoMKy OK.

OkHo BBOOa agpeca DNS-cepsepa 3akpoeTcs.

4. Ecnu Bbl xoTuTe nobaeutb IP-agpec gononHutensHoro DNS-cepBepa, noBTopuTe AencTBusa B okHe DNS
servers.

5. Korga Bbl po6aBute Bce DNS-cepBephl, B okHe DNS servers BbibepuTte Continue n HaxXmMuTe Ha KrnaBuLLy
ENTER.

MacTep ycTaHOBKM NEpeNEeT K CrieaytoLiemMy Lary.

LLlar 7. Hactponka cTaTMyecKoro cetTeBoro mapLupyTra
» 4Umobbl Hacmpoume cmamuyeckul cemegou mMmapupym:

1. B okHe IPv4 Routes Bbibepute New 1 Haxxmute Ha knasuwy ENTER.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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OTkpoeTcs okHo IPv4 Static Route.

2. B none Address/Mask Beegute IP-agpec n macky nogcetu, Anst KOTOPOMW Bbl XOTUTE HACTPOUTbL CETEBOW
MapLipyT.
Ecnu Bbl XoTUTE nCnonb3oBaTh CeTEBOM MapLUpyT nNo ymonyanuio, seegute 0.0.0.0/0.

B none Gateway BeBegute |IP-agpec wnto3sa.

HaxxmuTe Ha kHonky OK.

o 0 M w

Ecnu Bbl xoTnTe gob6aBuTh Apyrne ceTeBble MapLLPYThl, NOBTOPUTE AencTBus B okHe IPv4 Static Route.
7. Korga Bbl 3akoHYNTE [OGaBNATE CETEBbIE MapLUPYThI, HAXMUTE Ha KHOMKy Continue.

MacTep ycTaHOBKM NeperaeT k crieaylolwemy Lary.

LWar 8. Hactponka MMHUManNbLHON AfIMHbLI NAPONA aAMUHUCTpPaToOpa
Sandbox

» 4Ymobki 3a0amb MUHUMaIbHYI OfIUHY Naposis aOMuHUCMpamopa KoMrnoHeHma Sandbox:

1. B none Minimal length BBegute konnyecTBo cumMBONOB. PekomeHayeTcs ncnonb3oBaTb Naponun AnvHoOn
12 n 6onee cMMBOOB.
2. Haxmwute Ha KHonky OK.

MacTep ycTaHOBKM NepenaeT K crieayloLemMy Lary.

LLar 9. CozgaHue y4eTHOM 3anucu agMmmHucTpartopa Sandbox

Ha aTom ware co3ganTe y4eTHyI0 3anMcb agMuUHUCTpaTopa Ans pabdoTel B BeG-uHTepdenice Sandbox, B MeHI0
aAMUHMCTPATOpPa U B KOHCOMNMW YrpaBeHns CEpBEPOM C KOMMNOHEHTOM Sandbox.

» 4Umobbi co3dameb yyemHyro 3anucb adMuHuUcmpamopa Sandbox:
1. B none Username BBeAMTE UMSA YH4ETHOW 3anucu agMmuHucTpartopa. 1o ymonyaHuo ncnonb3yeTcs
y4yeTHasd 3anucb admin.
2. B none Password BBeguTe Naposib y4ETHON 3annucu agMmmHucTpartopa.
Maponb fOMKEH yAOBNETBOPSATL Creaylowmnm TpeboBaHNaM:
e  [OIMKeH cogepXaTb MUHMMYM 8 CUMBOJSIOB;
e [IOIKEH coaepXaTb CUMBOSbI MUHUMYM TPEX TUMOB:
e CMMBOI BepxHero peructpa (A-Z);
e  CUMBOJT HWXHEro pernctpa (a-z);
e undpy;
e creumnanbHbIA CUMBONT;
e He [JOIMKEH coBNaaTb C MMEHEM MOMb30BaTens.
3. B none Confirm password BBeaute naporib NOBTOPHO.

4. Haxmute Ha kHonky OKk.

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHust Heading 1 k mekcmy, komopbil AosmkeH 30ecb omobpaxambcsi.
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OTtkpoeTca okHo ¢ IP-agpecom cepBepa Sandbox. Mo aToMy agpecy Bbl MOXeTe OTKPbITh BEG-nHTEpdEnc
Sandbox B 6pay3epe. [Ins Bxoga NCNonb3ynTe CO34aHHY YY4eTHYH0 3anncb agMmnHmncTpartopa Sandbox.

CepBep Sandbox nepesarpyauTtcsi.

MepenauTe K HacTporike kKomnoHeHTa Sandbox yepes Beb-uHTepdelic (cm. pasgen "Pabota ¢ KOMNOHEHTOM
Sandbox 4epes Beb-nHTEpdenc" Ha cTp. 194).

Owub6ka! Ucnonb3yiime eknadky "naeHas" onsi npumeHeHusi Heading 1 Kk mekcmy, komopbil AosmxeH 30ecb omobpaxambcsi.
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YcTaHOBKa U HacTpouka komnoHeHTa Central Node

OTOT pasgen npeactaenseT cobol nowaroBy MHCTPYKLMIO NO yCTaHOBKE U NpeaBapuUTenbHONM HACTPOIKe
komMmnoHeHTa Central Node.

Ecnu Bbl ycTaHaBnmnBaeTe Kaspersky Anti Targeted Attack Platform B runepeusope VMware ESXi n nnaHunpyere,
4YTO Nporpamma ByaeT nony4vaTtb 3epKanmMpoBaHHbIN TpaduK OT HECKOMbKMX BUPTYanbHbIX CETEN, BaM HYXXHO
Npov3BeCTU NpeaBapuTenbHY0 HacTporiky ESX-cepBepa, Ha KOTOPOM Bbl XOTUTE YCTAHOBUTbL NpoOrpammy.

» Umobnki npoussecmu ripedsapumernbHyro HacmpolKy ESX-cepeepa, ebinonHume credyrujue
Oeticmesus 8 aurniepsusope VMware ESXi:
1. 3anyctute nporpammy VMware vSphere™ Client.

2. B cnucke ESX-cepsepos Bbibepute ESX-cepBep, npeaBapuTenbHyO HACTPONKY KOTOPOrO Bbl XOTUTE
Npoun3BecTM.

HaxxaTnem npaBoi KHOMKN MbILLW PACKPOMTE MEHIO.
4. BbibepuTe nyHKT MeHto Configuration.
OTKpoeTcs OKHO n3meHeHus koHdurypaumm ESX-cepsepa.
5. B pasgene Hardware Bbibepute nyHKT Networking.
OTKpOEeTCH OKHO M3MEHEHMWS NapamMeTpoB.
6. Ha saknagke Ports BbibepuTe paszgen VM Network.
OTtkpoetca okHo VM Network Properties.
7. Ha 3aknagke General B cnucke VLAN ID (Optional) Beibepute 3HadyeHue All.
8. HaxmuTe Ha kHonky Ok.
lMporpamma cMoXeT nony4vaTtb 3epkanvpoBaHHbIN TPAMUK OT HECKOMNBbKUX BUPTYanbHbIX CETEN.
» Ymobnsi npucmynume K ycmaHoske komrioHeHma Central Node, ebinonHume crnedyrouwjue
delicmeusi:
1. Banyctute 06pa3 gucka c komnoHeHTamm Central Node n Sensor.
3anyctutca mactep yCTaHOBKM.
2. BblbepuTe ycTaHOBKY € ancka nporpammbl Kaspersky Anti Targeted Attack Platform.
OTKpoeTCs OKHO Hayana ycTaHOBKM NPOrpaMmbl.

3. HaxmuTe Ha kHonky OKk.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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B aTtom pasgene

War 1. MpocmoTp JInueHanoHHoro cornaweHnsa n MosMTMkn  KOHOUAEHUNANBHOCTM ...vvvvvvvveveievvineennnns 119
War 2. Beibop auncka ansa yctaHoBkM KOMNOHEHTOB Central Node...........ooooviiiiiiiiiiiieee e 120
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LWar 4. Hactporika MUHUManbHOW ANWHBI NAPOSISA aAMUHNUCTPATOPA ..uuuvererrrrrrrerernrnrnnnrernrnrnnnrnnnnnnnsnnnsnnnnes 121
War 5. Co3paHue yyeTHOM 3anucu Ans paboTbl B MEHIO aAMUHUCTPATOPa U B KOHCOMMW yrpaBneHuns
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LWar 7. MNepBoHa4yanbHOE BKITHOYEHNE CETEBONO MHTEPMEMCA ....uvvvvrrierrieiriiiiiniereiniernrsrsrernrnrsrnnnrnnnrnnnrnnnnn 122
LWar 8. HasHavyeHne agpeca n Mackm NOACETN YNPaBASAOLWETO MHTEPMENCE ......vveveervieeeeiiiieeeeiiiee e 122
LWar 9. HacTpoiika ceTeBOro mapLipyrta A5t UCMOSb30BAHNS MO YMOSTHAHMI .....vvveeeiniiieeesiiieeesiieeeeenes 122
LWar 10. HacTporika NapaMeTPOB DINS ..ot r e e e e e s st e e e e e e e e s snrnraees 123
LWar 11. HacTtponka napaMeTpOB COEANHEHNS C MPOKCU-CEPBEPOM ......eererruureeeiiireeeaaiieeesasreeesannreeessnnnes 123
Lar 12. YCTAHOBKA YACOBOTO TMOSICA ....vvvvvvrururrssrersssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnes 125
LWar 13. HacTtpoiika cMHXpoHM3aLM BPEMEHN C NTP-CEPBEPOM .......uvvvviriviririeieinieininrnrnrnrnrnennnrnenrnnnrnnnnes 125
LWar 14. HacTpovika MHTerpaumm ¢ KOMMNOHEHTOM SaNdbOX ...........occciiiiiiiiiii e 126
War 15. BolgeneHue ancka ons 6a3bl AaHHbIX komnoHeHTa Targeted Attack Analyzer ... 127
War 16. Co3gaHune y4eTHONM 3annucu agMmmHucTpartopa Beb-nHTepdeinca Kaspersky Anti Targeted Attack
[P Lt {011 1 DO PO PUOPPRRR S UPPPPRIRE 128
War 17. Hactponka nony4yeHuns 3epkannpoBaHHOro Tpaduka co SPAN-NMOPTOB ........cceeevvrivereeriiiieeeninn 129
LWar 18. HacTpoWnka nHTerpaumnm ¢ npokcu-cepsepoM no NPOTOKOMNY ICAP ..o 131
LWar 19. HacTpoWka uHTerpaumm ¢ no4ToBbIM cepBepomM No NPoToKony POP3 ... 131
LWar 20. HacTpolka uHTerpaumm ¢ NOYTOBbIM CEPBEPOM MO MPOTOKONY SMTP ..o 133

LWar 1. NMpocmoTp JInueH3noHHoro cornaweHna n Nonntuku
KOH(hMAEeHUNaNnbLHOCTH

Ona npoaoJKeHNA yCTaHOBKM BaM HY>XHO NMPOCMOTPETb JInueHsnoHHoe cornaweHne n MPUHATb ero ycrnoBuA. Ecnu
ycnosua JINLEH3NOHHOrO cornalleHns He MPUHATLI, YCTAHOBKA HE BbINOJIHAETCA.

Takke BaM HYXXHO NPOCMOTpPeTb [1oNMTUKY KOHDUAEHLMANBLHOCTA U MPUHATL ee YCNoBUS.
» Umobnki npuHamb ycrnosus JluyeH3uoOHHO20 coanaweHus u lNonumuku KoHgUdeHyUaIbHOCMuU:

1. Bbl6epl/ITe A3bIK 414 NpocMoTpa JInueHanoHHoro cornawenus n Monutmku KOH(bI/ID,eHU,I/IaJ'IbHOCTVI B
Crnucke.

Hanpumep, ecnu Bbl XoTUTE NPOCMOTPETHL JINLEeH3MoHHOe cornatueHune n MNMonnTruky KoHUaeHLManbHOCTH
Ha aHrnMMCKoM A3blke, BoibepuTe English n Haxmute Ha knaBnwy ENTER.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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OTKpPOETCHA OKHO C TEKCTOM JIMLLEH3MOHHOMO CornalleHums.

2. OsHakoMbTech C JIMLEH3NOHHBIM COornaLleHnemM.

3. Ecnu Bbl npnHumaeTe ycnosus JIMLEH3NOHHOrO cornalleHns, HaxXMmMTe Ha KHonky | accept.
OTKpoeTCHa OKHO C TeKCTOM [MonnTUKK KOHUAEHUMANBHOCTH.

4. OsHakoMbTecb ¢ [MonuTrKon KOHMUAEHUNANBHOCTY.

5. Ecnu Bbl npyHuMaeTe ycnosus MNonuTnkn kKoHuAeHUMansHOCTH, HAXXMUTE Ha KHONKY | accept.

MacTep ycTaHOBKM NeperaeT k crieaylolemy Lwary.

LLar 2. Bbibop ancka ana yctaHoBKM KomnoHeHTa Central Node

» 4Ymobki ebibpamb duck Ons ycmaHoeKku KomrioHeHmoa Central Node u Sensor, ebinonHume
cnedyrowue Oelicmaus:

1. B okHe Select device B cnucke guUckoB Bbibepute ANCK, HA KOTOPLIN Bbl XOTUTE YCTAHOBUTH KOMMOHEHTbI
Central Node u Sensor.

HaxmuTte Ha knaBuwy ENTER.

OTkpoeTcs okHo Select action.

Beibepute Install.

o > w N

HaxmuTte Ha knaBuwy ENTER.
OTKpoeTcs OKHO C NpeaynpexgeHvem o TOM, YTO Auck bygeT oTdopMaTUpoBaH.
6. Haxmute Ha kHonky Install.

MpounsongeT popmaTnpoBaHune ancka. Cepsep nepesarpysuTcs.

MacTep ycTaHOBKM NEpPENZET K CrieaytoLLiemMy Liary.

LLar 3. BbiGop ponu cepBepa
» 4Ymobki 8bibpampb posb cepsepa, 8binonHUMe criedyroujue 0elicmaeus:

1. Bbibepute Act as Central Node.

Ponb Central Node BkntoyaeT B cebsi ycTaHOBKY M HAcTporiky komnoHeHToB Central Node n Sensor
Ha 0HOM cepBepe.

lMponyckaliTe Wwarn no HacTporke KOMMNOHeHTa Sensor npu yctaHoBke koMnoHeHToB Central Node u
Sensor (cM. pasgen "YcTaHOBKa M HacTponka komnoHeHToB Central Node n Sensor Ha ogHOM cepBepe” Ha
cTp. 118).

2. OTkpoeTcH OKHO NoATBepXKAeHMS Bbibopa ponu cepsepa.
Haxmunte Ha kHornky Confirm role.

3anycTutcs mactep YCTaHOBKU KOMMOHEHTOB.

YcmaHoska u repeoHa4varibHas HacmpoClKa peweHus
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LWar 4. Hactponka MMHUManNbLHOM AfIMHbI NAPONA aAMUHUCTpPaTOpa

» Umobbl 3a0amb MUHUMasbHYHO ONIUHY naposis adMuHuUcmpamopa:

1. B none Minimal length BBegute konnyecTso cMMBONOB. PekomeHayeTcs ncnonb3oBaTb Naponun AnvHoOn

12 n 6onee cMMBOIIOB.

2. Haxmute Ha kHomnky OK.

MacTep ycTaHOBKM NepeiaeT Kk creaylowemMy Lwary.

LLar 5. CozgaHue y4yeTHOM 3anucu ana paboTbl B MEHHKO
agMUHUCTpPATOpPa U B KOHCONMU yNpaBrieHUsi CepBepoMm

» Umobbl co3dameb yyemHyro 3anucb adMuHUcmpamopa 05151 pabomsi 8 MEHHO adOMuHUcCmpamopa u 8

KOHCOJIU yrpasieHusi cepeepoM:

1. B none Username BBeAMTE UMS NONb3oBaTeNs Y4E€THOW 3anncu agMmuHMcTparTopa.

2. B none Password BeeauTe naposib y4eTHON 3annucy agMuMHUcTpartopa.

Maponb JosmKkeH yAOBNETBOPSTL Crieayowmnm TpeboBaHUsM;

e [1OJDKEeH coaepXxXaTtb MUHNMYM 8 cumBonos;

e [IOJDKeH cogepxaTb CUMMBOJIbl MUHUMYM TpeX TUMNOB:

CMMBOI BEPXHero peructpa (A-Z);
CMMBOI HDKHEro perucTtpa (a-z);

umapy;

cneumarnbHbIA CUMBOST;

(] HEe OOJKEeH coBnaaatb C MMEHEM MNoJ1b30BaTeENA.

3. B none Confirm password BeBeante naposnb NOBTOPHO.

4. Haxmute Ha kHonky OKk.

MacTep ycTaHOBKM NEpPENAET K CrieaytoLLemMy Luary.

LLlar 6. HazHayeHMe UMeHU xXocTa

Ha aTom ware Ha3HaybTe NMS XOCTa cepBepa Ans ucnonb3osaHns DNS-cepsepamu.

» UmobklI HasHa4yume UMs xocma cepeepa, 8binosHuUme criedyrouue delicmeus:

1. B none Hosthame BBeguTe NonHoOe JOMEHHOE NMS cepBepa.

YkasbiBante nma cepsepa B popmate FQDN (Hanpumep, host.domain.com nnu
host.domain.subdomain.com).

2. HaxmwuTte Ha kHomnky OK.

MacTep ycTaHOBKM NepenaeT K crieaytoLiemMy Lary.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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LLar 7. NMepBoHayanbHoOe BKIIlOYEeHME ceTeBOro uHtepcenca

Heobxoammo BKIOYMTL ceTeBble MHTepderichl AMsi MOCeayloLein HaCTPOMKM UX NapaMeTpPOB.

lMocne NnepBOro BKMOYEHUS CETEBOIO MHTEepdenca Bbl CMOXETE OTKIYaTb M BKIIOYaTb KaXdbl CETEBON
MHTepdeNC B OKHE HAaCTPOMKM CETEBOrO MHTepenca.

» 4mobnki snepebie 8KoYUMb cemegol UuHmepgelic:

1. B cnucke ceTeBbiX MHTEpP(ENCOB BbIDEPUTE CETEBOW MHTEPMENC, KOTOPLIN Bbl XOTUTE BKIHOYNUTD.
2. Haxmwute Ha knasuwy ENTER.
OTKpoeTcs OKHO NOATBEPXKAEHUS BKIIOYEHMS CETEBOrO MHTEpdeElica.
3. Haxmute Ha kHonkKy Yes.
CeTeBoll nHTEpPdENC ByaeT BKIHOYEH.
4. Bbibepute Continue.
5. Haxmute Ha knasmwy ENTER.

MacTep ycTaHOBKM NepenaeT K crieaytoLlemMy Lary.

LLlar 8. HasHauyeHne agpeca n Macku noAaceTU ynpasnsaoLero
uHTepdenca

» UYmobkl HasHa4yumb IP-adpec u Macky cemu yrpasrnsrouieao cemegoa2o uHmepghelca:

1. BbibepuTe napameTp IP addr n HaxkmuTe Ha knasuwy ENTER.
OTtkpoeTca okHo BBoAa IP- agpeca n macku ceTu.
2. B none Address Beeaute |IP-agpec, KOTOPbIN Bbl XOTUTE HA3HaYUTb 3TOMY CETEBOMY UHTepdency.
3. B none Netmask BBeaunte macky noaceTun, B KOTOPOMW Bbl XOTUTE UCMOMb30BaTh 3TOT CETEBOM UHTEPENC.
4. HaxmuTe Ha kHonKy OK.
OkHo BBoAa IP- agpeca n macku ceTn 3akpoeTcs.
5. Bbibepute Go back n HaxxmuTe Ha knaBnwy ENTER.
OKHO HaCTpPONKM CeTEBOro MHTepdenca 3akpoeTcs.
6. Bbibepute Continue n Haxxmute Ha knasuwy ENTER.

MacTtep ycTaHOBKM NepenaeT K crieayowemy Lwary.

LLlar 9. HacTpounka ceTeBoro mapuipyTta Ans UCnosib30BaHUA No
YMOJT4aHUIO

» 4Ymobkl Hacmpoume cemeegoli Mapuwpym, Komopabil fnpozgpamma 6ydem ucrnosib3oeams Mo
YMOHaHUIO:

1. B cnucke Default route Beibepute Interface n Haxmute Ha knasnwy ENTER.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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OTKpOETCHa CNMCOK CeTeBbIX UHTEPEENCOB.

2. BbibepuTe ceTeBoM UHTEPdENC, AN KOTOPOrO Bbl XOTUTE HACTPOUTL CETEBOW MAapLLPYT U HAXXMUTE Ha
knasuwy ENTER.

MacTep ycTaHOBKM BEPHETCH K OKHY HACTPOMKM CETEBOro MapLupyTa.
3. Bubibepute napametp Gateway n Haxmute Ha knasuwy ENTER.
OTKpoeTcsl OKHO BBOAA CTAaTMYECKOro agpeca Luni3a.
4. B none Gateway BBeguTe CTaTM4eCKUn agpec Lno3a.
5. HaxmuTe Ha kHonky OK.
MacTep ycTaHOBKU BEPHETCS K OKHY HaCTPOMKN CeTeBOro MapLupyTa.

HanpoTus HasBaHus napameTtpa Gateway oTobpasnTca cTaTMYecKuini aapec LLUno3a, KOTopbIN Bbl
HasHa4YUmIu.

6. Bblbepute Continue 1 HaxxmuTe Ha knaesuwy ENTER.

MacTep ycTaHOBKM NeperaeT k crieaylowemy Liary.

LWar 10. HacTtponka napametpoB DNS
Ha atom ware HacTponTe napameTpbl DNS ansa paboTbl cepBepoB C KOMMNOHEHTaMW NPOrpaMmel.
» YmobkiI HaszHadyumb cmamu4deckue DNS-adpeca:
1. B okHe Select action - Resolver BoibepuTe nobon napameTtp (Hanpumep, Search list) nu HaxmuTe Ha
knasuwy ENTER.

OTtobpa3utcs okHO BBoAa ctatudeckux DNS-agpecos.

2. B none Search list BBeaute DNS-cydduke, KOTopbI Bbl XOTUTE UCMONb3oBaTh B Kaspersky Anti Targeted
Attack Platform. Hanpumep, example.com.

B none Primary Beeaute IP-agpec ocHoBHOro DNS-cepBepa B hopmaTe IPv4.
4. B none Secondary Beeaute IP-agpec gononHutensHoro DNS-cepepa B doopmaTe IPv4.
5. Haxmute Ha kHonKy OK.
OT06pa3utcs okHO HacTporky napaMmeTpoB DNS ¢ ycTaHOBREHHbIMU cTaTudeckummn napametpamu DNS.
6. [lpoBepbTe NpPaBMIbLHOCTL YCTAHOBMEHHbIX NapameTpos DNS.
7. Bbibepute Continue n Haxmute Ha knasnwy ENTER.

MacTep ycTaHOBKM NepenaeT K criegytoLemMy Lary.

LLlar 11. HacTponka napameTpoB coeAMHEHUA C NPOKCU-CepBEepPOM

Ha aTom wiare BKMIOYUTE UNK OTKITIOYUTE UCMONb30BaHME NPOKCKU-cepBepa and obHoBREeHUsA 6a3 n NOoAKIK4YeHnsA K
cnyx6e KSN, HacTporiTe napameTpbl COEANHEHMS C MPOKCU-CEPBEPOM, @ TAKKe BKITHOUNUTE UMK OTKIHOYUTE
ncnonb3oBaHWe NPOKCU-CepBeEpa NpW NOAKITHOYEHUN K JIOKANbHbLIM agpecaM CETU BalLEen opraHn3auumn.

YcmaHoska u repeoHa4varibHas HaCm,OO(:IKa peweHus
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B aTtom pasgene
BknitoueHme 1 OTKINIOYEHNE UCTIONb30BAHNS MPOKCU-CEPBEPA «.eevvveirerreisreraseeessreesseressseessessnsenessseesnsenans 124
HacTtporika napamMeTpoB COEAMHEHNSA C MPOKCU-CEPBEPOM ....ceereeiiiiuuurereraaeesiaanrnterereaesesaannnrseeeeaesssaasnseees 124

BkntoyeHve 1 OTKMOYEHME UCMONb30BaHKSA NPOKCU-CepBepa NPy NOAKITIOYEHUN K NOKanbHbIM agpecaMm125

BkrnoyeHne n oTKNo4YeHUe Ucnosib30BaHUsI NPOKCU-cepBepa
» UYmobhkI 8KnoYUMb UNU OMKITIDYUMb UCM0Ib308aHUE MPOKCU-cepsepa:

1. Buibepute napametp Enabled.
2. Haxmwute Ha knaesmwy ENTER.

Ecnu ncnonb3oBaHue NpoOKCcu-cepeBepa Obino OTKIK4YeHO, OHO BKITHOYNTCA. HaI'IpOTI/IB Ha3BaHUA NapameTpa
Enabled otobpasnTtca 3HadeHue yes.

Ecnu ncnonb3oBaHme npokcu-cepeepa bbino BKIIHOYEHO, OHO OTKNIOYMTCA. HanpoTne Ha3BaHMsA napameTpa
Enabled oTobpa3ntcs 3HadeHue no.

MepeiiauTe K HACTPOViKe NapameTPOB COEANHEHUS C MPOKCU-CEPBEPOM B TEKYLLIEM OKHE.

HacTtpoika napameTpoB COeNHEHUA C NPOKCU-CEPBEPOM
» Ymobbl Hacmpoums napamempbi COEOUHEHUS C MPOKCU-CEP8EepPOM:
1. B okHe Select Action - Proxy Belibepute niobor napameTp (Hanpumep, Host) u HaxxmuTe Ha Knasuwwy
ENTER.

OToGpa3nTca OKHO HACTPOWKM NapaMeTpPoB COeAMHEHUS C NPOKCU-CEPBEPOM.

2. B none Proxy URL Beeante URL-agpec npokcu-cepBepa, NopT NOAKMOYEHNS, a TakKe Nms
nonb3oBaTens 1 nNaposib, €Cnun Bbl XOTUTE UCNONb30BaTb ayTEHTUMMKALMIO HA NPOKCU-CepBepe.

BBoauTe gaHHble B popmaTe http://<uMa MoJyib30BaTEesd IPOKCHU-cepBepa>: <rapojib
IOJIb30BaTEJII NPOKCU-cepBepa>@<IP-ampec mnm URL-ampec
[IpOoKCHU—CcepBepa> ::<InopT IIOIOKJIIUEHMA K IPOKCHU-CepBepy>

Hanpumep, http://admin:password@10.1.1.1:3128
3. HaxmuTe Ha kHonky Ok.
OKHO HaCTpPOMKM NapaMeTPOB COEANHEHUS C MPOKCU-CEPBEPOM 3aKpOeTCsl.
B okHe Select Action - Proxy oTobpasaTcs 3HauyeHnsl napameTpoB COeANHEHMS C NMPOKCU-CEPBEPOM.

MepeauTe K BKMIOYEHWUIO UMK OTKMIOYEHUIO MCMONb30BaHWs NPOKCU-CepBepa Npu NOAKMOUYEHUN K NoKarnbHbIM
agpecaM CeTu Ballei opraH13aLmmn B TEKYLLIEM OKHE.

YcmaHoska u repeoHayvaribHas HacmpoDKa peweHus
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Ecnu cepsep obHoBneHu 6a3 HaxoguTca BHYyTpy I T-nHpacTpykTypbl Ballen opraHM3aumm unu Bbl
ncnonb3yete KPSN, OTKMO4YMTE NCNOMb30BaHNE NPOKCU-cepBepa Npy NOAKMIOYEHUN K NOKanbHbIM agpecam
ceTu BalLen opraHmsaunu.

BkrnoyeHne n oTKno4YeHue Ucnosib3oBaHus NMPOKCUu-cepBepa npn NnoAKNHWYeHNN K
JNTOKaribHbIM agpecam

»  UmobhkI 8KOHUMb USTU OMKIHOYUMb UCMO1b308aHUE MNPOKCU-cepsepa rnpu nodKmovYeHuU K
JiIoKarnbHbIM adpecaMm cemu sawel opaaHu3ayuu:
1. Bbibepute napametp Local addresses.
2. Haxmwute Ha knaesmwy ENTER.

Ecnu ucnonb3oBaHue Npokcu-cepBepa npu NOAKMOYEHNMN K NOKarbHbIM agpecam BObifio OTKI0YEHO, OHO
BkMtounTcs. HanpoTtus Ha3BaHusa napameTpa Local addresses otobpasnTtcst 3Ha4YeHme use proxy.

Ecnu ncnonb3oBaHue npokcu-cepeepa npu NoAKMIOYEHUN K NOKanbHbIM agpecam Obifo BKITHOYEHO, OHO
OoTKNtouMTCS. HanpoTtme HasBaHusA napameTpa Local addresses oTobpasutcs 3Ha4veHune bypass.

3. Bbibepute Continue.
4. HaxmuTe Ha knasuwy ENTER.

MacTep ycTaHOBKM NepenaeT K crieayloLemMy Lary.

LLar 12. YcTtaHOBKa 4YacoBOro nosica
» 4Umobbl ycmaHogsume Yacogol rosic 0ns Kaspersky Anti Targeted Attack Platform:

1. B okHe Select Timezone - Select Country BeibepuTe cTpaHy us cnmcka (Hanpumep, Russia) u HaxmuTe
Ha knasuwy ENTER.
OT06pa3suntcs CnMCoK YacoBbIX MOSCOB, AOCTYMNHbIX AN BbIBPAHHOW CTPaHbI.

2. BbibepuTe yacoBom Nosc n HaxmuTe Ha knasuwy ENTER.
OT06pasuntcs OkHO NoATBEPXAEeHNS BbIOOpa 4acoBOro nosca.

3. Ecnu yacoBoit nosic BbiopaH BepHO, HAXXMWUTE Ha KHOMKY Yes.

MacTep ycTaHOBKM NepenaeT K criegyloLlemMy Lary.

LWar 13. HacTponka cuHxpoHu3auuu BpemeHu ¢ NTP-cepBepom
Ha aTom wware Bbl MOXeTe HacTpoUTb CUHXPOHM3aUMo BpemeHn cepeepa ¢ NTP-cepsepom.
» 4Ymobbl omkazambCcsi om CUHXpOHU3auyuu epemeHu ¢ NTP-cepsepom:

1. B okHe Use NTP to set clock HaxxmuTe Ha kHonky No.

OTtkpoeTcsa okHo Set the system clock manually.

YcmaHosKa u nepeoHayasibHas Hacmpolka peweHus
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3.
4,

Haxmute Ha ogHy 13 cneayloLwmx KHOMOK:

e NoO, ecnu Bbl He XOTUTE BPYYHYIO HACTPOUTb BPEMSI.

MacTep ycTaHOBKU NporpaMmbl cpasy neperaeT K crieayoLlemy wary.

e Yes, ecrniu Bbl XOTUTE BPYYHYI HAaCTPOUTb BPeEMSI.

OTkpoeTca okHo Set the system clock, B kKOTOpom Bbl MOXeTE HAaCTPOUTbL BpeMs.
Mo okoHYaHWW HacTpoVikn BpemeHu BbibepuTe Continue.

HaxmuTte Ha knaBuwy ENTER.

MacTep ycTaHOBKM NeperaeT Kk crieayowemy Lwary.

» 4Ymobhki 8knroYUMb CUHXPOHU3auuUr spemeHu ¢ NTP-cepsepom:

1.

5.
6.

B okHe Use NTP to set clock HaxmuTe Ha KHOMKy Yes.
OTtkpoeTcsa okHo Configure NTP servers.

B okHe Configure NTP servers Bbibepute New.
OTtkpoeTtca okHo Add NTP server.

B none NTP server Beeaute IP-agpec nnu URL-agpec NTP-cepsepa, C KOTOpPbIM Bbl XOTUTE HAaCTPOUTb
CVYHXPOHM3aLUI0 BPEMEHM.

HaxxmuTe Ha kHonky OK.

OxkHo Add NTP server 3akpoeTcs.

Anpec NTP-cepBepa gobasutcs B cnncok NTP-cepepoB B okHe Configure NTP servers.
Beibepute Continue.

Haxmute Ha knasuwy ENTER.

MacTep ycTaHOBKM NepenaeT K criegyloLlemMy Lary.

LLar 14. HacTponka nHterpauum ¢ KomnoHeHToMm Sandbox

» Umobhbi NOOKIHHUMbLCS K cepeepy, Ha KOmopoM 8bl ycmaHOo8UAU KOMIOHeHmM Sandbox:

1.

o > w N

B okHe Sandbox access cBepbTe IP-agpec n otnevaTok ceptudumkaTa ¢ IP-agpecom n otneyaTkom
cepTudukaTta Ha cepBepe ¢ KOMMoHeHToM Sandbox.

Bbibepute New.
Haxmute Ha knasuwy ENTER.
OTkpoeTca okHo Sandbox node.

B none Sandbox name BBeante nMsi cepeepa ¢ komrnoHeHToM Sandbox Ans oTobpaxkeHns Ha cepBepax ¢
komnoHeHToM Central Node.

B none Sandbox node BBegute IP-agpec unu URL-agpec cepBepa ¢ koMmnoHeHToMm Sandbox.
Haxmunte Ha kHonky OK.
OTkpoeTca okHO Sandbox access.

[MpoBepbTe NapameTpbl NOAKNIOYEHMS K cepBepy Sandbox.

YcmaHoska u repeoHa4varibHas HacmpoC/Ka peweHus
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Ecnu Bbl XOTUTE BKNIOYNTD MU OTKINKOYNTb UCNOSTb30BaHNE cepBepa C KOMMOHEHTOM Sandbox, HaxmuTe
Ha CTPOKY C MMeHeM U agpeCoM 3TOro cepepa.

Mo YMOJ1HaHUO ncnosib3oBaHne cepBepa ¢ KOMMOHEHTOM Sandbox, nogkntoyeHune K KOTOPOMY Bbl
HacTpousnu, BKIO4YeHO.

10. Boibepute Continue.

11. Haxwmwute Ha knasuwy ENTER.

MacTep ycTaHOBKM NeperaeT k crieaylolemy Lwary.

Bbl MOXXeTe NpPUHATL, OTKIOHUTL UM OTO3BaTb paHee NPUHSTLIN 3anpoc Ha noakntoyeHne ot cepeepos Central
Node B BeG-nHTepderice Sandbox.

» UYmobhkI npuHsIMb, OMKIOHUMb UIU 0Mo38amsb 3arpoc Ha nodkdyeHue om cepsepos Central
Node:

1.

2.

4.

B okHe Beb-mHTepderica Sandbox Bbibepute pasgen ABTopusauums.

B pasnene 3anpockl Ha nogkntoveHue ot Central Node oToGpasnTcst Cnncok 3anpocoB Ha
nogkntoyeHne ot komnoHeHToB Central Node.

B kaxxgom 3anpoce Ha NoaKMtoveHne coaepXknTes creayroLas MHopMauus:
e |P —IP-agpec cepepa Central Node.

e OtneuaTok cepTucpmkarta — otnevaTok TLS-ceptndmkara Cental Node, ¢ noOMoOLLbIO KOTOPOro
yCTaHaBnMBaeTcs WMdpPOBaHHOE COEAMHEHME MEXOY CepBepamu.

e CocTosiHMe — COCTOsiHME 3anpoca Ha NoAKIYeHMe.
MoxeT nmeTb 3HavyeHns Oxuaanue unn MpuHaAT.

Y6egutech, 4to otneyatok ceptudmkata Cental Node cooTBeTCTBYET OTMnevaTky cepTudukaTa Ha
ctopoHe Cental Node.

Bbl MOXeTe npoBepuTb oTnevaTok ceptudumkaTta Central Node B meHo agmuHucTpaTopa cepsepa Central
Node B pasgene Manage server certificate.

HaxmuTe Ha ogHY 13 criefyoLmx KHOMOK B CTPOKE C 3aMpoCOM Ha NoakrtoyeHne oT komrnoHeHTa Central
Node:

(] anIHSITb, €CJITN Bbl XOTUTE NPUHATbL 3anpoC Ha NOoAKITto4YeHNne.
e  OTKNOHUTb, ECNN Bbl XOTUTE OTKINOHUTb 3anpoc Ha nogkn4eHune.
e OToO3BaTb, €CNK Bbl XOTUTE OTO3BaTb paHee I'IpVIHﬂTbII7I 3anpoc Ha nogknw4yeHune.

Haxmute Ha kHornky NMpUMeHNUTb B HUXHER YacTu OKHa.

LLar 15. BbiaeneHne aucka ans 6a3bl AaHHbIX KOMNOHeHTa Targeted
Attack Analyzer

[na ontumanbHom paboTbl KomnoHeHTa Targeted Attack Analyzer pekomeHayeTcs BblAENUTb Ha cepBepe
dmsmyecknin gauck ooemom He MeHee 1 Tb ansa 6a3sbl AaHHbIX KOMMOHEHTA.

YcmaHoska u repeoHa4varibHas HacmpoClKa peweHus
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Ha aTom ware Bbl MOXeTe BbiAenuTb unsnyeckmin auck ans 6asel gaHHbIX KoMnoHeHTa Targeted Attack Analyzer
WM oTKasaTbCH OT BblAeNeHns Pr3nyeckoro gmcka.

» UYmobbli omkazambcs om 8bi0esieHUsI OUCKa:

1. B okHe Select device Bbibepute Continue without separate disk drive.
2. Haxmwute Ha knasmwy ENTER.
MacTep ycTaHOBKM NepengeT K criegyloLlemMy Lary.
» UmobhbiI 8bideriumb QUCK:
1. B okHe Select device BbibepuTe ANCK, KOTOPbIN Bbl XOTUTE BblAENUTL ANS 6a3bl AaHHLIX KOMMOHEHTA
Targeted Attack Analyzer.
2. Haxmwute Ha knasuwy ENTER.
OTKpoeTcs OKHO NOATBEPXKAEHUS OEACTBUSI.
3. Haxmute Ha kHonky Yes.
Cepaep nepesarpysuTcs.

MacTep ycTaHOBKM NepenaeT K crieayloLemMy Lary.

LLar 16. Co3gaHMe y4eTHOM 3anucu agMMHUCTpaTopa Beb-uHTepcenca
Kaspersky Anti Targeted Attack Platform

» Ymobbl cozdamb y4emHyto 3anuck OMUHUCMpamopa eeb-uHmepgelica rnpoespammai;

1. B none Username BBeauTe UMS Nonb3oBaTens y4eTHON 3anuncu.
Mo ymonyaHuio ncnonb3yeTcs umsa none3osartens Administrator.
2. B none Password BBeguTe naposnb y4eTHON 3anncu agMmHucTpartopa.
Maponk gomKkeH yaAOBNETBOPSATL Crieayowmum TpeboBaHUAM:
e [OMMKeH cogepxatb MMHUMYM 8 CMBOIOB;
e [OMKeH coaepXxaTtb CUMBOIbI MMHUMYM TPeX TUMNOB:
e  CUMBOJ BepxHero peructpa (A-Z);
e  CMMBOIT HUXHEro peructpa (a-z);
*  uudpy;
e  creumnanbHbl CUMBONT;
e He [JOIDKEH CoBnajaTb C MMEHEeM Monb3oBaTtens.
3. B none Confirm password BBegute naposib NOBTOPHO.
4. Haxmute Ha kHonky Ok.

MacTep ycTaHOBKM NEpenaeT K crieaytoliemMy Lwary.
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LLar 17. HacTpomnka nony4yeHusi sepkanmpoBaHHOro tTpacguka co
SPAN-nopToB

Ha aTtom wware Bbl MOXeTe HacTpOUTb NoNyYyeHne 3epkanmpoBaHHoro Tpaduka co SPAN-nopTos.

» Umobbl omkazambCcs om fosy4eHUs 3epkanupogaHHo2o mpaghuka co SPAN-rnopmos,

B okHe Enable SPAN traffic processing HaxxmuTe Ha KHOMKy No.

MacTep ycTaHOBKM NeperaeT k crieaylowemy Lwary.

» 4Ymobkl Hacmpoume rosyYyeHuUe 3epkKanuposaHHo20 mpaguka co SPAN-riopmos:

B okHe Enable SPAN traffic processing HaxxmuTe Ha KHOMKY Yes.

OTKpOoETCS OKHO C NMapameTpamu NosnyvyeHnst 3epkanupoBaHHoro Tpadguka co SPAN-nopTos.

B aTtom pasgene

Bbibop ceTeBbIX MHTEPENCOB ANt NONYYeHNs: 3epkanupoBaHHoro Tpaguka co SPAN-nopToB............ 129
BbiOop ceTeBbIX MPOTOKOSOB A1 MONyYeHUs 3epKanmpoBaHHoro Tpadmka co SPAN-NOPTOB................ 130
Hactpovika nepegayn nogpobHbix gaHHbIX HTTP-Tpadwmka ansa IDS-00HAPYKEHUN ........ccceveveeviiieeenne 130

Bbi6op ceTeBbIX MHTepencoB ANA Nony4YeHNA 3epKkanMpoBaHHOro Tpaduka co
SPAN-nopToB

» 4Ymobnbi ebibpamb cemesbie uHmMepgbelcn! Orsi NoyYeHUs1 3epKauposaHHoO20 mpaghuka co
SPAN-rmopmos:

1.

B okHe Select action BbiGepute Setup capture interfaces n Haxmute Ha knasuwy ENTER.

Mo ymonyaHuio nonyyeHne 3epkanupoBaHHoro Tpaduka co SPAN-nopToB BCex MHTEPHENCOB OTKITHOYEHO.
CnpaBa oT Ha3BaHWsi CETEBOro MHTepdenca otobpaxaeTtcs 3HadeHume skip.

BbibepuTte ceTeBon nHTEepdeEc, C KOTOPOro Bbl XOTUTE HACTPOUTbL MOSTydeHne 3epKanmpoBaHHOro
Tpaduka, n HaxmuTe Ha knasuwy ENTER.

He HacTpauBanTe nony4yeHune 3epkannpoBaHHOro Tpaduka ¢ ynpasnstoLero ceTeBoro MHTepdgenca
cepsepa ¢ komnoHeHToMm Central Node.

Mony4yeHune 3epkanmpoBaHHoro Tpadumka co SPAN-nopToB BeIGpaHHOro MHTepderica BknounTes. Cnpaea
OT Ha3BaHusA ceTeBOro UHTepdenca oTobpasnTcsa 3HayveHne capture.

Ecnu Bbl XOTUTE HACTPOUTL NONyYeHne 3epkanupoBaHHOro Tpaduka Ans Apyrux ceTeBbiX MHTepdencos,
NnoBTOPUTE AENCTBMNE ANSA KaXXA0ro n3 HMx. O4uH ceTeBon MHTEPdENC OOIMKEH OCTATbCA CO 3HAaYEHNEM
skip.

3. Bbibepute Go back u HaxxmuTe Ha knaBuwy ENTER.

YcmaHoska u repeoHa4varsibHas HacmpoDKa peweHus
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Bbi6op ceTeBbIX NPOTOKONOB ANA NONyYeHUs 3epKanmpoBaHHoro Tpaduka co
SPAN-nopToB

» Umobhki 8bibpamb cemesbie rpomoKoribl 0115 MOy4YeHUsT 3epKanuposaHHO20 mpaguka co
SPAN-ropmos:

1.

B okHe Select action Bbibepute Setup capture protocols un HaxmuTe Ha knaeuwy ENTER.

OTKpoeTCﬂ OKHO Bbl60pa CeTeBbIX NMPOTOKOJI0B!:

e dns
o fip

e http
e smtp

Mo ymonyaHuio nonyyeHne 3epkanupoBaHHoro Tpagumka co SPAN-NOpTOB N0 BCEM CETEBbLIM NPOTOKONIAM
BKItoveHo. CnpaBa OT Ha3BaHMS CeTEBbIX NPOTOKOMNOB OTOOpaxaeTcsa 3HavYeHne on.

Ecnu Bbl XOTUTE OTKNIOYUTE NOMyYeHne 3epkanupoBaHHoro Tpadmka co SPAN-nopToB no kakomy-nmbo
npoTOKony, BbIbepnTe NPOTOKON U HAXXMUTE Ha knaesuwy ENTER.

Ecnu Bbl HACTpOUTE MHTErPaLMIO C MOYTOBbLIM CepBepomM no npoTtokony SMTP (cm. pasgen "Lar 20.
HacTpolika nHTerpawumm ¢ no4ToBbIM cepBepoM no npotokony SMTP" Ha cTp. 133), Becb SMTP-Tpaduk Bawen
opraHu3aumm NpoXo4uT Yepes3 3TOT NOYTOBbIV CEPBEP U BaM He TpebyeTcsi 4OMOMHUTENBHO NMPOBEPATH
SMTP-Tpadmk Ha NpoOKCU-cepBepe, Bbl MOXETE OTKIOYUTL NOSfyvYeHe 3epkanmpoBaHHOro Tpaduka co
SPAN-nopTtoB no npotokony SMTP.

MonyyeHune 3epkanmpoBaHHoro Tpaduka co SPAN-nopToB Mo BoiGpaHHOMY NPOTOKOMY OTKIHOUYUTCS.
CnpaBa oT Ha3BaHusi CETEBOro nHTepdenica otobpasmTcs 3HavyeHue off.

Ecnu Bbl XoTWUTE OTKNIOUUTE NOMyYeHne 3epkanuposaHHoro Tpadgumka co SPAN-nopToB no gpyrum
NPOTOKOMaM UMK BKNOYUTE NOMyYeHne 3epkannupoBaHHOro Tpaduka obpaTtHo, NOBTOPUTE AENCTBME.

4. Bbibepute Go back n HaxmuTe Ha knasuwy ENTER.

Hactpouka nepeaaum noapo6bHbix AaHHbIX HTTP-Tpacduka ansa IDS-o6HapyxeHnn

» Ymobbl Hacmpoums nepedaydy nodpobHeix daHHbIX HTTP-mpaguka (HTTP body) onsa
IDS-06HapyxeHul:

1. B okHe Select action BeibepuTte Setup http-body dump n HaxxmuTe Ha knaBuwy ENTER.

Mo ymonyaHuio nepegaya nogpobHbix aaHHbix HTTP-Tpadmka ans IDS-o6HapyxeHun BknoyeHa. Cnpasa
OT Ha3BaHusa napameTpa http-body enabled oTobpakaeTcsa 3HauyeHue yes.

Ecnu Bbl XoTUTE OTKNOUUTL Nepegadvy nogpobHbix AaHHbIx HTTP-Tpadmka ans IDS-o6HapyxeHui
(Hanpumep, 4YTOBbI CHU3WUTbL Harpy3Ky Ha cuctemy), Bolbepute http-body enabled n HaxxmuTe Ha knasuy
ENTER.

CnpaBa o1 Ha3BaHusi napameTpa http-body enabled otobpasutcs 3HadeHue off. B IDS-06HapyxeHusax He
Oynet otobpaxartbes none HTTP body.

3. Ecnu BbI xoTuTE OTKNIOUNTE Nepegadvy nogpobHbix AaHHbix HTTP-Tpadmka ans IDS-o6HapyxeHun
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obpaTtHo, NnoBTOpPUTE AENCTBME.
4. Bbibepute Continue n HaxmuTe Ha knasuwy ENTER.
5. B okHe Select action Bbibepute Continue n Haxmute Ha knasuwy ENTER.

MacTep ycTaHOBKM NepevaeT K crneaytolemy Lwary.

LLlar 18. HacTponka nHTerpauum c npoKcu-cepBepom no npoTokKony
ICAP

Ha atom wware Bbl MOXXeTe HacTpouTb MHTerpaumo Kaspersky Anti Targeted Attack Platform ¢ npokcu-cepsepom,
NCMNOonb3yLWMMCS B Ballen opraHm3aunu, no npotokony ICAP.

Ecnn Bbl ncnonb3yeTte OTAENbHbIN NPOKCU-cepBep, No ymondaHuto Kaspersky Anti Targeted Attack Platform
He obecneumBaeT wudgposaHune ICAP-Tpadumka n ayteHTudmkauymnio ICAP-knmeHToB. ADMUHUCTPATOPY
nporpaMmmbl HEOOX0AMMO CaMOCTOATENbLHO 0becneunTbL 6e3onacHoe CeTEBOE COeQUHEHME MeXY BalLUUM
npokcu-cepsepoM n Kaspersky Anti Targeted Attack Platform ¢ nomoLybto TyHHENUpoBaHna Tpaduka nnm
cpenctBamu iptables.

» 4mobkl omkazambcsi om uHmeepauuu Kaspersky Anti Targeted Attack Platform ¢
MPOKCU-Cep8epoM,

B okHe Enable ICAP processing HaxmuTe Ha KHonky No.

MacTep ycTaHOBKU NepengeT K cnegyoLwemy wary.
» Umobnki ekrirodums uHmezpayuro Kaspersky Anti Targeted Attack Platform ¢ npokcu-cepgepom:

1. B okHe Enable ICAP processing HaxxmMuTe Ha KHOMKy Yes.
OTtkpoeTca okHo ¢ URI-agpecom cepBepa, Ha KOTOpbI Bbl ycTaHaBnmMBaeTe koMnoHeHT Central Node.

UcnoneayinTe atoT URI-agpec ans HacTponkn nHterpauun ¢ Kaspersky Anti Targeted Attack Platform no
npotokony ICAP Ha npokcu-cepBepe, UCMOMb3YLLEeMCSs B Ballen opraHmsauuu.

2. Haxmwute Ha kHomnky OKk.

MacTep ycTaHOBKM NepenaeT K criegyloLemMy Lary.

LLar 19. HacTponka nHterpauum ¢ no4YToBbLIM CEPBEPOM MO NPOTOKOSY
POP3

Ha aToMm wware Bbl MOXeTe HacTPOUTb MHTErpauuio ¢ NoYToBbIM cepBepom no npotokony POP3 nocne
npeasapuTensHOM NOAroToBKU IT-MHPaCTPYKTYpbl BalLen opraHusaLmm.

» 4mobbl omkazambCs om UHmMezpayuu ¢ no4YmosbiM cepeepom o rpomokosy POPS,

B okHe Enable POP3 processing HaxxmuTe Ha KHOMKy No.

MacTep ycTaHOBKM NepenaeT K crieaytoLiemMy Lary.
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» 4Ymobbl Hacmpoume UHMegpayuto ¢ Mo4YMosbiM cep8epom o rnpomokxosty POP3:

1. B okHe Enable POP3 processing HaxxMuTe Ha KHOMKy Yes.
OTKpoeTcs OKHO HAaCTPOWMKM MHTErpauuy ¢ NoYTOBLIM CepBEPOM Mo npoTokony POP3.
2. BeblbepuTte napameTp Server.
3. Haxmute Ha knasmwy ENTER.
OTkpoeTca okHo POP3 server.
4. B none Server BeegnTte |IP-agpec no4ToBOro cepsepa, ¢ KOTOPbIM Bbl XOTUTE HACTPOUTb MHTErpauuio.
HaxxmuTe Ha kHonky OK.
MacTep ycTaHOBKM BEPHETCSH K OKHY HAaCTPOWMKN MHTErpaumm ¢ No4ToBbIM cepBepoM no npotokony POP3.
6. Bbibepute napameTtp Encrypted.
7. Haxmwute Ha knasuwy ENTER.

e Ecnu wundpoBaHHOE coeguHEHME C MOYTOBLIM CEPBEPOM ObINO OTKMOYEHO, OHO BKMOYMTCS.
HanpoTtus Ha3BaHust napameTpa Encrypted otobpasmTcs 3HavyeHue yes.

e Ecnu wundpoBaHHOE coeguHEHME C MOYTOBLIM CEPBEPOM ObINO BKITHOYEHO, OHO OTKMOYMTCS.
HanpoTus Ha3BaHus napameTpa Encrypted otobpasunTca 3HavyeHue no.

8. Bbibepute napametp Username.
9. Haxmute Ha knaesuwy ENTER.
OTkpoeTcs okHo POP3 access.
10. B none Username BBeguTe UMS y4ETHOM 3anncu Ans OCTyna K No4TOBOMY cepBepy no npoTtokony POP3.
11. B none Password BBeauTe naponb JOCTyna K NOYTOBOMY CEPBEPY.
12. Haxmute Ha kHornky OK.
MacTep ycTaHOBKU BEPHETCS K OKHY HaCTPOMKN MHTErpauumn ¢ no4ToBbIM cepsepoM no npotokony POP3.
13. Beibepute napameTtp Check interval.
14. Haxmute Ha knasuwy ENTER.
OTkpoeTtca okHo Check interval.
15. B none Check interval BBeanTe 4actoTy CoeMHEHNs C MOYTOBLIM CEPBEPOM B CEKYHAAX.
16. Haxxmute Ha kHonky OK.
MacTep ycTaHOBKM BEPHETCS K OKHY HaCTPOWMKM MHTErpaumm ¢ No4ToBbIM cepBepoM no npotokony POP3.

17. B pasgene Accepts certificates HacTponte napameTpbl TLS-wmndpoBaHusa coegmHeHns Kaspersky Anti
Targeted Attack Platform ¢ BHellHUMM novTOBBIMK CepBepamMu no npotokony POP3.

e Ecnu BbI xoTUTE, Y4TOOLI NpOrpamMma npuHumMana nbelie TLS-cepTudmkaTbl NpyM COegUHEHUN C
BHELLIHUMW MOYTOBLIMU CepBEPaMMU, BbINONHUTE crieayloLlne AencTBuS:

a. Beibepute BapuaHT any certificate.

b. Haxmwute Ha knauwy ENTER, 4To6bl HanpoTuB BapuaHTa any certificate otobpasunock
3HayeHue yes.

e Ecnu Bbl XO0TUTe, YTOOLI NporpaMma npMHMMana HejoBepeHHbIe caMonoAnncaHHble
TLS-cepTndukaTthl Npy COEOUHEHNN C BHELLHMMW NOYTOBLIMU CEPBEPAMMU, BbINMOJTHUTE Criegyowme
JencTBus:
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1. BblbepuTe BapmaHT untrusted self-signed.

2. Haxmwute Ha knasuwy ENTER, yTobbl HanpoTtus BapuaHTta untrusted self-signed otobpasunocb
3HauyeHue yes.

e Ecnu Bbl X0TUTE, 4TOGLI MpOrpaMma NpuUHUMana TonbKo AoBepeHHble TLS-cepTudukathl npu
COEOVHEHUN C BHELLUHNMW MOYTOBLIMU CEPBEPaMM, BbINOSTHUTE Crieaylolne 4eNCTBIS:

a. Bbibepute BapuaHT any certificate.

b. Haxmute Ha knaBuwy ENTER, 4To6bl HanpoTnB BapmuaHTta any certificate otobpasmnocbk
3HayeHue no.

c. Bbibepute BapuaHT untrusted self-signed.

d. HaxmuTe Ha knaBuwy ENTER, 4To6bl HanpoTuB BapuaHTa untrusted self-signed otobpasunock
3Ha4yeHue No.

[Mpu ycTaHOBKE COEAUHEHNSI C BHELLHMM MOYTOBbLIM CEPBEPOM PEKOMEHAYETCHA HACTPOUTb NMPUEM
TONbKO AoBepeHHbIX TLS-cepTudmkaTos. MNpnem HegoBepeHHbix TLS-cepTudmkaToB He
rapaHTupyeT 3awumTty coegmHeHunsa ot MITM-aTak. Npuem gosepeHHbix TLS-cepTudmkaToB Takke
He NOSTHOCTbLIO rapaHTupyeT 3awmnTy coeanHeHna ot MITM-aTtak, HO SBnisieTcs caMbiM
Ge3onacHbIM 13 MOAAEPXKUBAEMbIX CMOCOOOB MHTErpauun ¢ NOYTOBLIM CEPBEPOM MO NMPOTOKOMY
POP3.

18. Mpu HeobxogmmocTn B pasgene Cipher list uameHute napametpbl OpenSSL, ncnonb3yemble npu
YyCTaHOBKE COEAMHEHWs C NOYTOBLIM cepBepoM no npoTtokony POP3. BeinonHuTe gencteuns:

a. Bebibepure edit.
b. Haxmute Ha knaBuwy ENTER.
OTtkpoeTtca okHo Cipher list.

c. B none Cipher list usmexnute Habop wndpos.
19. Haxmwute Ha kHonky OK.

MacTep ycTaHOBKM BEPHETCH K OKHY HACTPOMKM UHTErpaumm ¢ NoYToBbIM cepBepoM no npotokony POP3.
20. BblbepuTte Continue.
21. HaxmuTte Ha knasuwy ENTER.

MacTep ycTaHOBKM NEpPENAET K CrieaytoLLemMy Luary.

LLlar 20. HacTponka nHTerpauum ¢ NOYTOBbLIM CEPBEPOM MO NPOTOKOSY
SMTP

Ha aToMm Lware Bbl MOXeTe HaCTPOUTb MHTErpaLmnio ¢ MoYTOBLIM cCepBepoM no npotokony SMTP nocne
npeasapuTensHOM NOAroToBKU IT-MHPaACTPYKTYpbl BalLen opraHusaLmm.

» 4Ymobbl omkazambeCs om UHmMezpayuu ¢ no4YmossiM cepeepom o ripomokosny SMTP,

B okHe Enable SMTP processing HaxxmuTe Ha KHomKy No.

MacTep ycTaHOBKM NepenaeT K criegytoLlemy Liary.
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» 4Ymobkl Hacmpoume UHMegpayuUro ¢ MoYMo8bIM cep8epoM o npomokosny SMTP:

1. B okHe Enable SMTP processing HaxxMuTe Ha KHOMKy Yes.
OTKpoeTCs OKHO HaCTPOWKM UHTErpaLmm ¢ NOYTOBLIM CEPBEPOM MO npoTokony SMTP.
2. Beblbepute napametp Clients.
3. Haxmute Ha knasmwy ENTER.
OTtkpoeTca okHo Configure Networks.
4. Bbibepute napameTtp New.
HaxmuTte Ha knasuwy ENTER.

6. B none Network address Beegute agpec no4ToBOro cepeepa, ¢ kotopbim Kaspersky Anti Targeted Attack
Platform paspelueHo B3aumogencTesoBaTb No npotokony SMTP.

Ecnu Bbl OCTaBMTE agpec NoYTOBOro cepeepa nyctbiM, Kaspersky Anti Targeted Attack Platform 6yget
npUHUMaTb COOOLLEHNS OT BCEX CEPBEPOB.

7. Haxmwute Ha kHonky OK.

8. Bbibepute napametp Domains.

9. Haxmute Ha knaesuwy ENTER.
OTtkpoeTcsa okHo Configure domains.

10. Beibepute napametp New.

11. Haxxmnte Ha knasuwy ENTER.

12. B none Domain BBeauTe NMs NOYTOBOrO JOMeHa UMK NoaaoMeHa, Ha KOTopbIA aAMUHUCTpaTop
MOYTOBOrO CepBepa AOMKEH HAaCTPOUTb OTMPABKY CKPbLITOM KOMUM COOBLLEHNIA.

Ecnu Bbl ocTaBuTE MMSA NOYTOBOro AoMeHa nycTeiM, Kaspersky Anti Targeted Attack Platform Gyget
NpYHUMaTb COOBLLEHNs, OTMpaBneHHble Ha NMobble agpeca ANEKTPOHHON MOYThI.

13. Haxwmute Ha kHonky OKk.
14. Bbibepute napametp TLS encryption.
15. Haxxmute Ha knasuwy ENTER.
OTkpoeTca okHO Select TLS encryption level.

16. Bbibepute oavH 13 crnegyowmx BapmaHToB TLS-wmndpoBaHmsa coegnHeHns ¢ NoYTOBbIM CEPBEPOM MO
npotokony SMTP:

e none, ecnu Bbl He XOTUTE yCTaHaBnMBaTb TLS-wndppoBaHme coeauHeHns.

e optional, ecnu Bbl xoTUTE, YTOOLI cCepBep Kaspersky Anti Targeted Attack Platform nopgaepxvean
TLS-wunpoBaHne coeanHeHus.

e mandatory, ecnu Bbl XoTUTe, 4TOOLI cepBep Kaspersky Anti Targeted Attack Platform Tpe6osan
TLS-wnopoBaHna coeamHeHNs1 OT NOYTOBOrO cepBepa.

17. Haxwmute Ha knasuwy ENTER.
18. Bribepute napameTtp Client certs.
19. Haxxmute Ha knasuwy ENTER.
OTkpoeTca okHO Select TLS client certificates use.

20. BbibepuTe oavH U3 cnegyoLmx BapmaHToB NpoBepkn TLS-cepTudukaTa KnmeHTa NnpyM coeguHeHun ¢
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21.
22.

23.

24.

no4YToBbLIM CEpBEPOM No npoTokony SMTP:
e ighore, ecnu Bbl HE XOTUTE NPOBEPSATb TLS-cepTudmKaT KnneHTa.

e optional, ecnu Bbl xoTUTE, YTOOLI cCepBep Kaspersky Anti Targeted Attack Platform nogaoepxuean
npoBepky TLS-cepTudmkaTta KnmneHTa.

e mandatory, ecnu Bbl XoTuTE, 4TOOLI cCepBep Kaspersky Anti Targeted Attack Platform Tpe6osan
TLS-cepTudukaT KnmeHTa.

Bbibepute napametp Message size.
Haxxmute Ha knasuwy ENTER.
OTkpoeTca okHo Message size limit.

B none Message size limit 3agaiiTe MakcMMarbHbI pasMmep NpUHMMaeMoro coobLleHnsi. MakcumanbHbI
pa3smep nNpMHMMaemMoro coobuieHunst He MmoxeT 6biTb 6onbe 10 MB.

Haxxmute Ha kHonky OK.

YcTaHOBKa 3aBepLunTCS.
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[lpouenypa npuemMku

lMepen BBOAOM NporpamMMbl B 3KCNyaTaumio NpoOBOAMTCA npoueaypa NpuemMkm, BKIKoYarLLas npoBepKy
npaBuIbHOM yCTaHOBKK (CM. pasgen "lNMpoBepka LenocTtHocTh dannos Kaspersky Endpoint Detection and
Response" Ha cTp. 137), pabotocnocobHocTu (cm. pa3gen "lNposepka 6e3onacHOCTM U paboToCNOCOBHOCTU
Kaspersky Endpoint Detection and Response" Ha cTp. 138) n cootBeTcTBUSA 6€30nacHomn (cepTnmLmMpoBaHHON)
KoHGurypauum (cm. pasgen "besonacHoe cocTtosiHue" Ha cTp. 136).

B aTtom pasgene

E3OMACHOE COCTOSTHUE ...vuvuveveviriietereieseresesesssesssssssessssssssssssssbesssststssssstssssssssstststsssesbsssbssssnbssnsnsnsnsnsnsnsnnnnns 136
MpoBepka LUeNOCTHOCTN PANITOB KEDR...........uuuiiiiiiiiieiiiiieieieieieieieieieieeebeeeeeeeeeeeeeeereee e rernrsrsrnrnrsrnrnenrnnnnns 137
MpoBepka 6e3onacHOCTN N paboTOCNOCOOHOCTY KEDR........coiiiiiiiiiiiiic e 138

Be3onacHoe coCToOsAHUe

Mporpamma Haxogntcs B 6€30nacHOM COCTOSAHMU (CepTUMLUUMPOBaHHON KOHMUrypauum), ecnu napameTpsbl
NporpaMmbl HAXOASATCA B pamMKax AONYCTUMbIX 3HAYEHUIA, MPUBEAEHHbIX B MPUINOXEHUUN K 3TOMY AOKYMEHTY (CM.
pasgen "lMpunoxeHune. 3Ha4deHnst napamMeTpoB NPOrpaMmbl B CEPTURULMPOBAHHON KOHUrypauumn" Ha cTp. 758).

lpouedypa npuemku
136



kaspersky

lNMpoBepka uenoctHoctn cpannos KEDR

Bbl MoxeTe npoBepuTh LenocTHOCTb harnos KEDR ¢ nomoubto ckpunta verify files.

MpoBepka uenoctHocTn dannos komnoHeHTa Central Node BbinonHseTCA Ha cepBepax ¢ KOMMNOHEHTOM Sensor
unu Central Node (gns aTux cepBepoB NCNONb3YEeTCH OAMH U TOT Xe YCTaHOBOYHbIV dhann nporpaMmmebl) ¢
NCnonb30BaHMEM 3TaNIOHHOrO hanna ¢ KOHTPOSbHOW CYMMOK (ParifnioB 3TUX KOMMOHEHTOB.

lMpoBepka LenocTHoCcTM hannoB KOMMOHeHTa Sandbox BLINOMHAETCS Ha cepBepe ¢ KoMnoHeHToMm Sandbox ¢
NCNONb30BaHNEM 3TANTOHHOTO hbalna ¢ KOHTPOSIbHOW cyMMOK dannoB koMnoHeHTa Sandbox.

[nsa npoeepku LenoctHocTn dannos KEDR TpebyeTcsa npeasaputenbHO ycTaHoBUTL ckpunT verify files Ha
cepBep, Ha KOTOPOM Bbl XOTUTE BbINOSTHUTbL NPOBEPKY.

» 4Ymobbl ycmaHosumb cKpunm 0715 MPo8epKU UessocmHocmu ¢halisios Ha cepeep ¢ KOMIOHEHMOM
Central Node unu Sandbox:

N oo g &

3arpyanTe apxuB CO CKPUMNTOM Ha CepBep, BbINOMHMUB KOMaHAy

scp verify files.ktgz <uma nojpsoBaTena C HpaBaMM aIMMHUCTPATOpa cepBepa
Central Node>@<IP-ampec cepsepa>:

Hanpumep, Bbl MOXeTe BbINONMHUTL KOMaHay scp verify files.ktgz admin@l0.10.10.1:

ApxuB BygeT 3arpyxeH.

BoviguTe B KOHCOMb ynpaBneHus cepeepa ¢ komnoHeHTom Central Node, Sesor unu Sandbox no
npoTtokony SSH vunu yepes TepMuHan.

B oTBeT Ha npurnalleHne cuctemMbl BBEAMUTE UMS YHETHON 3anncK agMUMHUCTpaTopa 1 Naporb, 3aAaHHbIN
npu yCTaHOBKE Nporpammei.

B otobpasmBLuemcsa MeHo agMuHUCTpaTopa nporpammel Beibepute pexum Technical Support Mode.
Haxmute Ha knasuwy ENTER.

B okHe noaTBepxaeHus BbibepuTe Yes u HaxMmuTe Ha knasuwy ENTER.

Pacnakyinte apxvB, BbINOSTHUB KOMaHAy

tar xvf /var/opt/kaspersky/apt/files/verify files.tgz

YcraHosute ckpunt verify_files, BeinonHuB komaHay
/var/opt/kaspersky/apt/files/install.sh

CkpunT 6ygeT ycTaHOBNEH. Bbl MOXeTe nepeiitu K npoBepke uenoctHocTu cannos Kaspersky Endpoint
Detection and Response.

» 4Ymobbl nposepums yesrrocmHocmse halisiog KOMIMOHEeHMOos:

1.

Cospavite gann ¢ KOHTPOMNbHOW CYMMOWN (hainos, BbINOMHMB KOMaHAy
/opt/kaspersky/apt-cert/libexec/verify files generate
CpaBHUTE KOHTPOIbHYIO CyMMY (hannoB B 3TanoHHOM dhanne u B co3gaHHOM paiine, BbINOMHMB KOMaHay

/opt/kaspersky/apt-cert/libexec/verify files verify

Mpu ycnelHom NnpoBepke B OKHE ckpunTa oTobpaxaeTcs ctatyc apt-audit: Code integrity verification finished

ok.

Ons cepBepoB ¢ komnoHeHTOM Central Node Takke BbINoNHsAeTCA npoBepka dannoB 06pa3oB KOHTENHEPOB.
Mpu npoxoxgeHun ycnewHon npoBepkm otobpaxaeTtcs ctatyc Verifying image <Ha3eaHue obpa3sa
koHmeltiHepa> OK.

lpouedypa npuemku
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NpoBepka 6e3onacHOCTU n paboToCnoCoOHOCTHU
Kaspersky Endpoint Detection and Response
[ns Toro, utobbl paboTa ¢ Kaspersky Endpoint Detection and Response 6binia 6e3onacHomn, nporpammMa

COXPaHsIET 3apaXkeHHbIe U BO3MOXHO 3apaxeHHble daisbl B cneumanbHOM M30NMPOBaHHOM XpaHunuie. dainb
3aLUMLLEHbI NApOeM 1 He NPeACTaBsT onacHOCTU Ans IT-MHpacTpyKTypbl OpraHM3auun.

[nsa npoeepku BesonacHocTu u pabotocnocobHocTn B Kaspersky Endpoint Detection and Response Bbl MoxeTe
MCnonb3oBaTb CNeayLLY0 MHOPMaLUIO:

e rpachmyeckoe oTobparkeHne paboTocnoCOOHOCTN KOMMOHEHTOB Ha CTPaHWLIE MOHUTOPUWHIa
Beb-MHTepdhelica nporpammbl;

e 3anucu o paboTocnocobHOCTM KOMNOHEHTOB B XXypHane Kaspersky Endpoint Detection and Response (cwm.
cTp. 138).

B atom pasgene

O xypHanax Kaspersky Endpoint Detection and RESPONSE ........uuviveeiiiiiiiiiiiee et e e e s ssirrre e e e e 138
MpocmoTp xypHana paboTtocnocobHocT cepBepa ¢ koMnoHeHToM Central Node...........ccevcvvevieecinnns 139
MpocmoTp XypHana paboTocnocobHOCTU cepBepa C KOMMOHEHTOM SandbOX ......ccvvveeeiiiiiiieiieneeeiiieene 139
MpocmoTp XypHana ayguTa 6e3onacHocTy cepepa ¢ komnoHeHToM Central Node ........cccceveveviiineneee, 140
MpocmoTp xypHana ayamMTa 6e3onacHoOCTM cepBepa C KOMMOHEHTOM SandboX .........ccvevvveviiieeviieeiiineans 140

O xypHanax Kaspersky Endpoint Detection and Response

Bo Bpems pabotbl Kaspersky Endpoint Detection and Response BO3HMKalOT pa3nmMyHoro poga cobbitus. OHu
oTpaalT N3MEHEHNS COCTOSHUSA NporpaMMbl. g Toro, 4Tobbl aAMUHUCTPATOP NPOrpaMMbl MOI CAMOCTOATENbHO
npoaHanuManpoBaTh Xo4 paboTbl MporpamMMbl U BO3HMKaOLWME OWNOKK, a Takke Ansa Toro, 4tobbl cneumanmcThbl
"Tabopatopun Kacnepckoro" Mmornm okasatb adhdeKkTMBHY0 TexHUu4eckyto nogaepxky, Kaspersky Endpoint
Detection and Response 3anucbiBaeT nHgopmaLmio o paboTe NnporpamMmmbl B XXypHanax.

B >xypHanax cogepXutcsi, Hanpumep, criegytoLas UHpopMaums:
e 0 3arnycke nporpaMmbl;
e 0 BXOAe B CUCTEMY KaXJoro nonb3oBaTens;
e 0 COCTOSIHWUM paboThbl CEPBEPOB C KOMMOHEHTaMW NMPOrpaMMbl;

e 00 obHapyxeHun cobbiTnii KomnoHeHTamu Kaspersky Endpoint Detection and Response.

lpouedypa npuemku
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NMpocmoTp XypHana paboTocnoco6HOCTU cepBepa C KOMNOHEHTOM
Central Node

» 4Ymobki npocmompems xypHan pabomocrnocobHocmu cepgepa ¢ komroHeHmom Central Node,
gbirnonHuUme credyruue delicmeusi:

1. TlMogkntountechb k cepBepy ¢ komnoHeHToM Central Node no npotokony SSH noa y4eTHom 3anvckto
agMuHUCTpaTopa.
OTtkpoeTcs okHo Kaspersky Anti Targeted Attack Platform.
2. B cnucke napameTtpoB nporpammbl Bbibepute System Administration.
3. Haxmute Ha knaBuwy ENTER.
OTkpoeTca okHo Select action.
4. B cnucke gencteui BolbepuTe View system logs.
Haxmute Ha knaBuwy ENTER.
OTKpPOETCS OKHO CO CMUCKOM AanbHENLLNX AEACTBUN.
6. B cnucke gencrteui Bbibepute View subdirectory kaspersky.
7. Haxmwute Ha knasmwy ENTER.
OTKpoeTCcs OKHO CO CMUCKOM ANPEKTOPUIA.
8. B cnucke gupektopun Beibepute View subdirectory 'apt-audit'.
9. Haxmute Ha knasmwy ENTER.
OTKpoeTCcs OKHO CO CMUCKOM XXypHanoB gupektopum apt-audit.
10. B cnucke xypHanos Bblibepute View file 'apt-audit.log'.
11. HaxwmuTe Ha knasuwy ENTER.

Bbl cmoxeTe npocMoTpeTh XKypHan pabotocnocobHocTu cepsepa ¢ komnoHeHToM Central Node.

NMpocMoTp XypHana paboTocnocobHOCTU cepBepa ¢ KOMMOHEHTOM
Sandbox

»  Umobbi npocmompems XypHan pabomocrnocobHocmu cepeepa ¢ KoMrnoHeHmom Sandbox,
ebirnonHUmMe cnedyroujue delicmeus:

1. Tlloakntountech Kk cepBepy ¢ KomnoHeHTOM Sandbox no npotokony SSH nof y4eTHOM 3anucsio
agMuHucTpaTopa Ans paboTbl B KOHCOMMW yNpaBieHWUs CEpBEPOM.
2. B koHconu ynpaBneHunsi CepBepPOM BbINOMHUTE KOMaHAy:

sudo /opt/kaspersky/sandbox/libexec/utilities/checker.py -1
/var/log/kaspersky/sandbox/checker/checker.log

Bbl cMOXeTe NpoCcMOTPETh XypHan paboTocnocobHOCTH cepBepa € KOMNOHEHTOM Sandbox.
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NMpocmoTp XypHana ayauTta 6e3onacHOCTU cepBepa C KOMNOHEHTOM
Central Node

Bbl MOXeTe NpocMOTpeTh XypHan ayaurta 6esonacHocTu cepsepa ¢ komnoHeHTom Central Node cneaytowmmn
cnocobamu:

e BkntounTb 3anuck nHopmaLmm o0 AenCTBUAX Nonb3oBaTenen B Be6-nHTepdence nporpaMmmel B XXypHan
(cm. pasgen "BkrntoveHne 1 OTKIYEHWE 3anncu MHopMaLum B XXypHan akTMBHOCTK" Ha CTp. 261) u
nNpoCMOTpeTh 3Ty MHOpPMaLMIo, Cckayas dannbl XypHana (cMm. pasgen "CkadnBaHue annos xxypHana
aKTMBHOCTK" Ha CTp. 262).

e [pocmoTpeThb XypHan ayauta 6e30nacHOCTM Yepes MeHI0 aaMUHUCTpaTopa.

» 4Ymobbl npocmompems XypHan ayouma b6esonacHocmu cepeepa ¢ komrnoHeHmom Central Node
yepe3 MeH adMuHUCMpamopa:

1. TlMoakntountechb k cepBepy ¢ komnoHeHToM Central Node no npoTtokony SSH noa y4eTHon 3anucbto
agMuUHUCTpaTopa.
OTtkpoeTcs okHo Kaspersky Anti Targeted Attack Platform.
2. B cnucke napameTpoB nporpaMmbl Bbibepute System Administration.
3. Haxmute Ha knaBuwy ENTER.
OTkpoeTca okHo Select action.
4. B cnucke gencteui Bolbepute View system logs.
5. Haxmute Ha knaBuwy ENTER.
OTKpOEeTCHA OKHO CO CMMCKOM AanbHENULLNX OENCTBUN.
6. B cnucke gencrteui Bbibepute View subdirectory kaspersky.
7. Haxmwute Ha knasuwy ENTER.
OTKpoeTCcs OKHO CO CMUCKOM AMPEKTOPUINA.
8. B cnucke gupektopuii Bbibepute View subdirectory ‘apt-audit'.
9. HaxmuTe Ha knasuwy ENTER.
OTKpoeTCcs OKHO CO CMUCKOM XXypHanoB gupektopumn apt-audit.
10. B cnucke xypHanos Bblibepute View file 'apt-audit.log'.
11. Haxmute Ha knasuwy ENTER.

Bbl cMoXeTe NpocMOoTpeTh XypHan ayauTa 6esonacHocTi cepeepa ¢ komnoHeHToMm Central Node.

NMpocMoTp XypHana ayauTta 6e3onacHOCTU cepBepa ¢ KOMMOHEHTOM
Sandbox

» 4Ymobkl npocmompems XypHan ayduma be3onacHocmu cepgepa ¢ KoMroHeHmom Sandbox:

1. Tlloakntountechb k cepBepy ¢ komnoHeHToM Sandbox no npotokony SSH nof y4eTHOM 3annceio
agMuHucTpaTopa Ans paboTbl B KOHCOMMW yNpaBrieHUs CEpBEPOM.

2. B koHCOMnM ynpaBneHusi CepBepOM BbIMOMHUTE KOMaHAY:

lpouedypa npuemku
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sudo less /var/log/kaspersky/sandbox/apt-audit.log

Bbl cmoOxeTe npocMoTpeThb XypHan ayauta 6esonacHoCTM cepBepa ¢ komnoHeHTom Sandbox.
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IluueHsnpoBaHue nporpamMmmbli

OTOT pasgen coaepXuT nHdopmalmio 06 OCHOBHbBIX NOHATUSX, CBA3AHHbIX C NTMLEH3VPOBAHMEM NPOrpaMMbl
Kaspersky Anti Targeted Attack Platform.

B atom pasgene

O JTMLIEH3MOHHOM COTTIALLEHUM ...vvueeeeieeeieiieseeeeeeeestataeseeeses s sabaseeeeeseesbaa e seeeseeessbaanaeeesssesratansaeesseesssranns 142
(@ I 17 TR =T R 1 T 143
O NMNUEH3NOHHOM CEPTUMDIMKATE ..cuteieeeiiteieeeiuteeeeesiteeee s st e e e e sabe e e e e sabs e e e e sabb e e e e asbe e e e e aabaeeeeanbbeeeeanbneeeeabneeeeaas 143
O KIMHOUE ... e 144
(O 0 o= 1 13 L 1 7o L - U PPRRRR 144
MpocMOTp MHPOPMaLUM O NTULEH3NM U JOOABNEHHDBIX KITHOUBX ...vvvvreinrrieesautieeesssreeesssrenesssseeessssneeessnsens 144
MpocmoTp TekcTa JNuueHsnoHHoro cornawenus B Beb-uHtepdence Central Node..........oocveveeiiiieennnee, 145
MpocmoTp TekcTa Monntnkn KoHdbMaeHumManbHocTn B BeG-uHTepdence Central Node .....................ee. 145
lMpocMOTp MHOPMaLUKN O CTOPOHHEM KOAE, UCTIONB3YEMOM B MPOTPAMME ...oceiuvvereeinrieeeesirereeanreeeesanens 146
MpocmoTp TekcTa JIMueH3noHHOro cornaweHus B Beb-uHtepdence Sandbox.........occvevviiiiiiiiiineenee 146
MpocmoTp TekcTa JInueH3MoHHOro cornalleHns Ha komnbtoTepe ¢ Kaspersky Endpoint Agent .............. 146
LLOO@BITEHIIE KITHOUE ....vuvvvvvevereresssesesssssssesssesssssssssssesssssssssssssssesssssssssssssssssssssssssessssssssssssssssssssssssssssssssresssenes 147
BAMEHA KITHOU@ .. ..eeieeiiiiie e e e e e e e eee e e e e e e e eeeaat s eeeeee e e e ba b e seeeeee s s e baaa s aeeaes s e st s aa s eeeeeesssbannaeeeessestatannseeessessnrnnns 147
YOATEHUE KITHOU@ ...uunceeiiieeeeee et e e e e e e et ee e ettt e e e e et e e e e e e e e e e ta e e e e e ta e e e eaan e e e san e eesba e eeesanesesanasesstaaeensnnaeees 148
PexnMbl paboTbl NPOrpamMMbl B COOTBETCTBUM C JTULLEHBUEM .......vveeeeniiieeeiiieeessnienesasieeessnnnenessnnneeessnsens 148

O JIvueH3MOHHOM cornaweHum

JluyeH3suoHHoOe coenaweHue — 3TO topuanyeckoe cornaweHve mexay samu n AO "Ilabopatopusa Kacnepckoro”, B
KOTOPOM YKa3aHO, Ha KaKux YCIoBUAX Bbl MOXeTe UCMOJ1b30BaTh NporpamMmmy.

BHMMaTENBHO 03HAKOMBTECH C YCNOBUAMM JIMLLEH3MOHHOIO Cornallenns nepen Havyanom paboTsl ¢
nporpaMmon.

Bbl MOXXeTe 03HaKOMUTLCS C YCIOBUSMM JIMLIEH3MOHHOIO cornalleHuns cnegyowmmm cnocobamum:
e Bo Bpemsa yctaHoBku Kaspersky Anti Targeted Attack Platform.
e [lpouutaB gokymeHT /EULA/License.<s3blk>.
OTOT AOKYMEHT BKITHOYEH B KOMMIEKT MOCTaBKM NPorpammbi.

e B Beb-uHTepdelice nporpammel B pasaene MapameTpbl, nogpasgene JIMueH3una no KHomke

JluyeHsuposaHue rnpozpammbi
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JInueH3noHHoe cornaiueHume.

e B Beb-uHTepdcperice komnoHeHTa Sandbox B MeHI0 @ no ccbinke JiuueH3noHHoe cornaiweHue.

Bl npnHMMaeTe ycnosusa JInueHanoHHoro cornawleHus, noarTBepXxaasd cBoe corfacne C TEKCTOM JInueHsnoHHoro
cornawleHnda Bo BpeMd yCTaHOBKM NporpamMmmebl. Ecnwn Bbl He cornacHbl ¢ ycnosBuamm JINLEeH3NoHHOro cornalleHus,
Bbl AOJIKHbI NpepBaTb YCTAaHOBKY NporpamMmbl 1 HE OOJIKHbI NCMNOJ1b30BATb NporpaMmmy.

JlnueHsus — ato orpaHun4eHHoe no BpemMeHu rnpaBo Ha Ucnorib3oBaHMe nporpamMmmMbl, npegocrtaBndaemMmoe BamMm Ha
OCHoBe JINMLEH3MOHHOro cornawleHmns.

JlnueHsus BknovaeT B cedsi npaBo Ha noJjiydeHune criegyrwmnx sngoB ycnyr:

e  /CMONb30BaHWE NPorpaMMbl B COOTBETCTBMM C YCrOBUAMU JIMLIEH3MOHHOMO COrnalleHus;
e  ONy4YeHMe TEXHUYECKOWN NOoaAepPKKM.

O6beM NpedocTaBnsieMblX YCIyr M CPOK UCMONb30BaHUS MPOrpaMMbl 3aBUCAT OT TUMa JIMLIEH3UK, MO KOTOPOW
Gblna akTUBMpPOBaHa nporpaMma.

B Kaspersky Anti Targeted Attack Platform npegycmoTpeHbl cneaytowme Tvnbl NULEH3NIA:

¢ NFR (not for resale / He ona nepenpogaxu) — 6ecnnartHasi MMUEH3MsA Ha onpeaeneHHbIn Nepuoa,
npegHasHadeHHasi 4nsi 03HaKOMIIEHUS! C MPOrpPaMMON U TECTOBLIX Pa3BepTbIBAHWUIA NporpamMmbl.

(] KOMMep‘-IeCKaFI — nnaTtHaaA nMueH3nd, npeagocrtasndaemMas npu r|p|/|o6peTeH|/||/| nporpamMmmeil.

Mo ucteveHnn cpoka 4eNCTBMSA NULIEH3UN NporpaMmMa nNpoaornkaeT paboTy, HO C OrpaHNYEeHHON
YHKUMOHaMNbHOCTLI0. YTOGLI MCNONb30BaTh NPOrpamMMy B peXMME NOMHON (PYHKLMOHANBHOCTU, BaM HYXHO
nNpuobpecT KOMMEPYECKYHO MULEH3UNI0 UNWN NPOASNUTL CPOK AeNCTBUS KOMMEPYECKON NULLEH3NMN.

B Tekywen Bepcun Kaspersky Anti Targeted Attack Platform dyHKLUMOHaNbHOCTL NporpaMmbl Takke 3aBUCUT OT
TMNa yCTaHOBMNEHHOrO KItoya.

O nuueH3noHHOM cepTudukare
JluyeH3UoHHbIU cepmugbukam — 3TO AOKYMEHT, KOTOPbIV NepefaeTcd BaM BMeCTe ¢ (painom Kroya unm Kogom
aKTuBauun.

B JlMueH3noHHOM cepTudukate cogepXknTcsa cnegyowaa nHgpopmaums o npegocTaBnsiemMon NnMUeH3nm:

e  JNUEH3WNOHHBLIN KIHOY UM HOMeEpP 3akasa;
e UWH(opMaLus O nonb3oBaTene, KOTOPOMY NpPeoCTaBNAeTCs NULUEH3NS;
e WH(OpMauns 0 NporpaMme, KOTOPY MOXHO akTUBMPOBaTh NO NpeAoCcTaBnseMoun NUuUeH3nu;

e OrpaHM4eHue Ha KONMYecTBO eAUHUL, NNLEH3MPOBaHUS (Hanpumep, YCTPONCTB, Ha KOTOPbIX MOXHO
1cnosb3oBaTh NporpaMmmy no NPeaocTaBnseMon NUuUeH3un);

e [aTa Ha4dana cpoka AeNCTBUSA NINLEH3UN;

e [aTa OKOH4YaHWUA CpOKa OENCTBUS NULEH3NUN U CpOK OEeNCTBMSA NULEH3UN;

JluyeHsuposaHue rnpozpammbi
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e TUN NNLEH3NN.

O knroue

JluueH3UOoHHbIU KoY — NOCNeAoBaTENbHOCTbL BUT, C MOMOLLIbIO KOTOPOW Bbl MOXETE aKTUBMPOBATb U 3aTEM
Mcnonb3oBaTb NPOrpamMmy B COOTBETCTBMM C YCITOBUSIMU JINLIEH3MOHHOIO cornatleHust. JINLEH3MOHHbIN KoY
co3gaeTcs cneunanuctamm "flabopatopumn Kacnepckoro”.

» Umobbl 0obasumb KoY 8 rpogpammy,

3arpysute chann kntoya.

Kritou moxeT 6bITb 3abnoknpoBaH "Jlabopatopuen Kacnepckoro”, ecnv ycnoeus JIMLEH3MOHHOIO cornalleHnst
HapyweHbl. Ecnn kntoy 3abnokmpoBaH, anst paboTsl nporpaMmbl TpebyeTcs 4o6aBUTL OPYrom KIod.

B Tekywen Bepcun Kaspersky Anti Targeted Attack Platform gyHKUMOHaNbHOCTb NporpamMMbl 3aBUCUT OT TuNa
006aBNeHHOro NMUEH3NOHHOro KNkYa:

o Knroun KATA n KEDR. NonHasa dyHKLMOHaNbHOCTb NpOrpaMmmbl.
o Knrou KEDR. OrpaHunyeH npuem n 06paboTtka AaHHbIX U3 CETEBOrO M NOYTOBOro Tpaduka.

e Knrou KATA. OrpaHunyeHa pyHKUMOHANbLHOCTL pa3aenoB Beb-nHTepderica Mouck yrpos, 3agaum,
MonuTtukn, Nonb3oBaTtenbckue npaBuna, XpaHunuuwe, Endpoint Agents.

O cdanne knoua
®alin knroda — 3710 hamn ¢ pacwumpeHunem key, kotTopbii Bam npegoctasnseT "[labopatopusa Kacnepckoro". dann

KIno4va npegHasHa4veH and nob6aBneHnst MMUEH3NOHHOTO KIToua, aKTUBUPYKOLLIEro nporpamMmmy.

Bbl nonyyaeTte dann knova no ykazaHHOMY BaMu agpecy 3MeKTPOHHOM NoYThl nocne npnobpeTteHms nporpaMmmel
unu nocre 3akasa NPobHON Bepcun NporpamMmbl.

UToObl akTMBMpPOBAThL NpoOrpamMmmy C NOMOLLIbIO dhanna Knoya, He TpebyeTca NOAKMYEHNE K CepBepamM akTMBaLum
"INTabopaTopum Kacnepckoro”.

Ecnu cpann knoya Obin criyvaiHo yaaneH, Bbl MOXETe ero BocCTaHOBUTb. Pann knoya moxeT notpeboBaTbes
BaM, Hanpumep, ans peructpauun B Kaspersky CompanyAccount.

[lns BoccTaHOBNEHMS cbaﬁna KIto4va O6paTI/ITer K npoaasuy NnueH3nun.

MpocmoTp nHcbopmMaLum o NULUEH3Nn n Ao6aBNEeHHbIX
Knrovax

B pexume pacnpeneneHHoro pelleHus (cM. pasgen "PacnpegeneHHoe pelleHne 1 pexxum multitenancy” Ha
cTp. 81) n multitenancy Bbl MOXeTe npocMaTpmBaTbh MHGPOPMALIMIO O NULIEH3NN U [OOABMEHHbIX KIHoYax B
BeG-nHTepdence cepsepoB PCN 1 Bcex nogkntoveHHbix SCN noa y4eTHON 3anuckio NOKanbHOro
aAMUHMCTpaTOpa, agMUHUCTPaTopa Unu nonb3oBarenern Be6-uHrepgenca nporpaMmmel.

JluyeHsuposaHue rnpozpammbi
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» 4Ymobki npocmMompems UHGhopMaLUUr O fTUUeH3UU U 00basrieHHbIX KiiYax,

B BeO-nHTEepdelnce cepeepa ¢ komnoHeHToM Central Node BbiGepute pasgen MapameTpbl, nogpasnen
JInueHsuns.

B BeG-uHTepeiice oToGparkaeTcs cneaytoLlas MHOPMaLUnUs o NULEH3UM 1 oBGaBNEHHbIX KIloYax:

e  CEPUNHbIN HOMEP NNLLEH3NU;

e [aTa aKkTMBauuu NporpamMmel;

e [JaTa OKOHYaHWsi CPOKa AENCTBMS NULIEH3NN;

e  KONMMYEeCTBO OHEW A0 OKOHYaHWSA Cpoka AEeNCTBUS NULIEH3UU.

3a 30 gHen 0o OKOHYaHMS CpoKa AEVCTBUS NuueH3umn B pasgene MoHUTOPUHI NnosBnseTcs yBegoMreHue o
HeobxoAMMOCTN NPOANUTL NULEH3NI0. DTO YBEAOMIEHME OTOOpaXaeTcs Ha BCEX CEpBEPaxX C KOMMOHEHTOM
Central Node (B pexxume pacnpegeneHHoro peweHus n multitenancy — Ha PCN n Bcex nogkntoyeHHbix SCN) ans
BCEX Monb3oBaTernen He3aBUCUMO OT UX POJIN.

NMpocmoTp TekcTa JIMLEeH3MOHHOro cornaweHus B
BeO-nHtepdeunce Central Node

B pexxume pacnpegeneHHoro peweHns (cM. pasgen "PacnpegeneHHoe pelleHune n pexum multitenancy” Ha
cTp. 81) n multitenancy Bbl MoxeTe npocMaTpuBaTb TeKCT JIMLLEH3NOHHOrO cornalleHns B Be6-nHTepdence
cepsepoB PCN u Bcex nogkntoyeHHbix SCN nog y4eTHON 3anvcbio fTIoKanbHOro agMMHUCTpaTopa,
agMUHUCTpaTopa unu nonb3osaTtenen Beb-uHTepdenca nporpammei.

» 4mobki npocmMompemsb mexkem JIUYeH3UOHHO20 coanalleHUus, 8binonHume credyroujue delicmeus 8
8eb-uHmepghetice cepsepa ¢ komrnoHeHmom Central Node:

Beibepute pasgen MapameTpsbl, nogpasgen JvueHsus.
HaxxmuTe Ha kHoMKy JInueH3noHHOe cornailueHue B NpaBoM BepxHeM yriny paboden obnactu.

1
2
3. B oTkpbIBLIEMCS OKHE MPOCMOTPUTE TEKCT JIMLLEH3NMOHHOIO cornatleHus.
4

Mo oKOHYaHWM NPOCMOTPA HAXMUTE Ha KHOMKY 3aKpbIThb.

NMpocmoTp TekcTa NMonntnkn KoHpuaeHUMarnbLHOCTU B
BeO-nHtepdence Central Node

B pexume pacnpeneneHHoro pelleHus (cM. pasgen "PacnpegeneHHoe pelleHne 1 pexxum multitenancy” Ha
cTp. 81) n multitenancy Bbl MOXeTe npocMaTpmBaTh TEKCT MonMTUkM KoHMaeHUnansHoCcTH B Be6-nHTEephence
cepBepoB PCN n Bcex nogkntoyeHHbIx SCN nog y4eTHOM 3anmcbto NoKanbHOro agMmMHUCTpaTopa,
agMUHUCTpaTopa unu nonb3oBaTtenen Be6-uHTepdenca nporpammei.

» Ymobki npocmompemes mexkem lNonumuku KOHgbUuOeHYUarnbHOCMU, 8bINMofIHUMe criedyruue
Oeticmesusi 8 seb-uHmeppetice cepsepa ¢ komrioHeHmom Central Node:

1. Bbibepute pasgen MapameTpsbl, nogpasaen JinueHsus.

JluyeHsuposaHue rnpozpammbi
145



lkaspersky

2. Haxmwute Ha kHonKy MonuTHUKa KOHUAESHUNANBLHOCTU B NPaBOM BEPXHEM Yriy paboyei obnactu.
3. B oTkpbIBLLUEMCS OKHE NpOCMOTPUTE TeKCT MonnTHKM KOHUAEHLNANBHOCTY.

4. [lo oKOHYaHUM NPOCMOTPA HAXKMUTE Ha KHOMKY 3aKpbIThb.

NMpocmoTp nMHpopmaumm o CTOPOHHEM Koae,
UCNofib3yeMoM B nporpamme

B pexume pacnpegeneHHoro pewexus (cM. pasgen "PacnpegeneHHoe pelleHne n pexxum multitenancy” Ha

cTp. 81) n multitenancy Bbl MOXeTe npocMaTpmBaTbh UHOPMALMIO O CTOPOHHEM KoAe, ucnonbdyeMom B Kaspersky
Anti Targeted Attack Platform, B Be6-nHTepderice cepepos PCN u Bcex nogkntoveHHbix SCN nog y4eTHoM
3anMcbio NIOKaNbHOro agMUHUCTpaTopa, agMUHUCTPaTopa MNnu nonb3oBarternen Be6-uHrepdenca nporpammei.

» 4Ymobbi npocmompems UHGhOPMaUU O CMOPOHHEM KOOe, 8bINosTHUMe criedyrouue delicmsaus 8
geb-uHmepgbelice cepsepa ¢ komrioHeHmom Central Node:

Bbibepute pasgen MapameTtpsbl, nogpasgen JiuueHsus.
HaxxmuTe Ha kHonKy CTOPOHHMI KOA B MpaBOM BEPXHEM yriy paboyen obnactu.

1
2
3. B oTkpbiBLIEMCS OKHE NPOCMOTPUTE MHAPOPMALMIO O CTOPOHHEM KOZe.
4

Mo OKOHYaHWK NPOCMOTPa HaXMUTE Ha KHOMKY 3aKprTb.

NMpocmoTp TekcTa JInueH3noOHHOro cornawleHus B
BeOG-uHTepdence Sandbox
» Ymobki npocmompemes mexkem JluueH3UuOHHO20 coanaweHusi 8 8eb-uHmepagbetice cepsepa ¢

komrnoHeHmowm Sandbox (cm. pasdes1 "Paboma ¢ komrnoHeHmom Sandbox yepes geb-uHmepgpedc'
Ha cmp. 194), ebinosHUmMe criedyrowjue oelicmeus:

1. Bongute B Beb-mHTepderic Sandbox nog y4eTHbIMU AaHHBIMU, KOTOPbIE Bbl 3a4anu Npu ycTaHOBKE
KomnoHeHTa Sandbox.

=,

2. HaxmwuTe Ha KHOMKy 0 B NIEBOM HUXXHEWN YacTu OKHa Beb-uHTepdenca.
OTKpoeTca OKHO ¢ MHdopMaumen o KomnoHeHTe Sandbox.

4. Tlo ccbinke JILEeH3NOHHOE cornalleHne packpomnTe OKHO C TEKCTOM JINLEH3NOHHOTo CornalleHus
nporpamMmei.

5. HDOCMOTpMTe TEeKCT JIMUEeH3MOHHOro cornatleHus.

6. [1o OKOHYaHUM NPOCMOTPA HAXMUTE Ha KHOMKY *.

NMpocmoTp TekcTa JIMLEeH3UOHHOro cornaweHnsa Ha
koMmnbroTepe ¢ Kaspersky Endpoint Agent

Ha kaxxgom kKoMmnbloTepe, Ha KOTOPOM YyCTaHoBIeHa oTAeNbHasa nporpamma Kaspersky Endpoint Agent, cainn c
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JlnueHsnoHHbIM cornalweHnemM Kaspersky Anti Targeted Attack Platform HaxognTca B nanke EULA B Ton
AVpeKTopun, B KOTOPOWN ycTaHoBneHa nporpamma Kaspersky Endpoint Agent.

INobaBneHue Kno4a

B pexwume pacnpegeneHHoro pewleHuns (cMm. pasgen "PacnpegeneHHoe pelleHne n pexum multitenancy” Ha
cTp. 81) nobaBneHune kn4va AOCTYMNHO ToNbKo Ha cepepe PCN.

» Umobbl 0obasumb Kiro4, 8bINOTHUME criedyrouwjue delicmeus:

B okHe Beb-mHTEpdelica nporpammbl Bbidepute pasgen MapameTtpsbl, nogpasgen JiuueHsus.
Bbibepute T1n kntova: KATA vnn KEDR.
B pasgene ¢ BbIOpaHHbIM TUMOM KoYa HaXXMUTE Ha KHOMKY 3arpy3uThb.

OTKpOEeTCH OKHO Bbibopa ¢hannos.

BbiGepuTe haiin kntoya, KOTopblii Bbl XOTUTE 3arpy3uTb, Y HAXKMUTE Ha KHOMKY OTKPbITb.

OkHo BbIGOpa (halinoB 3aKpoeTcs.

Kniou 6yget gobasneH B nporpammy.

3amMeHa Knrou4a

B pexume pacnpegeneHHoro peweHus (cMm. pasgen "PacnpegeneHHoe pellenne n pexum multitenancy” Ha
cTp. 81) 3ameHa krnoya AocTynHa Tonbko Ha cepsepe PCN.

» Umobbi 3aMeHUMb aKkmuBHbIU K1Y rpozpamMmMbl OpyauM KIIF4YOoM, 8bIrofHuUme credyroujue

delicmesus:

B okHe Beb-mHTepdherica nporpammel BoibepuTe pasgen MapameTtpsl, noapasgen JivueHsums.
Beibepute Tvn kntova: KATA unu KEDR.
B pasgene ¢ BbIGpaHHbIM TUMOM KIHO4a HAXXMWUTE Ha KHOMKY 3aMeHUTb.

OTkpoeTcs OKHO Bbibopa dhannos.

BbiGepuTte chann kntoya, KOTOPbIM Bbl XOTUTE 3aMEHUTb aKTUBHbIW K4, U HAXMUTE Ha KHOMKY OTKPbITb.

OkHo BbIGOpa (hainoB 3aKpoeTCs.

3arpyxeHHbIl KoY 3aMEHUT aKTUBHBIN KoY Nporpammel.
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YaaneHue Krnro4va

B pexume pacnpegeneHHoro peweHus (cM. pasgen "PacnpegeneHHoe pelleHne n pexum multitenancy” Ha
cTp. 81) yoaneHue kntova JOCTYMNHO TonbKo Ha cepeepe PCN.

» Umobnbi ydanums Kiwod, ebinoniHume credyrouwue delicmeus:

B okHe Beb-nHTEphenca nporpammel Boibepute pasgen MapameTpsol, nogpasaen JiuueHsus.
Bbibepute T1n kntova: KATA vnn KEDR.

B pasgene ¢ BbIOpaHHbIM TUMOM KoYa HaXXMUTE Ha KHOMKY YAaanuThb.

OTKpOETCHA OKHO NOATBEPXKAEHMS yOaneHu s Kntova.

HaxmuTte Ha kHonky Oa.

OKHO NOATBEPXKAEHUS yAareHUs KIoYva 3aKpoeTcsi.

Kniou 6yneT ynaneH.

PeXnmbl paboTbl nporpaMmmbl B COOTBETCTBUU C
nuueH3uneun

B Kaspersky Anti Targeted Attack Platform npegycmoTpeHbl paznmyHble pexxmmbl paboTel NporpaMmvbl B
3aBMCMMOCTM OT A06aBMNEHHbIX KITHOYEN.

Be3 nuueH3nn

B aToM pexume nporpamma paGoTaeT ¢ MOMEHTa YCTaHOBKM NMporpamMmbl 1 3anycka BeG-nHTepderica oo Tex
rnop, Nnoka Bbl He JoGaBUTE KITou.

B pexume bes nuueHsnu OenCTBYIOT cnegyroLmne orpaHuyeHns:

He obHoBnsATCA 6a3bl nporpaMmmei.
OTcyTcTBYeT nogkntodeHne k 6ase 3HaHun Kaspersky Security Network.
OrpaHuyeH npvem n 06paboTka JaHHbIX U3 CETEBOMO 1 MOYTOBOro Tpacdwmka.

OrpaHunyeHa yHKUMOHaNbHOCTL pasaenos Beb-nHTepdenca Mouck yrpos, 3apauun, Monutukm,
NMonb3oBaTtenbckue npaBuna, XpaHunuuwe, Endpoint Agents.

Kommepqeckaﬂ NnnueH3uns

B aTom pexume nporpaMmma nogknoyaeTcs k 6ase 3HaHui Kaspersky Security Network n obHoBnsieT 6a3bl.

Mo ucTeveHUn cpoka rogHOCTH KNoYa Ans KOMMePYECKOW NULEH3MM NporpamMmma npekpalLaeT obHoBneHue
6a3 n He nogkntovaeTca k 6ase 3HaHun Kaspersky Security Network.

[Ina Bo306HOBMNEHMS paboTbl MporpamMmmMbl HEO6XOAMMO 3aMEHUTL KITOY UNu 06aBUTL HOBLIN KoY 41151
KOMMEPYECKOWN SINLIEH3UN.

B Ttekywen Bepcun Kaspersky Anti Targeted Attack Platform goyHKUMOHaNbHOCTb NporpamMmbl Takke 3aBUCUT
OT TMna Jo06aBNEHHOrO NMULEH3MOHHOIO Kroya:
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e Knroun KATA n KEDR. lNonHasa pyHKLMOHaNbHOCTb NpOorpaMmmbl.
e Knrou KEDR. OrpaHuyeH npuem 1 o6paboTka AaHHbIX M3 CETEBOro M NOYTOBOro Tpadumka.

e Knrou KATA. OrpaHunyeHa pyHKUMOHANbLHOCTL pa3aenos Beb-nHTepderica Mouck yrpos, 3agaum,
Monutukn, Nonb3oBaTenbckue npaBuna, XpaHunuuwe, Endpoint Agents.
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Hactpouka nHrerpauumn Kaspersky
Anti Targeted Attack Platform c
nporpammoun Kaspersky Endpoint
Agent

B aTom pasgene cogepxuTcsa nHgopMauusa o ToM, kKak HacTpouTb MHTerpaunio Kaspersky Anti Targeted Attack
Platform ¢ nporpammon Kaspersky Endpoint Agent. Bam noHagobutcs BbINONHUTL 4ENCTBUS U HA CTOPOHE
Kaspersky Anti Targeted Attack Platform yepes Be6G-nHTepdeinc (cm. pasgen "Havano pabotel B BeO6-mHTEpherice
nporpaMmmbl” Ha cTp. 169) n MeHo agMmmnHMcTpaTopa nporpammel (cMm. pasgen "Havano paboTbl B MEHI0
agMUHUCTpaTopa nporpammbl” Ha cTp. 170), n Ha ctopoHe Kaspersky Endpoint Agent yepes koHcornb
agMuHucTpupoBaHus KSC.

Hacmpolika unmeepayuu Kaspersky Anti Targeted Attack Platform ¢ npoepammot Kaspersky Endpoint Agent
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B aTtom pasgene

HacTpolika goBepeHHoro coeguHeHunst Kaspersky Anti Targeted Attack Platform ¢ nporpammon Kaspersky

S e o oTo 1ol QYo =T o | A PP PP PPTUPRPPN 151
CkaumBaHue TLS-ceptudukarta cepeepa Central Node Ha KOMMBIOTEP .....ccoeeieeeieieieieieie e, 154
"eHepauus TLS-cepTudmkata cepeepa Central Node B BeG-uHTepdence Kaspersky Anti Targeted Attack
[ F= Lu {0 o 1 P PPPPRRPPPPRS 155
3arpyska camocTosTenbHO noarotosneHHoro TLS-ceptudumkara cepsepa Central Node uepes
Beb-mHTepdelic Kaspersky Anti Targeted Attack Platform ..........cccocciiiiiii e 155
3arpyska TLS-ceptudmkata cepepa Central Node unu Sensor B Kaspersky Endpoint Agent .............. 157
BkniouweHne npoepkn TLS-ceptndukata Kaspersky Endpoint Agent B Be6-nHtepdpence Kaspersky Anti
Targeted Attack PlatforM ..........ooooiiiii i 158
eHepauus TLS-cepTudmkata Kaspersky Endpoint Agent B Be6-uHTepdelice Kaspersky Anti Targeted
Attack Platform 1 ckauMBaHNE KPUNMTO-KOHTEMHEPA ......eieiuuriieeiiieeeeiiteeeesiiteeessibeeeeseneeeesnnnneeesannneeessnnneeas 158
3arpyska camocTosTenbHO noarotosneHHoro TLS-ceptudmkara Kaspersky Endpoint Agent uepes
Beb-mHTepdelic Kaspersky Anti Targeted Attack Platform ..........cccocciiiiiii e 159
MpocmoTp Tabnuubl TLS-ceptudukator Kaspersky Endpoint Agent B BeG-nHTepdelice Kaspersky Anti

LI Lo (= (= To I AN a = ol Qo oY {0 o SRR 160
dunbTpaums n nouck TLS-ceptudmkatoB Kaspersky Endpoint Agent B Be6-nHTepdence Kaspersky Anti
Targeted Attack PlatforM ..........ooooiiiiii 160
YpnaneHue TLS-ceptudukatoB Kaspersky Endpoint Agent B  Be6-uHTepdernce Kaspersky Anti Targeted
AACK PIatform.. ... 161
HacTtpoiika nposepku TLS-cepTtudukata Kaspersky Endpoint Agent cepeepom Central Node 1 3arpyska
KpunTto-koHTenHepa B Kaspersky Endpoint AQENt.........ooo i 162
HacTpovika nepeHanpasneHus Tpaduka ot Kaspersky Endpoint Agent Ha cepBep Sensor .................... 163
leHepauusa TLS-cepTudmkaTa cepBepa Sensor B MEHIO agMUHUCTpaTopa cepBepa SENSOr...........vu.... 163
3arpyska caMmocTosATenbHO noarotoBneHHoro TLS-cepTudmkara cepeepa Sensor yepes MeHto
AOMUHUCTPATOPA CEPBEPA SENSON ....eiiiiuiiiieiiitiiee e it te e e sttt ee e sttt e e e aabeee e e sabe e e e e asbbeeeeaabaeeeeaabbeeeeabaeeeeanbbeeaeans 163
CkaumBaHue TLS-cepTudmkata cepBepa SENSOr HA KOMIMBIOTED ....cceiurrieeirireeeariieeeeaaitreesasireeesssseeessnnnns 163

HacTtpoiika nHterpauum n goBepeHHoro coeauHeHuns ¢ Kaspersky Anti Targeted Attack Platform Ha
cTopoHe Kaspersky ENdpoint AQENt ... ..o 163

HacTtpounka noBepeHHoro coeanHeHus Kaspersky Anti
Targeted Attack Platform ¢ nporpammon Kaspersky
Endpoint Agent

Bam noHagobutcsa HacTpouTb AoBepeHHoe coeanHeHne Kaspersky Anti Targeted Attack Platform ¢ Kaspersky
Endpoint Agent n Ha ctopoHe Kaspersky Anti Targeted Attack Platform yepes Be6-uHTepdenc (cm. pasgen
"Hauyano paboTtbl B BeG-nHTEPdENce nporpaMmmel” Ha cTp. 169) n MeHIO agMmnHMCTpaTopa NporpaMmel (CM. pasgen
"Hayvano paboTbl B MEHIO agMUHUCTpaTopa nporpammbl” Ha cTp. 170), n Ha ctopoHe Kaspersky Endpoint Agent

Hacmpolika unmeepayuu Kaspersky Anti Targeted Attack Platform ¢ npoepammou Kaspersky Endpoint Agent
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Yyepes KOHCcomnb aagMuHUcTpupoBaHusa KSC.

Bbl MOXXeTe ucnonb3oBaTb OQWH U3 cneaywwmnx BapnaHToB AOBEPEHHOIO coeaAnHEeHNA:

1. C ucnonb3oBaHuem TLS-ceptudukara Kaspersky Anti Targeted Attack Platform. be3 nposepku
TLS-ceptudmkata Kaspersky Endpoint Agent Ha ctopoHe Kaspersky Anti Targeted Attack Platform.

a.

Hactpolika coeguHeHus ¢ cepepoM Central Node 6e3 npoBepkn TLS-cepTudmkata Kaspersky
Endpoint Agent B Kaspersky Anti Targeted Attack Platform (Ha cTp. 153)

Kaspersky Endpoint Agent yctaHaBnuBaeT goBepeHHoe coemHeHue ¢ Kaspersky Anti Targeted Attack
Platform ¢ ncnonesoeaHnem TLS-cepTudmkata cepsepa Central Node. Kaspersky Anti Targeted
Attack Platform He npoBepsieT TLS-ceptudmkat Kaspersky Endpoint Agent npu noneitke
noakntoveHns Kaspersky Endpoint Agent.

HacTpowika coeamHeHus ¢ cepsepom Sensor 6e3 nposepkn TLS-ceptudpmkara Kaspersky Endpoint
Agent B Kaspersky Anti Targeted Attack Platform (Ha cTp. 153)

B Kaspersky Anti Targeted Attack Platform HacTpoeHo nepeHanpaBneHue Tpadguka Ha cepeep Sensor
(cm. pasgen "Hactporika nepeHanpaBneHus Tpaduka ot Kaspersky Endpoint Agent Ha cepeep
Sensor" Ha cTp. 163). Kaspersky Endpoint Agent yctaHaBnuBaeT JOBEPEHHOE COEAUHEHUE C
Kaspersky Anti Targeted Attack Platform ¢ ncnonssosaHmem TLS-cepTudmkata cepsepa Sensor.
Kaspersky Anti Targeted Attack Platform He npoBepseT TLS-ceptudmkat Kaspersky Endpoint Agent
npu nonbiTke nogkntoveHnsa Kaspersky Endpoint Agent.

2. C uncnonb3oBaHneM TLS-cepTtudmkatoB Kaspersky Anti Targeted Attack Platform n Kaspersky Endpoint
Agent. C nposepkon TLS-ceptucmkata Kaspersky Endpoint Agent Ha ctopoHe Kaspersky Anti Targeted
Attack Platform.

a. Hactpoiika coeguHeHus c cepsepom Central Node ¢ nposepkon TLS-cepTudukata Kaspersky

Endpoint Agent B Kaspersky Anti Targeted Attack Platform (Ha cTp. 153)

Kaspersky Endpoint Agent yctaHaBnusaeT foBepeHHoe coefuHeHune ¢ Kaspersky Anti Targeted Attack
Platform ¢ ncnonesosaHnem TLS-cepTudukata cepsepa Central Node. B Kaspersky Endpoint Agent
HacTpoeHa JononHUTEenNbHas 3awnTa coegnHeHus u sarpyxeH TLS-ceptudumkaTt Kaspersky Endpoint
Agent. Kaspersky Anti Targeted Attack Platform npoepsieT TLS-cepTudukat Kaspersky Endpoint
Agent npu noneiTke nogkntodeHna Kaspersky Endpoint Agent.

HacTtpoiika coeguHeHuns ¢ cepepoM Sensor ¢ nposepkon TLS-cepTudukata Kaspersky Endpoint
Agent B Kaspersky Anti Targeted Attack Platform (Ha cTp. 154)

B Kaspersky Anti Targeted Attack Platform HacTpoeHo nepeHanpaBneHue Tpadguka Ha cepeep Sensor
(cm. pasgen "Hactporika nepeHanpasneHus Tpaduka oT Kaspersky Endpoint Agent Ha cepsep
Sensor" Ha cTp. 163). Kaspersky Endpoint Agent yctaHaBnuBaeT JoBepeHHOe coeiMHEeHNe C
Kaspersky Anti Targeted Attack Platform ¢ ncnonesosannem TLS-cepTndmkaTta cepsepa Sensor. B
Kaspersky Endpoint Agent HacTpoeHa gononHUTesNbHas 3alnTa CoeanUHEHNS 1 3arpyxeH
TLS-ceptudmkat Kaspersky Endpoint Agent. Kaspersky Anti Targeted Attack Platform nposepsieT
TLS-ceptndmkat Kaspersky Endpoint Agent npu nonbeiTke nogkntoyveHns Kaspersky Endpoint Agent.

Hacmpolika unmeepayuu Kaspersky Anti Targeted Attack Platform ¢ npoepammot Kaspersky Endpoint Agent
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B aTtom pasgene

Hactpolika coeguHeHunsi ¢ cepeepoM Central Node 6e3 npoeepku TLS-ceptudmkata Kaspersky Endpoint
Agent B Kaspersky Anti Targeted Attack Platform ... 153

HacTtpolika coeguHeHns ¢ cepepoM Sensor 6e3 nposepkn TLS-cepTudumkata Kaspersky Endpoint Agent B
Kaspersky Anti Targeted Attack PIatform .............oveiiiiio i e e 153

HacTtporika coeguHeHuns ¢ cepsepom Central Node ¢ nposepkon TLS-cepTucukata Kaspersky Endpoint
Agent B Kaspersky Anti Targeted Attack Platform ... 153

HacTpolika coeguHeHuns ¢ cepepoM Sensor ¢ npoBepkon TLS-cepTudunkata Kaspersky Endpoint Agent B
Kaspersky Anti Targeted Attack PIatform ...........c..uvviiiio o e e 154

HacTtpounka coeguHeHus c cepsepom Central Node 6e3 npoBepku
TLS-cepTudukarta Kaspersky Endpoint Agent B Kaspersky Anti
Targeted Attack Platform

Kaspersky Endpoint Agent yctaHaBnuBaeT goBepeHHoe coeanHeHmne ¢ Kaspersky Anti Targeted Attack Platform ¢
ncnonb3oBaHnem TLS-cepTudmkata cepeepa Central Node. Kaspersky Anti Targeted Attack Platform He
nposepsieT TLS-ceptudmkaT Kaspersky Endpoint Agent npu nonbiTke nogknioveHns Kaspersky Endpoint Agent.

Ecnu Bbl ncnonb3dyeTte 3TO0T BapnaHT HaCTpOI7IKVI 0OBEepeHHOro coegnHeHus, HaCTpOIZKa COCTOUT U3 cneanyrwmnx
3TanoBs.

a. leHepauus (cm. pasgen "leHepauus TLS-cepTudcdukara cepsepa Central Node B
Beb-uHtepcence Kaspersky Anti Targeted Attack Platform" Ha cTp. 155) nnu 3arpy3ka
camocTtosnTenbHO noarotosneHHoro TLS-cepTudmkarta (cMm. pasgen "3arpyska
camocTofATenbHO noarotoBneHHoro TLS-cepTucukara cepsepa Central Node yepes
Be6-uHTepdenc Kaspersky Anti Targeted Attack Platform” Ha cTp. 155) cepBepa Central
Node B Beb6-uHTtepcpeinice Central Node (ecnu TLS-ceptucpmkar cepeepa Central Node He
co3faH paHee).

b. CkauuBaHue TLS-cepTtudukara cepsepa Central Node Ha komnbloTep (Ha cTp. 154).

c. 3arpy3ka TLS-ceptudmkara cepBepa Central Node B Kaspersky Endpoint Agent yepe3 KoHcoONnb
aamuHucTpupoBaHusa KSC (cm. pasgen "3arpy3ka TLS-ceptudukara cepBepa Central Node unu
Sensor B Kaspersky Endpoint Agent" Ha cTp. 157).

Hactpouka coeanHeHuns c cepepom Central Node ¢ npoBepkou
TLS-ceptudumkarta Kaspersky Endpoint Agent B Kaspersky Anti
Targeted Attack Platform

Kaspersky Endpoint Agent yctaHaBnuBaeT goBepeHHoe coeanHeHue ¢ Kaspersky Anti Targeted Attack Platform ¢
ucnonb3oBaHnem TLS-cepTudmkata cepsepa Central Node. B Kaspersky Endpoint Agent HacTpoeHa
AOnonHUTENbHas 3awwmTa coeguHeHuns u 3arpyxeH TLS-ceptudpmkat Kaspersky Endpoint Agent. Kaspersky Anti
Targeted Attack Platform nposepsieT TLS-cepTudpukat Kaspersky Endpoint Agent npu nonbITke NOKNHOYEHUS
Kaspersky Endpoint Agent.

Ecnu Bbl ncnonb3yerte 3T0T BapnaHTt HaCTDOIZKVI AoBepeHHOro coegnHeHuA, HaCTpOVIKa COCTOUT M3 crnegyroumx
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9TanoB:

a. leHepauus (cm. pasgen "leHepauua TLS-cepTtudmkara cepepa Central Node B
Beb-uHtepcence Kaspersky Anti Targeted Attack Platform" Ha cTp. 155) nnu 3arpy3ka
camocTosfTenbHO noarotoBneHHoro TLS-cepTuchmkara (cm. pasgen "3arpy3ska
camocTofATenbHO nogrorosneHHoro TLS-ceptucukara cepsepa Central Node yepes
Beb-uHtepcpenc Kaspersky Anti Targeted Attack Platform” Ha cTp. 155) cepBepa Central
Node B Be6-uHtepcpence Central Node (ecnu TLS-ceptucpumkar cepepa Central Node He
co3faH paHee).

CkaumBaHue TLS-ceptudukara cepBepa Central Node Ha komnbloTep (Ha cTp. 154).

3arpys3ka TLS-ceptudmkara cepBepa Central Node B Kaspersky Endpoint Agent yepe3 KoHconb
aamuHucTpupoBaHusa KSC (cm. pasgen "3arpy3ka TLS-ceptudukara cepsepa Central Node unu
Sensor B Kaspersky Endpoint Agent" Ha cTp. 157).

BknioueHue npoBepku TLS-ceptudukara Kaspersky Endpoint Agent B Be6-uHTepcpence Kaspersky
Anti Targeted Attack Platform (Ha cTp. 158).

FeHepauua u ckaumBaHue KpUnTo-KoHTenHepa ¢ TLS-cepTudmkarom Kaspersky Endpoint Agent
(cm. pasgen "leHepauua TLS-ceptudmkara Kaspersky Endpoint Agent B Be6-uHTepdence
Kaspersky Anti Targeted Attack Platform u ckaunBaHne KpunTo-KOHTENHepa" Ha cTp. 158) unu
3arpy3ka camocTosiTenibHO noarotoBneHHoro TLS-ceptucumkarta Kaspersky Endpoint Agent yepes
BeG-uHTtepdenc Kaspersky Anti Targeted Attack Platform (Ha cTp. 159).

Ecnn Bbl nogrotaBnueaete TLS-ceptudpunkat Kaspersky Endpoint Agent camoctosaTensHo, Bam
HY>KHO CcO34aTb KpUNTO-KOHTEHep chopmaTta PFX ¢ atum ceptudpmkatom. NogpobHee o paboTe ¢
TLS-ceptndukatamm cm. B JokymeHTauum OpenSSL.

3arpyska kpunTto-KkoHTenHepa ¢ cepTudukaTtom Kaspersky Endpoint Agent B Kaspersky Endpoint
Agent yepe3 koHconb agMuMHUcTpupoBaHus KSC (cMm. pasgen "HacTpoinka npoBepku
TLS-ceptudmkara Kaspersky Endpoint Agent cepsepom Central Node u 3arpyska
KpunTto-KoHTenHepa B Kaspersky Endpoint Agent" Ha cTp. 162).

CkaumBaHue TLS-ceptudpmkarta cepepa Central Node Ha
KoMnblOTEP

YTtobbl ckavaTb TLS-cepTudurkar cepeepa Ha KOMMbLIOTEP:

1.
2.

B okHe Beb-mHTepderica nporpammel BbioepuTe pasgen MapameTpsl, nogpasgen Ceptudukartbl.

B paspene Ceptudukat cepBepa HaxxMmTe Ha KHOMNKy CKkavaTb.

dann ceptudukata cepepa bygeT coxpaHeH B nanke 3arpysku bpaysepa.
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NeHepauunna TLS-cepTtudmkarta cepepa Central Node B
BeO-uHTepdence Kaspersky Anti Targeted Attack Platform

Ecnu Bbl yxe ncnonbsyete TLS-cepTtudmkat cepsepa Central Node n creHepupyeTe HOBbI cepTudmkar,
cepTuduKaT, KOTOpbIN UCNONb3yeTCH B NporpamMmme, 6yaeT yaaneH n 3aMeHeH Ha cCreHepupOBaHHbI
cepTudmkar.

Bam notpebyeTtca ykasaTb AaHHbIE HOBOro cepTudukaTta Besae, rae Ncnonb3oBarncs ctapbin.

Ecnu Bbl 3ameHuTe TLS-cepTudukat Ha HOBbIN, BaM NoTpebyeTcs:

e [loBTOpHO aBTOPM3OBaTHL NOYTOBLIE CeHCcOpbl (KSMG, KLMS) Ha Central Node (cm. pasgen "HacTpowika
WMHTEerpaumm ¢ BHELLHNMM cUcTeMamMmn” Ha CTp. 246).

e [loBTOpHO HacTpouTb coeguHeHue Central Node, PCN 1 SCN ¢ Sandbox (cm. pasgen "Hactpoiika
WHTErpawumm ¢ kKomnoHeHToMm Sandbox" Ha cTp. 243).

e [loBTOpPHO HacTpouTb NepeHanpasneHne Tpaduka ot Endpoint Agent Ha Sensor 1 goBepeHHoe
coeguHeHue ¢ Endpoint Agent (cm. pasgen "HacTpoiika nepeHanpasneHus Tpadumka ot Kaspersky
Endpoint Agent Ha cepBep Sensor" Ha cTp. 163).

e 3arpysuTb HOBbI cepTudumkar B Active Directory (ecnu Bbl ncnonssyete Active Directory).

Ypanute Bce npasuna usonsuumn xoctos Endpoint Agent. CoegnHeHne ¢ M3onnpoBaHHbIMKU XocTamu byaeT
pasopBaHo, Bbl HE CMOXETE UMK YNpPaBnATb.

» 4Ymobki cezeHepuposamb TLS-cepmugukam cepsepa Central Node:

1. Bowngute B Beb-uHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Hauyano pa6otbl B
BeO-uHTEpbence nporpammel” Ha cTp. 169) nog y4eTHOW 3anncbio agMuHMcTpaTopa (CM. pa3gen
"Co3gaHuve y4eTHOW 3anncu agMyHucTpartopa Beb-mHTepderica nporpammbl” Ha cTp. 174).

2. B okHe Beb-nHTepderica nporpammbl Bbibepute pasgen MapameTpbl, nogpasaen Ceptudmkartobl.
3. B pasgene CeptudukaT cepBepa HaxXxmuTe Ha KHornky CreHepupoBaTh.

OTKpoeTCcs OKHO NOATBEPXKAEHUSA AENACTBUS.
4. Haxmute Ha kHonky [a.

Kaspersky Anti Targeted Attack Platform crenepupyeT HoBbIn TLS-cepTudmkaT. CTpaHmua aBTomMaTnyecku
obHoBUTCA.

3arpy3kKa caMoOCTOATESIbHO NOAroTOBMEHHOro
TLS-ceptudukara cepsepa Central Node yepes
BeO-uHTepdenc Kaspersky Anti Targeted Attack Platform

Bbl MOXeTe camocToATENBHO NOAroToBUTL TLS-cepTundmkaTt n 3arpysmTb ero 4yepes Beb-nHtepdenc Kaspersky
Anti Targeted Attack Platform.
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®ann TLS-cepTudukarta, npegHasHayYeHHbIN ONs 3arpy3kn, AOMKEH yOOBNETBOPATbL CreayowmmMm TpeboBaHnsM:
e dann gomkeH cogepxaTtb caM CepTMdUKaT M 3aKpbITbIN KoY WKMEPOBaHUS COeANHEHUS.
o  dann gomkeH umetb oopmat PEM.
e [InuHa 3aKkpbITOro Kntoya gormkHa 6uiTb 2048 6uT unn 6onee.

MoapobHee o nogrotoBke TLS-cepTudmkaToB kK UMNOPTY CM. B AokyMeHTaumm Open SSL.

Ecnu Bbl yxxe ncnonssyete TLS-cepTtudmkat cepsepa Central Node un 3arpysnte HOBbIN cepTudmkar,
cepTnduKaT, KOTOPbIN NCMOMb3yeTcs B Nporpamme, byaeT yaaneH u 3aMeHeH Ha 3arpyXeHHbIn cepTudumkar.
Bam noTtpebyeTcsa ykasaTb gaHHble HOBOTO cepTudukaTa Besae, rae Ucnonb3oBarsncs cTapbii.

Ecnu Bbl 3ameHnTe TLS-cepTMdumkaTt Ha HOBLIN, BaM NoTpebyeTcs:

¢ [loBTOpHO aBTOPM30BaThL NOYTOBLIE CEHCOpbl (KSMG, KLMS) Ha Central Node (cm. pasgen "Hactpovika
WHTErpaumm ¢ BHELLHMMM cucTemamn™ Ha cTp. 246).

e [loBTOpHO HacTpouTb coeaunHeHune Central Node, PCN 1 SCN ¢ Sandbox (cm. pasgen "HacTpoiika
WHTerpaumm ¢ KomnoHeHTom Sandbox" Ha cTp. 243).

e [loBTOpHO HacTpouTb NepeHanpaeneHue Tpaduka ot Endpoint Agent Ha Sensor n goBepeHHoe
coeguHeHue ¢ Endpoint Agent (cm. pa3gen "HacTpolika nepeHanpasneHus Tpadgumka ot Kaspersky
Endpoint Agent Ha cepBep Sensor" Ha cTp. 163).

e 3arpy3uTb HoBbIV cepTudumkar B Active Directory (ecnu Bbl ncnons3syete Active Directory).

Ypanute Bce npasuna usonsuumn xoctos Endpoint Agent. CoegnHeHne ¢ M30nnMpoBaHHbIMK XocTamu 6yaeT
pas3opBaHo, Bbl HE CMOXETe UMK yrnpasnATb.

» Umobnki 3acpy3umb camocmosimeribHO 1o020moerieHHbIU TLS-cepmugukam yepes
seb-uHmepghelic Kaspersky Anti Targeted Attack Platform:

1. Bongute B Beb-mHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Havano pabotel B
Beb-nHTepdence nporpammbl” Ha cTp. 169) nog y4eTHOW 3anncbio agMUHMCTpaTopa (CM. pasgen
"Co3gaHve y4yeTHOW 3anncy agMyvHucTpartopa Beb-nHTepderica nporpammbl” Ha cTp. 174).

2. B okHe Beb-uHTepdhenca nporpammel Boibepute pasgen MapameTtpbl, nogpasgen Ceprtudukarhbl.

3. B pasgene CeptucpmkaTt cepBepa HaOXMUTE Ha KHOMKY 3arpy3vTb.
OTkpoeTcs OKHO Bbibopa dhannos.

4. Bbibepute davin TLS-cepTndukaTa, KOTOPLIA Bbl XOTUTE 3arpy3nTb, U HAXXMUTE Ha KHOMKY OTKPbITb.
OkHo BbIGOpa (haiinoB 3akpoeTcs.

e TLS-ceptudmkat 6ynet nobasneH B Kaspersky Anti Targeted Attack Platform.[lMoBTopHO HacTpoutb
nepeHanpaeneHue Tpadwuka ot Endpoint Agent Ha Sensor u joBepeHHoe coeauHeHne ¢ Endpoint Agent
(cm. pasgen "Hactpoiika nepeHanpaBneHus Tpaduka ot Kaspersky Endpoint Agent Ha cepeep Sensor" Ha
cTp. 163).

e 3arpys3utb HOBbIV cepTudumkar B Active Directory (ecnu Bbl ncnonssyete Active Directory).
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Ypanute Bce npasuna usonsuyum xoctoB Endpoint Agent. CoeguHeHne ¢ n3onnpoBaHHbIMK XocTamu byaeT
pasopBaHo, Bbl HE CMOXETE UMM YNPaBnsTb.

3arpy3ka TLS-ceptudmkarta cepsepa Central Node nnum
Sensor B Kaspersky Endpoint Agent

» 4Ymobnki 3aepy3umb TLS-cepmucbukam cepsepa Central Node unu Sensor e Kaspersky Endpoint

Agent:

1. Ortkpoiite kKoHconb KSC.

2. B pepese koHconu oTkpoviTe nanky Monutukn.

3. B 6noke nonutuk Kaspersky Endpoint Agent BeibepuTe HyXXHY0 NONUTUKY N OTKPOWTE ee CBOMCTBA
OBOVHbBIM LLENYKOM MbILLN.

OTKpolTCS CBONCTBA BbIOPAHHOW MOSIUTUKMN.

4. B pasgene UHTerpauus c KATA BbibepuTe nogpasaen MapameTpbl nHterpauum ¢ KATA.

5. YctaHoBute dnaxok Bknountb nHTerpauymio ¢ KATA.

6. B none Appec Beeante agpec cepepa Central Node nporpammbl Kaspersky Anti Targeted Attack
Platform, ¢ kOTOpbIM Bbl XOTUTE HACTPOUTb MHTErpauunio, 1 BelbepuTe NOpPT NOAKNOYeHUs. o ymonyaHuio
ucnonb3yeTcsa nopt 443.

7. YcTtaHoBute dnaxok Mcnonb3oBaTh 3aKpensieHHbIW cepTUdUKaT ANsA 3aWmnTbl COeANHEHUS.

8. Haxmute Ha kHonky [lo6aBuTb TLS-cepTudumkar....

OTtkpoeTcs okHo [lo6aBneHune TLS-cepTudbukara.
9. BbINONHWUTE OAHO M3 CreayrLWmX gencTeui no gobasneHuto TLS-cepTudmkaTta, CO34aHHOIO Ha CTOPOHE

Kaspersky Anti Targeted Attack Platform n ckavyaHHoro Ha komnbioTep (cM. pasgen "CkadvBaHue
TLS-ceptudmkarta cepsepa Central Node Ha komnbtoTep” Ha cTp. 154):

o [lobaBbTe hann ceptucmkaTa. [Ana aTOro HaxXmMmuTe Ha kHomky O630p..., B OTKPbIBLUEMCS OKHE
BblIbepuTe hbann cepTudmkaTa n HAXXMUTE Ha KHomMKy Open.

e CkonupynTe cogepxaHue cavina ceptndukara B none BetaBbTe gaHHble TLS-cepTtudmkara.

B Kaspersky Endpoint Agent MoxeT 6bITb TONbko oauH TLS-cepTtudukat cepepa Kaspersky Anti
Targeted Attack Platform. Ecnv Bbl go6aBnanu TLS-cepTudmkat paHee n cHoBa fobasunu
TLS-cepTudumkat, TONbKO nocneaHunin JobaBneHHbIn cepTudumkaT byaeT akTyanbHbIM.

Ecnu Bbl HacTpounu nepeHanpasneHve Tpaduka Ha cepBep ¢ KOMMNOHEHTOM Sensor, BaM HY>KHO
3arpy3uTb TLS-cepTtudukat cepsepa Sensor, NpeABapUTENIbHO CKaYaHHbIN HA KOMMbOTEP (CM.
pasgen "CkaunBaHune TLS-cepTudukaTa cepBepa Sensor Ha KomnbioTep" Ha cTp. 163).

10. HaxmwuTe Ha kHornky [lo6aBuUTb.

Wudopmauus o gobasneHHom TLS-cepTudukate otobpasuTcsa B pasgene uHterpaumm ¢ Kaspersky Anti
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Targeted Attack Platform.

11. Y6epunTtech, YTO NepeknoyaTens B NpaBoOM BepXHEM yriy 6rioka napaMeTpoB HaXoaUTCS B NONOXEHUN
Monutuka npumeHsieTcs.

12. HaxmuTe Ha kHonky OK.

TLS-ceptudmkat cepsepa Central Node 6yaet 3arpyxeH B Endpoint Agent.

BknroyeHune npoBepku TLS-ceptudmukata Kaspersky
Endpoint Agent B Be6-nHTepdence Kaspersky Anti
Targeted Attack Platform

» 4Ymobnki 8kroHUMB UCrob308aHUe 008epeHHO20 coeOuHeHuUs ¢ Kaspersky Endpoint Agent:

1. Bowngute B Beb-uHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Hauyano pa6oTtsl B
BeO-nHTEepdpence nporpammel” Ha cTp. 169) nog y4eTHOW 3anncbio agMuHMcTpaTopa (CM. pa3gen
"Cos3gaHne y4yeTHOW 3anucy agMuHucTpaTopa Beb-nHTepderica nporpammbl” Ha cTp. 174).

2. B okHe Beb-nHTepderica Kaspersky Anti Targeted Attack Platform BbibepuTe paszgen MapameTpsbl,
nogpasgen Ceptudukarhbl.

3. B pasgene Ceptudumkartsl Endpoint Agent skntounte nepekntoyatens NpoepAaTb TLS-cepTudmkaTthl
Endpoint Agent.

Kaspersky Anti Targeted Attack Platform 6yaeT npoBepsatb AaHHble TLS-cepTndmkaTta npu nonbitkax
nogkntoveHusa Kaspersky Endpoint Agent k Kaspersky Anti Targeted Attack Platform.

NeHepauusa TLS-ceptudgpumkata Kaspersky Endpoint Agent B
BeO-uHTepdence Kaspersky Anti Targeted Attack Platform
U CKaunBaHUe KPUNTO-KOHTEeUHepa

» 4Ymobki cceHepuposamb TLS-cepmugukam coeduHeHus1 Kaspersky Anti Targeted Attack Platform c
Kaspersky Endpoint Agent:

1. Bongute B Beb-nHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Havano pabotbl B
BeO-uHTEppence nporpammel” Ha cTp. 169) nog y4eTHOW 3anncbio agMuHMUcTpaTopa (CM. pa3gen
"Co3gaHve y4eTHOW 3anncu agMyHucTpartopa Beb-nHTepderica nporpammbl” Ha CTp. 174).

2. B okHe Beb-nHTEpdernica Kaspersky Anti Targeted Attack Platform BbiGepuTe pasgen MNapameTpsbl,
nogpasgen Ceptundukarbl.

3. B pasgene Ceptucukatbl Endpoint Agent Haxxmunte Ha kHonky CreHepupoBaTh.

Kaspersky Anti Targeted Attack Platform crenepupyeT HoBbin TLS-cepTudmkat. CTpaHuLa aBTomMaTn4ecku
obHoBUTCA.

Ha Baw nokanbHbI KOMMbLIOTEP B Nanky 3arpy3ku 6paysepa OyaeT 3arpykeH gan KpunTo-KoHTeHepa ¢
ceptucdmkatom Kaspersky Endpoint Agent B coopmate PFX.

Bbl MOXeTe ncnonb3oBaTb KpUNTO-KOHTENHEP AN HacTporku nposepkn TLS-cepTudmkata Kaspersky Endpoint
Agent cepepom Central Node npu nonbiTke nogkntoveHns k Kaspersky Anti Targeted Attack Platform (cm. pasgen
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"Hactporika nposepkn TLS-cepTtudpmkata Kaspersky Endpoint Agent cepsepom Central Node u 3arpy3ka
KpunTo-koHTenHepa B Kaspersky Endpoint Agent” Ha cTp. 162).

Mo ymonyaHuio KpUNTO-KOHTENHEP He 3aluuLLeH naponemM. Bbl MOXeTe yCTaHOBUTb Naporb KPUMNTO-KOHTEHEpa.
MoapobHee o paboTe ¢ TLS-cepTudmkatamm cm. B AokymeHTaumm OpenSSL.

B KpMNTO-KOHTENHEPE COOEPXKUTCA TOSBbKO hann cepTudukaTa n He cogepXUTCa doann 3akpbITOro Kroya.
Kaspersky Anti Targeted Attack Platform He xpaHuT 3akpbITbie kntoun TLS-undpoBaHusa coeguHeHns.

3arpy3Kka caMoCTOATENIbHO NOArOTOBJIEHHOrO
TLS-ceptndukarta Kaspersky Endpoint Agent yepes
BeG-uHTepdenc Kaspersky Anti Targeted Attack Platform

Bbl MoXeTe camocTosTenbHO NoarotoBuTb TLS-cepTundmkat n 3arpysntb ero Yepes Beb-nHtepdenc Kaspersky
Anti Targeted Attack Platform.

dain TLS-cepTudumkaTa, npeaHasHauyeHHbI Ans 3arpysku, JOJKeH YAOBNETBOPATL crieaytowmm TpeboBaHNsM:

o  dann gormKeH coaepxaTb cam cepTUMKaT 1 3aKpbITbIN KNHOY WNpoBaHUs CoeguHEHNS.
e  ®dann gomkeH nmeTb popmat PEM.
e [lnvHa 3aKpbITOro Kntoya gomkHa obiTb 2048 6ut nnn Gonee.

MoapobHee o nogrotoBke TLS-cepTudumkaToB K MMNOPTY CM. B JOKyMeHTauun Open SSL.

Ecnu Bbl nogrotaesnusaete TLS-ceptudukat Kaspersky Endpoint Agent camoctoaTenbHO, BaM HYXXHO co34aThb
KpunTo-KoHTenHep dpopmaTa PFX ¢ aTuM cepTudukaTtom 1 3arpysutb KpunTo-koHTenHep B Kaspersky Endpoint
Agent (cm. pasgen "Hactpoika nposepku TLS-ceptudukata Kaspersky Endpoint Agent cepsepom Central Node n
3arpyska Kpunto-koHTenHepa B Kaspersky Endpoint Agent" Ha cTp. 162).

Bbl MOXeTe ncnonb3oBaTth KpUNTO-KOHTENHEP ANSA HacTporku npoeepkn TLS-ceptudmkarta Kaspersky Endpoint
Agent cepsepom Central Node npu nonbiTke nogkntoveHns k Kaspersky Anti Targeted Attack Platform (cm. pasgen
"Hactpoiika nposepkn TLS-cepTudpmkata Kaspersky Endpoint Agent cepsepom Central Node u 3arpyska
KpunTo-koHTenHepa B Kaspersky Endpoint Agent” Ha cTp. 162).

MoppobHee o paboTe ¢ TLS-cepTndukatamm cm. B gokymeHTaumum OpenSSL.

B KpMNTO-KOHTENHEPE OOIMKEH COAEePXUTCA ToNbKo dhann cepTudumnkaTa n He OIMKEH coaepXuTtca dann
3akpbIToro kntoya. Kaspersky Anti Targeted Attack Platform He xpaHuT 3akpbiTble kntoun TLS-wndpoaHms
coeguHeHus.

» 4Ymobnki 3a2py3umb camocmosimeribHO nod2omosrieHHbil TLS-cepmugpukam Kaspersky Endpoint
Agent yepes geb-uHmepgbetic Kaspersky Anti Targeted Attack Platform:

1. Bowngute B Beb-uHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Hauyano pa6oTtbl B
BeO-nHTEppence nporpammebl” Ha cTp. 169) nog y4eTHOW 3anncbio agMuHMcTpaTopa (CM. pasgen
"Co3pgaHve y4eTHOW 3anncu agMmHucTpatopa Beb-mHTepderica nporpammbl” Ha cTp. 174).
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2. B okHe Beb-nHTepderica Kaspersky Anti Targeted Attack Platform BbibepuTe pasgen MapameTpsbl,
nogpasgen Ceptudukartbl.

3. B pasgene Ceptucumkartsl Endpoint Agent HaxxmuTe Ha KHONKY 3arpy3uTb.
OTKpoeTca OkHO Bbibopa hannos.

4. Bbibepute cann TLS-cepTudumkarta, KOTOpbIA Bbl XOTUTE 3arpy3nTb, U HAXKMUTE Ha KHOMKY OTKPbITb.
OkHo BbIbOpa (haiinoB 3aKpoeTcs.

TLS-ceptndmkat 6yaet nobaeneH B Kaspersky Anti Targeted Attack Platform.

NMpocmoTp Tabnuubl TLS-cepTudukaroB Kaspersky
Endpoint Agent B Be6-nHTepdence Kaspersky Anti
Targeted Attack Platform

» Umobki npocmompems criucok TLS-cepmugpukamos coeOuHeHusi ¢ Kaspersky Endpoint Agent
yepes geb-uHmepghelic Kaspersky Anti Targeted Attack Platform:

1. Bowngute B Beb-uHTeperic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Hauyano pa6oTsl B
Beb-nHTepence nporpammbl” Ha cTp. 169) nog y4eTHOW 3anncbio agMuHMCTpaTopa (CM. pasgen
"Co3gaHne y4yeTHOW 3anucy agMuHUCcTpaTopa Beb-nHTepderica nporpammbl” Ha cTp. 174).

2. B okHe Beb-nHTEepdenca Kaspersky Anti Targeted Attack Platform BeiGepuTe pasgen NapameTpsbl,
nogpasgen Ceptudukarhbl.

3. B pasgene Ceptudukartbl Endpoint Agent oto6pasutcsa cnucok TLS-cepTudmkaToB co crnegyowmmm
AaHHBIMY MO KaXOoMy cepTudukaTy:

e TLS-ceptuduKar - oTnevaTok ceptudukara.
e CepuitHbIN HOMEP - CEPUINHBIN HOMep cepTudukaTa.

(] UcTtekaeT - gaTta ucteyeHus CpoOkKa OencTBeums cemechKaTa.

PunbTpauma u nomck TLS-ceptudmukatoB Kaspersky
Endpoint Agent B Be6-uHTepdence Kaspersky Anti
Targeted Attack Platform

Bbl moxeTe oTdunbTpoBaTh TLS-cepTudmkathl Ans otobpaxkeHns B Tabnuue no ogHom unmn obemm rpadam
TLS-ceptucbmkat n CepuinHbIN HOMEpP WK BbINOMHUTL NONCK TLS-cepTudukaToB no atum rpacdam Tabnuubl No
yKa3aHHbIM Bamu nokasaTensim.

» Umobnki ebinosTHUMB ¢hunbmpayuro u nouck TLS-cepmugbukamos 8 mabnuye:

1. Bongute B Beb-mHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Havano pabotbl B
BeO-nHTEppelnce nporpammebl” Ha cTp. 169) nog y4eTHOW 3anncbio agMuHMUcTpaTopa (CM. pasgen
"Co3gaHve y4eTHOW 3anncu agMyHucTpartopa Beb-nHTepderica nporpammbl” Ha CTp. 174).

2. B okHe Beb-uHTepdenca Kaspersky Anti Targeted Attack Platform BeiGepute pasgen MapameTpsbl,
nogpasgen Ceptudukarbl.
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3. B pasgene Ceptudukartbl Endpoint Agent oto6pasutcsa cnucok TLS-cepTudmkaToB co crnegyowmmm
AaHHBIMY MO KaXOoMy cepTudukaTy:

e TLS-ceptudumkar - oTnevaTok ceptudukara.
e CepuiHbIN HOMEP - CEPUIHBIA HOMEpP cepTudumkaTa.
e WcTekaeT - gata ncrteyeHus cpoka gencteus ceptudumkaTa.

4. Ecnu Bbl XO0TUTE 0T(hMnbTpoBaTh UnNun Hantu TLS-cepTudmkatel No otTneyaTky ceptudumkara:
a. [lo ccbinke TLS-cepTudmMKaT OTKPOMUTE OKHO HAaCTPOMKM bunbTpauunm.
b. B none TLS-cepTudumkaT BBEOMTE HECKONBKO CMMBONOB OTMNeYyaTka cepTudukara.
c. HaxmuTte Ha kHonky MpUMeHnTb.

5. Ecnu Bbl xoTuTe oTdhunbTpoBaTh Unu Hantn TLS-cepTndmkatsl N0 cepMmHOMY HOMepY:
a. [lo cceinke CepuinHbIM HOMEpP OTKPOWTE OKHO HACTPOVKKN unbTpaunu.
b. B none CepuiHbI HOMep BBEOUTE HECKOMBLKO CMMBOJIOB CEPUIAHOIO HOMEpA.
c. HaxmuTte Ha kHonky MpUMeHnTb.

B Tabnuue oto6passaTca Tonbko TLS-cepTudukaThl, COOTBETCTBYIOLIME 3a4aHHBIM BaMU YCIIOBUAM.
» 4Ymobbi cobpocums ¢hbusibmp o 0OHOMY USIU HECKOJIbKUM yCr108UsIM ¢huribmpauuu,

HaXXMuTe Ha kHonky E cnpaBa oT TOro 3arofioBka rpadbl Tabnumupl, ycnosus unstpaumm no KOTOpomy Bbl
XoTuTe copocuTh.

Ecnu Bbl XO0THTE COPOCUTL HECKOMBKO YCMOBUI OUNbTPaLMKM, BbINONTHUTE AENCTBUSI NO COPOCY KaXKA0ro
13 yCcroBumn ounbTpaumu.

BeiGpaHHble dounbTpbl 6yayT cOpPOLLEHBI.

YpnaneHue TLS-ceptudmkaroB Kaspersky Endpoint Agent B
BeG-uHTepdence Kaspersky Anti Targeted Attack Platform

» Umobnki ydanums 00uH unu Heckonbko TLS-cepmucpukamos coeduHeHusi ¢ Kaspersky Endpoint
Agent yepes eeb-uHmepagbelic Kaspersky Anti Targeted Attack Platform:

1. Bongute B Beb-mHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Havano pa6otbl B
Beb-MHTepdpelice nporpammbl” Ha cTp. 169) noa y4eTHONM 3anmcblo agMuHUCTpaTopa (CM. pasgen
"Co3pgaHve y4eTHOW 3anncu agMmyHucTpartopa Beb-mHTepderica nporpammbl” Ha cTp. 174).

2. B okHe Beb-nHTEpderica Kaspersky Anti Targeted Attack Platform BeiGepuTe pasgen MNapameTpsbl,
nogpasaen Ceptudukartbl Endpoint Agent.

B paspene Ceptudumkartbl Endpoint Agent oto6pasunTcsa cnucok TLS-cepTudmkartos.

3. YcTaHoBuUTE hnaxkn psaom ¢ OAHUM UNn Heckonbkumu TLS-cepTudmnkatamm, Kotopble Bbl XOTUTE
yaanuTb.

4. HaxmuTe Ha KHONKy YoanuThb.

OTKpoeTCﬂ OKHO noaTteepXxXaeHuna OEencTBus.

Hacmpolika unmeepayuu Kaspersky Anti Targeted Attack Platform ¢ npoepammot Kaspersky Endpoint Agent
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5.

HaxmuTte Ha kHonky Oa.

BbibpaHHble TLS-cepTtudmkatel OyayT yaaneHsbi.

Hactpowuka npoBepku TLS-ceptucunkara Kaspersky
Endpoint Agent cepsepom Central Node u 3arpy3ka
Kpunto-KoHTenHepa B Kaspersky Endpoint Agent

» 4Ymobkl Hacmpoume nposepky TLS-cepmucpukama Kaspersky Endpoint Agent cepeepom Central
Node u 3agpy3ums Kpunmo-KoHmetHep ¢ cepmucbukamom Kaspersky Endpoint Agent e Kaspersky

Endpoint Agent:

1. Ortkpoiite KoHconb KSC.

2. B pepese KoHconu oTkpouTe nanky Monutukn.

3. B 6noke nonutuk Kaspersky Endpoint Agent BbiGepute Hy>KHYI0 MOMUTUKY U OTKPONTE ee CBONCTBa
OBOMVHbIM LLENYKOM MbILLN.

OTKpolTCS CBONCTBA BbIOPAHHOW MOSIUTUKMN.

4. B paspgene UHTerpaumus c KATA BbidepuTe nogpasaen KATA Central Node.

5. HaxmuTe Ha kHonky HacTpouTb JONOMHUTENbHYHO 3alUUTY.

6. B OTKpbIBLUEMCSI OKHE YCTaHOBUTE (bniakok 3awmTa NoAKMYeHUA C MOMOLLbIO KITMEHTCKOro
cepTucumkara.

7. Haxmute Ha KHOMKy 3arpy3uThb.

OTKpoeTcsa OkHO Bbibopa (harina Ha BalleM foKarbHOM KOMMbHOTEPE.

8. BbibepuTe dhain kpunTo-KoHTeHepa cepTudmkata Kaspersky Endpoint Agent, creHepupoBaHHOro Ha
cepsepe Kaspersky Anti Targeted Attack Platform n ckayaHHOro Ha XecTkuin AUCK Ballero KomnbloTepa
(cm. pasgen "leHepaumsa TLS-cepTudmkaTta Kaspersky Endpoint Agent B Beb-uHTepcperice Kaspersky Anti
Targeted Attack Platform n ckaunBaHue kpunTo-koHTENHepa" Ha cTp. 158).

9. HaxmwuTte Ha kHorky OK.

OkHO 3akpoeTcs.

10. Y6eguTech, 4TO nepeknioyaTernb B NPaBoOM BEPXHEM yrny 6noka napaMmeTpoB HaXOAMTCS B NMOMOXEHUN
MonuTtuka npumeHseTcs.

11. Haxxmute Ha kHomky OK.

KpunTto-koHTenHep ¢ ceptudmkatom Kaspersky Endpoint Agent 0yaeT 3arpyxeH B Kaspersky Endpoint Agent.
Kaspersky Anti Targeted Attack Platform 6ygeT nposepsate TLS-cepTudmkat Kaspersky Endpoint Agent npu
nonbITKE MNOAKIOYEHNS.
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HacTponka nHterpauum n ,OBepeHHOro CoeAUHEHNs C
Kaspersky Anti Targeted Attack Platform Ha cTtopoHe
Kaspersky Endpoint Agent

» Umobbl Hacmpoume uHmMezpayuro ¢ Kaspersky Anti Targeted Attack Platform Ha cmopoHe
Kaspersky Endpoint Agent:

1.
2.

10.

11.
12.
13.

OTkpowTe koHconb KSC.
B nepese koHconu oTkponTe nanky Monutukm.

B 6noke nonutuk Kaspersky Endpoint Agent BbiGepute Hy>XHYIO MONMUTUKY U OTKPONTE ee CBONCTBAa
ABOVHbBIM LLIENYKOM MbILLW.

OTKpotoTCH CBOMCTBA BbIGPaHHOW NONMUTUKMA.

B pasgene UHTerpaumsa ¢ KATA BbibepuTte nogpasgen Mapametpbl uHTerpaumm ¢ KATA.

YcTaHoBuTe hnaxxok Bknountb nHterpaumto ¢ KATA.

B none Agpec Beeante agpec cepepa Central Node nporpammel Kaspersky Anti Targeted Attack
Platform, ¢ kOTOpbIM Bbl XOTUTE HACTPOUTb MHTErpauuio, 1 BelbepuTe NopT NoaknoveHus. Mo ymonyaHmio
ucnonbayetcs nopt 443.

YcTtaHoBute dnaxok Mcnonb3oBaTh 3aKpensieHHbIW cepTudmKaT gns 3awmuTbl COeAUHEHUA.
Haxmute Ha kHonky lobaBuTb TLS-cepTudumkar....
OTtkpoeTcs okHo [lo6aBneHune TLS-cepTudbukara.

BbinonHuTe ogHO 13 cnegyowmx AencTemi no gobasneHuo TLS-cepTudmkaTa, co3gaHHOro Ha CTOPOHe
Kaspersky Anti Targeted Attack Platform n ckayaHHoro Ha komnbloTep (cM. pasgen "CkadvBaHue
TLS-ceptudmkata cepsepa Central Node Ha komnbtoTep" Ha cTp. 154):

e [lobaBbTe chann ceptudmkaTa. [na aTOro HAXKMUTE Ha KHoMKy O630p..., B OTKPbIBLUEMCS OKHE
BblibepuTe hann ceptudmkaTa u HaOXXMUTE Ha kHomnky Open.

e CkonupynTe cogepxaHue avina ceptudukara B none BetaBbTe gaHHble TLS-cepTudpmkara.

B Kaspersky Endpoint Agent MoxeT ObITb Tonbko oanH TLS-cepTudukat cepBepa Kaspersky Anti
Targeted Attack Platform. Ecnu Bbl go6aBnsanu TLS-cepTudmkaT paHee 1 cHoBa nobasunm
TLS-cepTudukaT, TONbKO NocneaHun fobaBneHHbIn cepTudmkat OyaeT akTyarnbHbIM.

Ecnu Bbl HacTpounu nepeHanpasneHne Tpagurka Ha cepBep ¢ KOMMNOHEHTOM Sensor, BaM HY>KHO
3arpy3utb TLS-cepTudukat cepepa Sensor, npeaBapuTesibHO CKa4YaHHbIN Ha KOMMbOTEpP (CM.
pasgen "CkaumBanune TLS-cepTudmkaTa cepBepa Sensor Ha kKoMnbloTep" Ha cTp. 163).

HaxxmuTe Ha kHoMKy [lo6aBUTb.

MHdopmaumsa o pobasneHHom TLS-cepTucmkate otobpasuTcsa B pasgene nHterpauum ¢ Kaspersky Anti
Targeted Attack Platform.

HaxxmuTe Ha kHoMKy [lo6aBuTbL cepTudMKaT KIMeHTa....

B oTKpbIBLIEMCS OKHE yCTaHOBUTE (PraXKoK 3almTa NOAKNIOYEHUs1 C NOMOLLbI0 cepTudMKaTa KImMeHTa.

Haxmute Ha KHomMKy 3arpysuTb.

Hacmpolika unmeepayuu Kaspersky Anti Targeted Attack Platform ¢ npoepammot Kaspersky Endpoint Agent
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14.

15.

16.

17.

18.

19.

20.

21.

OTkpoeTca OkHO Bbibopa harina Ha BalleM foKanbHOM KOMMbOTEPE.

BbibepuTe dann kpunTo-koHTenHepa cepTudunkata Kaspersky Endpoint Agent, creHeprpoBaHHOIo Ha
cepepe Kaspersky Anti Targeted Attack Platform un ckauaHHOro Ha XeCTKuiA AUCK BalLero KomnbloTepa
(cm. pasgen "leHepaumsa TLS-cepTudpmkaTta Kaspersky Endpoint Agent B Beb-uHTepcperice Kaspersky Anti
Targeted Attack Platform u ckaumBaHne kpunto-koHTeHepa" Ha cTp. 158).

HaxxmuTe Ha kHonky OK.
OkHo 3akpoeTcs.

B none Bpems oxuaaHus (CeK.): ykaxxute MakcumarnbHoOe BpeMsi oxugaHus oteeta cepepa Central
Node nporpammbl Kaspersky Anti Targeted Attack Platform B cekyHgax.

B none OTnpaBnsaTb 3anpoc Ha cuHXpoHu3saumio Ha cepBep KATA kaxabie (MUH.) yKaxuTe nHtepsan
B MUHYTaXx.

Ecnu Bbl xoTuTe, 4Tobbl Kaspersky Endpoint Agent He oTnpaBnan Ha cepBep Kaspersky Anti Targeted
Attack Platform nHdopmaumio o npoueccax, KoTopble 3anyckatoTCs MOBTOPHO, YCTAHOBUTE hNaXkok
Ucnonb3oBatb nepuog TTL npm otnpaBke cobbiTui. Kaspersky Endpoint Agent He cunTaeT 3anyck
npoLiecca NOBTOPHbIM, ECIM 3anyCK NPOUCXOAMUT NOCIE OKOHYaHUsA odepeaHoro nepuoga TTL.

Ecnu Bbl ycTaHoBMnM donaxok Micnonb3oeats nepmoa TTL npu oTnpaBke cobbITUIA, yKaXXUTe BPeEMS B nore
Mepuoa TTL (MuH.).

Yb6eaumTechb, 4TO NepeknoyaTens B NpaBoM BEpXHEM yriy 6rnoka napameTpoB HaxXoAUTCS B MNOSIOXEHMM
Monutuka npumeHsieTcs.

HaxxmuTe Ha kHonky OK.

UHTerpauusa ¢ Kaspersky Anti Targeted Attack Platform Ha ctopoHe Kaspersky Endpoint Agent 6yaet
HacTpoeHa.
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PaspeneHue goctyna K pyHKUUAM
nporpamMmmbl NO NONb30BaTENIbCKUM

poOnsAMm

B 3aBMCcMMOCTM OT Ha3Ha4YeHHOW ponu nonb3oBaTtento 6yayT AOCTYMNHbI onpeaeneHHble pasaensl Beb-nHrepdeiica
n cpyHKUOHanN nporpammbl. MIHdopMaLms 0 BO3MOXHbIX POSSX U OYHKLMOHANbHOCTU, AOCTYMNHOW MOMb30BaTENsAM C
3TUMK PONSAMU, NpUBELEHA B Tabnmue Huxe.

Tabrnuya 16. @yHKUUOHarIbHoCcMb, ocmyrHas 0rs nosib3ogamersiel 8 3agucumMoYmu om pPosu

Ponb PYHKLMOHANbHOCTb

PasdeneHue Oocmyna K d)yHKL(UFIM ripoepammebl 1o rnosib3osamesibCKUM Porsiadm

165




lkaspersky

Ponb

q)yHKLI,VIOHaﬂbHOCTb

Crapwwun
COTPYAHMK
CNY>XObl
BesonacHocTu

e MOHWUTOPUHT paboTbl NpOrpamMMbl.

o PaboTta c oGHapyxeHMaMM: NPOCMOTP Tabnuubl obHapyXeHun, punbTpauns 1 NOUCK
06HapyxeHuin, NpocMoTp U paboTa ¢ KakabiM 06HapY>KEHWEM, BbINOMHEHWE
pekoMeHZaLuii No OLEHKE W paccnefoBaHUlo MHLMAEHTOB.

o [MpocMoTp Tabnuubl COOLITMIA, MPOUCXOAALLMX HA KOMNbIOTEPaX U CepBepax, BXOAALLMX
B IT-nHdpacTpyKkTypy opraHusaumm, Nnouck yrpos, punbeTpauus, npocMoTp 1 paboTa ¢
KaXxablM cOBbITUEM, BbINONTHEHWE PEKOMEHAALMIN N0 OLEHKe N paccrnenoBaHuio
WHUMOEHTOB.

e BknioyeHue 1 oTKNoYeHne aBTOMaTMYECKOM OTnNpaBku dhannoB ¢ XocToB ¢ Kaspersky
Endpoint Agent Ha npoBepKy KOMNOHEHTY Sandbox.

e [IpocmoTp nHdopmauum o xoctax ¢ Kaspersky Endpoint Agent.

o BoinonHeHune 3apgay Ha xocTax ¢ Kaspersky Endpoint Agent: 3anyck nporpammei 1
OCTaHOBKa NpOLIECCOB, 3KCMOPT U yaaneHue annos, noMmelleHne o6beKToB Ha
KapaHTUH Ha xocTax ¢ Kaspersky Endpoint Agent n konuin painnos B XpaHunuiie
nporpaMmebl, BOCCTaHaBrneHue annos U3 kapaHTnHa, NpoBepka XOCTOB C MOMOLLbIO
npaevn YARA, ynpasneHue cnyxbamn, cbop gaHHbIX C XOCTOB (Cnmcok hannos,
MpOLECCOoB M TOYEK aBTO3anycka).

e HacTpowika nonuTuk 3anpeTta 3anycka ¢annos 1 NPOLECCOB, KOTOPbIE MOTYT ObITb
Hebe3onacHbIMM, Ha BbIbpaHHbIX xocTax ¢ Kaspersky Endpoint Agent.

e M3onsaumna otaenbHbIX XocToB ¢ nporpammont Kaspersky Endpoint Agent ot ceTuw.

o Paborta c npasunamu TAA (IOA) ansa knaccudukauum n aHanmnsa cobbITUi.

o Paborta c nonb3oBatensckumu npasunamn Targeted Attack Analyzer TAA (I0A),
Intrusion Detection System (IDS) n YARA: 3arpy3ka npaswusi, N0 KOTOPbIM NporpamMmma
OyneT npoBepATb cobbITUSA U co3aaBaTe OOHAPYKEHWSI.

e Paborta c charinamu oTKpbITOro cTaHAapTa ONUCaHUS MHOUKATOPOB KOMMpOMeTaLum
OpenlOC (IOC-danamu) ang nomcka NpU3HaKkoB LieNeBbIX aTak, 3apaKeHHbIX U
BO3MOXHO 3apakeHHbIX 06beKkToB Ha xocTax ¢ Kaspersky Endpoint Agent u B 6ase
oBHapyXeHun.

o [o6asneHve npasun TAA (IOA) n npasuna IDS, npegocTtasneHHble cneymanucTamm
"NNabopaTopum Kacnepckoro”, B UCKITHOYEHUS N3 NPOBEPKM.

o PaboTa c 06bekTaMu Ha KapaHTUHE U KONUAMKN 0O BEKTOB B XpaHUULLE.

e YnpaBneHue oTyeTamum o paboTe nporpammMbl U oT4HETaMM 06 OBHAPYKEHMAX.

e HacTpowika otnpaBku yBegomneHuii 06 obHapyxeHuax n o npobrnemax B pabote
nporpamMmMbl Ha agpeca 3MeKTPOHHOM MOYTLI Nosib3oBaTeNneun.

o Pabota co cnuckom obHapyxeHuii co ctaTycom VIP, co CMMCKOM AaHHbIX, UCKITHYEHHbIX
13 NPOBEPKM, HAaNOJIHEHNe NokanbHOM penyTaumMoHHon 6a3bl KPSN.

o CosgaHue cnvcka naponen ons apxuBoB.
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Ponb PYHKLMOHANbHOCTb

o [lpocmoTp nonb3oBartenbckmx npasun Targeted Attack Analyzer TAA (IOA), Intrusion
Detection System (IDS) 1 YARA.

o [lpocmoTp cnucka nmnoptupoBaHHbix |OC-gannos.

e [pocMOTp cnucka AaHHbIX, UCKIOYEHHbIX U3 NPOBEPKM.

e MoHuTOpUHr paboTbl NporpamMmmbl.

e PaboTa c oGHapyxeHUsaMU: NpocMoTp Tabnuubl 0BHapyxeHui, unbTpauns 1 NOUCK
obHapyxeHui, NpocMOTp u paboTta ¢ kKaxabiM 0BHapyXeHUeM, BbINOfNHeHWe
pekomMeHAaLMn Mo OLEHKE N paccrnefoBaHN0 NHUNOEHTOB.

e [lpocmoTp Tabnuupbl cCobbITUIA, NPOUCXOAALLUX HA KOMMbIOTEPAX U CepBepax, BXOAALLMX

CoTpyaHuk B IT-MHpacTpyKTypy opraHusaumm, Nouck yrpos, punbTpaums, npocMoTp 1 paboTa ¢
cryxGel KaX[bIM COBLITUEM, BbINOSTHEHME PEKOMEHAALMI NO OLIEHKE U PaccriefoBaHmio
6e3onacHocTH MHLIMOEHTOB.

o BkrnoyeHve 1 OTKMNOYEHNE aBTOMaTMYECKOM OTnpaBku dhannos ¢ xocToB ¢ Kaspersky
Endpoint Agent Ha nposepky komnoHeHTy Sandbox.

o [MpocmoTp nHdbopmauum o xoctax ¢ Kaspersky Endpoint Agent.

o Paborta c npasunamu TAA (I0OA) onsa knaccudukauum 1 aHanmnsa cobbITUi.

e Pabota c obbekTammn Ha kapaHTUHE U KONNAMM 06 BEKTOB B XpaHMIULLE.

o HacTpowika otnpaBkn yBegomneHuii 06 obHapyxeHuax n o npobrnemax B pabote
nporpaMmbl Ha agpeca 3MeKTPOHHON NOoYTbI NOfib30BaTENEN.

o Co3pgaHuve cnucka naponen ansa apxvmeoB.

e MoOHUTOPUWHI paboTkl Nporpammei.

o [MpocMoTp Tabnuubl 06HapyXeHun, dunbTpauns u NOMCK OBHapPYXeHWI, MPOCMOTP
OaHHbIX KaO0ro obHapyXeHus.

e [MpocMoTp Tabnuubl cOObLITUIA, MPOUCXOAALLMX HA KOMMNbIOTEPAX U CepBepax, BXOOSALLNX
B IT-MHbpacTpyKTypy opraHuaaumm, NoMcK yrpos, unbTpaumns 1 NPOCMOTP KaXaoro
cobbITUSA.

o [MpocmoTp cnucka xoctoB ¢ Kaspersky Endpoint Agent n nHcdopmaumm o BeibpaHHbIX
XOCTax.

Ayantop o [MpocmoTp nonb3oBaTtenbckmx npasun Targeted Attack Analyzer TAA (I0A), Intrusion

Detection System (IDS) n YARA.
o [MpocmMoTp cnucka nmnopTnpoBaHHbix |OC-dannos.

o [IpocmMoTp ucknioveHHbIx n3 nposepku npasun TAA (IOA) n npasun IDS,
npegocTaBneHHbIX cneunanuctamm "flabopatopun Kacnepckoro”.

e [lpocmMoTp oTyeTOB 0 paboTe NporpaMmmbl 1 OTYETOB 06 OOHAPYKEHMUAX.

e [MpocMoTp cnvcka obHapyxeHuii co ctatycom VIP, cnucka gaHHbIX, UCKITIOYEHHbIX U3
NPOBEPKMW.

 [lpocMoTp BCcex HAcTpoek, NPoM3BoAMMbIX B BeG-UHTepdelice Nporpammel.

PasdeneHue Oocmyna K d)yHKL{LIFIM ripoepamMmel r1o rnosib3oeamesibCKUM POorisiM
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Ponb PYHKLMOHANbHOCTb

e Hactpoiika napameTpoB paboThbl Nporpammei.

e HacTtpoika cepBepoB A5 paboTbl B pexnme pacnpeneneHHoro peleHns n

multitenancy.

TlokankHbii e HacTpowika nHTerpaumm nporpaMmmbl ¢ APYrMMun NporpaMMmamMum 1 cucTemMamm.
agMUHUCTpaTop g
" e Pabota c TLS-cepTudukatamm 1 HacTpomnka AOBEPEHHOrO COeaANHEHMS cepBepa
AIMUHICTPATOP Central Node ¢ cepsepom Sandbox, a Takke cepBepoB Kaspersky Anti Targeted Attack

Platform ¢ nporpammon Kaspersky Endpoint Agent n ¢ BHELULHUMKU CUCTEMaMW.
YnpaBneHve y4eTHbIMU 3anMcsiMm Nofb3oBaTenen NnporpaMmmei.
MoHUTOPUHI paboTOCNOCOOHOCTN NPOrpamMmbl.

PasdeneHue docmyna K d)yHKL{UFIM ripoepamMmel r1o rnosib3oeamesibCKUM POorisiM
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Hayano paboTtbl ¢ nporpammou

OTOT pasgen cogepXvT uHdopmaumio o ToM, Kak HavaTb paboTy ¢ nporpaMMon B BeG-MHTepdelice, B MEHIO
agMuHucTpartopa u B pexume Technical Support Mode.

B aTom pasgene

Hauano paboTbl B BED-UHTEPMDENCE MPOTPAMMBDBI .....cceeeiiurtteeiraaeeeiaaeteterereaesssaasnreeeeeaasssaaenrseeeeeeessaansssnees 169
Hayvano paboTbl B MEHIO aAMUHUCTPATOPA MPOTPAMMBDBI ......evvveeiiiteeesanrteeesansreeesssreeesssreeessnsreeesanssseesssnsns 170
Hauvano pa6otel ¢ nporpammon B pexume Technical Support Mode..........cooovviiieeieieiiiiciiiieieeee e 170

Havyano paboTtbl B Be6-uHTEphence nporpamMmmol

Beb-uHtepdenc Kaspersky Anti Targeted Attack Platform pacnonoxeH Ha cepsepe ¢ komnoHeHToM Central Node.

Beb-nHTepderic Kaspersky Anti Targeted Attack Platform 3awmien ot CSRF-amak n paboTtaeT TONbKO B TOM
cny4vae, ecnu 6paysep nonb3oBatens Beb-mHTepderica nporpaMmmMbl NpegocTaBnsAeT 3aronoBok Referrer
HTTP-3anpoca POST. Yb6eaunTtech, 4To 6Gpay3ep, KOTOpPLIN Bbl UCMoNb3yeTe Ans paboTtsl ¢ Be6-nHTepdencom
Kaspersky Anti Targeted Attack Platform, He mognduunpyet 3aronosok Referrer HTTP-3anpoca POST. Ecnn
coeavHeHue ¢ Beb-nHTepdencom Kaspersky Anti Targeted Attack Platform ocywectenserca vepes
NPOKCU-CEepBEpP BaLLen opraHusaunm, ybegutecs, YTo NPOKCU-CepBep He MmoaudumumpyeT 3aronoBok Referrer
HTTP-3anpoca POST.

» 4Ymobkl Ha4amb pabomy 8 eeb-uHmepghelice:
1. B 6paysepe Ha nobom KoMnblOTEpe, Ha KOTOPOM paspelleH goctyn k cepepy Central Node, BBeanTe
IP-agpec cepBepa ¢ komnoHeHTom Central Node.
OTkpoeTcs OKHO BBOAA YYeTHbIX AaHHbIX nonb3osatens Kaspersky Anti Targeted Attack Platform.

2. BseguTte nms nonb3oBaTens U Naponb AOCTyna K Beb6-nHTepdency nporpammel, KOTOpble Bbl 3a4any Ha
aTane yCcTaHOBK/ U HacTpounkun koMmnoHeHTa Central Node.

OTkpoeTcsa cTpaHmua MoHUTOpPUHT BeG-MHTepdelica NnporpamMmbi.

Bbl moxeTe HauaTb paboTy B BeO-uHTepdperice Kaspersky Anti Targeted Attack Platform.

KonunyectBo ogHOBpPEMEHHbIX CeaHCOB paboThl C MPOrpamMmon Mo OOHOW YHETHOW 3anmnCbio OrpaHnyYeHo
ogHuM IP-agpecom. MNpu nonbiTke BXOAA B Nporpammy Nof 3TUM e UMeHeM Mosib3oBaTesisi C ApYroro
IP-agpeca, nepBbill ceaHc paboThbl C NPOrpamMmMolt 3aBepLUaeTcs.

Hauano pabomsi ¢ npoegpammoll
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Havano paboTtbl B MEHO agMMHUCTpPaTOopa NporpamMmmbl

Bbl moxeTe paboTaTb C napameTpamMu Kaxaoro u3 komnoHeHToB nporpammbl Central Node n Sandbox B meHto
afMVHUCTpaTopa B KOHCOMNN yMpaBreHUs KaXaoro cepeepa, Ha KOTOPOM YCTaHOBIIEH KOMMOHEHT NPOrpaMmei.

Y6eautech 4YTO AOCTYN K MEHIO agMUHUCTPaTOpa U KOHCONK ynpaeneHus cepBepamu Kaspersky Anti
Targeted Attack Platform ecTb TONMbKO C TEX KOMMNBIOTEPOB, KOTOPbIM Bbl pa3peLunnn 3ToT JOCTYM.
Y6eanutechb, YTO KOMMbIOTEPLI, KOTOPbLIM Bbl paspeLuaeTe OCTYM, HAXOAATCH B 3alUULLEHHOM NepuMeTpe
Ballen ceTu.

Bbl MOXeTe HacTpouTb AOCTYN K MEHIO aAMMHUCTPAaTOpa 1 KOHCOMNKW ynpasneHns cepeepamu Kaspersky Anti
Targeted Attack Platform ¢ onpegeneHHbIX KOMNbIOTEPOB, C MOMOLLbIO YTUNUTLI KOMaHAHOW CTpokK iptables.
MoapobHee o paboTe c iptables cm. gokymeHTauuto K iptables.

» Umobkl Ha4amb pabomy 8 MeHt0 adMuHUCMpamopa KomrnoHeHma Sandbox unu Central Node g
KOHCOJIU yripassieHus cepgsepom ¢ komroHeHmom Sandbox unu Central Node:

1. BouguTte B KOHCOMb yNpaBrieHusl TOro cepBepa, napameTpbl KOTOPOro Bbl XOTUTE U3MEHUTb, MO NPOTOKOIY
SSH nnu Yepes TepmuHan.

2. B oTBeT Ha npurnawleHne cuctemMbl BBEAMTE UMS YYETHOM 3annucu agMuHUCTpaTopa 1 napornb, 3agaHHbIN
npu ycTaHoBKe nporpammsbl (CMm. cTp. 104).

OT06pa3suntcsa MeHI0 agMMHMCTPaTopa KOMMNOHEHTa NpPorpamMmbl.

Bbl MOXeTe HavaTb pa60Ty B MEHIO aAMMHUCTpATOopa KOMMNOHEHTA NporpamMmmbl.

Ha4vano paboTtbl ¢ nporpammoun B pexume Technical
Support Mode

He pekomeHayeTcs BbinonHATL Aencteus ¢ Kaspersky Anti Targeted Attack Platform B pexume Technical
Support Mode 6e3 koHCynbTaLMmn nnu ykasaHusa coTpyaHuKoB CriykObl TEXHUYECKON NOOAEPXKKM.

Bbl MoxxeTe pabotaTh ¢ komnoHeHTamu nporpammel Central Node n Sandbox B pexwume Technical Support Mode.

Pexum Technical Support Mode npepoctaensaet agmuHncTpatopy Kaspersky Anti Targeted Attack Platform
HeorpaHuyeHHble npaea (root) 4OCTyna K nporpaMmme U BCEM LAHHbIM (B TOM YMCIe NEPCOHarbHbIM), KOTOpbIe
B HEWN XpaHsATCA.

Pabota c Kaspersky Anti Targeted Attack Platform 13 koHconu ynpaenexus B pexume Technical Support Mode ¢
npasamu yquHon 3anunucu cynepnosib3oBaTesid No3BONAeT BbINOJIHATL creayruine ,D,eI7ICTBI/IF|Z

e YnpaendATb NapameTpamu paboTbl NPOorpamMMbl C MOMOLLbH KOH(PUIrypaumnoHHbIX dannos.

Mpy aToM MOryT ObITb N3MEHEHbI MapaMeTpbl LWMGPOBAHNA AaHHbBIX NPU Nepedade Mexay y3namu
nporpaMmebl, NapaMeTpbl XpaHeHns 1 06paboTkn 0GBLEKTOB NPOBEPKM.

Hauano pabomsi ¢ npoegpammoll
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B aTom cnyyae gaHHble nepeaatoTcs B oTKpbiToM Buae. AgmuHuctpatopy Kaspersky Anti Targeted
Attack Platform Heobxoanmo obecneuntb 6e30NacHOCTb CEPBEPOB C ATUMW AaHHBIMU
camocToaTenbHo. AgmuHuctpaTop Kaspersky Anti Targeted Attack Platform HeceT oTBeTCTBEHHOCTD
3a M3MEHeHNe KOHUrypaLMoHHbIX hannos nporpamMmmbl.

e YnpaensATb NapameTpamMu KypHarna TpacCUpPOBKM.

dannbl TpaccMpoBKM MOTYT coepaTb KOH(pMAeHLManbHble AaHHble NOMNb3oBaTens. Takme dannbl
XpaHaTcs 6eccpoyHo 1 MoryT 6bITb yaaneHsl agmuHuctTpaTopom Kaspersky Anti Targeted Attack
Platform Bpy4yHyto. MyTb K Nanke ons 3anucu annoB TPacCMPOBKM yKa3biBaeT agMUHUCTPATOP
Kaspersky Anti Targeted Attack Platform.

» 4Ymobkl Ha4amb pabomy c npoepammoti 8 pexxume Technical Support Mode:
1. Bongute B KOHCOMb YNpaBreHns TOro cepsepa, napameTpbl KOTOPOro Bbl XOTUTE U3MEHUTL, NO MPOTOKONY
SSH unu yepes TepmuHann.

2. B oTBeT Ha npurnawieHve cuctembl BBEAWUTE UMS YY4ETHOW 3annMcu agMUHUCTpaTopa v Naponb, 3a4aHHbIN
npu ycTaHoBKe nporpamMmbl (cm. cTp. 104).

OTob6pasnTca MeHo agMUHUCTpaTopa KOMMOHEHTa NporpaMmbl.

B meHt0 agmuHncTpaTopa nporpammel Beibepute pexum Technical Support Mode.
4. Haxmute Ha knasuwy ENTER.

OTobpasunTcsa okHO noaTBepxaeHns Bxoaa B pexum Technical Support Mode.

5. Ecnu Bbl eNCTBUTENBHO XOTUTE BbINOMHATL AEACTBUSA C NporpaMmmoin B pexxmme Technical Support Mode,
BblGepuTe Yes un HaxmuTe Ha knasuwy ENTER.

Hauano pabomsi ¢ npoegpammoll
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YnpaBneHue y4yeTHbIMU 3anucamm
aAMUHUCTPATOPOB U NoNnb3oBaTenewn
nporpamMmmbl

B Kaspersky Anti Targeted Attack Platform npegycmoTpeHbl yyeTHble 3anucu Ans cepBepoB CO CreayoLWmnmm
KOMMOHEHTaMW:

e Sandbox. YueTHas 3anucb agMuHucTpatopa Ang paboTbl B MEHIO aAMUHUCTpATOpa NporpaMmsl, B
KOHconu ynpasneHus cepsepoM (B pexume Technical Support Mode) n B Be6-uHTepdenice Sandbox.

Mo ymonyaHuio ncnonb3yeTcsa ydeTHas 3anncb admin.
e Central Node. CneaytoLume y4yeTHble 3anncu:

e YyeTHasd 3anucb agMuMHUCTpaTopa Ansa paboTbl B MEHIO agMUHUCTpaTOpa NporpamMMbl U B KOHCOMNMW
ynpaBneHusi cepeepom (B pexume Technical Support Mode).

Mo ymonyaHuio ucnonb3yeTcs yd4eTHas 3anucb admin, cosgaHHas npu ycTaHOBKE NMporpammbl.
e YyeTHasd 3anucCb NOKanbLHOro agMmHucTpaTopa Beb-nHtepdenca nporpaMmmbl.

Mo ymonyaHuto ucnonbsyeTtcst yueTHas 3anuck Administrator, coagaHHas npu yctaHoBKe Nporpammbi.
Bbl MOXeTe co3aaTb Apyrve y4eTHble 3anncu agMuHucTpaTopa BeG-uHTepderica nporpaMmmel (CM.
pasgen "CosgaHue y4yeTHOM 3anucu agMmHucTpaTopa Beb-nHTepdperica nporpammel” Ha cTp. 174)
rnocne yCTaHOBKM.

e YyeTHas 3anvcb agMUHUCTpaTopa Beb-nHTepdelca nporpaMmbl.

e Y4yeTHble 3anvcu nonb3oBaTenei Beb-uHTepderica nporpammel ¢ ponsasmu Ayautop, CoTpyaHuk
cnyx6bl 6e3onacHocTu 1 CTapluni COTPYAHUK CNyXObl 6€30MacHOCTH.

[laHHble KaXaomn U3 3aTUX y4eTHbIX 3anucell XpaHaTCs Ha TOM cepBepe C KOMMOHEHTOM NPorpamMMbl, K KOTOPOMY
OHa OTHOCUTCS.

B pexxume pacnpegeneHHoro pewenns (cM. pasgen "PacnpegeneHHoe pelleHune n pexum multitenancy” Ha
cTp. 81) 1 multitenancy gaHHble KaXX4oM U3 3TUX Y4eTHbIX 3anucen xpaHaTtcs Ha PCN 1 Ha Tom cepsepe ¢
KOMMOHEHTOM NPOrpaMmsl, K KOTOPOMY OHa OTHOCUTCS.

Y4yeTHas 3anvMcb agMuHucTpaTopa Ans paboTbl B KOHCOMMW yNpaBrieHns cepBepoM obnagaeT HeorpaHU4YeHHbIMU
npaBamMu Ha ynpaBrieHne CEPBEPOM C KOMMOHEHTOM MPOrpamMmbl, K KOTOPOMY OHa OTHOCUTCS (MpaBamu
cynepnornb3oBaTens). [log aToM y4eTHOM 3annChio Bbl MOXETE BbIKITHOUUTL UMW Nepe3arpy3nTb CEPBEP, a TaKKe
N3MeHNTb NapameTpbl NporpaMmmel B pexxume Technical Support Mode B kKoHCcONM ynpaBneHus cepeepomM.

YyeTHas 3anucbk agMUHUCTpaTopa Ans paboThl B KOHCOMNK yrpasneHus cepeepoM (admin) nmeet
HeorpaHWYeHHbIN 4OCTYN K AaHHbIM Ha 3TOM cepBepe. Naponb y4eTHON 3anMcu agMUHUCTpaTopa Arst
paboThbl B KOHCOMM YrNpaBreHns cepBepoM AOIKEH ObiTb HAaAEXHbIM. AOMUHUCTPATOPY

TpebyeTcs obecneuntb 6e30nacHOCTb CEPBEPOB CAMOCTOSATENBHO. AOMUHUCTPATOP HECeT OTBETCTBEHHOCTb
3a JIOCTYN K AaHHbIM, XpaHSLLMMCA Ha cepBepax.

Moa y4eTHoM 3anucblo ¢ ponbio AGMUHUCTPATOP Bbl MOXETE J00aBNATh, BKIOYATh M OTKMOYATb YYETHbIE
3anucu nonb3oBaTenern NporpamMmmbl, a Takke N3MEHATb MapoSn yYeTHbIX 3anMcen agMUHUCTPaTOPOB U
nonb3oBartenen Beb-nHtepdeinca nporpammel. B pexxume pacnpegeneHHoro pewenunst (cMm. pasgen
"PacnpegeneHHoe pewenue n pexum multitenancy" Ha cTp. 81) n multitenancy ynpaeneHve y4eTHbIMM 3anmcsamm

ynpaene/-/ue y4emHbimu 3arucsamu admuHucmpamopos u nons3osamenet ripoepammebl
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nonb3oBartenen ocywectensaerca Ha PCN.

YyeTHas 3anucb NoKanbHOro agMuHucTpartopa Beb-nHTepderica nporpaMmmMel NpegHasHayeHa ansg cCotTpyaHUKOB
BalLLen opraHusaumu, B Yok 0basaHHOCTH BxoauT ynpasneHue Kaspersky Anti Targeted Attack Platform. Mpu
BXOZe€ B MporpaMMy nog 3ToW y4eTHOM 3anmcbio oTobpaxatoTcsa Bce pa3genbl Beb-nHTepderica, 4OCTYMNHbIE
nonb30BaTernto C ponbio AQMUHUCTpPaTOP.

Moa y4eTHOM 3anucblo agMuUHUCTpaTopa Beb-uHTepderica nporpaMmmMbl MOXHO YNpaBnATb NPOrpaMmMon, HO, B
OTNMYKNE OT NOKaNbHOro agMMHUCTpaTopa Beb-nHTepdenca nporpaMmmel, 3TOM YHETHON 3anMcy HEAOCTYMHO
ynpasneHue cepsepamn PCN n SCN, a Takke opraHusaumsmu B pasgene Pexum paboTbl.

Moa yveTHOM 3anuckblo ¢ ponbio AyauTop Bbl MOXeETE NpocMaTtpuBaTth BCe pasaenbl Beb-uHtepdenca, 4OCTYMHbIE
nokanbHOMY agMUHUCTPaTOpPY M COTPyAHMKaM cryx0Bbl 6esonacHocTu. Monb3oBaTtenb ¢ ponbio Ayautop Moxet
npocMmaTpuBaTb BCE AaHHble 6e3 BO3MOXHOCTU peaaKkTMpoBaHuS.

Ponu Ctapwuin coTpyaHuK cnyx6bl 6e3onacHocT 1 COTpyAHUK CnyX06bl 6€30nacHOCTU NpeaHa3HaYeHbl
ONsi COTPYOHWKOB Ballen opraHu3auny, B Yo 0693aHHOCTM BXoAWT paboTta ¢ cobbiTnuamu u 3agadamu Kaspersky
Anti Targeted Attack Platform. Npu Bxoge B nporpammy nof y4eTHbIMU 3anmMcsiMu ¢ 3TUMK ponsiMy oTobpakatoTcs
BCe pasfenbl Beb-uHTepdenca, AOCTYMHbIE COTPYAHNKAaM Cry0bl 6e3onacHocTu. Monb3oBaTenu ¢ posbo
Craplumi coTpyaHMK cryk6bl 6e3onacHOCTM JOCTYMHbI Bce onepaumn. OrpaHudennst goctyna ansi
nons3oBareney ¢ ponsmn CoTpyaHUK cnyX0bl 6e3onacHOCTU NpeacTaBneHbl B Tabnvue Huxe.

Tabnuua 17. OepaHuyeHusi docmyna 0risi nosib3ogameriell npoepammel ¢ posibito CompyOHUK
cnyx6bl 6e3onacHocmu

dPyHKUMOHanbHasa obnactb / Pasgen OrpaHu4yeHus
BebO-uHTepdenca

MoHUTOPUHI HepocTtynHbl BugpxeTbl cobbiTuid rpynnbl VIP.

HeT BO3MOXHOCTW NepewTu Mo CCblfike Ha
BUAXET B pasgen O6HapyXeHus.

O6HapyxeHus HepocTynHbl criegyowimMe AencTeus:
e MPOCMOTP MHdOpMaLn 06 oOHapyxXeHuu;

e OTMETKa O 3aBepLUeHnn obpaboTku
o6HapyxeHus rpynnbl VIP;

e oOnepauuu Haf HECKOMNbKUMU
OBHapyXeHusamu;

e J3KCMNOpT CNnUCKa BCeX 06Hapy>|<eHvu7|.

Mowuck yrpos HepocTynHbl cobbITUSA, KOTOPbIE OTHOCATCS K
xocTaMm u3 obHapyxeHun rpynnsl VIP.

3apgaumn HeTt poctyna.

MonuTtukn HeT goctyna.

MNonb3oBaTenLcKue npasuna HocTyn Ha yTeHue.

XpaHunuwe HeT goctyna k o6bektamM, NOMELLEHHbIM B
XpaHunuie B pesynbTate BbINONMHEHUS
3agad.

MonHbIN 4OCTYN K 0GbekTaM, 3arpy>KEHHbIM
nonb3oBaTeneM Bpy4Hylo.

ynpaeneHue y4emHbimu 3arucsamu adMUHucmpamopos u none3osamenet ripoepammaebl
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dyHKUuMoHanbHas obnactb / Pasagen
BebO-uHTepdenca

OrpaHu4yeHus

Endpoint Agents

HocTtyn K npocMoTpy Tabnuy, KOMNbIOTEPOB C
Kaspersky Endpoint Agent, orpaHmyeHus no
NPOCMOTPY AaHHbIX O 3aAadvax, NonmMTuKax u
CeTeBON N30MALNN.

CeTeBasi U3onsLUA XOCTOB

HeTt poctyna.

OT4eThl

Het goctyna.

MapameTpbl: Pacnucanue |IOC-npoBepku

JocTtyn Ha uTeHue.

MapameTpbl: Endpoint Agents

HocTtyn Ha uTeHue.

MapameTpbl: PenyTaumoHHasa 6a3za KPSN

HeTt goctyna.

MapameTpsbl: NMpaBuna yBegomneHumn

HeT goctyna K npaBunam Anis OTnpaBku
yBegomneHuin o6 obHapyxeHusax. MNonHbIn
[OCTYN K NpaBunam ans oTrnpaBku
yBeOMIeHMI 0 npobnemax B paboTte
nporpaMmei.

MapameTpbl: Ctatyc VIP

HocTtyn Ha uTeHue.

NMonb3oBatenbckue npaBuna: YARA

JocTyn TONbKO Ha 3KCMOPT NpaBu.

MapameTpbl: UcknioueHusa TAA

ﬂ,OCTyI’I Ha YTeHune 1 3KCnopT.

MapameTpsbl: NMaponu k apxueBam

HeT goctyna.

MapameTpbl: JinueHsnsa

[ocTyn Ha uTeHwue.

Ecnu Bbl ncnonb3yeTte pexvMM pacnpeaeneHHoro peweHus (CM. pasgen "PacnpegeneHHoe peLleHne n pexum
multitenancy" Ha cTp. 81) n multitenancy, To Ana KaXxgon y4eTHOW 3anucy Bbl MOXETe pas3peLunTb UK 3anpeTnTb

OOCTYN K opraHusauusim n Beb-uHtepdelricy cepsepa SCN.

Co3paHue y4yeTHOM 3anmMcu agMMHUCTpaTopa

BeO-uHTepcenca nporpamMmmsi

Mop y4eTHOM 3anncblo agMUHUCTpaTopa Be6-uHTepdenca nporpaMmMel MOXHO YNpaBnAsaTe NPOrpamMmmon, Ho, B
OTNInYMe OT NoKanbHOro agMuHMUCTpaTopa Beb-nHTepdenca nporpaMmmel, 3TON y4ETHOM 3anUCK HEAOCTYNHO
ynpasneHue cepsepamm PCN n SCN, a Takke opraHusaumsivMm B pasgerne Pexunm paboThbl.

» 4Ymobki coddamb yyemHyro 3anucb adMuHUCMpamopa eeb-uHmepgbelica npoepammbi:

1. Bongute B BeG-MHTEpdENC MO YHETHOW 3aNMCbio agMUHMCTpaTopa NporpaMmbl.

2. B okHe BebG-nHTEpdENica nporpaMmmbl BbibepuTe pasgen MapameTpsbl, nogpasaen NMonb3oBartenu.

3. HaxmuTte Ha kHonky [lo6aBUTb.

OTkpoeTca okHO HoBbIM nonb3oBaTenb.

4. Ecnu Bbl XOTUTE BKITHOYNTD YYETHYI0 3anncCb, BKIIOYNUTE NepekKnovaTtesb CocTosiHue.

VnpaeneHue y4emHbimu 3arucsamu adMUHucmpamopoe u none3osamenet ripoepammaebl
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Mo ymonyaHuio y4eTHas 3anucb BKIOYEHa.

Ecnu yyeTHas 3anuck BkntoYeHa, 4OCTYN k Be6-nHTepdernicy nporpaMmmbl paspelleH. Ecnu ydetHas
3anucb OTKIKYEHAa, AOCTYN K BEG-nHTEpdency nporpamMmmbl 3anpeLLeH.

5. B packpbiBatowemca cnucke Ponb Bbibepute AGMUHUCTPATOP.

6. B Gnoke napameTtpoB Tun ayTeHTUdUKauumn BbiGepuTe OAUH U3 BapMaHTOB:

e YyeTHasa 3anucb KATA.

B aToM cnyyae ans nogknoyeHust k BeG-nHTepdeincy nporpaMmMbl NoNb3oBaTeNto NoTpebyeTcs BBECTU
MMA Nonb3oBaTens 1 Napornb, KOTOpbIe BbINK yKasaHbl NPy co3aaHnM YYeTHOM 3anmncu.

e [lomeHHasn y4yeTHas 3anucChb.

B aToM cnyyae ons nogkntodeHust kK BeG-MHTepdeincy nporpamMmmel Nonb3oBaTento He TpebyeTcs
BBOAWUTbL UMS MONb30BaTENs U Naponb: ayTeHTUMMKALNA OCYLLIECTBNAETCA C NMOMOLLbI0 AOMEHHOW
yYeTHOW 3anucum nosb3oBaTtens.

Monga YyeTtHasa 3anucb KATA 1 [lomeHHas y4yeTHas 3anmcb LOCTYMHbI, €CIN HacTpoeHa
nHterpaums c Active Directory (cm. pasgen "HacTtponka nHterpauum ¢ Active Directory” Ha cTp. 187).

7. Ecnu Bbl Bbibpanu Y4yeTHas 3anucb KATA, BbINonHUTE crieaylolme AencTBus:

a. B none Umsa nonb3oBaTtens BBeAUTE UMS NOSb30oBaTENs, YYETHYIO 3anncb KOTOPOIro Bbl XOTUTE
co3aaTb.

Mmsa nonb3oBatens gOMKHO yOOBNETBOPATL CrieyrLlmnm Tpe6OBaHVIF|MZ

OOMKHO ObITb YHMKANbHBIM B CNMCKE UMEH NMonb3oBaTtenen (perncTp MMeeT 3HayeHne);
OOIMKHO cogepkaTb Makcumym 32 cuMmBona;
MoxeT cogepxaTtb 6ykBbl A—Z, a—z, undpel 0-9, geduc (-) nnm cumeon nogvepkmsaHms (_);

OOMKHO HaunHaTbes ¢ OykBbl (A—Z nnu a-z).

b. B none HoebIn naponb BBeAUTE Naponb AOCTYyNa nonb3oBaTtens K Beb-nHTepdgeiicy.

I'Iaponb OOJDKEeH yOoBeTBOPATbL CrieyrLwnm TpeGOBaHMﬂMZ

He OOJKEH coBnaaatb C MMEHEM MNOoJ1b30BaTESA,;

He JOJMKEH COAepXaTb CrioBapHbIe CrNOBa, pacnpOCTPaHEHHbIE CoveTaHnsa OyKB U npumMmepbl
packnagku knasuaTtypsl (Hanpumep, Qwerty unu passwOrd);

OOIKeH cogepXaTb MUHMMYM 8 CMBOJSIOB;

OOIMKEH cogepXaTb CUMBOSbl MUHUMYM TPEX TUMOB:
e  CUMBOI BepxHero pernctpa (A-2);

e  CMMBOIN HWXHEro perncrpa (a—z);

*  LUudpy;

e cneuunanbHbIN CUMBOII.

c. B none NoaTBepaute naponb NOBTOPHO BBEAMTE Naporib 4OCTYNa Nonb3oBaTens K
BeO-nHTEpdency.

YnpaseneHue y4emHbiMU 3anucsmu aOMuHUCmpamopos U rnofib3oeamersnel npospammabi
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8.

9.

Ecnu Bbl Bbl6paJ'IVI HomeHHas y4dyeTHas 3anuchb, B MnoJie MUmsa nonb3oBartens YKaXXute JOMEeHHOEe NMA
noJib3oBaTes4.

HaxxmuTe Ha kHonky [lo6aBUTb.

YyeTHasa 3anncb agMuHUcTpatopa Beb-nHTepdenca nporpammel ByaeT co3gaHa.

Ecnu Bbl ncnone3yete pexum multitenancy, y4etHas 3anuce agMuHucTpaTopa Beb-nHTepderica cepsepa PCN
nMmeeT OOCTyNn K AaHHbIM BCeX opransaumVl, CBA3aHHbIX C 3TUM CepBEPOM.

Co3paHue y4eTHOM 3anncu nonb3oBaTtens
BeO-uHTepdenca nporpammsl

Bbl MOXeTe co3gaBaTh y4eTHble 3anucy nonb3oBaTenel ¢ ponsamy CTapwmnin COTPYAHUK CnyX6bI
6e3onacHocTn, COTpyaAHUK CnyXObl 6e3onacHocTu 1 AyauTop.

» Umobbi coddampb y4emHyro 3anuch rnosib3ogamersis eeb-uHmepgelica rnpospamMmmal:

1.
2.

Bongute B BeG-MHTEpdeC Noa yYETHON 3anMCbio agMUHMUCTpaTopa NporpamMmel.

B okHe Beb-uHTEpdelica nporpammel Bbidepute pasgen MapameTtpsbl, nogpasgen MNonb3oBaTtenu.
HaxxmuTe Ha kHoMnKy [lo6aBUTb.

OTkpoeTca okHO HoBbIN nonb3oBaTterb.

I'IpM Heob6XxoaMMOCTM C MOMOLLbIO nepekxkn4varend CocTosiHue OTKNIYnTE YYE€THYIO 3anncb
nofb3oBaTen4.

Mo YMOI4aHNK y4eTHaA 3anncCb BKITIOYEHa.

Ecnu yyeTHas 3anuck BKINOYEHA, OCTYN Kk BEO-MHTepdericy nporpaMmmbl paspelueH. Ecnun yuetHas
3anucb OTKIOYEHa, AOCTYN K BEG-UHTepdency nporpaMmbl 3anpeLLeH.

B 6noke napameTtpoB Tun ayTeHTUdMKaumm BoibepntTe oguH U3 BapuUaHTOB:
e YyeTHas 3anucb KATA.

B aTom cnyyae ans nogknoveHus k Beb-uHTepdericy nporpaMmMbl Nofb3oBaTento notpebyeTcst BBECTM
UMs1 NONb30BaTENS U Naporib, KOTOPblE ObINK yKasaHbl NPY CO34aHUN YYETHON 3amnncu.

e [lomeHHas yyeTHas 3anuchb.

B aTom cniyyae Ans noAkmnoYeHns k Be6-uHTepdoeiicy nporpaMmel nonb3oBaTento He TpebyeTtcs
BBOAWTbL UMSA MOMb30BaTENs U Napornb: ayTeHTUMMKALNA OCYLLIECTBNAETCSA C MOMOLLbI0 AOMEHHOW
y4eTHOW 3anucu nonb3osarens.

Ecnu BbI BbIBGpanu Tun ayteHTudmrkaumm lomeHHas yyeTHasa 3anucb, TpebyeTcs yunTbiBaTh,
YTO Nonb3oBaTerNb HE CMOXET BONTU B BeO-nHTEephenc nporpamMmmel o Apyron y4eTHOW
3anucbio.
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Monga YyetHasa 3anucb KATA 1 [lomeHHas y4yeTHas 3anmcb LOCTYMNHbI, €CIY HacTpoeHa
nHterpaums c Active Directory (cm. pasgen "HacTtponka nHterpauum ¢ Active Directory” Ha cTp. 187).

6. B packpbiBatoemcs cnmcke Ponb BoibepuTe 0aHy U3 CriegQyroLmx ponen:
e Crapwui coTpyaHUK cnyXx6bl 6e3onacHocTu.
e CoTpyaHUK cnyx06bl 6e30nacHOCTU.
e Ayautop.
7. Ecnu Bbl Bbibpanu YueTtHas 3anucb KATA, BbinonHUTE cneaylowmne AencTBums:

a. B none Uma nonb3oBaTtens BBeAuTe UMS NOMb30BaTENS, YYETHYIO 3annCb KOTOPOro Bbl XOTUTE
co3aaTb.

Mmsa nonb3oBaTtens JOMKHO YAOBNETBOPSITL CeAYOLWUM TpeboBaHUSM:
e  [OIMKHO BbITb YHMKArbHBIM B CNIUCKE MMEH Nonb3oBaTenen (pernctp MMeeT 3HavyeHue);
e [OIDKHO coaepxaTb MakCumym 32 CUMBONA;
e MOXeT cogepxaTb OykBbl A—Z, a—z, undpsl 0-9, gedwmc (-) unu cumson nogyepkusanus (_);
e  [JOMKHO HaunHaTbCs € BykBbl (A—Z nnu a-z).
b. B none HoBbIN naponb BBeOMTE Naporb 4OCTYNa Nornb3oBaTens K Be6-uHrepgency.
Maponb JomKkeH yaoBNeTBOPSTL Criefyow M TpeboBaHNsIM:
e He JOJPKEH coBnagaTtb C MMEHEM MoNb3oBaTens;

e He JOIKeH cofepXaTb CroBapHble CMoBa, PacnpocTpaHeHHbIE codeTaHust BykB Unu npumMepbl
packnagkv knasmaTypbl (Hanpumep, Qwerty nnn password);

e [OIKEH coAepxaTb MMHUMYM 8 CUMBOJIOB;
e [OIDKEH CoAepXaTb CUMBOSIbI MUHUMYM TPEX TUMOB:
e CMMBOI BepxHero peructpa (A-2);
e  CUMBOI HWXHeEro perncTpa (a-z);
e uudpy;
e cneuunarnbHbIN CUMBOI.

c. B none NMoaTBepauTe naponb NOBTOPHO BBEAMTE Naposib AOCTYMNa NOMNb30BaTenNs K
BeG-nHTEpPdENCY.
8. Ecnu Bbl Bbibpanv [lomeHHas y4yeTHas 3anuchb, B nore Mmvsa nonb3oBaTtens ykaxute JOMEHHOE UMS
nonb3oBaTtens.
9. B pasgene JocTyn HacTpounTe Npasa goctyna:

a. C nomolublo nepeknovaTens Bknounte napameTp Beb-uHtepdennc SCN, ecnu Bbl xoTuTe
npegocTaBMTb NOMb3oBaTeNo AOCTYN HE TONbKO K BeO-uHTEepdecy atoro cepsepa PCN, HO 1 Kk
BeG-nHTEpdencam Bcex 4OCTynHbIX cepepoB SCN.

b. CnpaBa oT Ha3BaHusl napameTpa OpraHn3auum yctaHoBUTe oraxkn psgoM ¢ Ha3BaHUSIMU OHOM
WM HECKOMbKMX OpraHm3aLmii, kK Beb-uHTepgericam cepBepoB KOTOPbIX Bbl XOTUTE NPefoCTaBUTb
[ocTyn.

Bbl MOXeTe ncnonb3oBaTh cCbinkn BeibpaTtb Bce 1 OTMEHUTB BbIGOP AN BbiIGOpa nnn OTMEHbI
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BbIOOpa BCeX KOMMNaHUN.

10. HaxmwuTe Ha kHonky [lo6aBuUTb.

Hactpounka oTtob6paxeHnsa Tabnuubl y4eTHbIX 3anmceu
nosib3oBaresien

Bbl MOXeTe HacTpouTb oToOpaxkeHue rpad, a Takke NOpPSOOK UX CrieoBaHUS B Tabnuue y4eTHbIX 3anucen
nonb3oBaTenen.

» 4Ymobbl Hacmpoumbs omobpaxeHue mabnuubl y4emHbix 3anucell nons3oeamersel:

1.
2.

7.

BoviguTe B BeG-nHTEpPhENC Nnoa y4eTHON 3anncbio agMUHUCTpaTopa NporpaMmmei.

B okHe Beb-nHTEpderica nporpammel Boibepute pasgen MapameTtpsbl, nogpasgen Nonb3osaTtenu.

B 3aronoso4HoM YacTu Tabnuubl HAXXMUTE Ha KHOMKY {&}
OTo6pa3sutcsa okHo HacTpoika Tabnuubl.

Ecnu Bbl XoTUTE BKNOUNTE OTOOpaxeHue rpadbl B Tabnuvue, ycTaHoBUTE (hnakoK psgoM C HasBaHMEM
TOro napameTpa, KOTopbl AOMKeH OToGpakaTbCca B Tabnuue.

Ecnu Bbl He xoTuTe, 4TOBBI NAapameTp oTobpaxancs B Tabnuue, CHUMUTE pnaxok.

,ﬂOﬂ)I(eH ObITb YCTaAHOBJ1EH XOTHA Obl OOVH d)na>|<0|<.

Ecnu Bbl XOTUTE U3MEHUTL nopAaokK OTO6pa)KeHI/IFI rpacb B Tabnuue, HaBeguTe KypCOp MbILUN Ha CTPOKY C

HY>KHbIM MapamMeTpoM, HaXXMUTE Ha KHOMKY n nepemMmecTtmntTe CTpoKy C napamMmeTpoM B HY>KHOE€ MECTO.

Ecnu Bbl XOTUTE BOCCTAHOBUTL NapaMeTpbl 0ToOpaXeHnst Tabnuubl MO YMOMYaHUIO, HAXXMUTE Ha CCbISIKY
Mo ymonyaHuio.

Haxmute Ha kHornky NMpUMeHuUTb.

OTobpaxeHne Tabnuubl y4eTHbIX 3anuncen nonb3oBaTtenen byaet HaCTPOEHO.

NMpocmoTp Tabnuubl y4eTHbIX 3anMceun nonb3BaTenen

Tabnuua cobbiTuin oTobpaxaeTcs B pasaene MapameTpbl, nogpasgene Monb3oBaTtenu okHa BeG-nHTepdeica
nporpammebl. Bel MoxeTe copTupoBaTtb cobbiTusa B Tabnuue no rpacdam Umsa nonb3oBartens, Ponb,
OpraHusauum n CoctosiHue.

B Tabnuue cogepxuTcs cneayrowas HpopMaums:

1. Wmsa nonb3oBaTtensi — UMs NONb30BaTENS, 3a4aHHOE MpPY CO34aHMUM YYETHOW 3anuncu.

2. Twn a)’TeHTVICbVIKaLIMVI — Tunn ayTeHTI/Id)I/IKaLI,I/II/I nons3oBaTtens. MoxeT nmeTb cneaywume 3HavyeHus:

e YyeTHan 3anucb KATA.

Ecnu BbiGpaH 3TOT TMN ayTeHTUdUKaUUK, ANa NOAKINoYeHUs K BeG-uHTepdelcy nporpaMmmbl
nosb3oBaTento NoTpebyeTca BBECTM MMS NOMb30BaTeNs 1 Napofib, KOTopble BblNK ykasaHbl Npu
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CO34aHuM YY4eTHOW 3anucu.
e [lomeHHas yyeTHasi 3anucChb.

Ecnu BbIGpaH 3TOT TMN ayTeHTUdMKauun, Ana NoAKNYeHns K Beb-nHtepdency nporpamMmmbl
nonb3oBaTento He TpebyeTcsa BBOAUTbL UMS NONb30BaTENs U NAponb: ayTeHTMdUKaums
OCYLLECTBMAETCH C MOMOLLbIO JOMEHHOW YY4ETHOWM 3anncu Nornb3oBaTens.

Ponb — poJib, Ha3Ha4YeHHaA Nosib3oBaTeNto.
4. OpraHu3aumm — opraHmsaumm, K KOTopbIM Nonb3oBaTernb UMEET AOCTYr.
Npadha oTobpaxkaeTcs TONbKO B pexume pacnpeneneHHoro peweHms n multitenancy.
5. CocTosiHue — cTaTyC y4eTHOW 3anmMcu. MOXeT UMETb CrneayoLine 3Ha4YeHns:
e BknrueHo.
Ecnu yyeTHas 3anucb BKItoueHa, AOCTYN kK BeG-nHTepdency nporpaMmmbl paspeLleH.
e OTkntoyvyeHo.

Ecnu yyeTHas 3anuck oTknoYeHa, 4OCTyn K BeB-uHTepdency nporpammel 3anpeLleH.

dunbTpaumna yYyeTHbIX 3anucen

» Umobbl omunbmpogame uUnu Halimu y4emHbie 3anucu rnosb3osameriel o mpebyembim
Kpumepusm, ebirnosiHume criedyrouwjue oelicmeusi:
1. Bongurte B BEG-MHTEpPdENC MO YHETHOW 3aNMUCbI0 agMUHMUCTpPAaTOpa NPOrpaMmei.
2. B okHe Beb-uHTEphenca nporpammel BeibepuTte pasgen MapameTpsl, nogpasgen NMonb3oBatenu.
3. BeinonHuTte cnepylowmne AeNCTBUS B 3aBUCUMOCTN OT KpUTepust ounbTpaumm:
e [lo nmeHu nonb3oBaTens
e [lo Tuny ayteHTuUdbukauumm
e [lo ponu
¢ [lo HazBaHMIO opraHn3auun, K KOTOPbIM Y NONb3oBaTesnisi eCTb AOCTYN
e [lo cocTtosiHuIO

B Tabnuue otobpasaTcst y4eTHble 3anucu, COOTBETCTBYHIOLLME 3a4aHHbIM KPUTEPUSIM hUnbTpaLmn.

Bbl MOXeTe Mcnonb30BaTh HECKOMNBbKO C*)VIJ'IprOB OOHOBPEMEHHO.

Copoc hunbTpa y4eTHbIX 3anucen

» 4Ymobki copocums cbunbmp ripasunn YARA 1o 00HOMY urniu HECKOSIbKUM yCro8usm ¢husibmpayuu,
gbironiHUmMe credyrouue delicmeus:

1. B okHe BebG-nHTepdenca nporpaMmmbl BoibepuTte pasgen NMonb3oBaTtenbckue npaBuna, nogpasgen
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YARA.
OTtkpoeTca Tabnmua npasun YARA.

HaxmuTte Ha kHoMKy E crpaBa OT TOro 3arofioBka rpadbl Tabnuubl NpaBus, YCroBus ounbTpaumum no
KOTOPOMY Bbl XOTUTE COPOCUTB.

Ecnu Bbl XOoTUTE COPOCUTL HECKOSBKO YCMNOBUIA hUnNbTpaLmm, BbINONTHUTE AENCTBUS NO cOpocy
KaXkgoro u3 ycrioBuin dounbtpaumn.

BbibpaHHble hunbTpbl OyayT cOpOLLEHbI.

B tabnuue OT06pa3$|TCFI TOJNbKO npasuna, COoOTBETCTBYOLWMNE 3aJaHHbIM YCITOBUAM.

N3meHeHMe npaB AoCTyna y4eTHOW 3anucu nonb3oBaTens
Be6-nHTepcpenca nporpamMmmbil

Bbl MOXXeTe U3MeHUTb NpaBa JocTyna nonb3oBaTenei ¢ ponsiMmu CTapuni coTpyAHUK cnyx6bl 6e3onacHoOCTU U
CoTpyAaHuK cnyx6bl 6e3onacHocTu k AaHHbiM cepsepoB PCN 1 SCN, a Taike opraHm3aumm, CBA3aHHbIX C
3TUMU cepBepamMMm.

» Umobbi usmeHums rpasa docmyna y4emmHou 3arnucu rosib3osameris eeb-uHmepgelica
rpoepammel, 8binosIHUMe criedyruue delticmeus 8 seb-uHmepgpetice PCN:

1.
2.

6.

BovignTe B BEO-nHTEPhENC Noa y4eTHON 3anncbio agMUHUCTpaTopa NporpaMmei.

B okHe BebG-mHTeperica nporpammel BoidepuTe pasgen MapameTpol, nogpasgen
Monb3oBaTenu.Bbibepute y4eTHyO 3anmcb, NpaBa JOCTYMNa KOTOPOW Bbl XOTUTE U3MEHUTD.

OTKpOGTCFI OKHO A3MeHuTb Y4€eTHYHO 3alnucCb.

Ecnu Bbl XOTUTE BKIIOYUTE UMW OTKIMOYUTL YHETHYIO 3aNnCh, U3MEHMTE MOSOXEHWE NepeknoyaTens
CocTosiHue.

Ecnu HyxHO, B pazgene locTyn uameHuTe NornoxeHue nepeknoyartens Beb6-uHtepdenc SCN:

e [lepeBegute nepeknioyatens B nonoxeHune BknroyeHo, ecnu Bbl XOTUTE NPeaoCTaBUTb
nonb3oBaTernto OCTYN He TONbKo K Be6-nHTepdency atoro cepsepa PCN, HO 1 k Be6-uHTepdericam
BCeX AOCTynHbIx cepepoB SCN.

o I'IepeBep,MTe nepekn4aresb B NOJIOXXeHne OTKHIO‘IeHO, €CJITN Bbl XOTUTE NpeaoCTaBUTb
nonb3oBaTersto AOCTYN TONbKO K BeG-nHTepdency atoro cepeepa PCN.

Cnpaga oT Ha3BaHus NapameTpa OpraHM3auumn yCcTaHOBUTE UMM CHUMUTE praXkKu pSOOM C Ha3BaHUAMMU
opraHusaumm, kK Be6-uHTepdeicam cepBepoB KOTOPbIX Bbl XOTUTE U3MEHUTb AOCTYM.

Bbl MOXeTe ncnonb3oBaTh ccbiniky Bbi6paTb Bce 1 OTMeHUTb BbIGOpP AN1s BbIOOpa nnv oTMeHbI Bbibopa
BCEX OpraHusauuim.

HaxmuTe Ha kHonky CoXpaHUTb.

MpaBa gocTyna yyeTHOW 3anucy B6yayT U3MEHEHDI.
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BknroyeHne u OTKIIIOYEHUEe Y4eTHOU 3annucu
agMuUHUCTpaTopa Unu nonb3oBartens Beb-uHtepdenca
nporpaMmmbli

»  Umobb! 8KIHOYUMb UMIU OMKIOHYUMb yYemHYyHo 3anuck adMuHUCmMpamopa usu rnosib308amersis
geb-uHmepbelica npozpammel, 8birnosiHUMe credyrowue deticmeausi 8 eeb-uHmepgetice PCN:

1. Bowgute B BeG-MHTEpENC NOA yHETHON 3anNMCbio agMUHMCTpaTopa NporpamMmei.

2. B okHe Beb-nHTEpdENca nporpammel BbibepuTte pasgen NMapameTpsbl, nogpasaen Nonb3oBatenu.B
CMMCKe yYeTHbIX 3anucen BbibepuTe yY4eTHYI0 3anmcb NONb3oBaTeNs, KOTOPYHO Bbl XOTUTE BKMOUYUTL UMK
OTKIIOYNTD.

3. BbinonHute ogHO M3 cneayowmx gencteum B rpadpe CocrosiHme:

. Bkntounte nepekn4arTenb paAgomM C UMEHEM y‘-IeTHOIZ 3arnncu, ecin Bbl XOTUTE BKITIOYNUTb YHETHYHO
3anuncob.

. Bobikntounte nepekn4varenb paAgomM C UMEeHEM yquHon 3arnncun, ecin Bbl XOTUTE OTKITHOYUTb YHETHYIHO
3anuncob.

OT06pasnTcst OKHO NOATBEPXKAEHUS AENCTBUS.
4. HaxmuTe Ha kHonKy Oa.

CocTtosiHue ydeTHoW 3anucu ByaeTt usmeHeHo.

N3mMeHeHMe napons y4eTHOM 3anMcu agMMHUCTpaTopa unum
nonb3oBaTens NporpamMmbl

M3meHeHMe napons y4eTHOM 3anucu JOCTYNHO TOSbKO A Nofb3oBaTenei ¢ TUNnom ayTeHTudmkaumm
YyeTHaa 3anucb KATA.

» 4Umobbi usmeHUMb naposib y4emHou 3anucu aOMuHuUcmpamopa usiu rnofib3oeamerisi npogpamvbi,
gbinonHume credyrouwue delicmaus 8 seb-uHmepgpetice PCN:
1. Bongute B BeG-MHTEpPdENC MO YHETHOW 3aNMUCbio aaMUHMCTpaTopa NporpaMmel.

2. B okHe BebG-nHTEpderica nporpaMmmMbl BbibepuTte pasgen MapameTpsl, nogpasaen NMonb3oBatenu.B
CMUCKE YYETHbIX 3anucer BbiIbepuTe y4eTHY0 3an1ch, Naposb KOTOPOW Bbl XOTUTE U3MEHUTD.

OTkpoeTcs OKHO U3MEHUTb y4YeTHYHO 3anuch.

3. B none HoBbIn naponb BBeOUTE HOBLIV Naporb JOCTYNa K Be6-nHTepdency nporpaMmmei.
Maponb JOMmKeH YOOBNETBOPSTL Criefyow M TpeboBaHNSIM:
e He [JOMKeH coBnagaTb C UMEHEM MOorb30BaTens;

e He [JOIMKEH coaepaTb CrOBapHbIe CMOBa, pacnpoCcTpaHeHHbIe codeTaHnsa 6ykB unu npumepsl
packnagkv knasuatypsl (Hanpumep, Qwerty unum passwOrd);

e [OJDKeH cogepXxatb MUHUMYM 8 cumBonos;

ynpaeneHue y4emHbimu 3arucsamu adMUHucmpamopoe u none3osamenet ripoepammaebl
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e  [JOJMKEH cogepXaTb CUMBOIbI MMHUMYM TPEeX TUMOB:
e CMMBOJ BepxHero peructpa (A-2);
e  CUMBOI HWXHEro pernctpa (a—z);
*  umudpy;
e crneuuwanbHbI CUMBOIT.
4. B none NMoaTBepauTe naponb NOBTOPHO BBEAMTE HOBbIM Naporb.
5. Haxmute Ha kHOMKy COXpaHUTb.

Maponb y4eTHOW 3anucy agMUHUCTPAToOpa MUK Nonb3oBaTens NporpaMmmbl 6y4eT U3MeEHEH.

N3meHeHne napons cBoen y4eTHOMN 3anncu

Vi3meHeHne napons y4eTHOW 3anmcu 4OCTYMHO TOSbKO ANd nofib3oBaTenen ¢ TUNoM ayTeHTuduKaLumum
Y4yetHas 3anucb KATA.

» Umobkl usmeHUMb naposib ceoell y4emHoul 3anucu:

1. Bowngute B BeG-MHTepheliCc Noa CBOEN YH4ETHONM 3amnunChio.

2. B HuxHel YacTn okHa BeG-nHTepdenca nporpaMMbl MO CCbIfIKE C UMEHEM Balleln Y4eTHOW 3anncu
packpouTe CN1cok OeiCTBUN.

3. Bbibepute gencterne U3meHUTb naponsb.
OTkpoeTca okHO U3MeHUTb naponb.
4. B none Ctapbii naponb BBeEANUTE TEKYLLNIA Naponb AOCTyna K Be6-nHTepdency nporpaMmmei.
5. B none HoBbIn naponb BBeAUTE HOBLIV Naporb JOCTyNa K Be6-nHTepdency nporpaMmmei.
Maponk JomKeH yAOBNETBOPSTL CreayoWwnM TpeboBaHUAM:
e He JOIMKEH coBnajaTb C MMEHeM Nonb3oBaTens;

e He JOIMKEH coaepXKaTb CNOBapHbIE CIoBa, pacnpoCcTpaHeHHble coveTaHust GyKB Unu NpuMepsl
packnagkv knasmaTtypbl (Hanpumep, Qwerty nnm passwoOrd);

e [OIKEH coaepXatb MMHUMYM 8 CUMBOSIOB;
e [OKeH cogepXaTb CUMBOSIbI MMHUMYM TPeX TUMNOB:
e  CUMBOJ BepxHero pernctpa (A-Z);
e  CMMBOI HUXHEro peructpa (a—z);
*  uudpy;
e creumnanbHbl CUMBON.
6. B none NoaTsepauTe naponb NOBTOPHO BBEAUTE HOBLIN Naporb.
7. Haxmwute Ha kHOMKy U3MeHUTb naponb.

Maponb goctyna kK Be6-uHTepdency nporpaMmmMel Ballen y4eTHOM 3annucu 6yaeT M3MeHeH.
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YnpasneHue y4emHbiMU 3anucsamu adMuHUCmpamopos U rnosb3oeamerel npozpamMmb|
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AyTeHTU(pPUKaLUA C NTOMOLLbLIO
AOMEHHbIX YYeTHbIX 3annceu

Ecnu ayTeHTudmKaumsa ¢ NOMOLLbI0 AOMEHHbIX YYeTHbIX 3annucen HacTpoeHa, Nonb3oBaTensam He TpebyeTca
BBOAWTbL AaHHble yyeTHon 3anncu Kaspersky Anti Targeted Attack Platform gns nogkntoyerus k Be6-uHtepdeincy
nporpaMmei.

[nsa BknOYeHNss ayTeHTUgMKaL MM ¢ MOMOLLbI0 AOMEHHbIX YHYETHbIX 3anMcen BaMm TpebyeTcs:

1. Hactpoutb nHterpauuto ¢ Active Directory (cm. pasgen "Hactponka nHterpauum ¢ Active Directory” Ha
cTp. 187).

Ons HacTporkn nHTerpauum ¢ Active Directory TpebyeTcst cospgaTte keytab-cann (cm. pasgen "CosgaHve
keytab-channa" Ha cTp. 184), coaepxawwmi nmsa cybbekta-cnyxobl (ganee tarkke "SPN") ons cepeepa
Central Node, Ha KOTOPOM BLINONHSAETCS HAacTpoMKa NHTerpauuu.

2. Bbibpatb ans nonb3osaTens Tun ayteHTudmkaunm [lomeHHas y4yeTHas 3anvucb npu co3gaHum y4eTHOW
3anucu (cm. pasgen "CosgaHve y4eTHOW 3anvucu nonb3oBaTens Beb-nHTepderica nporpammbl” Ha
cTp. 176).

B aTtom pasgene

Co30aHNE KEYLAD-MIAMMA. ... eeiiiiieie e 184
HacTporika MHTErPaLMM C ACHIVE DIFECIOINY .....uuuuiiiiiiiiiiiiiiiiieieieieieiee e ee e e eneneeesenrnrnenenenrnnnnes 187
OTKNOYEHNE NMHTETPALMM C ACLIVE DIFECIONY ... 188

Co3spaHue keytab-cdauna

Bbl MOXeTe ncnonb3oBaTb OQHY YYETHYIO 3anucb Ans ayTeHTudmrkaumm Ha Heckonbknx cepepax Central Node.
Ons atoro TpebyeTtca co3paTe keytab-dann, cogepxalummn umeHa cybbekma-ciyx6bi (Oanee makxe "SPN") ans
Kaxkgoro n3 aTux cepsepos. [pu cosgaHum keytab-darina notpebyetcs ncnonb3osatb atpubyT AN reHepaumu
conu (salt, mogndukaTop Bxoaa xeLl-yHKUNUN).

CreHepurpoBaHHyto Coflb HEOOXOAMMO COXPaHUTb MObLIM yYao6HBEIM cnocobom Ans AanbHenwero
nobasneHus HoBbix SPN B keytab-dgann.

Bbl Takke MoxeTe co3faTb OTAeNbHYO yyeTHyo 3anuck Active Directory ans kaxgoro cepsepa Central Node, ans
KOTOPOro Bbl XOTUTE HacTpouTb Kerberos-ayteHTudukaumio.

» 4Ymobbi cos0amb keytab-gbalisn, ucronb3ys 0OHy y4emHyro 3arnuch:

1. Ha cepBepe KoHTponnepa gomeHa B ocHacTke Active Directory Users and Computers cosgante
YYETHYIO 3anucb Nonb3oBaTtens (Hanpumep, ¢ UMeHemM control-user).

2. Ecnwn Bbl XO0TUTE Mcnonb3oBaTh anroputm WwnudposaHns AES256-SHA1, To B ocHacTke Active Directory
Users and Computers BbINONHUTE criegytoLine AeNCTBUS:
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a. OTkponTte cBOWCTBa CO34aHHOW Y4E€THON 3anucu.

b. Ha saknagke Account yctaHoBute cnaxok This account supports Kerberos AES 256 bit
encryption.

Cospavite keytab-cpann gns nonb3oBatend control-user ¢ nomowpbto yTunutel ktpass. [1na storo B
KOMaH,EI,HOVI CTPOKe BbINOJNIHUTE CneayrLlyo KoMmaHay:

C:\Windows\system32\ktpass.exe -princ HTTP/<nomHoe momMeHHoe wmMsa (FQDN)
cepBepa Central Node>@<realm mmMmsa noMeHa Active Directory B BepxHeM perucTpe>
-mapuser control-user@<realm mMsa noMeHa Active Directory B BepxHeM
perucrtpe> -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass * +dumpsalt
-out <nyTs k bamny>\<umsa odanna>.keytab

Ytnnuta 3anpocuUT Naposib noJjib3oBaTenA control-userB npouecce BbINONMIHEHNA KOMaHAObI.

B cospaHHbIn keytab-danin 6yaet gobasneHo SPN BeibpaHHoOro cepsepa. Ha akpaHe otobpasutcs
creHepupoBaHHas cofb: Hashing password with salt "<xem-3Hauenme>".

HobasbTe B keytab-gann 3annce SPN gnsa kaxgoro cnegytoutero cepepa Central Node. [ina atoro
BbINOMHMTE CNeayoLLyo KOMaHay:

C:\Windows\system32\ktpass.exe -princ HTTP/<mosHoe moMeHHOoe uMa (FQDN)
cepBepa Central Node>@<realm mMmsa noMeHa Active Directory B BepxHEM perucTpe>
-mapuser control-user@<realm mMsa moMeHa Active Directory B BepxXHeM
perucrtpe> —-crypto AES256-SHAl -ptype KRBS5 NT PRINCIPAL -pass * -in <moyTse
U ¥IMA paHee co3maHHOTO Qamna>.keytab -out <nyTe u HOBOe mMa>.keytab —-setupn
-setpass —rawsalt "<xem-3HaueHMe COJIM, IOJIYyUeHHOE IPpU CcOo3maHuM keytab-danaa
Ha mare 3>"

Ytunuta 3anpocuT naporb nonb3oBaTtend control-user B npouecce BbIMNONIHEHUA KOMaHbI.

Keytab-cann 6yget cozgaH. 31oT chann OyaeT cogepxatb Bce AobarneHHble SPN BbiIGpaHHbIX cepBEPOB.
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Hanpumep, Bam Hy>xHO co3gaTb keytab-dhann, cogepxawmin SPN-nveHa 3 cepBepoB:
control-01.test.local, secondary-01.test.local nsecondary-02.test.local

YTtobbl co3gaTth B nanke C:\keytabs\ dann noag HaseaHnem £ilenamel . keytalb, coaepxawmun SPN cepBepa,
TpebyeTcsl BbINONMHUTL KOMaHAYy:

C:\Windows\system32\ktpass.exe -princ HTTP/control-01.test.local@TEST.LOCAL
-mapuser control-user@TEST.LOCAL -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL
-pass * +dumpsalt -out C:\keytabs\filenamel.keytab

OonycTtum, Bbl nonyyunum conb "TEST . LOCALHTTPcontrol-01.test.local".
Ons go6aBneHus ewwe ogHoro SPN Heo6X04MMO BbIMOMHUTL CIEAYHOLLYI0 KOMaHAY:

C:\Windows\system32\ktpass.exe -princ HTTP/secondary-01.test.local@TEST.LOCAL
-mapuser control-user@TEST.LOCAL -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL
-pass * —in C:\keytabs\filenamel.keytab —out C:\keytabs\filename?2.keytab -setupn
-setpass -rawsalt "TEST.LOCALHTTPcontrol-01.test.local"

Ons no6asneHus Tpetbero SPN Heo6xoanmMo BbINONHNUTL CReAyLL Y0 KOMaHAY:

C:\Windows\system32\ktpass.exe -princ HTTP/secondary-02.test.local@TEST.LOCAL
-mapuser control-user@TEST.LOCAL -crypto AES256-SHA1l -ptype KRB5 NT PRINCIPAL
-pass * —in C:\keytabs\filename2.keytab —out C:\keytabs\filename3.keytab -setupn
-setpass -rawsalt "TEST.LOCALHTTPcontrol-01.test.local"

B pesynbrate 6yget co3gaH cdann c umeHeM £ilename3. keytab, cogepxawun Bce Tpy gobaBneHHble SPN.

» 4Ymobki cozdamb keytab-ghalis, ucronb3ysi 0moesibHyH y4emHyro 3arnuchk 0515 Kaxdo20 cepsepa
Central Node:

1. Ha cepBepe koHTponnepa gomeHa B ocHacTke Active Directory Users and Computers cosgante
OTAENbHYI0 YY4ETHYI0 3anncb Nonb3oBaTens A Kaxaoro cepeepa (HanpvumMep, y4eTHble 3anucu ¢
umeHamu control-user, secondaryl-user, secondary2-user nT.4g.).

2. Ecnu Bbl XO0TUTE Ncnonb3oBaTb anroputm wudgposaHms AES256-SHA1, To B ocHacTke Active Directory
Users and Computers BbinonHuTe cnegyowme AenCTBUS:

a. OTKponTe cBOWCTBA CO34aHHOW y4E€THOWN 3anucu.

b. Ha 3aknagke Account yctaHoBuTe conaxok This account supports Kerberos AES 256 bit
encryption.

3. CospawTe keytab-cann ons nonb3oBaTtend control-user ¢ noMowpbto yTunuTel ktpass. [1na storo B
KOMaHOHOW CTPOKE BbINOSIHUTE CReayoLLyo KOMaHAay:

C:\Windows\system32\ktpass.exe -princ HTTP/<nomHoe mnoMeHHOe uMsa (FQDN)
cepBepa Central Node>@<realm mMmsa noMmeHa Active Directory B BepxHeM perucrpe>
-mapuser control-user@<realm mMms momeHa Active Directory B BepxHEM
perucrpe> -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass * -out <nyTb
K banny>\<uma oarna>.keytab

Ytunuta 3anpocuT naporb nonb3oBaTtend control-user B npouecce BbiMNONIHEHUA KOMaHbI.
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B cospaHHbIv keytab-gann 6ynet nobasneHo SPN BbiGpaHHOro cepsepa.

4. [obaebTe B keytab-cann 3anmce SPN ans kaxgoro cnegytowero cepsepa Central Node. [Ins atoro
BbINOMHMTE CNeayoLyo KOMaHay:

C:\Windows\system32\ktpass.exe -princ HTTP/<nomHoe momMeHHoe wmMsa (FQDN)
cepBepa Central Node>@<realm mMmsa noMeHa Active Directory B BepxHeM perucTpe>
-mapuser secondaryl-user@<realm mMmsa noMeHa Active Directory B BepxHeEM
perucrpe> -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL -pass * —-in <moyTb
¥V MMsS paHee CcoO3IOaHHOTO oGamnia>.keytab -out <nyTe m HOBOe mMsaA>.keytab

Ytunuta 3anpocuT naporb nosb3oBartesid secondaryl-user B NPOLecce BbINOSTHEHUA KOMaHAbI.

Keytab-dann 6ygeTt cozgaH. 3T1oT chann 0yaeT conepxaTb Bce gobaBneHHble SPN BbIOpaHHbIX CEepBEPOB.

Hanpumep, Bam Hy>xHO co3faTb keytab-cann, cogepxawmin SPN-nmveHa 3 cepepos:
control-01.test.local, secondary-01.test.local nsecondary-02.test.local

UTtobbl co3gaTth B nanke C:\keytabs\ dhann nog HaseaHnem filenamel . keytab, copepxawmn SPN cepsepa,
TpebyeTcs BbIMOMHUTbL KOMaHAY:

C:\Windows\system32\ktpass.exe -princ HTTP/control-01.test.local@TEST.LOCAL
-mapuser control-user@TEST.LOCAL -crypto AES256-SHAl -ptype KRB5 NT PRINCIPAL
-pass * -out C:\keytabs\filenamel.keytab

Onsa nobasneHus ewe oaHoro SPN Heo6Xxo4MMO BbIMOSHUTL CREAYOLLYH0 KOMaHAY:

C:\Windows\system32\ktpass.exe -princ HTTP/secondary-01.test.local@TEST.LOCAL
-mapuser secondaryl-user@TEST.LOCAL -crypto AES256-SHAl -ptype

KRB5 NT PRINCIPAL -pass * —-in C:\keytabs\filenamel.keytab -out
C:\keytabs\filename2.keytab

Ons go6asneHus Tpetbero SPN Heo6xoAnMO BbIMONHUTL CrieayoLLYy0 KOMaHAYy:

C:\Windows\system32\ktpass.exe -princ HTTP/secondary-02.test.local@TEST.LOCAL
-mapuser secondary2-user@TEST.LOCAL -crypto AES256-SHAl -ptype

KRB5 NT PRINCIPAL -pass * -in C:\keytabs\filename2.keytab -out
C:\keytabs\filename3.keytab

B pesynbrate 6ynet co3gaH cdann c umeHeM £ilename3. keytab, cogepxawun Bce Tpy gobaBneHHble SPN.

HacTtpouka nHterpauum c Active Directory

» 4Ymobbi Hacmpoumes uHmeezpauyuto ¢ Active Directory:

1. Bongute B BeG-MHTEpdENC MO Y4ETHOW 3anNnCbio agMnHMCTpaTopa NporpaMmmei.
2. B okHe BebG-nHTEpdENica nporpaMmmbl BbibepuTe pasgen MapameTpsbl, nogpasaen Monb3oBatenu.

3. Tepewngute Ha 3aknagky UHTerpaums c Active Directory.
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4. YctaHoBuTe donaxok UHTerpaums, ecnuv Bobl XOTUTE BKIOYMTL MHTerpaumto ¢ Active Directory.
Haxmunte Ha kHonky O630p, 4TobbI 3arpy3uTb keytab-cann.

6. BblbepuTe keytab-chann n Haxkmute Ha KHOMKY OTKPbITb.
Mocne 3arpysku dhavna otobpasarcsa cnegyoLme nons:
e Crartyc keytab-canna. MoxeT npuHumaTth crieayroLine sHaueHus:

e ®aunn cogepxut SPN-ngeHTudmkaTop Ana aToro cepBepa — B 3arpyxeHHom keytab-cparine
ectb SPN ang atoro cepsepa Kaspersky Anti Targeted Attack Platform.

e OTtcyrcTtByeT SPN-ugeHTucdmkaTop Ana atoro cepBepa — B 3arpyxeHHom keytab-carine
otcytctByeT SPN ans atoro cepsepa Kaspersky Anti Targeted Attack Platform.

e ®dann cogepxuT — cnmcok SPN, koTopble cogepXxut darn.
7. Haxmwute Ha kHonky MpuMeHnTb.

WHTerpauusa ¢ Active Directory 6ypeTt HacTpoeHa.

B pexxnme pacnpegeneHHoro peweHus n multitenancy HacTtponkn nHterpauumn ¢ Active Directory, 3agaHHble
Ha cepBepe PCN, He pacnpocTpaHsaTcs Ha NoakntoYeHHble kK Hemy cepBepbl SCN. Ecnn Bbl xoTute
HacTpouTb MHTerpauuto ¢ Active Directory Ha cepBepax SCN, Bam TpebyeTcsl BbINOMHUTL ONMCaHHbIE Bbille
Larn Ha kaxxgom BbibpaHHom cepBepe SCN.

OTkno4vyeHue nHterpauyum c Active Directory

Mpwn oTkntoveHnn nHterpaumm ¢ Active Directory ayteHTudmKaLma nonb3oBaTenen ¢ NoMOLLb JOMEHHbIX
YYETHbIX AaHHbIX OygeT HeaoCTynHa.

UT06bI OTKMIOUMTL MHTerpauuto ¢ Active Directory:

1. Bongute B BeG-MHTEpdENC Mo Y4ETHOW 3anMCbio agMUHMCTpaTopa nporpaMmbl.

2. B okHe BebG-mHTepdeiica nporpammel Beibepute pasgen MapameTtpsbl, nogpasaen NMonb3oBatenu.
3. [lepengute Ha 3aknagky UHTerpaums c Active Directory.

4. CHumuTe donaxok UHTerpayms.

5. HaxmuTe Ha kHonky MpuMeHUTB.

WuTerpauus c Active Directory 6ygeT oTkntoveHa. 3arpyxeHHbin keytab-daiin 6ynet yganeH 6e3
BO3MOXXHOCTW BOCCTaHOBJIEHMS.
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B pexume pacnpegeneHHoro pellexust u multitenancy Hactporiku nHterpaumm ¢ Active Directory, 3agaHHble
Ha cepBepe PCN, He pacnpocTpaHsoTCs Ha noakntoyeHHble kK Hemy cepBepbl SCN. Ecnv Bbl xoTute
OTKNOYMTb nHTErpauuio ¢ Active Directory Ha oTaenbHbIx cepBepax SCN, Bam TpebyeTcs BbINONHUTD
OMUCaHHbIE BbILLE LWar Ha Kaxgom BelopaHHom cepBepe SCN.
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YyacTtue B Kaspersky Security
Network n ucnonbsoBaHue Kaspersky
Private Security Network

Mcnonb3oBaHue Kaspersky Security Network npuBoauT K Bbixogy nporpaMmmbl U3 CepTUULNPOBAHHOTO
coctosiHus. PekomeHayetcs ucnonb3osatb Kaspersky Private Security Network nnu otkasatbcs o1
ncnonb3oBaHua KSN. [Ing nonyyeHnsa nogpobHon nHgopmaumm cm. PykoBoACcTBO agMUHUCTpaTopa
Kaspersky Private Security Network.

YUT106bI NOBLICUTL APHEKTUBHOCTL 3aLLMThI KOMMblOTEPA Nonb3oBaTtens, Kaspersky Anti Targeted Attack Platform
Mcnonb3yeT AaHHble, NoMyYeHHbIe OT Nofb3oBaTernei Bo BceM Mype. [ns nonyyeHust aTUX gaHHbIX
npegHasHayeHa ceTb Kaspersky Security Network.

Kaspersky Security Network (ganee takke "KSN") — 3To MHppacTpykTypa obnayHbix cnyxb, npegocrasnsioLLas
nonb3oBartensM 4oCTyn K onepaTuBHon 6a3e 3HaHuK "llabopaTopum Kacnepckoro" o penyTtaumm dannos,
WHTEPHET-PECYPCOB N NporpaMmmMmHoro obecnedeHus. Micnonb3oBaHne aaHHbIx Kaspersky Security Network
obecneunBaeT Gonee BbICOKYO CKOpOCTb peakumm Kaspersky Anti Targeted Attack Platform Ha o6bekThl,
NHGOPMaLMS O KOTOPbLIX eLle He Bowna B 6a3bl aHTMBMPYCHBLIX NPOrpaMm, NosbiwaeT 3peKTMBHOCTb paboThl
HEKOTOPbIX KOMMOHEHTOB 3aLyUThbl, @ TaKKe CHUXKAET BEPOATHOCTb NTOXHbIX cpabaTbiBaHU.

YyacTtue nonb3osatenen B Kaspersky Security Network nossonset "[labopatopun Kacnepckoro" onepaTnBHO
nonyyatb MHPOPMaLIMIO O TUNAxX U UCTOYHUKAX OOBEKTOB, AaHHbIE O KOTOPbIX €Lle He Bowu B 6asbl
aHTMBUPYCHBIX Nporpamm, paspabaTtbiBaTb CNOCOOLI MX HENTpanu3aumm, yMeHbLUaTb KONTMYECTBO JTOXKHbIX
cpabaTbiBaHMI NporpaMmebl, a Takke nomoraeT Apyrum nons3osartensam Kaspersky Security Network onepaTusHo
nonyyatb uHgopmaumto o6 yrposax IT-uHdpacTpykType npeanpusaTun.

Korpa Bbl yyactByeTe B Kaspersky Security Network, Kaspersky Anti Targeted Attack Platform otnpaBnsieT B
Kaspersky Security Network 3anpocbl o penytauum annos, MUHTEPHET-PECYPCOB U MPOrPaMMHOro obecneyveHunsi n
nony4aeT OTBET, coAepKallmii AaHHble O penyTaLmm 3TUX OObEKTOB.

Yyactue B Kaspersky Security Network go6posonsHoe. PeweHnune 06 yyactumn B Kaspersky Security
Network npnHMmaeTcs Ha aTane yctaHoBku Kaspersky Anti Targeted Attack Platform, ero moxHo nsmexHuts B
noOoN MOMEHT.

MoppobHee 06 yyactum B Kaspersky Security Network Bbl moxeTe npountath B [NonoxeHun o Kaspersky
Security Network.

Ecnu Bbl He xoTuTe yyacTBoBaTb B KSN, Bbl MOXeTe ncnonb3oBatb Kaspersky Private Security Network (nanee
Takke "KPSN") — pelueHune, no3BonstoLLee Nonb30BaTeNaM nosfy4aTbe JOCTYN K penyTaunoHHbiM 6asam Kaspersky
Security Network, a Takke gpyrmm cTaTuCTU4ECKMM AaHHbIM, HEe OTnpaBnsasa AaHHble B Kaspersky Security Network
CO CBOMIX KOMMbIOTEPOB.

Yyacmue e Kaspersky Security Network u ucrionib3oeaHue Kaspersky Private Security Network
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Mo Bonpocam npnobpeTteHus nporpammbl Kaspersky Private Security Network Bbl MoxeTe cBa3aTbes co
cneuyunanucTamum koMmnaHum-naptHepa "flabopaTtopumn Kacnepckoro" B BalleM pernoHe.

Hactpoiika yyactns B KSN nponssogutcs Ha cepBepe Central Node.
Ecnu Bbl Mcnonb3yeTe pexum pacnpegeneHHoro peleHnst u multitenancy, Hactpansante yvyactne B KSN Ha
cepBepe PCN. Hactpowika yyactusa B KSN pacnpocTtpanutca Ha Bce cepBepbl SCN, noakntoyaemble k PCN.

B aTtom pasgene

MpocmoTp MNonoxeHnsa o KSN n HacTporka yHacTUst B KSN L.....ccviiiiiiiiii i 191
BkntoueHme NCNomnb30BAHUA KPSN ..... ... e e e e s s ee e e e e e s enenreees 192
HacTpovika nogkntoyeHns K nokanbHow penyTtaunoHHON 6a3e KPSN ..........ccccoiiiiiiiii e 192
HacTpovika coxpaHeHusi HcpopmaLmm B nokanbHyto penyTaunoHHyto 6a3y KPSN ...........cccceeviiieeeeee 193
Otka3 oT yyacTust B KSN 1 ncnomnb30BaHMA KPSN ..o 193

NMpocmoTp MNonoxeHnua o KSN u HacTtpounka yyactua B KSN
» 4Ymobkl Hacmpoums yyacmue 8 Kaspersky Security Network:

1. Bongute B Be6-MHTEpdENC NporpaMMbl NOA YH4ETHOW 3annCblo agMuUHMUCTpaTopa.
2. Bbibepute pasgen MapameTtpsbl, nogpasgen KSN/KPSN n MDR.

3. CnpaBa oT Ha3BaHusa NnapameTpa Tun NOAKIHYEHNA HaXXMUTE Ha KHOMKY KSN.
4

OsHakombTech ¢ NonoxeHnem o Kaspersky Security Network n Beibepute oguH 13 crniegytoLmx
BapuaHTOB:

e $ cornaceH yyactBoBaTb B KSN, ecnu Bkl cornacHsl ¢ ycrosusimu MNonoxerus o KSN n xotute
yyacteoBaTtb B KSN.

e 5 He cornaceH y4yactBoBaTb B KSN, ecnu Bbl He cornacHbl ¢ ycnosusimu lNMonoxennst o KSN un He
xoTuTe yyactBoBaTtb B KSN.

Ecnu Bbl He cornacHbl ¢ ycriousimu NonoxeHus, ucnons3osaHne Kaspersky Security Network He
OyOeT BKMNHOYEHO.

5. HaxmuTe Ha kHonky MpuMeHUTb.

YyacTtue B Kaspersky Security Network 6ygeT HacTpoeHo.

Yyacmue e Kaspersky Security Network u ucrionib3oeaHue Kaspersky Private Security Network
191



kaspersky

BknroyeHune ucnonb3osaHnda KPSN

» UYmobnsi skrroyums ucrionib3ogaHue KPSN:

1. Bowgurte B BeB-MHTEpEC NporpaMMbl Nog Y4EeTHOM 3annCbio agMUHUCTpaTopa.
2. Beblbepute pasgen MapameTtpsl, nogpasgen KSN/KPSN n MDR.

3. CnpaBa oT Ha3BaHug napameTpa Tun NOAKMHYEHUs HaxXMUTe Ha KHonky KPSN.
4

B 6noke KoHdmrypaumoHHble channbl KPSN 3arpysute dannbl kc_private.xms, kh_private.xms un
ksncli_private.dat c nomoLysto kHomnku O630p.

5. Haxmute Ha kHOMKy MpuMeHnTb.

Mcnonb3oBaHune Kaspersky Private Security Network Gyget BkntoyeHo.

HacTtpounka nogknoyeHuUs K fiokanbHOU penyTauuoHHOMN
6a3e KPSN

Mporpamma MOXeT coxpaHaTb MHdopmaLumto 06 0OHapyXeHMAX KOMMOoHeHTa Sandbox B nokanbHy0
penytaumoHHyto 6azy KPSN. B aTom cnyvyae o6bektam npucBanBaeTcs ctatyc HedoeepeHHsbil. [aHHble
noKanbHbIX penyTaunoHHbIX 6a3 AOCTYMHbI TONBKO 4SS KOMMBIOTEPOB NTOKANBHOW CETU OpraHu3aumm.

Ecnu Bbl Mcnonb3yeTe pexum pacnpeneneHHoro pewennst 1 multitenancy, BeinonHanTe 4eUCTBUSA B
Beb-nHTepderice Toro cepeepa PCN nnn SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTD.

» 4Ymobkl Hacmpoums rnodknoyYeHue Kaspersky Anti Targeted Attack Platform k nokanbHou
penymauuoHHou 6asze KPSN:

1. Bongute B BEG-MHTEpPdENC NpOorpaMMbl MOA YY4ETHOW 3anncblo agMUHUCTpaTopa.

2. Bblbepute pasgen NMapameTtpsbl, nogpasgen PenytaumoHHas 6a3za KPSN.

3. B none Xoct ykaxute IP-agpec cepeepa KPSN, Ha KOTOPOM XpaHUTCS fokanbHasi penyTtaumoHHas 6asa
KPSN.

4. Haxmute Ha kHonky O630op cnpasa ot nons TLS-cepTudumkar.
OTkpoeTcs OKHO Bbibopa dhannos.

5. Bbibepute cann ceptudukarta gnst ayreHTudpumkaumm nonb3osatenen B KPSN 1 HaXMUTE Ha KHOMKY
OTKpbITb.

6. Haxmwute Ha kHonKky O630p cnpaBa oT nonst TLS-knoY wnudpoBaHUA.
OTkpoeTcs OKHO Bbibopa dhannos.
7. Bbibepute chann, cogepxalunii 3aKpbITbIN KoY LWUINEPOBAHNUS, U HAXXMUTE Ha KHOMKY OTKPbITh.

MopkntoyeHne K nokaneHow penytaumoHHon 6aze KPSN OyaeTt HacTpoeHo.

Yyacmue e Kaspersky Security Network u ucrionib3oeaHue Kaspersky Private Security Network
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HacTtponka coxpaHeHUsi UHpoOpMaLuMM B FIOKaNbHYO
penyTtauuoHHyro 6asy KPSN

Mporpamma moxeT coxpaHaTe MD5- n SHA256-xeLwn o6bekToB, 0BHapyXeHHbIX KomnoHeHToM Sandbox, B
nokaneHyto penytauunoHHyto 6asy KPSN. B atom cnyvyae o6bektam npucBamBaetca ctatyc HedogepeHHbId.
[aHHble nokanbHbIX penyTaunoHHbIX 6a3 AOCTYMNHbI TONbKO Afs1 KOMMNbIOTEPOB JTOKANbHOW CETU OpraHn3aumnu.

» 4Ymobkl Hacmpoume coxpaHeHue uHgopmauuu 06 06HapyXeHUSIX 8 NIOKarbHY PernymauUuoHHYH
6asy KPSN:

1.

4.

Bongute B Be6-mHTEPENC NporpaMMbl NoS, Y4E€THOM 3anNUChbI0 CTapLUEero COTpyaHMKa Cryx0bl
©esonacHocTw.

Bbibepute pasgen MapameTtpsbl, nogpasgen PenyTaunoHHas 6asza KPSN.
BbinonHuTe 0gHO 13 cnegyowmx AeNCTBUN:

e Bkniounte nepekntoyvaTtens NpucBanBatb o6bLeKkTam crtatyc "HepoBepeHHbIN", eCniv Bbl XOTUTE,
4YTOOLI MpOrpamMma npuceaneana obHapyxeHusiM ctatyc HedosepeHHbIl N coxpaHsana nHopMaLmio
06 obHapyxeHunsix kKomrnoHeHTa Sandbox B nokanbHyto penyTaunoHHyto 6asy KPSN.

e BbikntounTe nepekntoyarens NpucBanBatb 06bLekTam ctatyc "HepoBepeHHbIN", eCnu Bbl HE
XOTUTE COXpPaHATb MHopmMaumio 06 obHapyxeHusax koMmnoHeHTa Sandbox B nokansHyo
penytaumnoHHyto 6asy KPSN.

HaxxmuTe Ha kHoMKy CoXpaHUTb.

Hactpolika coxpaHeHus nHdopmMaLmm B NoKasnbHYo penyTaunoHHyto 6a3y KPSN 6yaeT BbinonHeHa.

OTka3s ot yyactua B KSN n ncnonoszosanusa KPSN

» 4Ymobbl omkazambcs om ydacmus 8 Kaspersky Security Network u ucriosis3oeaHusi KPSN:

1
2
3.
4

BovignTe B BeG-nHTEpPhenc nporpaMmmel Nog y4ETHOM 3anmcbio agMUHUCTpaTopa.
Bbibepute pasgen MapameTtpsbl, nogpasgen KSN/KPSN n MDR.

CnpaBa OT Ha3BaHuA NapamMeTpa Twvn noaKNKYeHNA HaXMNTE Ha KHOMKY He noaknioyeH.

Haxmute Ha KHorky NMpuMeHnTb.

Bbl He BygeTe ydacTtBoBaTb B KSN 1 ncnonssosats KPSN.

Yyacmue e Kaspersky Security Network u ucrnionnb3oeaHue Kaspersky Private Security Network
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PaboTta ¢ komnoHeHTOM Sandbox
yepe3 BeO-uHTEepdheunc

Beb-nHtepdernc Sandbox pacnonoxeH Ha cepepe ¢ komnoHeHToM Sandbox.

Beb-nHTepderic Sandbox 3awmeH ot CSRF-amak n paboTaeT ToNbko B TOM criyyae, ecrniv 6paysep
nonb3oBaTtens Beb-nuHTepdenca npegocrtasnseT 3aronosok Referrer HTTP-3anpoca POST. Y6eautecs, 4To
Opaysep, KOTopbIN Bbl UCNonb3yeTe Ansa pabotsl ¢ Be6-uHtepdencom Sandbox, He moamduumpyeT
3aronoBok Referrer HTTP-3anpoca POST. Ecnn coeanHeHne ¢ Be6-UHTeEpdEeNcoM OCyLLLECTBNSAETCS Yepes
NpOoKCU-CepBEp Ballel opraHn3aumm, NpoBepbTe NnapaMeTpbl U yoeanTech, YTO NPOKCU-CepBeP He
moaunduumpyet 3aronosok Referrer HTTP-3anpoca POST.

» Umobkl Ha4amb pabomy e eeb-uHmepgbelice Sandbox, ebinosiHUmMe criedyrowjue delicmeus:
1. B 6paysepe Ha nobom KOMMNbIOTEPE, HA KOTOPOM pa3peLleH AOCTYN K cepBepy ¢ KOMMOoHeHTOM Sandbox,
BBeauTte IP-agpec cepsepa ¢ komnoHeHToMm Sandbox (cm. cTp. 115).
OTKpoeTCs OKHO BBOAA YHYETHbIX AAHHbIX agMUHMCTPaTopa KoMnoHeHTa Sandbox.

2. BseguTe MMsa nonb3oBaTens U Napofb agMUHUCTPaTopa KoMnoHeHTa Sandbox, KOTopblI Bbl 3aganu npu
yCTaHoOBKe KOMMNOHeHTa Sandbox.

Bbl MoxeTe HauaTb paboTy B BeO-MHTepdelice Sandbox.

Ecnu Bbl cnonb3yeTe HECKONBbKO CEPBEPOB C KOMMOHEHTOM Sandbox, MPOM3BOANTE HACTPOMKY NapameTpoB
Kakgoro komnoHeHTa Sandbox 13 Beb-nHTepderica Sandbox aToro cepeepa.

B aTtom pasgene

OB6HoBMNEHMEe 6a3 KOMMOHEHTA SANADOX .......cocoeiiiiiiiii e, 195
HacTtporika coeanHeHns KomnoHeHTOB Sandbox n Central NOde .............uvvivvviiiiiiiiiiiiiiiiiiieieisieieininininanens 197
HacTpolika ceTeBbIX MUHTEPPENCOB KOMMOHEHTA SANADOX .....uvvviieiiiiiiiiieieiiieininisisinrnrsrsrsrnrersrnrnrnrnrnn.. 199
OBHOBINEHUE CUCTEMBI SANADOX ... 202
YcTaHoBKa AaTbl Y BpeMeHU CUCTEMbBI SANADOX ........coovviiiiiiiiiii e 202
YcTaHoBKa 1 HacTpolika 06pa3oB onepaLmoHHbIX CUCTEM U NMporpaMM Anst paboTbl komnoHeHTa Sandbox

................................................................................................................................................................... 203
3arpyaka xxypHana cucteMbl SaNADOX Ha KECTKMM LUCK ...cocoiuvuieeiiiieeeeiiiieeestieeeesteeeessteeeessbeeeeeseeeeeeans 205
SKCMOPT NAPAMETPOB SANADOX ..o 206
MIMMNOPT NAPAMETPOB SANUDOX ......eeiieiuiiiiieiiiiiie ittt ettt ettt e e sttt e e e s bt e e s sttt e s ansbe e e s anbeeeeenbeeeesnneee 206
Mepe3arpy3ka CePBEPA SANADOX ......ciiuuiiiiiiiiiie it st et e e et e e s s st e e e e nbeeeesaneee 207
BhIKITIOUEHNE CEPBEPA SANADOX... ... 207
M3meHeHne napons y4eTHOM 3anmcy agMUHUCTPATOPa SandboX ... 208
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OOHoBnNeHue 6a3 komnoHeHTa Sandbox

Bbasbl komnoHeHTa Sandbox npeactaensaT cobon darnbl ¢ 3anncsammn, KOTopble NO3BONAIOT 0OHapyXnBaTth B
npoBepsieMbix 06beKTax BPeAOHOCHbIV KOA U NPU3HaKM NoJ03pUTENbHOro NoBeAeHNs 0O bLEKTOB.

BupycHble aHanutuku "labopatopumn Kacnepckoro" exxeaHeBHO 0OHapyXnMBalOT MHOXECTBO HOBLIX Yrpo3, co3aatoT
ONS HUX OEHTUMMLMPYIOLLME 3anucu 1 BKIOYaIoT UX B makem obHosneHul ba3 (ganee takke "naket
obHoBnennn"). MNMakeT obHOBNEHMIN NpeacTaBNsaeT coO0M OAMH UMM HECKONBKO (hanmnoB C 3anmcsmu,
NOEHTUULMPYIOLLMMM YrPpo3bl, KOTOPbIE ObINN BbISIBIIEHbI 3@ BPEMS, UCTEKLLEE C MOMEHTa BbiNycka npeablayLero
naketa obHoBNeHW. PekoMmeHnayeTcs perynsapHo nonyyaTb nakeTbl 0GHOBNEHWIA.

B TeyeHune cpoka OeCTBUS NMULEH3MM Bbl MOXETE Nosy4YaTb nakeTbl 0OHOBNEHWI aBTOMATUYECKM OOUH pa3 B Yac
unu obHOBNATL 6a3bl BPYy4HYIHO.

B aTtom pasgene

3aMYCK OOHOBITEHUNS B3 BPYUHYHD ....cccciiiiuttrreeeeeeeseiiuttnreeeeeessasasteseeseesssaassstssssesesssasssssssssesesssnnssssssseeeesssnnns 195
BbIBOP NCTOUHMKA OBHOBIEHUS D83 .......viiiiiiiiiie e ettt ettt e et e e et e e st e e e e snbne e e e aneee 195
BkrtoueHre 1 OTKIIOYEHUE UCTMONb30BaHNSA MPOKCU-CEpBEPa A1 OOHOBMNEHNS Ba3 ......cccueevvveerieeeienns 196
HacTpovika napameTpoB COEAMHEHMUS C MPOKCU-CEPBEPOM 41151 OOHOBMNEHUSA 083 ....cevvvveeiiiiieeeiiieee 196

3anyck obHoBneHus1 6a3 Bpy4Hyro
» 4Ymobki 3arnrycmumpb obHoereHue 6a3 8pyyHYI0!

1. B okHe BebG-uHTepdenca Sandbox Bbibepute pasgen O6HoBneHue 6a3.

B 6noke napameTpoB lNocnegHee o6HOBNEHMe 0TOOPA3ATCA BpEMS U CTaTyC NOCneaHer NonbITku
obHoBneHust 6a3 Sandbox.

2. Haxmwute Ha KHOMKy 3anycTuThb.

BbiGop ncrouyHnka o6HoBreHus 6as3
» 4Ymobki 8bibpamb UCMOYHUK 06HO81eHUSs ba3s:

1. B okHe Beb-mHTepdelica Sandbox Bbibepute pasgen O6HoBNeHue 6as.

2. B 6noke napameTpoB UcTo4YHUK OGHOBREHUn Bbl6epl/ITe MCTOYHUK, N3 KOTOPOro Bbl XOTUTE NOJly4aTb
nakeT oGHOBMNEHWIA:

e CepBep o6HoBReHun "Jlabopatopum Kacnepckoro”.

Mporpamma 6yneT nogkniovaTbcs K cepepy o6HoBneHu "MabopaTtopuun Kacnepckoro" no npotokony
HTTP u 3arpyxaTtb akTyanbHble 6a3bl.

e CepBep o6HoBneHun "lNlabopatopun Kacnepckoro” (6esonacHoe nogkntoyeHue).

Mporpamma 6ygeT nogkniovaTbecs K cepepy o6HoBneHu "MabopaTtopumn Kacnepckoro" no npotokony
HTTPS n 3arpyxaTtb akTyanbHble 6a3bl. PekoMeHayeTcsl BbINONHATL OOHOBEHNS 6a3 MO NpOTOKONy

Paboma ¢ komrnoHeHmom Sandbox Yyepes seb-uHmepgelic
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HTTPS.
e [pyrou cepBep.

Mporpamma 6yneT nogknoyaTees k Bawemy HTTP-cepBepy unu k nanke ¢ 6asamu nporpaMmmbl Ha
BalLeM KOMMNbIOTEPE U 3arpyxaTb akTyanbHble 6a3bl.

3. Ecnu BbI BeiGpanu [ipyrou cepBep, B None noj HassaHMeM 3TOro napameTpa yKaXute nosHbIn NyTb K
narnke ¢ nakeTtomM oOHOBMNeHun 6a3 nporpamMmmbl.

4. HaxmunTte Ha kHonky NMpUMeHUTb B H/XKHEN YacTu OKHa.

BknroyeHue u OTKNOYEeHUE UCNONb30BaHUA NPOKCU-cepBepa Ans
OoOHOBNEeHusa 6a3

» Umobhki 8KMOYUMb UIU OMKIIOYUMb UCMO/1b308aHUE MPOKcU-cepeepa 0151 06HoarneHuUs1 6a3
komMmrioHeHma Sandbox:
1. B okHe BebG-nHTepdenca Sandbox BbibepuTe pasgen O6HoBneHue 6a3.
2. B paboueli obnacti BbIMOMHUTE OOQHO U3 CrieAyoLWwmX AeNCTBUNA:

e BkniounTe nepekntoyaTtesb psAoOM C HasBaHMeM Grnoka napameTpoB Mpokcu-cepeep, eCnn Bbl XOTUTE
Mcnonb3oBaTh NPOKCU-cepBep Npu oGHoBMeHUn 6a3 komnoHeHTa Sandbox.

(] Bobikntounte nepekn4arenb paAaom ¢ Ha3BaHeM 6noka napameTpoB I'Ipoxcu-cepBep, €CJ11 Bbl HE
XOTUTE Ncnosib3oBaTb MPOKCU-CepBEP Npn obHoBneHun 6a3 komnoHeHTa Sandbox.

HacTponka napameTpoB coeaAnHEHUA C NPOKCU-CepBepomM Ans
o6HoBneHusn 6a3

» Ymobkl Hacmpoums napamempbl COEOUHEHUS C MPOKCU-cepsepom Orisi 06Ho8neHus1 bas
KomrioHeHma Sandbox:

B okHe Beb-nHTEpderica Sandbox BeibepuTe pasgen ObHoBneHue 6as.

Bkntounte nepekntoyatens psaoM ¢ HaseaHueM Groka napameTpos Mpokcu-cepBep.

B none Aapec BBeanTe agpec nNpokcu-cepsepa.

B none MopT ykaxute Homep nopTta NpoKcu-cepeepa.

B none Umsa nonb3oBaTens BBeAWTE MMS NOSIb30BATENS NPOKCU-CEpBEpA.

B none I'Iaponb BBeOMTE Naposib NOAKIKYEeHUA K MPOKCU-cepBepy.

N o g > w D oRE

BbinonHuTe ogHO 13 cnefyowmx AeNCTBUN:

e YcTaHoBuTe hnaxxok He ncnonb3oBaTb NPOKCU-CEpPBEP ANSA NOKarbHbIX aApecoB, ecin Bbl HE
XOTUTE UCNosib3oBaTb NMPOKCU-CepBep And BHYTPEHHUX agpecoB SJ'IeKTpOHHOI7I NnoYThl BaLLEwn
opraHu3auun.

o CHumute (bﬂa)KOK He ucnonb3oBaTtb NMPOKCU-cepBep AnNA NOoKanbHbIX agpecoB, €Clin Bbl XOTUTE
ncnonb3oBaTb NPOKCU-cepBep HE3AaBUCMMO OT NpUHageXXHOCTU agpecoB SﬂeKTpOHHOVI NOYThl K
BaLLen opraHusauun.

8. HaxmuTe Ha kHonKy MPUMEHUTb B HKHEN YacTn OKHa.

Paboma ¢ komnoHeHmom Sandbox Yepes geb-uHmepghelic
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HacTtpounka coegnHeHnsa komnoHeHToB Sandbox u Central
Node

MpeoycMoTpeH crneayoLwwmii NopsgokK HaCTPOMKK coeanHeHnsa komnoHeHTa Sandbox ¢ komnoHeHTom Central Node:

1. B meHio agmuHucTpaTopa nnm B Beb-nHTEpderice kaxaoro cepepa ¢ komnoHeHTom Central Node
€034aeTcs 3anpoc Ha NogknoyeHne K KoMnoHeHTy Sandbox.

2. B Beb-uHTepdpelice Sandbox oTobpaaroTcs 3anpochkl Ha NOAKMOYEHNE.

Bbl MmoxeTe NPUHATL UIMN OTKITOHUTb KaKabl 3anpoc.

Co3aaHue 3anpoca Ha noakntoyeHune K Sandbox B MeHI0
aamuHucTtpaTtopa Central Node

[na cospaHuna coeanHeHna mexay komnoHeHTammu Central Node n Sandbox, Heo6xoanmo oTnpaBunTb 3anpoc Ha
noaknoYeHne K KoMnoHeHTy Sandbox ¢ kaxagoro komnoHeHTa Central Node.

» 4Ymobki coddame 3arnpoc Ha nodKIYeHUe K KoMrnoHeHmMy Sandbox:
1. 3anmgute B koHcob cepBepa Central Node, ¢ KOTOpPOro Bbl XOTUTE CO3AaTb 3anNpoc Ha NoAKMYeHNe K

Sandbox, no npotokony SSH unu yepes TepmuHan.

2. B oTBeT Ha npurnalleHne cucTeMbl BBEANTE UMS MoNb3oBaTensd admin v napornb, 3a4aHHbIN Npy
yCTaHOBKe M HacTpolike koMmnoHeHTa Central Node.

OT06pa3sutcsa MeHo agMuHMcTpaTopa nporpaMmbl.
3. B MeHo agMunHucTpaTtopa nporpaMmebl Bblibepute Program Settings.
4. HaxmuTe Ha knasuwy ENTER.
OTKpoeTcs OKHO BbiGOpa AenCcTBuUS.
5. Bblbepute genicteue Configure Sandbox connection.
6. Haxmwute Ha knasuwy ENTER.
OTtkpoeTcs okHO Sandbox access.
7. Bblbepute New.
8. HaxmuTe Ha knasuwy ENTER.
OTtkpoetcs okHo Sandbox node.

9. B none Sandbox name BBeaute gomeHHoe uMs cepeepa Sandbox, 3anpoc Ha NoAKMNtoYEeHUEe K KOTOPOMY
Bbl cO3QaeTe.

10. B none Sandbox node BBegute IP-agpec cepsepa Sandbox, 3anpoc Ha NOAKNIOYEHNE K KOTOPOMY Bbl
cosfaeTe.

11. HaxmuTe Ha kHonky OK.

OTKpoeTcs OKHO BbibOpa AeNCTBUS.
12. BbibepuTe cTpoky ¢ IP-agpecom cepeepa Sandbox.
13. Haxwmute Ha knasuwy ENTER.

OTkpoetcs okHo Sandbox key fingerprint, cogepxatuee otnevatok ceptudukata Sandbox n npockby

Paboma ¢ komnoHeHmom Sandbox Yepes geb-uHmepghelic
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noaTBepanTb NOANMMHHOCTbL OTNeYvaTka cemechKaTa.

14. Y6eauTech, 4TO OTNEYaToK cepTudukaTa COOTBETCTBYET OTNeYaTKy cepTudmkaTa B BeG-uHTepdence
Sandbox, 3anpoc Ha NOAKIYEeHME K KOTOPOMY Bbl CO3aeTe.

15. lNocne Toro, kak Bbl yoeaunuck, 4To oTneyaTkn cepTumKaToB MOAEHTUYHBI, HAXXMUTE Ha KHOMKY Yes.
OTKpOETCHa OKHO NOATBEPXKAEHMS OTNPABKM 3anpoca Ha NOAKMYEHNs K KOMNOHEHTY Sandbox.

16. Haxxmute Ha kHoMKy Yes.
Bbl BepHeTech k OkHY Bbibopa aencteus ¢ IP-agpecom cepBepa Sandbox.

Ecnu 3anpoc Ha nogkntoyeHne kK KOMNoHeHTY Sandbox oTnpaBneH ycrneLwHo, HaNpoOTUB Ha3BaHWs nNapameTpa
Enabled otobpasuTcsa 3HaveHue Yes.

O6paboTka 3anpocoB Ha nogknoyeHue ot cepsepoB Central Node B
Be6-uHTepdence Sandbox

Bbl MOXXeTe NpUHATL, OTKIOHNUTbL UM 0TO3BaTb paHee NPUHATLIN 3anpoc Ha noAkmntoYeHne ot cepeepos Central
Node B Beb-uHTepderice Sandbox.

» 4Ymobhki npuHsaMb, OMKIOHUMb USIU 0MOo38amb 3arpoc Ha nodkroyeHue om cepsepos Central
Node:
1. B okHe Beb-mHTepderica Sandbox Bbibepute pasgen ABTopu3sauums.

B paspene 3anpockl Ha nogkntoyeHne ot Central Node otobpasunTca cnucok 3anpocoB Ha
nogkntoyeHne ot komnoHeHToB Central Node.

B kaxxgom 3anpoce Ha NoakniovYeHne COAEPXMTCSA crneayoLlast MHdopmauus:
e |IP —IP-agpec cepBepa Central Node.

e OtneyvaTok cepTucpmkarta — otnevaTok TLS-ceptucmkara Cental Node, ¢ nOMOLLbIO KOTOPOrO
yCTaHaBMBaeTCca LIJI/ICprBaHHoe coeguHeHne mexay cepeepamu.

e CocTosiHMe — COCTOSIHME 3anpoca Ha NOAKMIOYEHNE.
MoxeT nmeTb 3Ha4veHua OxunpaHue nnn MpuHAT.

2. Yb6egutecn, uTo oTnedvartok ceptudpmkaTta Cental Node cooTBeTCTBYET OTnevYaTKy cepTudumkaTa Ha
ctopoHe Cental Node.

Bbl MoxxeTe npoBepuTb oTneyatok ceptudumkata Central Node B meHio agmuHucTpaTtopa cepsepa Central
Node B pasgene Manage server certificate.

3. HaxmuTe Ha ogHy 13 criefQyloLWmX KHOMOK B CTPOKE C 3arnpoCcoM Ha NoAkntyeHne ot KoMmnoHeHTa Central
Node:

(] anHﬂTb, €CJTN Bbl XOTUTE MNMPUHATL 3anpocC Ha NoAKIK4YeHne.
e  OTKNOHUTb, ECNN Bbl XOTUTE OTKINOHUTb 3anpoc Ha nogkrn4yeHne.
e OTO3BaTb, ECNU Bbl XOTUTE OTO3BaTb paHee ﬂpMHﬂTbIVI 3anpoc Ha nogkn4yeHue.

4. HaxmuTe Ha kHonky MpUMeHUTb B HDKHEN YacTn OKHa.

Paboma ¢ komnoHeHmom Sandbox Yepes geb-uHmepghelic
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HacTtpouka ceteBbIX HTepdencoB KoMmnoHeHTa Sandbox

B aTom pasgene cogepxutca nHopmaLmsa 0 HacTporike ceTeBbiX MHTepdencoB kKoMNoHeHTa Sandbox.

Hactpouka napameTtpoB DNS
» UYmobsl Hacmpoums rnapamempbi DNS:

1. B okHe Beb-umHTepdperica Sandbox BeibepuTte pasgen CeTeBble MHTEP(ENCHI.

2. B none Umsa xocta BBeauTE MMS cepBepa, Ha KOTOPbLIV Bbl yCTaHaBNMBaeTe KOMMNOHEHT Sandbox, B
dopmate FQDN (Hanpumep, sandbox).

3. CnpaBa o1 Ha3BaHus napameTpa DNS-cepBepbl HaXXMUTE Ha KHOMKY [lo6aBUTL.
Hobaeutcs nyctoe none Beoga IP-agpeca DNS-cepsepa.

4. Beeaute IP-agpec ocHoBHOro DNS-cepsepa B dhopmaTe IPv4.

5. HaxmuTe Ha KHOMKY v chnpaBa OT Mons BBOAA.
DNS-cepBep 6yaet aobasneH.

6. Ecnwn Bbl xoTUTE g06aBuTL gononHuTenebHbIi DNS-cepBep, noBTopute gencrems 2-5.

7. Ecnu Bbl XOTUTE yaanuTb aobasneHHbIit DNS-cepsep, HaxMuUTe Ha KHOMKy 1 cnpasa OT CTPOKM C
IP-agpecom DNS-cepgepa.

Bbl MOXeTe yaanuTb ToNbko gonosniHuTenbHble DNS-cepBepbl. Bbl HE MoXeTe yaanuTb OCHOBHOM
DNS-cepBep. Ecnu Bbl fo6asunn 2 n 6onee DNS-cepBepa, Bbl MOXeTe yaanutb ntobomn 13 H1X, npu
aTom ocTaBwunca DNS-cepBep 6ygeT ncnonb3oBaTbCA B KAYECTBE OCHOBHOTO.

Hactpouka napameTpoB ynpaBnaroLwero ceteBoro uHtepcgenca

Ynpasnswowmii ceTeBon nHTepdenc npegHasHadeH ansa ocTyna K cepepy ¢ komnoHeHToMm Sandbox no
npoTokony SSH, Takke Yepes 3aToT MHTEpdEc kKoMnoHeHT Sandbox 6yaeT NpMHUMaTbL OO BLEKTLI OT KOMMOHEHTA
Central Node.

Bbl MOXeTe HacTpouTb yNpaBnsoLLnin ceTeBon MHTepenc Bo BpeMs yCcTaHOBKM KoMnoHeHTa Sandbox (cm.
pasgen "War 4. Beibop ynpasnsioLwero ceteBoro uHtepderica B cnmcke" Ha ctp. 114).

Bbl Takke MOXeTe HacTpoUTb yNpaBnsaLWmMiA ceTeBon nHTepdenc B Beb-uHTepderice Sandbox.
» Umobkl Hacmpoume yripasnsrowult cemeesol uHmepgelc 8 seb-uHmepgpetice Sandbox:

1. B okHe Beb-umHTepdelica Sandbox Bbibepute pasgen CeTeBble UHTepeNChl.

2. B rpynne napameTpoB Ynpasnstowmin nutepdenc B packpbiBarowemcs cnicke UHTepdenc Boibepute
ceTeBOM NHTepPMENC, KOTOPLIN Bbl XOTUTE MCMNOMNb30BaTh B KAYECTBE YNpaBnsaoLLero.

3. B none IP BBeauTe IP-agpec, KOTOPbIA Bbl XOTUTE HAa3HaYUTbL 3TOMY CETEBOMY UHTEpdENncy, ecnu
IP-agpec He Ha3Ha4eH.

4. B none Macka BBeuTe Macky ceTu, B KOTOPOM Bbl XOTUTE MUCMOMb30BaTh 3TOT CETEBON UHTEPENC.
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5. Haxmute Ha kHonky MPUMEeHNUTb B H/XKHEN YacTu OKHa.

HacTtpoinka napameTpoB ceTeBOoro uHtepdenca ansa gocrtyna
ob6pabaTbiBaeMbIX OOBHLEKTOB B UHTEPHET

OO6bekTbl, KOTOpble 0bpabaTtbiBaeT KOMNOHEHT Sandbox, MOryT npeanpUHUMAaTh NOMbITKM AEACTBUIA B UHTEPHETE
yepes ceTeBol UHTepdenc ansa goctyna obpadartbiBaeMbix 00bEKTOB B MHTEpPHET. KoMNoHeHT Sandbox moxeT
aHanusmpoBaTb NnoBegeHne 3TuX 06 bEKTOoB.

Ecnu Bbl 3anpeTute 4OCTyN B UHTEPHET, koMnoHeHT Sandbox He cMoXeT aHanu3vpoBaTb NoBeAeHe 06 HEKTOB B
UHTepHeTe, 1 ByaeT aHanM3nposaTh NoBedeHe 06bekToB 6e3 AOCTyMNa B UHTEPHET.

CeTeBoii UHTepdelic ans gocTyna obpabaTbiBaeMbix 06 bEKTOB B UHTEPHET AOMKEH ObITb M30NNPOBaH OT
nokarbHOW ceTu Ballei opraHn3auum.

Ecnn B cooTBETCTBUM C NONUTUKON 6E€30NacHOCTU BaLLEn opraHn3aumm ¢ KOMMNbOTEPOB NONb30oBaTeNen
noKanbHOWM CeTu 3anpeLleH A0CTYN B MHTEPHET, U Bbl HACTPOUNKU ceTeBon nHTepdenc Sandbox gns goctyna
obpabaTbiBaeMbix OOBEKTOB B MHTEPHET, ECTb PUCK BO3HUKHOBEHWS CreAyHLLEero cLeHapus:
3NOoyMbILLNEHHVK MOXET NPUKPENUTL BPEAOHOCHYHO NPOrpaMmy K NMpoOM3BONbHOMY hariny u 3anycTutb
Sandbox-npoBepky 3Toro danna ¢ KoMnbloTepPa Nob30BaTeNS flokanbHOM ceTn. ATOT chann OyaeT BbIBEAEH
3a npegenbl NokanbHOW CETU Yepes ceTeBon nHTepdenc ansa goctyna obpabaTeiBaeMbix 06bEKTOB B
WHTEPHET B nNpoLecce NpoBepkn ansna koMnoHeHToMm Sandbox.

OTcytcTBMe ceTeBoro nHTepdenca Sandbox ana gocryna obpabatbiBaeMbiX 00 bEKTOB B UHTEPHET
WCKIoYaeT pUCKM NogobHoM nepefayn nHopmMaL M, ogHaKo CHUXaeT Ka4ecTBO OOHapyKeHUN.

» 4Ymobkl Hacmpoume cemeesoli uHmepgelic Onss docmyrna obpabambigaeMbix 0OBLEKMOS 8
UHmMepHem:

1. B okHe Beb-umHTepdelica Sandbox BbibepuTte pa3nen CeTeBble UHTEpeNChl.

2. B rpynne napameTpoB UHTepdenc ans Bbixoaa B MHTepHeT B cnincke MHTepdpenc BoibepuTte ceTesom
WHTepMdeENC, KOTOPbLIN Bbl XOTUTE NCMOMb30BaTh ANA A0CTyna obpabaTbiBaeMbiXx OObEKTOB B MHTEPHET.

YnpaBnstowmii ceTeBon UHTepdENC, KOTOpbIE Bbl HACTPOWN paHee, HeJoCTyneH Ansa Bolbopa B
3TOM CMNUCKE CETEBLIX NHTEPENCOB.

B none IP BeeauTe IP-agpec, KOTOPbIN Bbl XOTUTE HAa3HA4YMTb 3TOMY CETEBOMY MHTEPheNcy.
4. B none Macka BBeguTe Macky CeTu, B KOTOPOW Bbl XOTUTE UCMNOMb30BaTb 3TOT CETEBOM MHTEPENC.

B none WWno3 no ymonyaHuio BBeAUTE ajpec LLUMo3a CeTU, B KOTOPOW Bbl XOTUTE NCMONb30BaTh 3TOT
ceTeBOW NHTepeiC.

6. HaxmuTe Ha KHOMNKY NMPUMEHUTb B HMXXHEN YaCcTU OKHa.
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No6aBneHue, U3MeHeHUe U yaaneHue CTaTU4eCKux ceTeBbIX
MapLIpyTOB

Bbl MOXeTe HacTpOUTb CTaTUYeCKue ceTeBble MapLLPYThl BO BPEMSI YCTAHOBKM KOMMOHeHTa Sandbox.

Bbl Takke moxeTe o6aBuUTb, yoanuTb UNU U3MEHNTb CTaTUYECKME CeTEBbIE MapLLPYThl B BeB-uHTepdence
Sandbox.

» Umobbl 0obasumb cmamu4yecKkuli cemeagol Mapuipym:

1. B okHe Beb-umHTepdperica Sandbox BbibepuTte pasgen CeTeBble MHTEP(ENCHI.
2. B rpynne napameTpoB CTtaTu4eckne MapLpyTbl HXMUTE Ha KHOMKY [lo6aBUTb.
B cnucke ctatnyeckux ceTeBbIX MapLLIPYTOB A00aBUTCA CTPOKa C MYCThIMU NOMASMMN.

3. B none IP BBegute IP-agpec cepBepa, Anst KOTOPOro Bbl XOTUTE HACTPOUTb CTaTUYECKUA CETEBON
MapLupyT.

4. B none Macka BBeguTe Macky noaceTw.
B none Wnto3 BeeguTe IP-agpec wnio3a.

6. B cnucke UHTepdenc BoibepuTe ceTeBon nHTEpPdENC, A1s1 KOTOPOro Bbl XOTUTE A400aBUTL CTaTUYECKUIA
CeTeBON MapLUpyT.

7. HaxmuTte Ha KHOMKY v.

8. Haxmute Ha kHOMKY NMPUMEHUTBb B HDKHEN YacTn OKHa.
» 4Ymobnbi ydanumb cmamuyeckul cemegol Mapuwipym, 8birnosiHume credyoujue 0elicmeusi:

1. B okHe Beb-umHTepdelica Sandbox BbibepuTte pa3gen CeTeBble UHTepeNChl.

2. B rpynne napameTpoB CTaTu4eckme MapLpyTbl B CTPOKE CO CTATUYECKAM CETEBLIM MapLLPYTOM,
KOTOPbIN Bbl XOTWUTE YAANWUTb, HAXXMUTE Ha KHOMKY .

3. HaxmuTe Ha kHonky MpUMEeHUTb B HKHEN YacTn OKHa.
» Umobbi usmeHuUmMb cmamudeckul cemegou Mapuwpym:

1. B okHe BebG-nHTepdenca Sandbox Buibepute pasgen CeTeBble MHTEpdENChbI.

2. B rpynne napameTtpoB CrtaTtu4eckue MapupyTbl B CTPOKE CO CTaTU4EeCKMM CeTeBbiM MapLUpyTOM,
KOTOprI7I Bbl XOTUTE€ USMEHUTb, HAXXMUTE Ha KHOMKY /

CTpoka cTaTM4eckoro CeTeBOro MapLupyTa CTaHeT AOCTYyNHa ONs peAakTMpoBaHus. Bbl MoxeTe M3MEHUTb
OOWH UM HECKOIbKO NapaMeTpoB CTaTUYECKOro CeTeBOro MapLupyTa.

3. B none IP nsmenute IP-agpec cepsepa, A4ns KOTOPOro Bbl XOTUTE HACTPOUTb CTAaTUYECKUIA CETEBON
MapLupyT.

B none Macka n3meHuUTe Macky noaceTu.

B none Wnto3 namexute IP-agpec wnto3a.

B cnucke UHTepdhenc BoibepuTe ceTeBOM MHTEPMENC, NS KOTOPOro Bbl peAaKTMpyeTe CETEBON MapLLpPYT.

Haxmute Ha KHomMKy v .

© N o g &

Haxmute Ha kHornky MPpUMeHNUTb B HUXKXHER YacTu OKHa.
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OobHoBneHue cucrtembl Sandbox

[nsa coxpaHeHns BMHaApPHOW LENOCTHOCTU 3anpeLlaeTcs ycTaHaBnMBaTb OOHOBIEHUS BEpCUmn
CepTMMOULMPOBAHHOIO NPOrpaMMHOro U3aenusl, He npolleale cepTUPUKaLMOHHbIEe

ucnoitTaHus. Kputnyeckme o6HOBMNEHWS, HaNpaBreHHbIe Ha YCTpaHeHne ya3BMMOCTEN, MOryT BbITb
yCTaHOBMEHbI B 0COO0M Nopsifke A0 OKOHYaHUS CEPTUDMKALIMOHHBLIX UCTIbITAHUIA.

"ITabopaTtopusa Kacnepckoro" moxeT BbinyckaTb nakeTbl 06HoBneHun Kaspersky Anti Targeted Attack Platform n
OTAeNbHbIX KOMMOHEHTOB NporpaMmMbl. Hanpumep, MoryT BbiMycKaTbCsi CPOYHbIE NaKeTbl OGHOBNEHUIA,
yCTpaHsiloLne ysisBUMOCTM U OLLNBKKM, NiaHoBble OOHOBMEHUS, 406aBNAOLWME HOBbIE UKW yny4llaoLwme
cywecTByowmne yHKUMM NporpaMmbl U €e KOMMOHEHTOB.

Mocne Bbinycka 06HoBReHNn Sandbox Bbl MOXETe YyCTaHOBUTL MX Yepes Beb-nHTepdenc Sandbox.

Mepen ycTaHoBKoW 06HOBREHUIN Yepe3 BeG-nHTepdenc Sandbox Bam HY)XHO 3arpy3nTb nNakeT OOHOBMEHUS B
dopmaTte TGZ 1 MHCTPYKLUMIO MO YCTaHOBKE JaHHOro obHoBNeHus ¢ canta "JlabopaTtopun Kacnepckoro" Ha Baw
KOMMbOTEP.

» 4Ymobki obHosumMb cucmemy Sandbox yepes seb-uHmepgelic:

1. B okHe Beb-umHTepdelica Sandbox BbibepuTe pa3gen O6HOBMEeHMe CUCTEMBI.

Cnpaga oT Ha3BaHusi napameTpa TeKyLias Bepcus nporpamMmmbl 0ToOpasnTcs Tekyllasi Bepcus
KoMnoHeHTa Sandbox.

2. Haxmwute Ha kHomKy O630p cnpasa oT nons MNakeT o6HOBREHMUS.
OTkpoeTcs OKHO Bbibopa dhannos.

3. Bbibepute daiin o6HOBNEHWS, KOTOPbIN Bbl XOTUTE 3arpy3nTb, U HAXXMUTE Ha KHOMKY OTKPbITb.
OkHo BbIOOpa (hainoB 3aKkpoeTcs.

Bbl MoxeTe cneautb 3a xo4oM o6HoBneHust cuctembl Sandbox B okHe XKypHan o6HoBReHur pa3gena
O6HoBneHue cuctembl Beb-nHTEepdenca Sandbox.

MakeT obHOBNEHMSA ByaeT ycTaHOBMNEH aBTOMaTUYeCKU. [Npouecc 0GHOBNEHNS MOXET 3aHSATb HECKOSBKO
MuHyT. CepBep Sandbox nepesarpysntcsa. KomnoHeHT Sandbox 6yaeT HegocTyneH Bo BpemMsi OOHOBEHNS
CUCTEMBI.

YcTtaHOBKa AaTbl 1 BpeMmeHu cuctembl Sandbox

» 4Ymobkl ycmaHogumb Oamy u epemMs cepgepa ¢ KOMnoHeHmom Sandbox:

1. B okHe BebG-nHTepdenca Sandbox Beibepute pasgen [aTta v Bpemsi.

2. B packpbiBatoemcs cnvcke CTpaHa BbIOEPUTE HYXKHYHO CTPaHy.

3. B packpbiBatowemcs cnucke YacoBom Nosic BbIGEPUTE HYXXHbIA HYAaCOBOW MOSC.
4

Ecnun Bbl xoTute CUHXPOHN3NpPOBaATb BpeEMA C NTP-cepBepOM, BKIMKOYUTE NepekntoYvaTesb cnpasa oT

Paboma ¢ komnoHeHmom Sandbox yepes geb-uHmepgelic
202



kaspersky

Ha3BaHus napameTpa CuHxpoHusauusa ¢ NTP-cepBepamu.

5. Ecnu Bbl XOTUTE YCTAHOBUTL ATy U BPEMS BPYYHYHO0, HE BKIOYaNTe nepekntovaTtenb cnpaBa oT Ha3BaHUS
napameTpa CuHxpoHusauusi ¢ NTP-cepBepamu v BbinonHuTe cnegyroLline 4encTauns:

a. B none [lata BBeauTe TekyLlylo AaTy UNu HaXXMUTE Ha kHonky  u BbiGepuTte AaTy B kaneHaape.
b. B none Bpems BBegute TekyLiee Bpems.

6. Haxmute Ha KHOMNKY NMPUMEHUTb B HMXXHEN YacTn OKHa.

YcTtaHOBKa M HacCTpouKa obpa3oB onepauuoHHbIX CACTEM U
nporpamMmm ansa pa6botsl KoMnoHeHTa Sandbox

B komnnekTe noctasku Bbl nonyyaete 1pu 1ISO-o06pasa onepaumoHHbix cuctem Windows XP SP3, 64-pa3psaHoin
Windows 7, 64-pa3psiaHoi Windows 10 1 nporpamm, Heobxoaumbix Anst paboTbl koMnoHeHTa Sandbox. Bam He
TpebyeTcst aKTMBMPOBATbL 3TV OMNepaunoHHbIE CUCTEMBI U Nporpammbl. B noctaensiembix o6pasax yxe gobasneH
TNULLEH3MOHHBIN Kntov Microsoft.

KomnoHeHT Sandbox ByaeT 3anyckaTe 06beKTbl B 3TMX ONepaunoOHHbIX CUCTEMAaXxX U aHanuanmpoBaTh NoBedeHne
00BEKTOB AN BbISIBNEHWUS BPEOOHOCHOW akTUBHOCTW, NPU3HAKOB LieneBblX aTak U BTOPXEeHUN B
IT-MHDPaCTPYKTYPY OpraHnsauuu.

Mpy BO3HMKHOBEHUM NPOBNEM C akTUBaUMEN onepaLMOHHbIX CUCTEM U Nporpamm B BeG-uHTepderice
komnoHeHTa Sandbox oTobpa3sunTcst coobleHne 06 ownbke. B aTom crniyvyae pekomeHayeTcs obpaTtutbes B
Cnyx0y TexHn4yeckon nogaepxku "NMadopatopum Kacnepckoro”.

3arpy3ka ISO-o6pa3oB onepauMOHHbLIX CUCTEM U NpOorpamMm Ans
paboTbl KoMnoHeHTa Sandbox

» Umobnki 3acpy3ums ISO-06pa3 onepayUuoHHOU cucmemMbi U rpogpamm, Heobxo0uMbix 051 pabomal
KomrioHeHmMa Sandbox, ebinonHume credyrowue delicmgus 0ns kaxdozo ISO-obpasa:
1. B okHe BebG-nHTepdeica Sandbox Bbibepute pasgen BupTtyanbHble MalUUHBI.
2. B rpynne napameTpoB O6pa3bl BUPTyanbHbIX MalUH HAXXMUTE Ha KHOMKY 3arpysuTb.
OTKpoOeTCcs OKHO Bbibopa charnnos.
3. Bbibepute cann popmaTta ISO, KOTOPLIA Bbl XOTUTE 3arpy3nTb, N HAXXMUTE Ha KHOMKY OTKPbITh.
OkHo BbIGOpa (hainoB 3aKpoeTCs.

B cnucke O6pasbl BUPTYanbHbIX MaWWWH 0TOGpasnTCcs 3arpykeHHblli 06pa3 onepaLnoHHOW CUCTEMbI U
nporpamm, HeobxoAMMbIX Ana paboTbl koMnoHeHTa Sandbox.

BbinonHuTe AenicTBusi no 3arpyske ob6pasoB ornepaunoHHbIX CUCTEM U NPOrpamMmm, HEOBXOAMMbIX AN paboThl
komnoHeHTa Sandbox, ana kaxgoro 1ISO-obpasa.
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Co3aaHue BUPTYyanbHbIX MalWWH ¢ o6pa3amMu onepaumMoOHHbIX CUCTEM U
nporpamm ana pabortbl KOMnoHeHTa Sandbox

» 4Ymobki coddameb supmyarbHy0 MawuHy ¢ 06pa3om oriepauloHHOU cucmeMbl U rpoepamMm,
Heobxodumbix Onsi pabombi KomroHeHma Sandbox, ebirnonHume credyrowue 0eticmeausi 0risi
Kaxdou supmyasibHOU MauwUHbI:

1. B okHe Beb-umHTepdperica Sandbox Bbibepute pasgen BuptyanbHble MaliUHbBIL.

2. B cnucke O6pa3bl BUpTyanbHbIX MallWH B CTPOKE C Ha3BaHWeM obpasa onepaunoHHOM CUCTEMBI U
nporpamm ans pabotel KoMnoHeHTa Sandbox HaxxmuTe Ha kHonky Co3pgaTtb VM.

OTkpoeTcs OkHO JIMLeH3MOHHOe cornalleHue, cogepXallee TeKCTbl Cneayrowmnx NMMLEH3NOHHBIX
cornalleHun:

¢ MICROSOFT WINDOWS 7 PROFESSIONAL SERVICE PACK 1.

e MICROSOFT WINDOWS XP PROFESSIONAL EDITION SERVICE PACK 3.

e MICROSOFT OFFICE 2010 DESKTOP APPLICATION SOFTWARE.

e MICROSOFT OFFICE 2007 DESKTOP APPLICATION SOFTWARE.

¢ MICROSOFT OFFICE 2003 DESKTOP APPLICATION SOFTWARE.

e ADOBE® Personal Computer Software License Agreement.

e MICROSOFT VISUAL C++ 2005 RUNTIME LIBRARIES.

e MICROSOFT VISUAL C++ 2008 RUNTIME LIBRARIES (X86, IA64 AND X64), SERVICE PACK 1.
e MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES.

e MICROSOFT VISUAL C++ 2012 RUNTIME LIBRARIES.

e MICROSOFT VISUAL C++ REDISTRIBUTABLE FOR VISUAL STUDIO 2013.

e MICROSOFT VISUAL STUDIO 2017 TOOLS, ADD-ONs and C++ REDISTRIBUTABLE.

3. O3HakoMbTeCb C TEKCTAMM SIMLEH3NOHHbIX COrflalleHUIN U HAXMUTE Ha KHOMKY anIHﬂTb B NpaBOM HWXHEM
yriny OKHa JNInueH3noHHOe cornaiueHume.

OTtkpoeTca okHo Unpack. Apxve ¢ 06pa3om onepaumoHHON CUCTEMBI U NpPOorpaMm Ans paboTsl
KoMmnoHeHTa Sandbox 6ygeTt pacnakoBaH.

4. B cnuncke He yCTaHOBJII€eHHble BUpTyalibHble MallnHbI OKHa BVIpTyaﬂbeIe MalIUHbI NOABUTCA
BUpTYyanbHaaA MalluHa, rotoBasa K aktuBauun onepaumMoHHbIX CUCTEM U NporpamMmM, a Takke K yCTaHOBKe.

BbInonHuTe OeNcTBMS NO CO34aHUI0 BUPTYarbHbIX MalluH ¢ 06paszamm onepauyoHHbIX CUCTEM M NPOrpaMm
ansa pabotbl KomnoHeHTa Sandbox Ans Kaxaowm BUPTyanbHOW MallvHbI.

YcTtaHOBKa BUPTyarnbHbIX MallUH ¢ o6pa3amMu onepauuoHHbIX CUCTEM U
nporpamMmm ansa pa6otbl KOMnoHeHTa Sandbox

» 4Ymobni ycmaHo8UMmb 8Ce 20maoe8kle K ycmaHOo8Ke supmyarsibHble MaWluHbl C o6pa3aMU
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ornepayuoHHbIX cucmem u rpozpamm Osi pabomsl kKomrnoHeHma Sandbox:

1. B okHe Beb-mHTepdelica Sandbox BbibepuTe pasgen BuprtyanbHble MalIUHbBI.

2. B neBoMm HmxHeM yrny cnncka He yctaHoBneHHble BUPTyanbHbie MallWHbl HAXMUTE Ha KHOMKY
YcTtaHoBUTL rotoBble VM.

BupTyanbHble MalnHbI ¢ onepauMoHHBIMU CUCTEMaMU, PSAOM C Ha3BaHUSIMU KOTOpPbIX B cnvcke He
yCcTaHOBJIEHHbIe BUpPTyanbHble MaWwnHbl oTobpaxaeTcs ctatyc [oToBa k yctaHoBKe, OyayT
yCTaHOBMEHbl N 0TOOPa3ATCs B CNCKE B BEPXHEN YacTu OkHa BupTyanbHble MalIMHbI.

YnaneHue Bcex BUPTYaAlibHbIX MallUH, oXXnaarownx yCTaHOBKHA
» Ymobnsi ydanumes ece supmyaribHble MalWlUHbl, oXXudaruwue ycmaHo8KuU:

1. B okHe BebG-nHTepdenca Sandbox Bbibepute pasgen BupTtyanbHble MalUUHBL.

2. B neBom HwxHem yrny cnncka He ycTaHOBMEHHbIe BUPTYaribHbIe MAaLMHbI HAXXMUTE Ha KHOMKY
Ypanutb Bce oxunpgarowme VM.

BupTyanbHble MalLUHLI C ONepaLMoHHBIMU CUCTEMaMK U NporpaMmmami Ans paboThl KOMMNOHEHTA
Sandbox, oxugatolume ycTaHoBKWU, GyayT yaaneHsbi.

YcTaHOBKa MakCMManbHOro Konm4yecTBa OAHOBpPEMEHHO 3anyCKaeMbIX
BUPTYyalibHbIX MallnH

3apante orpaHnM4eHne Ans KonMyecTsa OAHOBPEMEHHO 3amycKkaeMbIX BUPTYarnbHbIX MaWWH C OnepauuoHHbIMM
cucTemMamu, B KOTOPbIX KOMMOHEHT Sandbox 6yaeT obpabaTbiBaTh O6BLEKTHI.

KonnyecTBO 0AHOBPEMEHHO 3amnycKkaeMblX BUPTYyarbHbIX MalLWH He MOXeT npesbiwaTth 200.

PaccunTbiBaiiTe KONIMYECTBO OAHOBPEMEHHO 3anyckaeMblX BUPTYanbHbIX MallUWH ¢ 06pasamu onepaLMoHHbIX
cucTeM crneayoLmm o6pas3oM: KONMYECTBO SAEP NpoLieccopa HYXKHO YMHOXUTb Ha 1,5.

» 4Ymobbl ycmaHOo8UMb MakcuMaslbHOe KOu4ecmao 00HO8PEMEHHO 3arlycKaeMbiX 8UpPMyarbHbIX
MaWwuH:
1. B okHe BebG-nHTepdeinca Sandbox Bbibepute pasgen BupTtyanbHble MalUUHBI.

2. B rpynne napameTpoB 'ocTeBble BUpTyanbHble MaliuHbI B norie Makcumym VM ogHoBpeMeHHO
BBEANTE KOMNUYECTBO OOQHOBPEMEHHO 3anyckaeMbIX BUPTyanbHbIX MaLUvH.

Bbl moxxeTe BBecTu ymncno ot 1 go 200.

3. Haxmute Ha kHOMKy COXpaHUTb.

3arpy3ka xypHana cuctembl Sandbox Ha XXeCTKUU AUCK

[aHHble B XypHane CUCTeMbl Sandbox XPaHATCA B OTKPbITOM He3aLLII/1d)pOBaHHOM Buge. [laHHble XpaHATCA 3a
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nocnegHue 7 gHewn.
»  UmobhkI 3acpy3ums xypHasn cucmemMbl Sandbox Ha XXecmkuli OUCK:

1. B okHe BeG-uHTepdenca Sandbox BbibepuTe pasgen AGMUHUCTPUPOBaHMe.
2. B rpynne napameTpoB XXypHan cucTeMbl HAXXMUTE Ha KHOMNKY CKavaTb.

3. XKypHan cuctembl Sandbox 3arpy3nTcs Ha XeCTKUA ANCK BaLLEero KoMnbloTepa B Ty AMPEKTOPUIO, KOTopas
yKasaHa B KaueCTBe AMPEKTOpUM 3arpy3km baiinoB u3 MHTEpHeTa B napameTpax Gpay3sepa, KOTOpbI Bbl
ucnonb3yeTte ans pabdoTbl C NporpaMmmon.

JkcnopT napameTpoB Sandbox

» 4Ymobki sxcriopmupogame napamempsl cucmembl Sandbox:

1. B okHe Beb-umHTepdelica Sandbox BbibepuTe pasgen AGMUHUCTPUPOBAHMUeE.
2. B rpynne napameTpoB NapameTpbl HAXXMNUTE Ha KHOMKY DKCMOPTUPOBaTh.

OTtkpoeTcsa okHo MpepynpexaeHue, coaepxallee npegynpexaeHne o6 ocobeHHOCTAX aKkcnopTa
napamMeTpoB CUCTEMbI.

MapameTpbl cuctembl Sandbox 3aBUCAT OT annapaTHbIX ¥ NporpaMMHbIX NapamMeTpoB cepBepa, Ha
KOTOPOM yCTaHOBMEH KOMMNOHEHT Sandbox. QkcnopTupyemble napameTpbl cucteMbl Sandbox
npeaHasHayeHbl A5 UMMopTa Ha 3TOT Xe UMW CTPOro MAEHTUYHBIN NO KOHUrypauum cepsep.
[MonbITKM BOCCTAHOBUTL KOHGUrypauuio cucteMbl Sandbox 3HaveHMaMM napameTpos,
COXpaHeHHbIMU Ha Apyron cucteme Sandbox, MoryT HapywnTb paboTy cuctembl Sandbox.

3. Haxmute Ha kHonky CoxpaHuUTb.

darin dopmarta tar.gz 3arpy3mTcs Ha XXeCTKUI AMCK Ballero KoMnblTepa B Ty AMPEKTOPMIO, KOTOpas ykasaHa B
KayecTBe ONPEKTOpUN 3arpyskm annos U3 MHTepHeTa B NnapameTpax bpaysepa, KOTOpbIV Bbl UCNONb3yeTe
Ans paboTel nporpammebl. B cbanne cogepxatca Bce Tekywme napameTpbl cuctemsl Sandbox.

ApXU1BbI C pe3epBHON KONMEN NapaMeTpoB CUCTEMbI MOTYT COAepKaTb Takne KoHMAeHUnanbHble JaHHbIE,
KaK, HanpumMep, naposnu, 3akpbiTble knoun. AgmuHuctpaTopy Kaspersky Anti Targeted Attack Platform
Heobxoaumo obecneunTb 6e30NacHOCTb 3TUX AaHHBIX CAMOCTOSITENBHO.

UmnopT napameTtpoB Sandbox

» 4Ymobbl umnopmuposams napamemps! Sandbox:

1. B okHe Beb-mHTepdperica Sandbox BbibepuTe pasgen AGMUHUCTPUPOBaHMeE.
2. B rpynne napametpos MNapameTpbl HaxXM1Te Ha kHonNky MMnopTupoBaTh.

OTkpoeTcs okHo MpeaynpexaeHue, codepxallee npeaynpexaeHme 06 ocobeHHOCTAX uMnopTa
napameTpOB CUCTEMbI.
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MapameTpbl kKOMNOHeHTa Sandbox 3aBUCAT OT annapaTHbIX Y NPOrpamMMHbIX NapamMeTpoB cepBepa,
Ha KoTopom ycTaHoBneH Sandbox. QkcnopTupyemble napaMmeTpbl Sandbox NnpeaHa3HayeHbl Ans
MMMNOpTa Ha 3TOT Xe UMK CTPOro NAEHTUYHBIN MO KOHurypawumm cepsep. [NonbITkM BOCCTAHOBUTb
KOHUrypauuio ogHon cuctembl Sandbox HacTponkamun napameTpoB, COXpPaHEHHbIMU Ha OpYron
cucteme Sandbox, MoryT HapyLwnTb paboTy CUCTEMBI.

HaxmuTe Ha kHonky BoccTtaHOBUTL.
OTKpoeTca OkHO Bbibopa hannos.

Bbibepute dhann popmara tar.gz ¢ napametpamu Sandbox, KOTOPbIV Bbl XOTUTE 3arpy3uTb, U HAOXMUTE Ha
KHOMKY OTKpPbIThb.

OkHo BbIGOpa (halifoB 3aKpoeTcs.

Ecnu nmnopT napameTtpoB Sandbox npowen ycnelwHo, cepeep Sandbox nepesarpysutcs. Yepes
HECKOJTbKO MUHYT BaM HY>XHO 0BHOBUTb OKHO Bpay3sepa 1 NOBTOPUTL BXOS,.

Apxu1BbI C pe3epBHOM KONUen KOHPUrypaumm cUCTeMbl MOTYT cogepXaTtb Takne KoHpuaeHumansHble AaHHbIe,
Kak, Hanpumep, Naponu, 3akpbiTble Ktoun. AamuHuctpatopy Kaspersky Anti Targeted Attack Platform
HeobxoamMmMo obecneunTb 6€30MacHOCTb XpaHEHUSA 3TUX AaHHbIX CAMOCTOSATENBHO.

lNMepe3arpy3ka cepBepa Sandbox

» Umobnki nepesacpysums cepgep Sandbox:

1.
2.

3.

B okHe Beb-mHTepdherica Sandbox Bbibepute pasgen AGMUHUCTPUPOBaHMUeE.
B rpynne napameTpos lNutaHue HaxxmuTe Ha KHOMKY Mepesarpy3uTb.
OTKpoeTcs OKHO NOATBEPXKAEHUSA Nepe3arpysku cepsepa Sandbox.

Haxmute Ha kHorky Aa.

Cepsep Sandbox nepesarpyautcs. Yepes HECKONbKO MUHYT Bbl CMOXETE BOMUTU B CUCTEMY.

BbikntovyeHue cepBepa Sandbox

» Ymobni ebiknodums cepsep Sandbox:

1.
2.

3.

B okHe Beb-uHTEpderica Sandbox BeibGepuTe pasgen AGMUHUCTPUPOBAaHME.
B rpynne napameTpoB NMuTaHne HaxXMuTe Ha KHOMKY BbIKNOYUNTD.
OTKpOETCHA OKHO NOATBEPXKAEHMS BbIKIIOYEHM cepBepa Sandbox.

Haxmute Ha kHorky Oa.

CepBep Sandbox BbiknoumMTCA.

Paboma ¢ komrnoHeHmom Sandbox Yyepes seb-uHmepghelic
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U3meHeHMe napona y4eTHOM 3anucu agMUHUCTpaTopa
Sandbox

» 4Ymobbi usmeHumb naporss yd4emHou 3anucu adMuHucmpamopa Sandbox:

1.
2.

B okHe Beb-mHTepderica Sandbox BbibepuTe pasgen AGMUHUCTPUPOBaHMUeE.

B 6noke napameTtpoB U3MeHUTb naponb 0TOOpa3nTCa UMS y4eTHOM 3annucu agMmmHucTpaTopa Sandbox,
KOTOpoe Bbl 3aganu npu yctaHoBke Sandbox v nons Ans nsmeHeHus napornsi.

B none Tekywmn naponb BBeAMTE TEKYLLMIA NApOb Y4ETHON 3anmMcy agMmmuHncTpatopa Sandbox.
B none HoBbI naponb BBEOUTE HOBbLIV NAposib Y4ETHOW 3anncu agmumHucTpaTopa Sandbox.

B none NoarBepanTb Naponb BBEAMTE HOBbIM NApOb Y4ETHOW 3anucy agMmuHucTpatopa Sandbox
NMOBTOPHO.

HaxmuTe Ha KHOMKY N3meHUTb naponb.

Maponb ydeTHOM 3anncu agMmHucTpaTopa Sandbox 6yoeT M3MeHeH.

Paboma ¢ komnoHeHmom Sandbox Yepes geb-uHmepghelic
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AomunHucTtpaTopy: padbota B
BebO-uHTepdence nporpamMmmbil

OTOT pasgen agpecoBaH crneunanucTaM, KOTopble OCYLLECTBIIAOT YCTaHOBKY U agMuHucTpupoBaHme Kaspersky
Anti Targeted Attack Platform, a Takxke ynpasneHue cepsepamu PCN n SCN 1 opraHnsaumsamm B pexnme
pacnpegeneHHoro pewweHumsa n multitenancy.

B atom pasgene

NuTepdenc Kaspersky Anti Targeted Attack PIatfOrm............oooiiiiioiiiiiii e 209
MOHUTOPUHT PABOTBI MPOTP@MMI ....cueveteeiitteaesiteeeesetteeesaatbeeesassbeeesasbbeaesassbeeesanbbeeeeansbeeesanbeeeeanbeeeeeanene 211
YnpaBneHue cepepamu Central Node, PCN unu SCN ¢ nomoLbio BeO-MHTepderica nporpamMmmebil ....... 220
YBeAOMMNEHUS O MakCUMarnbHOM AOMYCTMMOM 3Ha4YeHWM 3arpy3Ku XXeCTKOro Aucka, LeHTpanbHoro

npotieccopa u onepatusHon namsaTn cepeepoB Central Node 1 SENSOr..........cuvvvevvveeiiiiciiiiieeee e 227
Hactpoiika coegnmHeHNst € MPOTOKOMOM SNIMP .......coiiiiiiiiiiiiic e e e e e e 228
Pabota ¢ nHcpopmaumeit o xoctax ¢ Kaspersky Endpoint Agent.........ccccoeeeiiiiiiic e 230
HacTpovika nHTerpaumm ¢ KOMNOHEHTOM SANADOX ........uuiiiiiiiiiiiiiiie e 243
HacTpovika MHTErpaLmnmn C BHELLHUMM CUCTEMEBMU.......uuvueeeiirreeeautteeesantteeesansteeesasteeesasbeeesssnsseesannseeessannns 246
HacTtpolrika nHterpaumm ¢ Kaspersky Managed Detection and RESPONSE...........uvvvvvrvrereimirinimininininrnnnnnnns 249
HacTtpovika MHTErpaLmm C SIEM-CUCTEMOM .....c.ciiuiiiiiiiiiiie ittt e 251
YNPaBNEHNE KYPHATOM GKTUBHOCTM ....veeeiuriereeiurreeeestseeeessseeessnssseeessssssaessssseesasssesesasssseesassseeesasssesessnsseees 261
OBGHOBITEHNE D@3 MPOTPAMMDI ....vvveeiieeeieiitiieeeeeeesiaaitttrreeeeeessaaitsteseeeeesssaaasstaeeeaaeessaassssseeeasesssaassssssseeeesssanns 267
Co30aHME CNUCKA NAPOSEN OJIA @PXMBOB ......vvveeeiurieeesisteeaeaasteeaesateeeessstneeesssseaessssseeesassseeessnsseessssseeessnnens 268

UHTepdenc Kaspersky Anti Targeted Attack Platform

PaboTta ¢ nporpammom ocyliectenseTcs Yyepes Beb-uHtepdenc. Pasgensl Beb-mHTepderica nporpaMmmbl
pasnu4yaloTcs B 3aBUCUMOCTU OT ponu nonb3oBaTtens — AGMUHUCTpaTop unu CTtaplumMin COTPYAHUK CNyX0Obl
6e3onacHocTn / CoTpyaHUK cnyxbbl 6e3onacHocTu/AyauTtop (cMm. pasgen "CoTpyaHUKY CryXobl
6e3onacHocTu: paboTa B Be6-uHTepdence nporpammbl” Ha cTp. 269).

OkHo Beb-uHTepdelica NporpamMmmbl COAEPXKNUT crieaytoLlne aNemMeHThbI:

e pasfenbl B 1eBOM YacTW U B HXKHEI YacTu OkHa BeG-MHTepdeiica Nporpammsil;
e  3aKMafKku B BEpXHei YacTu okHa BeB-nHTepgeiica nporpaMMbl 4SSt HEKOTOPbIX Pa3aesioB NporpaMmbl;

e pabouylo 06nacTb B HUMXKHEWN YacTy okHa BeG-nHTepderica nporpaMmbl.

Pa3penbi okHa Be6-nHTepcerica nporpammbl

Beb-nHTepdenc nporpaMmmbl Ansg ponv AGMUHUCTPATOP COAEPXKUT crneayroLimne pasaernsbi:

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammabi
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MoHuTopuHr. CogepxuTt aaHHble MoHUTOpuHra Kaspersky Anti Targeted Attack Platform.

Pexxum paboTbl. CoaepxuT uHgopmaumio o cepsepax PCN n SCN, 06 opraHmsaumsax B pexuve
pacnpefeneHHoro pelleHus u multitenancy.

Endpoint Agents. CogepXuTt nicopmaumio o NOAKMIOYEHHbIX KOMMbOTEpax ¢ nporpammon Kaspersky
Endpoint Agent n nx napameTtpax.

OTtueTbl: XKypHan aktmBHocTU. CoaepXxut nigopmMaLmio o napameTpax 3anucu nHgopmaumm o
OENCTBUAX Nornb3oBaTernen B Be6-uHTepderce nporpammbl.

MapameTpsbl. CogepXxuT napameTpbl cepeepa ¢ komnoHeHToM Central Node.

CepBepbl Sandbox. CogepxuT nHdopmauuio o nogknoveHmm komrnoHeHta Central Node kK kOMNOHEHTam
Sandbox.

BHelwHMe cucteMbl. CO}J,ep)KI/IT MH¢>opmaquo 06 MHTEerpaunm nporpamMmmbl C NOYTOBbIMU CEHCOPaMM.

Pa6ouas obnacTb okHa Beb6-uHTepcpenca nporpaMmmbli

B paGoueii o6nactu oTobpakaeTca MHopMaLmsi, MPOCMOTP KOTOPOW Bbl BbiGUpaeTe B pasfdenax 1 Ha 3aknagkax
OKHa BeB-uHTepelica NporpaMmmsl, a TaKKe dMEMEHTbI YrpaBneHns, C MOMOLLbI0 KOTOPbIX Bbl MOXXETE HAaCTPOUTb
oToGpaXkeHve MHOpMaLUK.

Monb3oBaTtenu ¢ ponbio AyaUTOpP Takke MOryT NpocMaTpuBaTh 3TU pasaenbl Be6-uHTepdenca nporpaMmmbl.

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|
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MOHUTOPUHTr paboTbl NporpaMmmbil

Bbl MOXeTe oCyLecTBNATL MOHUTOPUHI paboTbl NporpamMmMbl C NMOMOLLBIO BUIKETOB B pasaenie MOHUTOPUHI OKHa
BeG-nHTepdeinca nporpammel. Bel MoxeTe 4o6aBnATh, yoansaTb, nepemMeLlaTe BUOXETbI, HAacTpamBaTb MaclTab
oTOGpaKeHUsa BUOXETOB U1 BbIbUpaTh nepnoa oTobpaxeHus aHHbIX.

B aTtom pasgene

O BuaXeTax N CXeMaX PACMOMOKEHNSA BUIDKETOB ......eeiurererureesreearreessreeessreessneesaseeessresssseesssnessnsseesneesnnes 211
Bbibop opraHmnsauun 1 cepeepa ans paboTbl B pa3gene MOHUTOPUIHT .......ccvvieiiiiieeiniiee e 212
[obaBneHve BUAXETA HA TEKYLLYIO CXEMY PACTIONOKEHNS BUOMKETOB ...eeevruvrreeiiiriieeaiieeesannrreeesnsnneessnnens 212
MNMepemelyeHve BuaXKeTa Ha TEKYLLE CXeME PACTONOKEHNSA BUIMKETOB ...c..veeivrrerireeaireesineesarneesneessneeans 212
YpaneHvne BuaXKeTa C TeKyLLEen CXeMbl PACMONOKEHNS BULMKETOB ....ccvuveerreiairiesteeesireesireesnrneesnnesesnneenens 213
CoxpaHeHune cxeMbl pacnonoXeHns BUOAKETOB B PDF ... 213
HacTtpoiika neprnoaa oTOBPaKEeHNS AAHHBIX HA BUOMKETAX ..couveeerrrerrerasireesneesrneesresassseessneesnsesesnessnseeens 213
MOHMWTOPUHF NprMema N 00PaBOTKN BXOOALLMX ABHHBIX ......veeiureearrresresassreessneesasneessnesasssesssnessseeesnesssseeans 214
MoHUTOpUHr odepenen 06paboTkn AaHHBIX MOAYNAMU U KOMAOHEHTAMU MPOTPAMMbL........evvieeriieeeenees 216
MOHUTOPUHT 06PabOTKMN AAHHBIX KOMIOHEHTOM SANADOX .....vviiiiiiiieiiiiie ettt 217
MpocmoTp cocTosiHMA paboTOCNOCOBHOCTN MOAYIEN N KOMMOHEHTOB MPOMPAMMDI .....vveerieieraieeesireesieeans 218

O Buaxerax n cxemax pacnonoXxeHunsa BnaxetoB

C nomMoLLbio BUIXETOB Bbl MOXETE OCYLLECTBNATH MOHUTOPUHI paboTbl NPOrpaMmbl.

Cxema pacrionioxeHus audxemoe — B paboyeit o6nact okHa Be6-uHTepdelica nporpamMmmel B pasgere
MoHuTOpUHr. Bbl MoXeTe 006aBnATb, yAanaTb U NepemMeLlaTh BUOXKETbl Ha CXeMe PacronoXeHUs: BUOKETOB.

B nporpamMmme OOCTYIMHbI Ccrieyrune BUOXeTbl:

e O6paboTaHo. OTOOpaxeHne cocTosHNSA 00paboTkm Tpadmka, MOCTYNALWEro OT KOMMNOHEHTa Sensor u
nporpammbl Kaspersky Endpoint Agent Ha cepeep ¢ komnoHeHToM Central Node.

e Ouepean. OToGpaxeHne cBeeHNI O KONYeCTBe U 0GbemMe 0GBEKTOB, OXMAAIOLLMX MPOBEPKN MOAYNAMMU
1 KOMMOHEHTaMM Nporpammbi.

e Bpewmsa o6pabotku B Sandbox (cM. pazgen "MoHUTOPUHI 06paboTkun AaHHbIX KOMMOHEHTOM
Sandbox" Ha cTp. 217). OTobpaxeHne cpeaHero BpeMeEHU, 3a KOTOPOe ObInn NosyyYeHbl pesynbTaThl
npoBepkn 06 bEKTOB KOMMNOHEHTOM Sandbox.

Ecnu Bbl ncnone3syete pexum multitenancy, B pasgene otobpaxatoTcs AaHHbIE NO BbIOpaHHOW BaMy OpraHu3auum
n cepBepy (cM. pasagen "Bbibop opraHusaumm n cepeepa ans pabotel B pasgene MoHUTOPUHT" Ha cTp. 212).

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|
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Bbi6op opraHusauum n cepsepa ansa pad6ortbl B pasgene MOHUTOPUHT

Ecnu Bbl ucnonb3ayeTte pexum multitenancy, nepeg Havanom paboTel B pazgenie MOHMTOPUHI BaM HYXXHO BbIGpaTb
opraHu3auuio 1 cepsep, AaHHble Mo KOTOPbIM Bbl XOTUTE NPOCMOTPETh.

» Ymobnki 8bibpamb opaaHu3auUro U cepeep 051 omobpaxkeHus: 0aHHbIX 8 paszdernie MoHumopuHe;

1. B npaBoli BepxHel YacTu okHa Be6-uHTepderica NporpaMmMbl HAXKMUTE Ha CTPEIKY psAoM C MMEHEeM
cepsepa.

2. B packpbiBLIEMCSA MEHIO BbIOEPUTE OpraHM3auuio U HY>XHbIV BaM CEpBEP U3 cnmcka.

OTo6pasaTcsa AaHHble No BeibpaHHOMY BaMu cepBepy. Ecnv Bbl XOTUTE U3MEHWUTL OpraHu3aLmnio U cepBeep,
BaM HY>XHO NMOBTOPUTb AeNCTBMS Mo BbIGOPY opraHusaumn u cepeepa.

D,oGaBneHMe Buaxeta Ha TeKyLlyro CXeMy pacnojioXxXeHusaA BUOXeTtoB
» Umobbi 0obasumb 8udGXXem Ha MEKYWYH CXeMy PacriofioXeHUsI 8UGXKemOo8:

1. B okHe Beb-umHTepdelica nporpammbl BoioepuTe pazgen MOHUTOPWUHT.

B BepxHel 4yacTu OKHa HaXXMUTE Ha KHOMKY

B packpbiBatoLemcs cnucke Bbibepute U3MeHUTD.

Haxmunte Ha KHornKy BupxeTsl.

o > w N

B nosiBuBLLEMCS OKHE HaCTpOMTb BUAOXeTbl BbINOJTHUTE cneayuime DEencTBus:

(] Ecnu Bbl XoTTE 400aBUTL BUIKET Oqepe,qu, BKIMKOYUTE nepeknovarternb pAaomMm ¢ Ha3BaHMUEM 3TOIro
BUaXeTa.

e Ecnu Bbl XOTUTe 006aBuThL BUOXeT Bpemsa ob6paboTku B Sandbox, BknounTe nepeknoyatens pSaom
C Ha3BaHVeM 3TOro BUOKeTa.

_|_

e Ecnu Bbl x0TUTE A06aBUTL BUAXET O6paboTaHO, HAXXMUTE Ha KHOMKY psOoM C Has3BaHUEM
3TOro BUOXETa.

BbiGpaHHbI BUmkeT 6ynet 4o6aBneH Ha TEKYLLYIO CXeMY PacrionoXeHUst BUIXKETOB.

I'Iepememel-me BuaXxeta Ha TeKyI.IJ,eﬁ CcXeMe pacnosfioxxeHunsas BUaXxetoB
» Umobki nepemecmums 8uOXem Ha meKywel Cxeme pacrofioXeHUsT 8UOXKEmos:

1. B okHe BebG-nHTepdeica nporpaMmmbl BoibepuTe pasgen MOHUTOPUHT.

B BepxHeli YacTu OKHa HAXXMUTE Ha KHOMKY
B packpbiBatoLemcs cnucke Bolbepute U3MEHUTD.

Bb|6epv|Te BUIXKET, KOTOprVI Bbl XOTUTE NepeMecCTUTb Ha CxemMe pacrnosioXKeHnAa BUOKeTOB.

o > w N

Haxas u yoepxuneasa neByro Krnasully Mblln Ha BerHeIZ 4acTu BMaxeTa, nepetawnTe BULXKET Ha apyroe

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|
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6.

MEeCTO CXeMbl pacnosioXXeHna BUO)XeToB.

HaxxmuTe Ha kHoMKy CoXpaHUTb.

TeKyUJ,aFl CXemMa pacnosioXXeHunsa BUaKeToB 6y,qu COXpaHeHa.

YpaneHue BuaXeTa € TeKyLEN CXeMbl PacnofioXXeHUA BUOAXKEeTOB

» Umobki ydanumb sudxem ¢ meKyuiel cxeMbl PacrioioXeHUsT 8UOXKEMO8:

1.

5.

B okHe Beb-MHTepdelica nporpammbl BoioepuTe pasgen MOHUTOPWUHT.

B BepxHel 4yacTu OKHa HaXXMUTE Ha KHOMKY
B packpbiBatoLemMmcsi cnucke Boibepute U3MeHUTD.

HaxxmuTe Ha 3Ha4yoK * B npaBoOM BEPXHEM YrIy BUgXeta, KOTOprVI Bbl XOTUTE yaalinTb CO CXEMbl
pacnonoxeHna BUOKETOB.

Buoxet 6yaeT yoaneH n3 paboden obnactu okHa Beb-uHTepdernca nporpaMmmei.

HaxxmuTe Ha kHoMKy CoXpaHUTb.

BumxeT 6yaeT yaaneH ¢ TekyLLein CXeMbl pacronoXeHUs BUOPKETOB.

CoxpaHeHue cxembl pacnonoxeHus sugxetos B PDF

» UmobbI coxpaHumb cxeMy pacrionoxeHusi sudxemos 8 PDF:

1.

B okHe Beb-MHTepdelica nporpammbl BoioepuTe pazgen MOHUTOPWUHT.

B BepxHeln YyacTn okHa HaXXMUTE Ha KHOMKY
B packpbiBatowemcs cnucke Bbibepute CoxpaHuTb Kak PDF.

OTtkpoeTtca okHo CoxpaHeHune B PDF.

B HMXHel YyacTn okHa B packpbiBatoLLieMcsl cnncke OpueHTauma BolGepuTe opueHTaLuIo CTpaHULbI.
Haxmute Ha kHornky CkavaTb.

Cxema pacnonoxeHus BuaxetoB B popmaTte PDF GygeT coxpaHeHa Ha XeCTKMI OUCK Ballero
KOMMblOTEpa B Nnanky 3arpysku 6paysepa.

Haxmunte Ha KHOMKy 3aKpbITb.

HacTtpouka nepunoaga otobpaxeHUs AaHHbIX HA BUAXeTax

Bbl MOXXeTe HacTpouTb OTobpaXkeHe AaHHbIX Ha BUOXKeTax 3a criegyrolme nepvoap:

[OeHb.
Hepens.

Mecsu.

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|
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» Ymobbl Hacmpoumb omobpaxeHue daHHbIX Ha sudxemax 3a cymku (¢ 00:00 0o 23:59):

1. B okHe Beb-mHTepdelica nporpammbl BoidoepuTe pasgen MOHUTOPWUHT.

2. B npaBom BepxHeM yriy okHa Beb-MHTepderica nporpaMMbl B pacKpbiBaloLLIEMCS CMIUCKE MEPUOLOB
oToOpaxeHus gaHHbIX BbibepuTe [leHb.

3. B kaneHgape cnpaBa oT Ha3BaHus nepuoaa fleHb BbiGepuTe AaTy, 3a KOTOPYIO Bbl XOTUTE MOMNYyYNTb
AaHHble Ha BUOXKETE.

Ha Bcex BumpkeTtax ctpaHuubl MOHUTOPUHE 0TOBpa3aTcs AaHHbIe 3a BblOpaHHbI BaMuy nepuos.

» Ymobbl Hacmpoumb omobpaxeHue daHHbIX Ha sudxemax 3a Hedesto (C rnoHedeslbHUKa Mo
B8OCKPECEHbLE):

1. B okHe Beb-umHTepdelica nporpammbl BoioepuTe pazgen MOHUTOPWUHT.

2. B npaBoM BepxHeM yriy okHa Beb-nHTepderica nporpaMMbl B packpbiBatoLLLEMCS CMIUCKE NEPMOAOB
oTobpaxeHuns aaHHbIX BolbepuTe Hepgens.

3. B KaneHagape crnpasa OT Ha3BaHUA nepunoaa Hepens Bbl6epl/ITe Heen, 3a KOTOPYH Bbl XOTUTE NONMYYUTb
OaHHble Ha BNOXeTe.

Ha Bcex Bugxetax ctpaHuubl MOHUTOPUHT 0TOBPa3AaTCcA AaHHble 3a BblOpaHHbLIN BamMu Nepuoa.
» 4Ymobkl Hacmpoume omobpaxkeHue 0aHHbIX Ha sudXxemax 3a Mecsy (KareHOapHbIlU Mecsu):

1. B okHe Beb-umHTepdelica nporpammbl BoioepuTe pazgen MOHUTOPWUHT.

2. B npaBom BepxHeMm yrny okHa BeG-uHTepdenca nporpaMmmMbl B pacKpblBatoLLLEMCH CMCKE NEPUOAOB
oTobpaxeHuns1 AaHHbIX BblbepuTe Mecsu,.

3. B kaneHgape cnpaBa oT Ha3BaHus nepuoga Mecsy BbiGepuTe MecsL, 3a KOTOPbIN Bbl XOTUTE MNONYYUTb
JaHHble Ha BUOXeTe.

Ha Bcex Bugketax ctpaHuubl MOHUTOPUHT 0TOGOPas3aTCsl AaHHble 3a BbiIOpaHHbIA BaMu Nepuos.

MOHUTOPUHI Nnpnema n 06paboTKM BXOAALWMX AAHHbIX

Ha BnmxeTe O6paboTaHO Bbl MOXETE OLEHUTL CTaTyc 06paboTkM AaHHbIX, MOCTYNAaLWMX OT KOMNOHEHTa Sensor
n nporpaMmmMmHoro komnoHeHta Kaspersky Endpoint Agent Ha cepBep ¢ komnoHeHToM Central Node, n otcneguTb
ownbKM 06paboTKM AaHHbIX.

Bbl MoxxeTe BbIOpaTh KOMMNOHEHT (Sensor unu Kaspersky Endpoint Agent), noctynneHne faHHbIX ¢ KOTOPOro Bbl
XOTUTE OLEHNTb, B PACKpbIBalOLLEMCS CMCKe CrpaBa OT Ha3BaHus BumpkeTa O6paboTaHo.

Bbl MoxeTe BbIGpaTh TMN 0TOOpaXkeHUs aHHbIX B pacKpblBaloLLLEMCS CMIUCKE CripaBa OT Ha3BaHWUsi KOMMOHEHTa
(Sensor nnu Kaspersky Endpoint Agent):

o Tekywas 3arpy3ka — 5 MUHYT 4O TEKyLLEr0O MOMEHTAa.

e BbIGpaHHbIN Nepuoa. B aTom crnyyae Bbl Takke MOXETE HaCTPOUTb Nepuos 0ToOOPpaxKeHUs AaHHbIX Ha
BUKETax.

B neBoi yacTu kaxaoro Buaxeta otobpaxaeTcs nereHaa BUaKeTa no LBetTam, KOTopble UCNONb3YHTCSA Ha caMux
BUOXKETax.

Ecnu BbiGpaH TvN oToGpaxeHus AaHHbIX TeKylwan 3arpy3ska, cnpasa OT fiereHfbl oTobpaxaeTcs cpeaHss
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CKOPOCTb 06paboTKM AaHHbIX 3a NocrneaHue 5 MUHYT.

Ha Bupxete O6paboTaHo, rae BoidopaH Sensor tuna (SPAN) unu (ICAP) 1 TMn oTobpaXxeHus aHHbIX
Tekywas 3arpy3ka, otobpaxaetcs ckopocTb 06paboTku AaHHbIX SPAN- 1 ICAP-Tpaduka, noctynatoLmx ot
KOMMOoHeHTa Sensor Ha cepBep ¢ komnoHeHTom Central Node B onpegeneHHoe Bpewmsi.

OTo6GpaxatoTcsa cneaylollme AaHHbIE:

e Tpadmk — ckopocTb nocTynneHusa Tpaduka Ha cepeep ¢ komnoHeHToM Central Node 3eneHbiM LiBETOM
(M6wuT/cek.).

e ®annbl — ckopocTb 00paboTku hanos cepbimM LBETOM (06BHEKTOB/CEK. ).
e URL-appeca — ckopocTtb 06paboTkn URL-agpecoB cuHUM LBETOM (06 BEKTOB/CEK.).
e He o6paboTaHo — KONM4YeCTBO HEOOPaboTaHHbIX OO BHLEKTOB BEPTUKANBHLIMU NIMHUSIMU KPACHOIO LBETA.

|_|pl/l HaBeeHn Kypcopa MblLUN Ha BUOKET NMoABIAETCA BCMSibiBaloLlee OKHO, B KOTOPOM OT06pa)KaeTCF|
CKOPOCTb 06paboTKM JaHHbBIX B ONpeaenieHHOe BpeMsi.

Ha Bupxete O6paboTaHo, roe BolopaH Sensor tmna (SMTP) 1 Tun oTobpaxkeHus AaHHbIX TeKywas 3arpy3ka,
oTobpaXkaeTcsi CKOPOCTb 0OPabOTKN AaHHBIX MOYTOBOro Tpaduka, MOCTYNatoLLMX OT NMOYTOBOrO CEHCOPA Ha
cepBep ¢ komnoHeHToM Central Node B onpegeneHHoe BpeMs.

OToGpaxatoTcs creaylollime AaHHbIe:

e Tpadmk — ckopoCTb NOCTYyNNeHns Tpadmka Ha cepBep C KOMNOHEHTOM Sensor 3eeHbIM LIBETOM
(coobLeHunn/cexk.).

e ®aunnbl — cCKOPOCTb 00paboTku hainoB cepbiM LLBETOM (0OBEKTOB/CEK. ).
e URL-appeca — ckopocTtb 06paboTkn URL-agpecoB cMHUM LBETOM (0O BbEKTOB/CEK.).
e He ob6paboTaHo — KONM4ecTBO HeOOpPaboTaHHbIX OO BHLEKTOB BEPTUKANBHLIMU NIMHUSIMU KPACHOIO LBETA.

|_|pl/l HaBeeHn Kypcopa MblLUN Ha BUOKET NMOABIIAETCA BCrIibiBakoLLlee OKHO, B KOTOPOM 0To6pa>|<aeT0ﬂ
CKOPOCTb 06paboTKM JaHHbBIX B ONpeaenieHHOe BpeMs.

Ha Bupxete O6paboTaHo, roe BoiopaH Sensor tuna (LOAD) Endpoint Agents 1 Tun oTobpaXeHust AaHHbIX
Tekywas 3arpy3ka, oTobpaxaeTcsi CKOpoCTb 00paboTku cobbITUIA, MOCTYNALUX OT KOMNOHEHTOB Endpoint
Agent Ha cepBep ¢ komnoHeHTom Central Node B onpegeneHHoe Bpems (CobbiTuin/cexk.).

Mpv HaBedeHUM Kypcopa MbILLN Ha BUOXXET MOSIBIISIETCS BCMbIBaOLLLEE OKHO, B KOTOPOM OToBpaxaeTcs
CKOPOCTb 06paboTKM JaHHbBIX B ONpeaenieHHOe BpeMs.

Ecnu BbiGpaH T1N oToGpaxeHns AaHHbIX BbiGpaHHbIA nepuoa, crpasa OT fereHbl oTobpaxaeTcsa cpeaHss
CKOPOCTb MOCTYNreHus Tpaduka Ha cepBep ¢ koMmrnoHeHTom Central Node 1 konvyecTBo 06paboTaHHbIX 0GbEKTOB
3a BblOpaHHbI Nepuoa.
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Ha Bupxete O6paboTaHo, rae BoidbpaH Sensor tuna (SPAN) unu (ICAP) 1 Tun oTtobpaxeHus gaHHbIX
BbiGpaHHbIN Nepuof C HACTPOEHHbIM NEPUOAOM OTOOpaxeHnsa aaHHbIX Mecsl, oTobpaykaeTca CKOPOCTb
noctynneHna SPAN- n ICAP-Tpadmka Ha cepBep ¢ komnoHeHTom Central Node, a Takke konnyecTso ¢annos
n URL-agpecoB, n3BnevYeHHbIX M3 MOYTOBOro Tpaduka 3a BblOpaHHbIA MeCsLL.

OTobGpakatoTcsa creayoLlime AaHHbIe:

e CpeaHunn TpadmK — CKOPOCTb NOCTyNIeHus Tpaduka Ha cepBep ¢ komrnoHeHToM Central Node 3eneHbim
LBETOM (0OBEKTOB/CEK. ).

e  ®annbl — KONNYECTBO U3BJEYEHHbIX (balifioB CepbIM LIBETOM.
e URL-agpeca — konuyectso nssneveHHbix URL-agpecoB cMHUM LBeTOM.
¢ He o6paboTaHo — kONM4YeCTBO HEOOPabOTaHHBIX OO BEKTOB BEPTUKANBHLIMU NIMHUSMU KPACHOIO LiBETA.

MNpv HaBeAeHMM Kypcopa MbILLN Ha BUDKET MOSBMSIETCS BCMIIbIBAIOLLEE OKHO, B KOTOPOM OTOGparkaeTcs
CKOPOCTb MOCTYNIeHUs Tpaduka Ha cepBep ¢ koMmnoHeHTom Central Node v konny4ecTBo 06paboTaHHbIX
06LEKTOB B OnpeaeneHHoe Bpemsi.

Ha Bupxete O6paboTaHo, rae BoidopaHbl Sensor Tuna (SMTP) n Tun oTobpaxeHusi AaHHbIX BblGpaHHbIN
nepuoa C HaCTPOEHHbIM NepPNoaoM oTobpaxkeHnst JaHHbIX Mecsl, oToGpa)xaeTcs CKopocTb 06paboTku
AaHHbIX NOYTOBOro Tpaduka, NOCTynatLWmux OT NOYTOBOro CeHcopa Ha cepsep ¢ komrnoHeHTom Central Node, a
Takke konnyectso carnos n URL-agpecoB, n3BreYeHHbIX U3 MOYTOBOro Tpaduka 3a BblOpaHHbIA MeCsLL.

OTobpaxatoTcs crneayoLwmne gaHHbIe:

e CpeaHun Tpadmk — CKOPOCTb NOCTynneHusa Tpaduka Ha cepep ¢ komnoHeHTOM Central Node 3eneHbiv
LBETOM (06beKTOB/CEK. ).

e  ®dannbl — KONIMYECTBO M3BMNEYEHHbIX (PanNoB CEPbIM LIBETOM.
e URL-apgpeca — konm4yecTBo n3BneveHHbIx URL-agpecoB CMHUM LiIBETOM.
e He o6paboTaHo — kKONM4eCcTBO HEOBPaboTaHHbIX OO BHLEKTOB BEPTUKANbHLIMU NIMHUSAMU KPacHOrO LiBETa.

MNpv HaBedeHNM Kypcopa MbILLN Ha BUDKET MOABMAETCS BCMNIbIBalOLLEEe OKHO, B KOTOPOM OTOGpakaeTcs
CKOPOCTb MOCTYNIeHus Tpaduka Ha cepBep ¢ koMmnoHeHTom Central Node 1 konmyecTBo 06paboTaHHbIX
00BEKTOB B ONpeaeneHHoe BpeMsi.

Ha BumxeTte ObpaboTaHo, rae BoibpaH Sensor Tvna (LOAD) Endpoint Agents v Tun oTobpaxxeHnss AaHHbIX
BbiGpaHHbIM Nepuopa ¢ HACTPOEHHBIM NEPMOAOM 0TODOpaxeHus AaHHbIX Mecsu, oTobpaxkaeTcst KONMMYECTBO
Cco6bITUI, MOCTYNMBLUMX OT XOCTOB C nNporpammon Kaspersky Endpoint Agent Ha cepBep ¢ KOMMNOHEHTOM
Central Node 3a BblGpaHHbIN MecsL,.

I'IpM HaBeeHUn Kypcopa MblLUN Ha BUOKET NMOABIIAETCA BCrJibiBakoLllee OKHO, B KOTOPOM 0T06pa>|<aeT0ﬂ
KOJIM4YEeCTBO COBOLITUR, NOCTYyNnMBLUMX B onpenerieHHoe BpeMA.

MoHuTOpUHI ouyepenen o6paboTKM AaHHbLIX MOAYIIAMU U
KOMMOHEHTaMM nporpamMmmbl

Ha BnoxeTte Ouyepeam Bbl MOXETE OLEHUTb CTaTyc 0O6paboTkn AaHHbIX Mogynamu nporpammbl YARA, AM
Engine, komnoHeHTOM Sandbox u oTtcneanTb 06bem HeobpaboTaHHbIX AaHHbIX.
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Mepenaya gaHHbIX B odepean U3aMepsieTcst CoobLLEHNSMN.

Bbl MOXxeTe BbiGpaTh TN O0TOOpaXKeHUs aHHbIX B pacKpbIBaKOLLEMCSI CMIUCKE CripaBa OT Ha3BaHUS BUOXKeTa
Ouepeau:

e TeKywasn 3arpy3ka — 5 MUHYT 4O TEKYLLEro MOMEHTa.

e BbiGpaHHbIN nepuopf. B aToM cnyvae Bbl Takke MOXETe HAaCTPOUTb Nepmo 0ToBpaxeHus OaHHbIX Ha
BUaXKeTax.

B neBon yactu BugxeTta otobpaxkaeTcs fiereHaa BUAXeTa Mo UBeTam, KOTopble NCMOMb3YTCS Ha BUKETE.
Ha Bupxete Ouepenm oTobpaxatoTca cnegyolime aHHbIE:
¢ KonunuyectBo coob6weHun 1 O6bemM gaHHbIX, 06paboTaHHbLIX MOSYNAMU N KOMIOHEHTaMM NPOrpaMmei:
e YARA — CUHUM LIBETOM.
e Sandbox — pmoneToBbIM LBETOM.
e AM Engine — 3eneHbIM LIBETOM.

e He ob6paboTaHo — 06beM HEOOBPabOTaHHbLIX AaHHBLIX BEPTUKANBHLIMW MIMHUAMW KPACHOrO LBeTa.

Mpn HaBegeHMN Kypcopa MbIlLN Ha BUIKET NOSABMSETCS BCNIbIBAOLLEE OKHO, B KOTOPOM O0TOBpaxaeTcs craTyc
006paboTkm AaHHbIX Moaynamu nporpammbl YARA, AM Engine un komnoHeHToM Sandbox, a Takke 06bem
HeobpaboTaHHbIX AaHHbLIX B ONpeaeneHHoe BpeMsl.

MOHUTOPUHI 06pPabOTKM AaHHbIX KOMMNOHEeHTOM Sandbox

Ha BnoxeTte Bpems o6paboTtkm B Sandbox oTobGpaxaeTcsa cpeaHee Bpemsl, npolueliee oT MOMEHTa OTNpPaBKu
OaHHbIX HA OAMH UITM HECKOJSIbKO CEPBEPOB C KOMMNOHEHTOM Sandbox (BkMoyas BpeMsi OXXnaaHus oTnpaeku) 4o
oTobpaxxeHusi pe3ynbTatoB 00paboTku AaHHbIX koMnoHeHTOoM Sandbox B Be6-uHTepderice Kaspersky Anti
Targeted Attack Platform B BbiGpaHHbI nepurog.

Ecnu HacTpoeH nepuon oTobpaxkeHns AaHHbIX Ha BUumxeTax Mecsu, Ha BumxeTe Bpemsa o6paboTku B
Sandbox oTobpakaloTcs CTONOMKM OPaHXKEBOrO LIBETA Ha KaxKabli AeHb MecsLa.

lMpn HaBeaeHWUM Kypcopa MblLUM Ha KaXKabl CTONOUK NOSABNAETCA BCMblBalOLLEe OKHO, B KOTOPOM
oTobpaxkaeTcsi cpegHee BpeMs, MPOLUELIee OT MOMEHTA OTNPaBKM AAHHbLIX HA OAMH UM HECKOJbKO CEPBEPOB
€ kKoMnoHeHToM Sandbox [0 oToBpaxeHus pesyrnbTatoB 06paboTkM AaHHbIX KOMNoHeHToM Sandbox B
Beb-mHTepdperice Kaspersky Anti Targeted Attack Platform B BbiGpaHHbIN OEHb.

Bbl MOXeTe yBenmMuUnUTb CKOPOCTb 06paboTkM AaHHbIX KOMMIOHEHTOM Sandbox U NPONYyCKHY0 CNOCOBHOCTb
KomnoHeHTa Sandbox, yBenuuMB KONMMYeCTBO CEPBEPOB C KOMMNOHeHTOM Sandbox 1 pacnpegenue no aTmm
cepBepam AaHHble, npeaHasHaveHHble s o6paboTku.
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NMpocMoTp cocToAHMA paboTOCNOCOOHOCTU MOAYeNn N KOMIMOHEHTOB
nporpamMmmbl

Ecnu B pabote moaynen u KOMNOHEHTOB NPOrpaMMbl BO3HUKIM NPOGneMbl, Ha KOTOpble agMUHUCTpaTopy
pekoMmeHayeTcsa obpaTuTb BHUMaHue, B BEpXHeN 4acTu okHa pasgena MoHuTopuHr Beb-uHTepderica nporpamMmmbl
oTobOpaXkaeTcsl pamKa XenToro useTa ¢ NpeaynpexaeHmsamu.

Monk3oBaTtento ¢ ponbto JlokanbHbIN agMUHUCTPaTop, AAMUHUCTpaTOp Unv AyauTop AOCTynHa nHdopmaums
0 paboTtocnocobHocTu Toro cepeepa Central Node, PCN unn SCN, Ha koTopoM OH cenvac paboTtaer.

Monb3oBaTento ¢ pornbto CTapwmMm COTPYAHUK CNyX06bl 6e3onacHocTu, COTPyAHUK cnyxbbl 6e3onacHoCTH
unm AyamTop JOCTyNHa crnegyrowas nHdopMaums o paboTocnocobHOCTH:

e Ecnu Bbl ucnonb3yete otaensHbin cepeep Central Node, nonb3oBaTento gocTynHa nHdopmaums o
pabotocnocobHocTu Toro cepsepa Central Node, Ha KOTOpOM OH ceinyvac paboTaer.

e Ecnu Bbl Mcnonb3yeTe pexum pacnpegeneHHoro pewenns n multitenancy n nonb3osartens paboTtaet Ha
cepBepe SCN, nonb3oBaTento AocTynHa nHdopmaums o pabotocnocobHocTn aToro cepsepa SCN B
pamMKax Tex OpraHu3aLuui, K JaHHbIM KOTOPbIX Y HEro ecTb AocTyn (cMm. pa3gen "MiameHeHune npas gocTtyna
y4eTHOM 3anncu nonb3oBartens Beb-nHTepderica nporpammbl” Ha cTp. 180).

e Ecnu Bbl Mcnonb3yeTe pexum pacnpegeneHHoro pewenns n multitenancy n nonb3osatens paboTaeT Ha
cepepe PCN, nonb3oBatento goctynHa nHdopmaums o pabotocnocobHocTn atoro cepepa PCN un Bcex
cepBepoB SCN, NOAKMYEHHbIX K 3TOMY CEPBEPY, B paMKax TeX OpraHnm3aumnm, K AaHHbIM KOTOPbIX Y HEro
ecTb focTyn (cMm. pa3gen "MameHeHue npaB gocTyna y4eTHOM 3anucu nornb3oBarterns Beb-nHTepdenca
nporpaMmmbl” Ha cTp. 180).

» 4mobeki nonyyumes 6bonee NoOpobHy uHgopmMmayuro o pabomocriocobHocmu Modyneul u
KOMIMOHEHMO8 rpo2pamMmbl,

No CCblJ1ke npOCMOTPETb cBegeHunn OTKpOVITe OKHO Pa6oTOCNOCOGHOCTL CUCTEMBI.
B okHe PaboTocnocobHOCTbL CUCTEMbI B 3aBUCMMOCTU OT pa6OTOCI'IOCO6HOCTVI Mop,yneﬂ N KOMMNOHEHTOB
nporpamMmmbl OT06pa)KaeTCFI OAVH 13 cneayrwmnx 3Ha4KoB:

e 3Ha4oK m, ecnn Mmoa4ynn n KOMMNOHEHTbI NporpamMmmbl pa60Tar0T HOpMarsbHO.

e  3HayYyoK C KONMYeCcTBOM Npobriem (Hanpumep, ), ecnu obHapy>KeHbl NpoGrembl, Ha KOTopble
agMUHUCTpaToOpy pekoMeHayeTcs obpaTuTte BHMMaHWe. B aTom criydae B MpaBoK 4YacTu OKHa
PaboTocnoco6HOCTbL cucTeMbl OToOpaxkaeTcs noapobHas MHpopmauns o npobrnemax.

OkHo PaboTocnoco6HOCTL CUCTEMbI coaepXuT pasgenbl:

e Pa6oTocnocoGHOCTbL KOMMNOHEHTOB — ctatyc pa6OTbI Mop,yneﬁ N KOMIMOHEHTOB NporpamMmebl,
KapaHTUHa, a Takke o6HoBneHuns 6a3 Ha Bcex cepBepax, Ha KOTopbIX pa60TaeT nporpamMma.

Ecnn 6a3bl OAHOro UMM HECKOJTIbKMX KOMIMOHEHTOB NporpamMmmbl He OOHOBNANUCH B TeYeHue 24 4acos, p4aom C
MMeHeM cepBepa, Ha KOTOPOM YCTaHOBJ1€EHbI MOAYITM N KOMMNOHEHTbLI NporpamMmmebl, OTO6pa)KaeTCF| 3HaA4oK

[na peweHuns npobrnembl yéeanteck, YTo cepBepbl 06HOBNEHMI AOCTYNHbI (CM. pa3gen "Bbibop ncTouHuka
obHoBneHust 6a3" Ha cTp. 267). Ecnn ansa coeguHeHnst ¢ cepBepamMy 0GHOBNEHNI Bbl UCMONb3yeTe
npoKcu-cepeep, yoeauTech, YTo Ha NPOKCU-CEPBEPE HET OLLUMOOK, CBA3aHHLIX C MOAKMIOYEHMEM K CEpPBEPaM
Kaspersky Anti Targeted Attack Platform.

e OO6paboTaHo — cTaTyc npmvema n o6paboTku BXxoAALWMX AaHHbIX. CTaTyc dhopMmpyeTcs Ha OCHOBE

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|

218



kaspersky

cnenyrvwmnx KputTepues:

e CocTosHMe MONyYeHWs AaHHbIX C CepBEepOB C KOMMOHEHTOM Sensor, ¢ cepBepa Unu BUpTyarnbHOW
MaLUMHbI C NOYTOBBLIM CEHCOPOM, C XOCTOB € nporpammon Kaspersky Endpoint Agent.

e  VHdopmaLms 0 NpeBbILEeHUN MaKCMMarnbHO AOMNYCTMMOrO BPEMEHW, KOTOPOe 06bEKTLI OXMAAIOT B
ouyepeau Ha NPOBEPKY MOAYNSIMU M KOMMOHEHTaMMW NPOrpamMMbl.

e CoeaunHeHue c cepBepaMm — COCTOsSIHME coeauHeHns mexay cepeepoM PCN 1 noakmntoyYeHHbIMU
cepeepamu SCN (oTobpakaeTcsi, eCniv Bbl UCMOMNb3yeTe PEXMM pacrnpeaenieHHOro peLleHmns
multitenancy).

B cny4yae obHapyxeHusi npodnem B paboTocnocobHOCTN MOAYe U KOMMNOHEHTOB NPOrpamMmbl, KOTOPbIE Bbl
He MOXeTe PeLUnTb CaMOCTOATENbHO, pekoMeHayeTcs obpaTnTbea B Cnyxby TEXHUYECKON NOaaEpKKM
"ITabopaTtopumn Kacnepckoro" (cMm. pasgen "Cnocobbl NonyvyeHnst TEXHUYECKOW noaaepkn" Ha cTp. 752).

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|
219



kaspersky

YnpaBneHue cepBepamu Central Node, PCN unun SCN ¢
nomowbio Be6-uHTEephenca nporpamMmmsl

C nomoLubio BEG-MHTEpdenca NporpaMMbl Bbl MOXETE BbINOMHATb CrieaytolimMe JeNCTBUSA C CEPBEPOM, HA KOTOPOM
ycTaHoBreH komnoHeHT Central Node:

e HacTpavBaTb AaTy 1 Bpemsi cepBepa;

e BbIKMIOYATbL M NepesarpyxaTb cepsep;

e reHepvpoBaTb UMK 3arpykaTb CAMOCTOSITENbHO NMOATOTOBIIEHHbIV CEPTU(MKAT CepBepa;
e HacTpavBaTb CeTeBble NapamMeTpbl cepsepa;

e KOHTpOJIMpOBaTb YpOBEHb 3aMnoJfIHEHNA ONCKOBOIoO NpOCTpaHCTBa cepBepa.

Ecnu BbI cnonb3yeTe pexuMm pacnpefeneHHoro pelleHmns n multitenancy, BbinonHaNTe AENCTBUS B
Beb-mHTepdelice Toro cepepa PCN unu SCN, napameTpbl KOTOPOro Bbl XOTUTE HAaCTPOUTb.

B aTtom pasgene

HaCTPOMKA AaTbl Y BDEMEHU CEPBEPA. ... cccureeiuteeatreesireeassrtesseesasetasssesassseessseessseesssesaassesssnessasesesnessnsesans 220
BbIKIMIOUEHNE N NEPE3ATPYSKA CEPBEPA@ ... eeuveieureiastreaitreesreeesireessteeaatseesabeeaasseaasseesbeeessseessseesabeeesnneesnsneans 221
eHepaums nnu 3arpyska TLS-CEePTUMDMKATA CEPBEPA ...ceevurrireiiiiiiieiiiiiieaaiteeesaiieeesaibeee s aibee e e asibreeesnneee 222
CkaymBaHue TLS-cepTudmrkaTa CepBepPa Ha KOMIMBIOTEP ..ccciiurureeiiirreeeeitteeessitreeessteeeesstneeessbneeessnsneeessns 223
Ha3HAYEHNE DN S-UMEHM CEPBEPA ... . uuuuuuuueiuirinisinreretstsuereesrsrstsesrersrere ... 224
HacTporika NapaMETPOB DINS ... ... e ittt e e e e e e tebe e e esee e ee e esssssseesssessnsssssnsnnnsnsnsnsnnnnns 224
HacTporika napamMeTpOB CETEBOIO MHTEPMIEMCE .. .ueveieeiiiiireiieeee e ettt e e e e e e 224
HacTtpoiika ceTeBoro mapLipyTa Ans UCMONb30BAHUS MO YMOIMHAHMEO «....eevvieitrieririeaireesineesstneesineesnieeans 225
HacTtpoiika napameTpoB COEAMHEHUS C MPOKCU-CEPBEPOM .....ccoivrrerurrrarireeririesteeesreeaasreessneesaseeesseesnseeans 225
HacTtpoiika napamMeTpoB COEAMHEHNS C MOUYTOBBIM CEPBEPOM ...ccoiuuvrriiireeeesiairirreeeeeesssanrnrneeeeeesssnennnnees 226

HacTponka gatbl 1 BpeMeHu cepBepa

Ecnu Bbl Mcnonb3yeTe pexum pacnpenenieHHoro pewennst 1 multitenancy, BeINONHAWTE AEACTBUSA B
Beb-uHTepdence toro cepeepa PCN nnu SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTb.

AdmuHucmpamopy: paboma & eeb-uHmepgelice npoepammab|
220



kaspersky

» Umobbl Hacmpoums damy u epemMsi cepeepa:

7.

B okHe Beb-uHTepderica nporpaMmMbl BeibepuTe pasgen MapameTpsl, nogpasnen fata v Bpems.

B packpbiBatoLiemcs cnuncke CtpaHa BbibepuTe CTpaHy (hU3N4ECKOro MeCTOMNONOXEHNs cepBepa C
yCTaHOBMEHHbIM KomnoHeHToM Central Node.

B packpbiBatowemcs cnvcke YacoBom nosic BbIGepuTe YacoBOW MOSIC, B KOTOPOM Haxo4mMTCs cepBep C
yCTaHOBMEHHbIM KomnoHeHToM Central Node.

Bbl MOXeTe ykasaTb CTpaHy M YacoBOW Nosic, BbIOpaB HYXKHbIV PervioH Ha KapTe Nof pacKkpbiBaloLLMMUCS
cnvcKamu.

Hactpoiite cnHxpoHusauuio ¢ NTP-cepsepamu:

e Bkniounte nepeknoyartens psagom ¢ HazsaHmem napameTpa CuHxpoHusaumsa ¢ NTP-cepsepamu,
€CIN Bbl XOTUTE BKIIOYUTb CUHXPOHM3aUNIO.

e BblkniounTe nepeknoyaTesb psaom ¢ HasBaHveM napameTpa CuHxpoHusaumsa ¢ NTP-cepBepamu,
€CIM Bbl XOTUTE OTKIMIOUYNTL CUHXPOHM3ALNIO.

B 6noke NTP-cepBepbl BbINONHUTE crieaylowme 0eNCTBUSA:

e Ecnu Bbl xoTUTe Aob6aBuTb HOBLIN NTP-cepBep, BbINOMHUTE creayoLline AeiCTBUS:
a. HaxmuTe Ha kHonky [Jo6aBUTb.
b. B nosisuBwemcs none seeante IP-agpec unu gomeHHoe umsa NTP-cepsepa.
c. CnpaBa OT Nofsi HAXXMUTE Ha KHOMKY v,

e Ecnu Bbl xotute namenunTsb IP-agpec unmn gomeHHoe nms NTP-cepBepa, B CTpoKe C 3TUM CepBeEPOM
Ha)XMUTE Ha KHOMKy & .

e Ecnu BbI xotuTte yaanutb NTP-cepBep, B CTPOKe C 9TUM CEPBEPOM HAXMUTE Ha KHOMKY o,
Ecnu cnHxpoHusaumsa ¢ NTP-cepBepamu oTKMo4eHa, yKaxnte aaTty n Bpems cepeepa BPYYHYIO:

e B none [aTta ykaxuTte TeKkyLLy0 AaTy BPYYHYIO v Bbibepute ee B kKaneHaape no KHormke cnpasa
OT nons.

(] B none BpeMﬂ YKaXunte TeKyLliee BpemMa.

Haxmute Ha KHorky NMpUMeHnTb.

[ata n Bpems cepeepa 6yagyT HaCTPOEHbI.

BbiknioyeHue U nepesarpyska cepeepa

Ecnu Bbl Mcnonb3yeTe pexum pacnpenenieHHoro pewwennsa n multitenancy, BbINonHANTE OENCTBUS B
Beb-nHTepderice Toro cepeepa PCN nnn SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTD.

» YmobhkI 8bIKMHO4YUMb UMU riepesazgpy3ume cepgep Yyepes 8eb-uHmepagbelic rpozpamMmai:

1. B okHe Beb-uHTepdeiica nporpaMmbl BbibepuTe pasaen MapameTpsbl, nogpasaen O6wme napaMeTpbl.

2. B 6roke napameTpoB YnpaBrieHMe cepBepoOM BbINONTHUTE criefyowme 4ENCTBUS:

e Ecnu Bbl XOTUTE BbIKMIOYUTL CEPBEP, HA KOTOPOM ycTaHoBreH komnoHeHT Central Node, PCN unu
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SCN, HaxXmMuTe Ha KHOMKY BbIKIHOYUTD.

e Ecnu Bbl XO0TUTE Nepesarpy3ntb cepBep, Ha KOTOPOM ycTaHoBIeH kKomnoHeHT Central Node, PCN unu
SCN, HaxmuTe Ha kHonky Mepe3arpysuTb.

3. B OkHe noaTBepXOeHUst HaxXMuTe Ha kHonky [a.

CepBep OyaeT BbIKIOYEH UK NepesarpyxeH.

MeHepauusa unu 3arpyska TLS-cepTucpmkara cepBepa

Ecnu Bbl yxe ncnonesyete TLS-cepTtudmkat cepsepa u creHepupyeTe Unm 3arpy3vTte HOBbIN CepTUdumKarT,
cepTnduKaT, KOTOPbIN NCMOMb3yeTcs B NporpamMe, byaeT yaaneH n 3aMeHeH Ha HOBbIV cepTudmkar.
Bam noTtpebyeTcs ykasaTb OaHHble HOBOIO cepTudukaTa Be3ae, rae UCnonb30oBarncs cTapbin.

Ecnu Bbl 3ameHuTe TLS-cepTudukaTt Ha HOBbI, Bam NoTpebyeTtcs

¢ [loBTOpHO aBTOPM30BaThL NOYTOBLIE CEHCOpbl (KSMG, KLMS) Ha Central Node (cm. pasgen "Hactpovika
WHTErpaumm ¢ BHELLHMMM cucTemamn® Ha cTp. 246).

¢ [loBTOpHO HacTpouTb coeaunHeHune Central Node, PCN n SCN ¢ Sandbox (cm. pasgen "HacTpoiika
WHTerpaumm ¢ KomnoHeHTom Sandbox" Ha cTp. 243).

e [loBTOpHO HacTpouTb NepeHanpasneHme Tpaduka ot Endpoint Agent Ha Sensor n goBepeHHoe
coeguHeHue ¢ Endpoint Agent (cm. pa3gen "HacTpolika nepeHanpasneHus Tpadgumka ot Kaspersky
Endpoint Agent Ha cepBep Sensor" Ha cTp. 163).

e 3arpy3uTb HOBbIV cepTudumkar B Active Directory (ecnu Bbl ncnonesyete Active Directory).

Ypanute Bce npasuna nsonauum xocto Endpoint Agent. CoeguHeHne ¢ n3onnpoBaHHbIMKU XocTamu 6yaeT
pasopBaHo, Bbl HE CMOXeTe UMW ynNpaBnsaThb.

Bbl MOXeTe creHeprpoBaTb HOBbLIN cepTudumkaTt Yepes Beb-uHTepdenc cepsepa Central Node unum 3arpysntb
CaMOCTOATENbHO CO34aHHbIA cepTudumkar.

Ecnu Bbl ucnosnb3yeTe pexunm pacnpegeneHHoro pelleHns n multitenancy, BeinonHANTe AeNCTBUSA B
BebO-uHTepdence toro cepeepa PCN nnu SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTb.

» Ymobki ceceHepuposamb TLS-cepmugukam cepsepa Central Node:

1. Bongute B Beb-mHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Havano pabotbl B
Beb-MHTepdherice nporpammbl” Ha cTp. 169) noa y4eTHONM 3anmcblo agMuHUCTpaTopa (CM. pasgen
"CosgaHve y4eTHOW 3anncu agMvHucTpatopa Beb-nHTepderica nporpammbl” Ha cTp. 174).

2. B okHe Beb-nHTEpdEica nporpammel BbibepuTe pasgen MapameTpbl, nogpasgen Ceptudukarbl.
3. B pasgene Ceptuchmkar cepBepa Haxmute Ha KHornky CreHepupoBaTh.

OTKpoeTcs OKHO NOATBEPXKOEHUS OEACTBUS.
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4. HaxmuTte Ha kHonky Oa.
Kaspersky Anti Targeted Attack Platform creHepupyeT HoBbin TLS-cepTudmkaT. CTpaHuua aBToMaTU4ecku
oBHoBUTCS.

» Css3b C M0YMosbIMU CeHcopaMu, KoMnoHeHmMoM Sandbox, npozpammoul Kaspersky Endpoint Agent
bydem ripepsaHa 00 MOBMOpPHOU asmopu3auuu.

Bbl MOXeTe camocToATENBHO NOAroToBUTL TLS-cepTudmkat n 3arpysuts ero yepes Beb-nHtepdenc Kaspersky
Anti Targeted Attack Platform.

dain TLS-cepTudmkaTa, NpeaHasHavyeHHbI Ans 3arpysku, JOJKEeH YAOBNETBOPSATb CreayoWmnM TpeGoBaHNaM:

o  dann JormKeH coaepaTb cam cepTUdmKaT MU 3aKpbITbIN KNoY LWMGPOBaHMUS COEQUHEHMS.
e  ®ann gomkeH nmeTb popmat PEM.
e [lnMHa 3aKpbITOro Kntoya gomkHa 6biTb 2048 6ut nnn Gonee.

MoapobHee o noagrotoBke TLS-cepTudmkaToB kK MMNOPTY CM. B 4oKymeHTauun Open SSL.

BeinonHanTe gencrteus no 3arpyske TLS-ceptudukart B Be6-mHTEPECE TOro cepBepa, Ha KOTOpbI Bbl XOTUTE
3arpysuTb cepTtudumkar.

» Umobhki 3acpy3umb camMocmosimeribHO 1o020moerieHHbIU TLS-cepmugukam depes
seb-uHmepghelic Kaspersky Anti Targeted Attack Platform:

1. Bongute B Beb-mHTepderic Kaspersky Anti Targeted Attack Platform (cm. pasgen "Havano pabotel B
Beb-nHTepence nporpammbl” Ha cTp. 169) noa y4eTHOW 3anncbio agMuHMCTpaTopa (CM. pasgen
"Co3gaHve y4yeTHOW 3anncy agMyHucTpartopa Beb-nHTepderica nporpammel” Ha CTp. 174).

2. B okHe Beb-uHTepdpenca nporpammel Beibepute pasgen MapameTtpbl, nogpasgen Ceprtudukarhbl.

3. B pasgene Ceptudmkar cepBepa HaxXxM1Te Ha KHOMKY 3arpy3uTb.
OTkpoeTcs OKHO Bbibopa dhannos.

4. Bbibepute davin TLS-cepTndukaTa, KOTOPbIN Bbl XOTUTE 3arpy3nTb, U HAXKMUTE Ha KHOMKY OTKPbITb.
OkHo BbIOOpa (halinoB 3aKkpoeTcs.

TLS-ceptudmkat 6yget nobasneH B Kaspersky Anti Targeted Attack Platform.

CBs3b C MOYTOBBIMU CEHCOpaMu, KOMMoHeHTOM Sandbox, nporpammon Kaspersky Endpoint Agent 6yget
npepeaHa 4o NOBTOPHOW aBTOpU3aLUN.

CkauumBaHue TLS-cepTtudukarta cepsepa Ha KOMnNbIOTEP

Ecnu Bbl Mcnonb3yeTe pexum pacnpenenieHHoro pewennst 1 multitenancy, BeINONHAWTE AEACTBUS B
Beb-nHTepderice Toro cepeepa PCN nnn SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTD.

» 4Ymobki ckadyamb TLS-cepmugbukam cepeepa Ha KOMMbomep:

1. B okHe Beb-uHTepdelica nporpammbl BbioepuTe pasgen MapameTtpsl, nogpasgen Ceptudmkarbl.
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2. B paspgene CepTudmkar cepBepa HaxmuTe Ha KHOMKy CKavaThb.

daiin cepTudukata cepeepa GyaeT coxpaHeH B nanke 3arpysku bpaysepa.

Ha3Ha4yeHne DNS-nmeHu cepBepa

Ecnu Bbl ucnosnb3yeTte pexum pacnpenerneHHoro peleHus n multitenancy, BbinonHANTe AeNCTBUS B
Beb6-uHTepdence toro cepeepa PCN nnu SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTb.

» Umobkl HasHa4yumb umMms cepsepa 0ns ucrionb3oeaHuss DNS-cepsepamu:

1. B okHe BebG-nHTepdenca nporpammbl Boibepute pasgen MapameTpsbl, nogpasgen CeteBbie napameTpbl.
2. B none Umsa cepeepa (FQDN) BBeguTe nonHoe AOMEHHOE UMS cepBepa.

YkasbiBante nmsa cepsepa B popmate FQDN (Hanpumep, host .domain.com unm
host.domain.subdomain.com).

3. HaxmuTe Ha kHonky MpuMeHUTD.

Mmsa xocTa 6y,£|,eT Ha3Ha4eHo.

Hactpounka napameTtpoB DNS

Ecnu Bbl ucnosnb3yeTe pexum pacnpefeneHHoro pelleHns n multitenancy, BeinonHaNTe AeNCTBUSA B
Beb-uHTepdence toro cepeepa PCN nnu SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTb.

» 4Ymobbl Hacmpoums napamempsi DNS:

1. B okHe BebG-nHTepdenca nporpammbl Boibepute pasgen MapameTpsbl, nogpasgen CeteBbie napamMeTpbl.
2. B 6noke napametpos MapameTpbl DNS B none [loMmeHbl yKaxuTe MMs JOMEHaA.

3. B none MNaBHbIN 1 gononHutenbHbin DNS-cepBepbl BBeanTe IP-agpeca DNS-cepBepoB.

4. Haxmute Ha kHonky NMpuMeHUTb.

MapameTpbl DNS 6yayT HacTpoeHsb!.

HacTpoiika napameTpoB ceTeBoro uHtepcenca

Ecnu Bbl Mcnonb3yeTe pexum pacnpeneneHHoro pewennst 1 multitenancy, BeINONHAWTE AEACTBUS B
Beb6-nHTepdence toro cepsepa PCN nnm SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTb.

» 4Ymobbl Hacmpoums napamempsbl cemesoeo UHmepghelica:

1. B okHe Beb-uHTepdeiica nporpaMmbl BbibepuTe pasaen MapameTpsl, nogpasaen CeTeBble napameTpbl.
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6.

BbibepuTe ceTeBon MHTEPENC, NapaMeTpbl KOTOPOro Bbl XOTUTE HACTPOUTD.
OTkpoeTca okHOo U3MeHUTBb ceTeBOM uHTepeinc.

B none IP ykaxuTe |IP-agpec ceTeBoro nHtepdeica.

B none Macka noaceTm ykaxute Macky nogceTn ceteBoro nHrepderica.

Ecnu Bbl XOTNUTE BKINIOYNTL CETEBOM UHTEpPdeENC, B cTpoke CocTosiHMe NepeBeanTe nepeknovaTerns B
nonoxeHve Bknro4yeHo.

HaxxmuTe Ha kHoMKy CoXpaHUTb.

MapameTpsbl ceTeBOro HTepdenca dyayT HaCTPOEHbI.

HaCTpOﬁKa ceTeBOro Mmapuwpyrta ansda mcnojfib3oBaHuUA No ymon4aHuUro

Ecnu Bbl ucnosnb3yeTte pexum pacnpeneneHHoro pelleHns n multitenancy, BeinonHanTe AeNCTBUSA B
Beb-nHTepdence Toro cepeepa PCN nnn SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTb.

» Umobbl Hacmpoums cemeagoli Mapuwpym Orisi UCMOb308aHUSI 110 YMOTYaHUHK:

1.
2.

3.
4.

B okHe Be6G-uHTepdelica nporpaMmMbl BeibepuTe pasaen MapameTpsbl, nogpasgen CeTeBble NnapameTpbl.

B 6noke napameTtpoB CeTeBOM MapLUpyT B packpbiBatoLwemcs cnicke CeteBon nHtepdenc soibepute
ceTeBOM UHTepdENC, AN KOTOPOTro Bbl XOTUTE HACTPOUTbL CETEBOWN MapLLPYT.

B none LWnto3 BBeaute IP-agpec wnto3a.

Haxmute Ha KHorky NMpuMeHnTb.

CeTteBoit MapLlpyT anda ncnonb3oBaHUA No yMOJNT4aHUKO 6yp,eT HaCTpPOEH.

HacTtponka napameTpoB coeaNHEHUS C NMPOKCU-CepBEepOM

Ecnu Bbl Ucnonb3yeTe pexum pacnpeneneHHoro pewenns u multitenancy, BeINONHANTE AEACTBUS B
Beb-nHTepderice Toro cepeepa PCN nnn SCN, napameTpbl KOTOPOro Bbl XOTUTE HACTPOUTD.

» Umobbl Hacmpoums napamempbl COEQUHEHUS C MPOKCU-Cep8epOM:

N o g M 0w D oRE

B okHe Beb-MHTepdperica nporpammbl BoioepuTe pasgen MapameTtpsl, nogpasgen O6wme napamMeTpbl.
B 6noke napameTtpoB Mpokcu-cepBep nepeBeanTe nepekntoyaTtens B NonoxeHve BknroveHo.

B none XocT ykaxute URL-agpec npokcu-cepsepa.

B none MopT ykaxxute NopT NOAKIMIOYEHUS K MPOKCU-CEPBEPY.

B none Umsa nonb3oBaTens ykaxute nMg nonb3oBaTens Ans ayTeHTudgurkaumm Ha Nnpokcu-cepeepe.

B none Maponb ykaxuTe naponke Ans ayTeHTUdUKaLmm Ha NpoKCu-cepBepe.

Ecnu Bbl HE XOTUTE MCNONb30BaTb NPOKCu-cepBep Npu NOAKIMKNYEHNN K JNTOKalbHbIM agpecaMm, yCTaHOBUTE
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8.

qana>|<0}< He ucnonb3oBaTtb NMPOKCU-cepBep ANA NOoKalnbHbIX agpecoB.

HaxxmuTe Ha kHoMKy MpuMeHUTb.

MapameTpbl COEAVHEHUS C MPOKCU-CEPBEPOM BYAYT HACTPOEHDI.

HacTpoika napameTpoB coeaNHEHUs1 C MOYTOBbLIM CepBepoOM

Mporpamma moxeT oTnpaBnATb yBegomneHms 06 obHapyxeHusix n paborte cuctembl. [Ang atoro Heobxoanmo
HacCTpPoWUTb NapameTpbl cepBepa A OTNPaBKM YBEAOMMNEHUN.

» Umobbl Hacmpoume napamempsi cepgepa 05 omrpasKku yeedomneHuu:

o~ w b

10.

11.

B okHe Beb-mHTeperica nporpammel BoibepuTe pasgen MapameTpsl, nogpasgen YBegoMIieHuUs.
Mepengute Ha BkNaaky KoHdurypaumsa nouytoBoro cepsepa.

B none XocTt ykaxuTe |IP-agpec no4ToBOro cepsepa.

B none MopT ykaxxute NopT NOAKIMOYEHUS K MOYTOBOMY CEPBEPY.

B none OTnpaBnATb ¢ agpeca ykaxuTe afpec 3NeKTPOHHOMN MOYTbl, C KOTOPOro GyayT OTNpaBnsaTLCS
yBEeOMIEHMs.

Ecnu Bbl XOTUTE BKNIOYUTL NPOBEPKY NOANMHHOCTM Ha NOYTOBOM CepBepe, YyCTaHoBUTE (DNaok
Ucnonb3oBatb SMTP-npoBepKy NOANNMHHOCTU NoJly4aTesie COOOLLEeHUN.

B none Umsa nonb3oBaTens ykaxute UMs Nonb3oBaTens Ans ayTeHTUduKkauum Ha cepeepe ans
OTNpaBKW yYBEOOMIIEHUIA.

B none MNaponb ykaxxvute naponb Ans ayTeHTUdunKaLumMm Ha cepeepe Ans oTrnpasky/ yBeAOMINEHNUN.

Ecnu Bbl XoTHTE Mcnonb3oBaTh TLS-wmndpoBaHme Npu OTNpaBke yBeAOMIEHUIA, YCTaHOBUTE hnaxok
Ucnonb3oBaTb TLS-wucposaHue.

Ecnu Bbl XO0THTE NpoBepuThL cepTUdMKAT NOYTOBOro cepBepa, yctaHoBuTe dnaxok NoareepxaaTth
TLS-wmndpoBaHue.

B none OTneuyaTtok cepTudmkara oTo6pasnTcs otTrneyaTok ceptTudmkaTa NnoYTOBOro cepeepa.

Ecnn pnaxok NMogreepxkaatb TLS-wmndpoBaHue He ycTaHOBMEH, Nporpamma 6yaeT cumTaTb
nobon ceptTndumkat NOYTOBOrO cepBepa AOBEPEHHLIM.

Haxmute Ha KHorky NMpUMeHnTb.

MapameTpbl cepBepa Anst OTNPaBku yBeJOMIEHWI ByayT HAaCTPOEHbI.
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YBegomreHMs 0 MakCUMasribHOM AOMNYCTUMOM 3HaYeHUU
3arpy3kKu XXecTKoro AuUCKa, LeHTparibHOro npoueccopa u
onepatnBHou namaTn cepBepaCentral Node

Mpu BLICOKOW 3arpy3Ke XecTKOro Aucka, LeHTpanbHOro npoweccopa u onepatvMBHOM Nnamsitu cepepos Central
Node nporpamma Kaspersky Endpoint Detection and Response MOXeT oyHKLMOHUPOBaTb HEKOPPEKTHO.
Hanpumep, npu makcumanbHOM 3anofHeHMU MCKOBOro NpocTpaHcTBa cepepoB Kaspersky Endpoint Detection
and Response MOXeT nponyckaTb 06HapyXeHUs unm He oTobpaxaTb HOBble COBbITUS B Tabnuue cobbiTui, a
BbICOKasl 3arpyska npoLeccopa v onepaTtuBHON NamMsaTh cepBepa MOXET NPUBECTU K HepaboTocnocobHOCTH
KOMMNOHEHTOB NPOrpammei.

Bbl MOXeTe HacTpoWUTb MakCMMarsibHble 4ONYCTUMbIE 3HAYEHMWS 3arpy3ku XKeCTKOro Ancka, LeHTpanbHOro
npoleccopa u onepatusHon namatu cepeepoB Central Node n Sensor, npy NpeBbILLEHNN KOTOPbIX B BEPXHEN
YyacTu okHa pasgena MoHuTopuHr Beb-mHTepderica nporpammel AN Nonb3oBaTenen ¢ ponsto Ctapwunmn
COTPYAHUK cnyx0bl 6e3onacHocT, CoTpyaHUK crnyXO6bl 6e3onacHocTu, AaMmuHucTpaTop 1 JlokanbHbIN
agMuHUCTpaTop 0TOOpasMTCA paMKa XXenToro uBeTa C npeaynpexaeHvem (cM. pasgen "MoHUTOpWHT paboTbl
nporpaMmmbl” Ha cTp. 211). Takke Bbl MOXeTe HacTpOMTb OTMNpaBKy yBegomnexun (cm. pasgen "Otnpaska
yBegomrieHmn" Ha ctp. 515) Ha agpec nnv agpeca 3NeKTPOHHOW NoYThbl U coeanHeHue ¢ npotokonom SNMP (cm.
pasgen "Hactpowika coegnHeHus ¢ npotokoriom SNMP" Ha ¢cTp. 228) Ans oTnpaBku gaHHbIX 06 ypOBHE 3arpys3ku
XKeCTKOro gmcka, LieHTpanbHOro npoueccopa 1 onepaTmsHOW NamATy BO BHELUHWE CUCTEMbI, NOAAepXXMBatoLmne

9TOT NPOTOKOJ1.

Monb3oBaTtenu ¢ ponbto CTaplumni COTPYAHUK CNyXKObl 6e3onacHocT N COTPYAHUK CNYXObl
6e3onacHOCTU Takke MOryT co3gasarth npasuna (cM. pasgen "CosgaHune npasuna ans oTnpaBKy
yBeZJOMeHuin 0 paboTe KOMMOHEHTOB nporpamMmmbl” Ha CTp. 517) Ans oTnpaBku yBeaomrneHun. B aTom cnyvae
AN KOPPEKTHOM OTMNPaBKnN yBEAOMIIEHUI BaM TpebyeTcsa npeaBapuUTENbHO HACTPOUTL MakCMMarbHble
OOMyCTUMbIE 3HaYEHUsT 3arpy3Kn XeCTKOro AMcka, LeHTpanbHoro npowleccopa v onepaTuBHON NamsaTu
CepBepoB, a Takke NapaMeTpbl cepBepa Ans OTNpaBku yBeaoMmreHun (CM. pasgen "HacTtporika napameTpoB
COeAMHEHMS C NOYTOBLIM CeEpBEPOM"” Ha CTp. 226).

B cywecTtByoLWwmnx npaBmnax ans oTnpaBky yBeAOMIEHUA O paboTe KOMMNOHEHTOB NporpamMMbl OYHKLNUS
yBeJOMIEeHWs O 3arpy3Ke XXeCTKOro gucka, LeHTpanbHOro npoLeccopa v onepaTtmBHON NamAaTn CeEpPBEPOB
OyaeT BKNtoYEeHa aBTOMATUYECKN, eCnNK Npy co3daHum npasuna B 6roke napameTpoB KoMMnoHeHTbI 6bin
yCcTaHoBrieH donaxok Bee.

B aTom pasgene

HacTtpoiika MmakcrmarnbHOro 4onycTUMOro 3Ha4eHUs 3arpy3Kkun XKecTKoro Amcka, LeHTpanbHOoro npowueccopa
1 onepatmBHON NamaTn cepBepoB Central NOde N SENSOT........coiciiiiiiiiii e 227

HacTponka makcMmanbHOro 4ONyCTUMOro 3Ha4eHus 3arpys3Ku
)KeCTKOro AucKa, LeHTpanbHOro npoueccopa u onepaTtTMuBHOMN NaMsATH
cepBepoB Central Node u Sensor

» Umobbl Hacmpoums MakcumasibHoe AoryCmuUMoe 3Ha4eHUe 3a2py3KU KecmKoao OUCKa,
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ueHmparnbHO20 fpoueccopa u onepamusHou namsmu cepgepoes Central Node u Sensor:

1. B okHe Beb-uHTepdpelica nporpammbl BoibepuTe pasgen MapameTtpsbl, nogpasnen O6wme napameTpbl.
2. B 6noke napametpos MOHUTOPUHT BLINONHUTE cnegyloLlmne 0eNCTBUSA:

e B none YBegomneHue o 3anonHeHun 6onee ykaxmte MakcMMmarnbHoe JONYyCTUMMOE 3Ha4YeHne
3anoNIHEeHUs XXeCTKOro Aucka cepsepa.

3agaHHoe 3HaveHue aKTyalribHO A514 KaXgoro pasaernna gaucka.

Mo ymon4yaHuio MakcMmarnbHoe 4oMyCTMMOe 3Ha4YeHWe 3anosIHEHUSI XKeCTKOro Ancka cepeepa
cocTtaBnsieT 85%.

e B none YBegomneHue o 3arpy3ke L1 6onee 4yem Ha ykaxxute makcumarnbHOe AOMYyCTUMOE 3HaYeHne
3arpysku LLeHTparbHOro npoLeccopa v BpeMsi, B TeHEHNE KOTOPOro yka3aHHas 3arpyska cumTaeTcs
O0MyCTUMON.

Mo ymon4yaHuio MakcumMarnbHoe 4oMyCTMMOE 3HauYeHne 3arpy3ku LIeHTpanbHOro npoueccopa
coctaBnsieT 95% B TeyeHne 5 MUHYT.

e B none YBepomneHue o 3arpy3ske O3Y 6onee 4yem Ha ykaxvuTe MakcuManbHoe AonycTumoe
3HayeHune 3arpy3ku onepaTvBHON NaMSATU U BPEMS, B TEYEHME KOTOPOro yKkazaHHas 3arpyska
cunTaeTcs AONYCTUMOW.

Mo ymon4yaHuio makcMMarnbHoe JOMYCTUMOe 3Ha4YeHme 3arpy3ky onepaTMBHOM NamsT cocTaBnseT
95% B TeueHne 5 MUHYT.

3. Haxmute Ha kHOMKy COXpaHUTb.

MakcumanbHoe 3Ha4YeHue 3arpysku XeCcTKoro Amcka, LLeHTpanbHOro npoueccpa 1 onepaTtmBHOM namsaTm
cepBepoB OyaeT HacTpoeHo. [Npy NpeBbILLEHMM OOHOTO U3 3afaHHbLIX NokasaTtenen Ha cepepe Central Node
n/vnn Sensor, B BEpXHelN 4acTu okHa pasgena MoHuTopuHr Beb-nHTepderica nporpammsl Ans
nonb3oBaTtenen ¢ ponbio CTapwnin COTPYAHUK CnyKObl 6e3onacHocTu, COTpyAHUK CIYXKObI
6e3onacHocTn, AAMuHucTpaTop 1 JlokanbHbIM agMUHUCTPATOP 0TOBPa3nTCA pamka XenToro LseTa ¢
npegynpexageHuem (cMm. pasgen "MoHUTopuHr paboTbl nporpaMmel” Ha cTp. 211).

B pexume pacnpeneneHHoro peLleHusi Npu 3anofiHeHUN OQHOTO U3 XXECTKOro AUcka NOAYMHEHHOrO
cepBepa (Secondary Central Node, SCN) yBegomneHne otobpaxkaeTcsi B BEpXHEWN YacTu OKHa pasgena
MoHuTOpUHr BeG-UHTEPdENCca NporpamMmMbl Ha rnaBHOM cepBepe ynpaeneHus (Primary Central Node,
PCN).

HacTtpounka coeguHeHunsa c npotokosiom SNMP

Bbl MOXeTe OTNpaBnsiTb AaHHbIE O 3arpy3Ke >XeCTKOro Ancka, LeHTpanbHOro npoLeccopa u onepaTtMBHON NamsiTn
cepBepoB Central Node n Sensor Bo BHELLHME CUCTEMBI, NogaepxuBatoime npotokon SNMP. [Inga aTtoro Bam
TpebyeTcst HaCTPOUTbL NapamMeTpPbl COEAUHEHNST C MPOTOKOSIOM.

» 4Ymobkl Hacmpoume napamempel coeduHeHus ¢ npomokosiom SNMP Ha cepeepe Central Node:

1. B okHe Beb-mHTepdherica nporpammbl BoibepuTe pasgen MapameTtpsl, nogpasnen O6wme napameTpbl.
2. B 6noke napametpoB SNMP yctaHoBuTe donaxok Ucnonb3oBatb SNMP.

3. B none Bepcusi npoTokona BbiGepuTe BEpCUio NpoTokona: v2¢ unu va3.
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4. Ecnu Bbl Bbibpanu Bepcuto NnpoTokona v2c¢, B none CTpoka cooblecTBa yKaxuTe naposb, KOTOPbIN
OygeT ncnonb3oBaTtbesa Ans nogknoveHus k Kaspersky Anti Targeted Attack Platform.

Ecnu Bbl BbIGpanu v3, BbINONHUTE cneyoLine encTBus:

a.

B none MpoTokon ayTeHTU(MKaLMK BeiGeprTE OOMH 13 CreAyIoLLMX BAapMaHTOB NPOBEPKM
[IOCTOBEPHOCTU U LIeNOCTHOCTY AaHHBIX, NepefaHHbIX BO BHELLHIO CUCTEMY:

e MDS5.
e SHA256.
B none Ums nonb3oBaTensa ykaxute nms nonb3osaTerns.

B none MNaponb ykaxuTe naponb Ans ayTeHTUdnKkaumm.

Mmsa nonb3oBaTtensa u napornb, 3aaaHHble B nonax Ums nonb3oBartens v Maponb AOMKHbI
coBnagaTb C UMEHEM Mosb30BaTenNs U naporem, 3agaHHbIMU NP CO3AaHUM YYeTHON 3anncu Bo
BHeLUHeW cucteme. Ecnn faHHble He coBnagatoT, coeanHeHne He OyaeT yCTaHOBMNEHO.

B none MpoTokon wudpoBaHus Bbibepute OAUH 13 CReayLNX TUNOB WNEPOBaHNS:
e DES.
e AES.

B none Maponb ykaxuTe naponb Ans WngpoBaHnS.

I'Iaponb, 3afaHHbIA B 3TOM Morsie, AOMKEH coBnagaTh C naponewm, 3agaHHbIM BO BHELLHEN
cucrteme.

MapameTpbl coeamHeHus ¢ NpoTokoriom Ha cepBepe Central Node 6yayT HacTpoeHsbl. [pu ycnewHon
06paboTke 3anpoca Ha Nosy4YeHne AaHHbIX Ha CepBepe BHELLHEN CUCTeMbl 0TODOpasnTcsa nHgopmMaLms o
3arpyske XXeCTKOro gucka, LeHTpanbsHoro npowueccopa v onepatusHon namatn cepsepa Central Node.

Ymobbl Hacmpoums napamemps! coeduHeHus ¢ npomokosiom SNMP Ha cepsepe Sensor:

1.
2.

3.

Bongute B KOHCONb ynpasreHus cepeepa Sensor no npoTtokony SSH unu yepes TepmuHan.

B oTBeT Ha npurnalleHne cMcTeMbl BBEAUTE UMS YYETHON 3anvMcy agMUHUCTpaTopa U Naporib, 3aAaHHbI
npu ycTaHoBKe nporpamMmbl (cm. cTp. 104).

OTO6pa3MTCﬂ MEeHI0 agMNUHUCTPATOopa KOMIMOHEHTa nNporpamMmmeil.

BbinonHuTte warv 2 — 5 MHCTPYKUMK, NPUBEAEHHON BbiLLe.

MapameTpbl coeguHEHUsT C MPOTOKONOM Ha cepBepe Sensor 6yayT HacTpoeHsbl. [Npu ycnelwHon obpaboTke
3anpoca Ha cepBepe BHELLHEN cucTembl 0ToOpasnTcs MHpopmaLms 0 3arpyske >XecTKoro Ancka,
LeHTpanbHOro npoLeccopa 1 onepaTUBHON NamsTh cepBepa Sensor.

B pexume pacnpeneneHHoro pewleHns u multitenancy napameTpbl coeguHenust ¢ npotokonom SNMP ans
kaxxgoro cepeepa PCN, SCN n Sensor HacTpanBatoTcsi OTAENBHO.
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PaboTta ¢ nHpopmaumen o xocrtax ¢ Kaspersky Endpoint
Agent

Mporpamma Kaspersky Endpoint Agent yctaHaBnnBaeTcsi Ha OTAENbHbIE KOMMbLIOTEPLI (ganee Takke "XocTbl"),
Bxoaswme B IT-HppacTpykTypy opraHusauuu. lNporpamma ocyLLecTBNAET NOCTOSAHHOE HabnoaeHve 3a
npoweccamu, 3anyLeHHbIMU Ha 3TUX XOCTax, OTKPbITbIMU CETEBLIMU COEAUHEHUSAMU U U3MEHSIEMbIMU dhannamu.

Monb3oBaTtenu ¢ ponbto CTapimim COTPYAHUK cny6bl 6e3onacHocTu, COTpyAHUK cnyXbbl 6e3onacHoOCTH,
AyauTop, JlokanbHbIN agMUHUCTPATOP 1 AOMUHMUCTPATOP MOTYT OLEHUTb PErYNSIPHOCTb NOMYYEeHNUs OaHHbIX C
XOCTOB, Ha KOTOPbIX YCTaHoBMeHa nporpamma Kaspersky Endpoint Agent, Ha 3aknagke Endpoint Agents okHa
BeG-nHTepdenca nporpaMmMbl B pamMKax TeX opraHu3aLumi, K JaHHbIM KOTOPbIX Y HUX €CTb AOCTYn (CM. pa3gen
"MameHeHne npaB gocTyna y4eTHOW 3anvcum nornb3oBaTens Beb-nHTepderica nporpammel” Ha cTp. 180). Ecnin Bbl
ncrnonb3yeTe pexmnm pacnpeneneHHoro peleHns (cM. pasgen "PacnpegeneHHoe pelueHne u pexunm multitenancy”
Ha cTp. 81) n multitenancy, To B Be6-nHTepderice cepsepa PCN oTobpaxaeTcs CNncok XoCTOB C NporpamMmmon
Kaspersky Endpoint Agent gnss PCN n Bcex noagkntoyeHHbix SCN.

Monb3oBatenu ¢ porbto JlokanbHbIA aAMUHUCTPATOP 1 AGMUHUCTPATOP MOTYT HAaCTPOUTbL OTODpakeHne
perynsipHOCTM NOMy4YeHnst AaHHbIX C XOCTOB, Ha KOTOPLIX YCTaHoBneHa nporpamma Kaspersky Endpoint Agent, B
pamMKax Tex opraHusauui, K AaHHbIM KOTOPbIX ¥ HUX €CTb AOCTyN (CM. pa3aen "MameHeHne npaB 4ocTyna y4eTHON
3anucu nonb3oBartens Be6-nHTepdenca nporpammbl” Ha cTp. 180).

B cnyyae BO3HMKHOBEHUSA NOAO3PUTENBHOM CETEBOW aKTMBHOCTU NOMb30BaTeNb C poribio CTapLumMim COTPYAHUK
cnyx6bl 6e30MacHOCTU MOXET N30nMpoBaTh OT ceTu (cM. pa3gen "CeTteBas msonsumsa xocto Endpoint Agent”
Ha cTp. 398) nobon ns xoctos ¢ nporpammon Kaspersky Endpoint Agent B pamkax Tex opraHnsauui, kK JaHHbIM
KOTOpPbIX Y HEro ecTb AOCTyn (cM. pa3gen "MameHeHue npaB fOCTyna y4eTHOM 3anucu Nonb3oBaTens
BeO-nHTepdenca nporpammbl” Ha cTp. 180). [Npn aTOM coeguHeHne mexay cepsepom ¢ komnoHeHTom Central
Node 1 xoctom ¢ nporpammon Kaspersky Endpoint Agent He 6ygeT npepBaHo.

[ns okasaHws noggepxku npu Henonagkax B pabote nporpammbl Kaspersky Endpoint Agent cneumanucTbl
Cnyx6bl TEXHUYECKON NOAAEPKKA MOTYT NONPOCUTb Bac B OTNAA0UHbIX LieNsX BbINOHMTb creayolme AencTB1S
(B ToM uncrie B pexume Technical Support Mode (cMm. cTp. 170)):

e AKTMBMpPOBaATb (PYHKLNOHASNBHOCTb NONYYEHUSA pacLUMPEHHON AUarHoCTUYEeCKon nHpopmaumn.
e VIaMeHUTb NapameTpbl OTAENbHbLIX KOMMNOHEHTOB NPOrpamMMel.

e 3mMeHUTb NapaMeTpbl XpaHEHMS 1 OTNPaBKK Nory4yaemMon AMarHoCTUYecKon nHdopmMaLmn.

e HacTpouTb nepexsaT u coxpaHeHue B dhann ceTeBoro Tpaduka.

Cneumnanuctbl Cnyx0bbl TeXHNYECKOW NoAAEPKKN coobLaTt BaM He0OX0AMMYHO ANSA BbINOSHEHWS NEPEYNCIIEHHbIX
AencTBuUi MHpopmauuto (onMcaHue nocnegoBaTeNbHOCTY LWWAroB, U3MEHsEMble NapameTpbl, KOHPUINYPaLMOHHbIE
hannbl, CKpUMTLI, JONOMHUTENbHBbIE BO3MOXHOCTU KOMaHAHOW CTPOKKW, OTNagovHble MOAynu,
cneumanu3npoBaHHbIe YTURUTLI U Tak Janee), a Takke CocTaB NoslydyaeMbiX B OTNAA0YHbIX LienaX AaHHbIX.
lMony4eHHas paclwmpeHHasa gnarHoctTuyeckas MHopmMaLmsa CoXpaHaeTCs Ha KOMNbIoTEPEe Nnonb3osBaTens.
ABTOMaTM4eckas nepecobinika NonyyYeHHbIX AaHHbIX B "JlabopaToputo Kacnepckoro” He BbIMOMHAETCS.
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lMepeyncneHHble Bbille ENCTBUSA OOMKHbI BbIMOMHATBLCS TONBKO Mo PYKOBOACTBOM cneumannctoB Cnyxbbl
TEXHUYECKOW NOAAEPXKKMN MO MOMYYEHHbIM OT HUX UHCTPYKUUAM. CamoCTosTENbHOE M3MEHEHME NapameTpoB
paboTbl NporpamMMbl crnocobamu, He ONMCaHHbIMW B HACTOSILLIEM PYKOBOACTBE, MOXET NPUBECTU K
3amensnieHnto n cbosim B paboTe onepauyoHHON CUCTEMbI, CHUXKEHWIO YPOBHS 3aLLUMTLI KOMMNbIOTEPA, a TakkKe K
HapyLLEHWIO OCTYNHOCTM U LIeNOCTHOCTM obpabaTbiBaemoi nHgopmauuu.
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Bbi6op opraHnsauuu ansa pabortbl B pasgene Endpoint Agents

Ecnu Bbl ncnonb3yete pexum multitenancy, nepea Havanom paboTsl B pasgene Endpoint Agents Bam HyXHO
BblOpaTb OpraHu3aumio, AaHHbIE MO KOTOPOW Bac MHTEPECYIOT.

» 4Ymobki ebibpamb opaaHu3auuro 05s pabomei 8 pa3desie Endpoint Agents:
1. B BepxHel 4acTn MeHo Beb-MHTepderica nporpammMbl HAXXMUTE Ha CTPESKY PsSiAOM C Ha3BaHMEM
opraHusauun.

2. B packpbiBliemMcs cnucke Bbibepute opraHnsaumio.

OTo6pasaATcsa AaHHble No BbiGpaHHOM BaMu opraHu3aunn. Ecnm Bel XoTUTe M3MEHUTb OpraHu3auuto, Bam
HY>XHO NMOBTOPUTbL AEWCTBUSI MO BbIGOPY OpraHun3aLuu.

NMpocmoTp Tabnuubl xoctoB ¢ Kaspersky Endpoint Agent Ha
otaenbHoM cepBepe Central Node

Tabnuua xoctoB ¢ nporpammoin Kaspersky Endpoint Agent HaxoguTca B pasgene Endpoint Agents okHa
BeG-nHTepdenca nporpaMmbl.

Ecnu Bbl ncnonesyete otaensHbii cepep Central Node, He ncnonb3yeTe pexnm pacnpegeneHHoro pewweHms (Cm.
pasgen «PacnpegeneHHoe pewenue n pexum multitenancy» Ha cTp. 81) u multitenancy, B Tabnuue xoctos ¢
nporpammon Kaspersky Endpoint Agent moryT oTobpaaTbcsi cneyroLwmne gaHHble:

e KonmyecTBO XOCTOB M NokasaTernu akTuBHoCTU nporpaMmmbl Kaspersky Endpoint Agent (cMm. pasgen
"Hactpowka nokasaTtenen aktusHoctn Kaspersky Endpoint Agent" Ha cTp. 394):

(] KpVITVI‘-IeCKoe 6e3gencTBMe — KONIMYECTBO XOCTOB, OT KOTOpPbIX nocneaHne gaHHble Obinn noJty4YeHbl
O4eHb OaBHO.

(] I'Ipe,qynpe)K,quMe — KOJTIn4eCTBO XOCTOB, OT KOTOPbLIX nocrneaHne gaHHble Oblnn norny4eHbl 4aBHO.

. Hopmaanaﬂ AdKTUBHOCTb — KOJTM4ECTBO XOCTOB, OT KOTOPbIX NnocnegHne gaHHble Oblnn nony4yeHbl
HedaBHO.

e XocT — nmg xocTa ¢ nporpammoi Kaspersky Endpoint Agent.
e |P - IP-agpec komnbloTepa, Ha KOTOPbIM ycTaHoBreHa nporpammMa Kaspersky Endpoint Agent.

e OC - Bepcusa onepaLnoOHHON CUCTEMBI, YCTAHOBIIEHHOW Ha KOMMNbIOTEPE C NporpammMon Kaspersky
Endpoint Agent.

e Bepcusa — Bepcus yctaHoBneHHon nporpammbl Kaspersky Endpoint Agent.

e AKTMBHOCTb — MOKa3aTteslb akTUBHOCTMK nporpammbl Kaspersky Endpoint Agent (cm. pasgen "Hacrtporika
nokasatenewn aktnBHoctu Kaspersky Endpoint Agent" Ha cTp. 394). MoxeT npMHumaTh criegyrowme
3HaYyeHus:

e HopmanbHasi akTMUBHOCTb — XOCTbI, OT KOTOPbIX NOCMeAHNE A