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OO0 3TOM QOKYMEHTe

HacTosimin [oKyMeHT npefcTaBnsieT cobor NoaroToBUTENbHbIE NPOLIEAYPbI M PYKOBOACTBO MO 3KCMyaTauum
nporpammHoro obecneyerus "Kaspersky Endpoint Security anst Windows" (ganee Takke "Kaspersky Endpoint

Security", "nporpamma”).

MoaroToBuTEnbHbIE NpoLieaypbl N3MNoXeHbl B pasaenax "lMoarotoBka K ycTaHOBKE nporpaMmmbl”, "YcTaHoBKa
nporpammbl”, "MNogrotoBka nporpaMmmbl k pabote" n "lMpouenypa npuemkn” 1 cogepxar npoueaypbl 6e3onacHom
YCTaHOBKW 1 NepBOHAYanbHON HAaCTPOWKN MporpaMmbl, KOTOpble HEOOXOAMMbI A NonyveHus 6esonacHon
(cepTucpmumpoBaHHon) KoHdurypaumn. B pasgene "TpeboBaHus" npneBegeHbl MUHUMAarbHO HeobXxoanMble
cucTeMHble TpeboBaHus ans 6e3onacHoOn yCTaHOBKM NporpaMmbi.

OcTanbHble pasaensl 3TOro JOKYMeHTa npeacTaBnstoT cobor pykoBoACTBO MO akcnnyatauun. PykoBoacTtso no
3KCMNyaTauum CoaePXUT CBEAEHMS O TOM, Kak OCYLLECTBMNSATb 6e3onacHoe aaMUHUCTPUPOBaHME NporpaMmel, a
TaKKe MHCTPYKLMM U yKka3zaHus no 6e30nacHOMyY UCNONb30BaHWIO NPOrpamMmb.

B nokymeHTe Takke cogepatcsa pasgenbl C AOMOMHUTENBbHOM MHGOpMaLMen o nporpamMmme.

,U,OKyMeHT aapecoBaH TexHn4eCcknm cneymnanncrtam, B obsa3aHHOCTU KOTOpPbIX BXOOAUT YCTAHOBKA, aKCnnyaTtauna u
agMuHncTpupoBaHne Kaspersky Endpoint Security, a Takke nogaepxka opraHnsaumi, ncnonbeayrowmx Kaspersky
Endpoint Security.

06 smom dokymeHme
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UCcTOYHUKKN nHbopmauum o
nporpamme

YkasaHHble UCTOYHUKN MHOpMaLMm O nporpaMmme (B YaCTHOCTU, 3NIEKTPOHHAsA crpaBka) co3aaHbl Ans
yaobcTBa nonb3oBaTerns U He SABMSOTCSA NOSHOLEHHLIM SKBMBarIEHTOM 3TOrO AOKYMEHTA.

Bbl MOXeTe Mcnonb3oBaTh CrneayoLmne UCTOYHUKL Arsi CAMOCTOSITENBbHOro noncka nHpopmauum o Kaspersky
Endpoint Security:

e cTpaHuua Kaspersky Endpoint Security Ha Be6-cawTe "[labopaTopumn Kacnepckoro";
e cTpaHuua Kaspersky Endpoint Security B base 3HaHuR;

e JJIEKTPOHHagda cnpaska.

CtpaHuua Kaspersky Endpoint Security Ha Be6-cante "Ilabopatopumu Kacnepckoro"

Ha ctpanuue Kaspersky Endpoint Security (http://www.kaspersky.ru/business-security/endpoint-windows) Bbl
MOXeTe NoNyyYnTb 00LLYH0 MHpopMaLMIO O MporpammMe, ee BO3MOXHOCTAX U OCOBEHHOCTSAX paboThbl.

CrpaHuua Kaspersky Endpoint Security B Base 3HaHum
baza 3HaHul — 370 pa3snen Beb-canta CnyxoObl TEXHNYECKON MOALEPKKN.
Ha ctpanuue Kaspersky Endpoint Security B base 3HaHun (https://support.kaspersky.ru/kes1l) Bbl HangeTe

cTaTbW, KOTOpblE coaepXKaT MNOMe3Hy MHPOPMaLMIO, PEKOMEHAALMN U OTBETbI Ha YacTo 3agaBaeMble BOMNpock! O
npuoGpeTeHnn, yCTaHOBKE M UCMONb30BaHUM NMPOrpaMMbl.

CtaTtbu baabl 3HaHUI MOryT oTBEYaTb Ha BOMPOCHI, KOTOPblE OTHOCATCA He Tonbko k Kaspersky Endpoint Security,
HO M K apyrum nporpammam "Jlabopatopumn Kacnepckoro". Ctatbn basbl 3HaHUI Takke MOryT cogepXatb HOBOCTU
Cnyx6bl TEXHNYECKOW MOLAEPXKKN.

OneKkTpoHHaA cripaBKa

OneKkTpoHHas crnpaBka BXOAMWT B cocTaB nporpammbl Kaspersky Endpoint Security. Bl MoxxeTe OTKpbITb CipaBky

Nno KHOMKe @ unu no knasuwe F1. B anekTpoHHOW cripaBke Bbl MOXeTe HaluTu onnucaHne napameTpoB Kaspersky
Endpoint Security.

McmoYHuUKU UHghopMayuu o npozpamme
11
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O nporpamme

MporpammHoe nsgenue "Kaspersky Endpoint Security ans Windows" npeactaensiet co6on CAB3 tunos "b", "B",
"I BTOpOro knacca 3awuTbl, C PYHKLMAMN ayTeHTUdUKALUN agMUHUCTpaTopa 6e30nacHOCTU N OrpaHUYeHnst
nporpaMMHoOn cpeapl.

O6beKT oLeHkM NpeacTaBnsieT cobow NporpaMmMHOE CPEACTBO, peanusytoLiee MyHKLUKM 0BHapyXeHUs
KOMMbHOTEPHBIX MPOrpaMmm nMbo MHOW KOMMNbIOTEPHON MHpOpMaLIMK, NpegHasHayYeHHbIX Ans
HECaHKLMOHNPOBAHHOMO YHUUTOXEHMWS, OMOKMPOBaHUsi, MoaUMUKALIMWN, KOMMPOBAaHUS KOMMNbIOTEPHOWN MHbopMaLum
Unn HeWTpanu3auum cpeacTs 3alUnTbl MHOPMaLWKY, a Takke pearmpoBaHnsi Ha ObHapyXeHne aTUX Nporpamm u
nHdopmMaumm, npeagHasHavyeHHoe AN NpUMeHeHust Ha cepaepax unu APM MHGOPMaLMOHHBIX CUCTEM, @ TakkKe Ha
aBTOHOMHbIX APM.

OCHOBHbIMK yrpo3amu, AN NPoTUBOCTOSIHNS KOTOPbIM ucnonb3yeTtca Kaspersky Endpoint Security, asnstoTcs:

e  yrpo3bl, CBA3aHHbIE C BHEAPEHNEM B MHCOPMALIMOHHBIE CUCTEMbI 13
NHOPMALIMOHHO-TENEKOMMYHMKALMOHHBIX CETEN, B TOM YUCIE CETEN MEXOYHAPOLHOro
NHGOPMaLMOHHOro obmeHa (ceTen cBA3M obLLEro NoNb30BaHUSA) U / UMM CbEMHbIX MaLLWMHHBIX HOCUTenemn
NHGOpMaLMK, BPELOHOCHbBIX KOMMbIOTEPHbIX Nporpamm (Bupycos) (KB);

e  Yrpos3bl, CBA3aHHbIE C YCTAHOBKOW Ha Y3Ibl MHPOPMALMOHHON CUCTEMbI BHYTPEHHUMM U BHELLHUMMU
HapyLUUTENSIMU HE3aPErMCTPUPOBAHHOMO (HEYYTEHHOMO) NOTEeHLManbHO BPEAOHOCHOro NpOorpaMmHoro
obecnevyeHus.

B nporpamme peanusoBaHbl cnegytowme yHkuumn 6e3onacHocTu:
e pasrpaHuyeHne goctyna k ynpasneHuio OO;
e ynpaeneHue paboton OO;
e ynpaeneHue napametpamun OO;
e ynpaBrieHne yctaHoBkon ob6HoBneHun (aktyanusaumm) b NKB OO;
e ayauTt 6e3onacHocTtn OO;
e  BbIMNOJSIHEHME NPOBEPOK OO BEKTOB BO3AENCTBUS;
e 00OpaboTka 0OBLEKTOB BO3AENCTBMS,
e curHanusaumsa OO;
e yaeHTUMKauus 1 ayTeHTUdMKauns agMmHucTpaTopa 6e3onacHocTy;

e  OrpaHuyeHve NporpammHoOM cpebl (ynpaBrneHue 3anyckoMm KOMNoHeHToB MO, KOHTporb AocTyna K
Beb-pecypcam).

O npoepamme
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TpeboBaHusA

JTOT pasaen CoaepKuUT annapaTtHble U NporpaMmHble TpeGoBaHUsS ANst YCTaHOBKM U paboThbl NporpaMmbl, a Takke
yKasaHus Mo akcnnyaTauum n TpeboBaHus K cpeae.

B aTtom pasgene
AnnapaTHbIE N MPOTPAMMHBIE TPEOOBAHUS .......ceevviiiiieieeeiieiiiiieeeeeeeeeaat s e e eeeeeeassa e e eeeseeasnnnaaeeeeeesnnnnnn 13

YKa3aHusi N0 3KCMNyaTaUUm Y TPEOOBAHUSA K CPEOE .cceeeeieeeieeeieeeeeee et a e 14

AnnapaTHble U NporpaMmmMHbie TpedboBaHuNA
Onsa dyHkumoHnpoBaHus Kaspersky Endpoint Security komnbloTep 4OMKeEH yO0OBNETBOPATL CrieayroLwmm
TpeboBaHusM.

MwuHMManbHble 06LLNeE TpeboBaHUS:

e 2 T'Bb cBobogHOro Mecra Ha XeCTKOM JUCKE;
e rpoueccop:
e paboyas ctaHumsa — 1 Tu;
e cepeep—14T1Tuy;
e oaaepxka MHCTpykumn SSE2.
e onepaTuBHasi NaMsiTb:
e paboyas ctaHuus (x86) — 1 I'b;
e paboyas ctaHuus (x64) — 2 I'b;
e cepBep-—2Thb.
MoppepxmBaemble onepaunoHHbIe CUCTEMBI ANA pabounx CTaHumn:
e Windows 7 Home / Professional / Ultimate / Enterprise Service Pack 1 v BblLe;
e Windows 8 Professional / Enterprise;
e Windows 8.1 Professional / Enterprise;
e Windows 10 Home / Pro / Pro gnsa paboymx ctaHumi / Education / Enterprise;

e Windows 11.

Anroputm nognucu mogynen SHA-1 6onblie He nogaepxunsaetcs Microsoft. [Ins ycnewHown ycTaHoBKU
Kaspersky Endpoint Security Ha komnbtoTep nog ynpasneHnem onepaunoHHon cuctemsl Microsoft Windows 7
HeobX0AMMO YCTaHOBUTbL Ha KOMMNbOTEP 06HoBNeHne KB4474419. MoapobHee 06 3TOM 0O6HOBIEHUU CM. Ha
cante Cnyx0bl TexHM4eckon nogaepxkn Microsoft
https://support.microsoft.com/ru-ru/help/4474419/sha-2-code-signing-support-update.

OcobeHHOCTU Nnoaaepkku onepaunoHHon cuctembl Microsoft Windows 10 Bbl MOXeTe y3HaTb B 6a3e 3HaHUN
Cnyx6bl TexHMYeckorn nogaepxku https://support.kaspersky.ru/kes11/13036.

OcobeHHOCTU nogaepxkm onepaunoHHon cuctemol Microsoft Windows 11 Bbl MoxeTe y3HaTb B 6ase 3HaHun
Cnyx6bl TexHn4eckomn nogaepxku https://support.kaspersky.ru/15778

TpebosaHusi
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MoppepxmBaemble onepaunoHHbIe CUCTEMBI AN CEPBEPOB:

Windows Small Business Server 2011 Essentials / Standard (64-pa3psagHas);

Microsoft Small Business Server 2011 Standard (64-pa3psiaHast) nogaepKmBaeTcsi TONbKO C
ycTaHoBneHHbIM Service Pack 1 ans Microsoft Windows Server 2008 R2.

Windows MultiPoint Server 2011 (64-paspsigHas);

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter Service Pack 1 n Bblwwe;
Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

Windows Server 2016 Essentials / Standard / Datacenter;

Windows Server 2019 Essentials / Standard / Datacenter;

Windows Server 2022.

Anroputm nognucu mogynen SHA-1 6onblue He noaaepxmnsaetca Microsoft. [Ins ycnewHon yctaHoBKM
Kaspersky Endpoint Security Ha komnbtoTep nog ynpasneHunem onepaunoHHon cuctemsl Microsoft Windows
Server 2008 R2 HeobxoaMMO yCTaHOBUTb Ha KomnbtoTep obHoBneHne KB4474419. MNMogpobHee 06 aToM
oBHOBrEeHNM cM. Ha cante Cnyxbbl TexHn4eckor nogaepxku Microsoft
https://support.microsoft.com/ru-ru/help/4474419/sha-2-code-signing-support-update.

OcobeHHocTn nogaepkn onepaumoHHon cuctembl Microsoft Windows Server 2016 1 Microsoft Windows
Server 2019 Bbl MoXeTe y3HaTb B 6a3e 3HaHu CryXObl TEXHUYECKON NOAAEPKKM
https://support.kaspersky.ru/kes11/13036.

OcobeHHOCTU nogaepxkm onepaumoHHon cuctembl Microsoft Windows Server 2022 Bbl MmoxeTe y3HaTh B
Base 3HaHu Crnyxbbl TEXHUYECKon NnoaaepXkkm https://support.kaspersky.ru/15778.

MoopepxmBaemble BUpPTyarbHble NNaTopMbl:

VMware Workstation 16.1.2;

VMware ESXi 7.0 Update 3;

Microsoft Hyper-V Server 2019;

Citrix Virtual Apps and Desktops 7 2106;
Citrix Provisioning 2109;

Citrix Hypervisor 8.2 (Hotfix XS82E033).

Kaspersky Endpoint Security nogaepxvBaet paboTty co crnegyowmmmn sepcuamm Kaspersky Security Center:

Kaspersky Security Center 11;
Kaspersky Security Center 12;
Kaspersky Security Center 12 Patch A;
Kaspersky Security Center 12 Patch B;
Kaspersky Security Center 13;
Kaspersky Security Center 13.1;
Kaspersky Security Center 13.2;
Kaspersky Security Center 13.2.2.

TpebosaHus
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YKa3aHusa no akcnnyatauum n TpedboBaHus K cpeae

1. YcraHoBKa, KOHOUIypPUPOBaHUE U YNpaBrieHNEe NPOrpaMMON SOIMKHbI OCYLLECTBNATLCA B COOTBETCTBUN C
3KCMyaTaunoHHOM AOKYMEHTaUMeN.

2. [porpamma gormkHa aKCrnyaTMpoBaTbCsl Ha KOMMbloTEpax, OTBEYAOLMX MUHUMaIbHLIM TpeboBaHUSM,
npuBedeHHbIM B pasaene "AnnapaTHble U NporpaMMHble TpeboBaHus".

3. [epepn ycTtaHOBKOW U Hayarom aKcnnyaTaummM nporpammbl HE06X04MMO YCTaHOBUTL BCE OOCTYMHbIE
06HOBREHUs Ans ucnonb3dyemblx Bepcuit MO cpenbl yHKLMOHMPOBAHUS.

4. [omxeH BbiTb 06ecneyeH JOCTYN NporpaMmmbl KO BceM 06bekTam MHDOPMaLMOHHOM CUCTEMbI, KOTOpble
HeoOX0o4MMbI MporpaMmme Ans peanusauum CBoux yHKLUNOHAINbHbLIX BO3MOXHOCTEN (K KOHTPONMPYEMbIM
obbekTam MHPOPMAaLIMOHHON CUCTEMBI).

5. [ormxHa 6bITb 06ecneveHa COBMECTUMOCTb NPOrpaMmMbl C KOHTPONMMPYEMbIMU pecypcamu
NHEOPMALIMOHHOW CUCTEMBI.

6. [HomkHa 6biTb 0becneyeHa BO3MOXKXHOCTb KOPPEKTHON COBMECTHOW paboThbl NporpaMmmbl CO cpeacTBammu
aHTMBUPYCHOW 3aLMTbl APYrMX NPOU3BOAUTENEN B Crlydae MX COBMECTHOIO MCMNOMb30BaHUs B
NMHGOPMALIMOHHONW cucTeMe.

7. [omxHa 6bITb 06ecneveHa pusmyeckas 3awmra arieMeHToB MHGPOPMAaLIMOHHON CUCTEMbI, HA KOTOPbIX
yCTaHOBMeHa nporpaMma.

8. [omkHa BbiTb 0becneyeHa CMHXPOHM3AaLUMS N0 BPEMEHU MeXAY KOMMOHEHTaMU NPOrpaMmebl, a Takke
MeXxay nporpammon 1 cpegon ee yHKUMOHNPOBAHUS.

9. T[lepcoHan, OTBETCTBEHHbIV 3@ PYHKLMOHMPOBAHME NporpamMmMbl, LOMMKEH obecneynBaTtb Hagnexatlee
PYHKUMOHNPOBaHUE NporpamMMbl, PyKOBOACTBYSCb 9KCMyaTaunoHHOW AOKYMEHTaUMen.

10. JomxkHa 6biTb 06ecneyeHa AoOBEPEHHAA CBS3b MEXOY NPOrpaMMOon U YNosTHOMOYEHHbIMY CyObeKTaMm
WMHOPMAaLIMOHHOM CUCTEMBI (aaMUHMCTPaTOopamMmn 6e30nacHOCTH).

11. ®yHKUMOHMPOBaHWE NPOorpamMmMbl JOIMKHO OCYLLECTBAATLCS B cpeae PyHKLMOHMPOBaHMS,
NpeaocTaBnsaloLWen MexaHn3mMbl ayTeHTUMKkauumn n naeHTMdrkaumm agMmMHNCTpaTopoB 6e3onacHoCcTH
nporpaMmmei.

12. JomnxeH 6bITb 06ecneyvyeH JOBEPEHHbIV KaHan nonyveHns obHosnennn b, MNMKB.

13. JomxHa 6bITb 0becneveHa 3awmeHHas obnactb Ans BbINONHEHUA YHKLMIA 6e30MacHOCTH NporpamMmbl.

14. YnpaBneHue atpnbytamm 6€30nacHoOCTH, CBA3aHHBbIMU C 4OCTYNOM K (DYHKUMAM U AaHHBIM MPOrpamMMbl,
OOIMKHO NPEeAOCTaBNsATLCH TONbKO YNOMHOMOYEHHBIM POfsaM (agMUHMUCTpaTopam NporpaMmbl 1
NMHEOPMALMOHHOW CUCTEMBI).

15. AOMUHMCTPaTOpP AOIMKEH YCTaHOBUTL B cpede VT MakcmanbHOe YMCIO MOMbITOK HEYCNELLHbIX MOMbITOK
ayTeHTUUKaLMm ¢ MOMeHTa nocnegHen ycnewHom nomnbITKA ayTeHTUdUKaLmMm nonb3oBaTens ¢
nocneaywoLLen 6GrIOKMPOBKOIM NOMbITOK ayTEHTUMKALIMN NPU NPEBLILUEHUN YCTAHOBIEHHOIO 3HAYEHWS.

16. AOMUHMCTPATOpP AOIMKEH 3a4aTh METPUKY KayecTBa Napornew, BKIYarLwyo TpeboBaHus K ANIMHe
naponen, TpeboBaHNsi NO 3aNpPELLEHMIO UCTONb30BaHKS onpeaeneHHbIX KOMOMHALMIA CUMBOSIOB, a Takke
TpeboBaHMs K KaTEropmMm UCNONb3yEMbIX CUMBOJSIOB.

TpebosaHusi
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YcTaHOBKa nporpaMmmbl C MOMOLLbIO
MacTepa

MHTep(*)eVIC MacTepa yCTaHOBKU NporpamMmmbl COCTOUT U3 nocrnenoBaTesyibHOCTU OKOH, COOTBETCTBYHOLLUX Llaram
YCTaHOBKM NnporpaMmmbil.

» Umobsi ycmaHosume ripogpammy uniu 06Ho8UMb ripedbiOyuLy0 8epPCUr0 rpogpamMmbl ¢ MOMOWbH
macmepa ycmaHo8KU rpo2pamMmbl,

CKOI'IMpyVITG (baﬁn setup_kes.exe, BXOAOSLLMIA B KOMMIEKT NOCTaBKMX, Ha KOMMNbKOTEP NMoJSib3oBaTesa U 3anyctute

ero.

3anycTutcs MacTep YCTaHOBKM Nporpammbl.

MoproToBKa K ycTaHOBKe

Mepen yctaHoBkon Kaspersky Endpoint Security Ha komnbtoTep nnn obHOBNEHNEM NpeabiayLLen BEpCUmn
nporpaMmbl NPOBEPSOTCS CriefytoLLme YCroBus:

e  HanMyne HECOBMECTUMOrO NporpaMmMHoro obecnedeHus (cnncok Hecosmectumoro MO npueeaeH B dhanne
incompatible.txt B komnnekTe noctaekm);

e  BbIMOJSIHEHME annapaTHbIX 1 NPOrPaMMHbIX TPEGOBaHUI;
e  Hamuuue npae Ha yCTAHOBKY NMporpaMMHoro obecrneveHus.

Ecnu kakoe-nn6o n3 nepeyvyncrieHHbIX yCJ'IOBVIVI He BbINOJIHEHO, HA 3KpaH BbIBOOUTCA COOTBETCTBYIOLLIEE
yBegomMmIieHune.

Ecnu komnbloTep COOTBETCTBYET NpeabsBnsaeMbiM TpeboBaHUsIM, MacTep YyCTaHOBKM NPOrpamMmmbl BbINOMHAET
nouck nporpamm "lNabopaTtopum Kacnepckoro", ogHoBpeMeHHas paboTa KOTOpPbIX MOXET NPUBECTU K
BO3HMKHOBEHMIO KOH(NUKTOB. ECnn Takne nporpammbl HaMgeHbI, BaM Npeanaraetcst yaanuTb UX BPYYHYH.

Ecnu B uncrne obHapyxeHHbIX nporpamMm ecTb npegbiaywine sepcum Kaspersky Endpoint Security, To Bce gaHHble,
KOTOpble MOTyT GbITb MUTPMPOBaHLI (HanpumMep, MHdopmauunsa o6 akTueaumm, NnapaMmeTpbl NporpamMmeil),
COXPaHSATCA U NCNONb3yTca Npu ycTaHoBke Kaspersky Endpoint Security 11.8.0 ans Windows, a npegbigywias
BEpPCUSA NporpamMmmbl aBTOMaTUYECKM yaansieTcs. ATO OTHOCUTCS K CNeAYOLMM BEPCUSIM NPOrpamMmbl:

e Kaspersky Endpoint Security 10 Service Pack 2 Maintenance Release 3 gns Windows (cbopka
10.3.3.275).

o Kaspersky Endpoint Security 10 Service Pack 2 Maintenance Release 4 gna Windows (cbopka
10.3.3.304).

o Kaspersky Endpoint Security gna Windows 11.0.0 (c6opka 11.0.0.6499).

e Kaspersky Endpoint Security gna Windows 11.0.1 (c6opka 11.0.1.90).

e Kaspersky Endpoint Security gna Windows 11.0.1 SF1 (c6opka 11.0.1.90).

e Kaspersky Endpoint Security gna Windows 11.1.0 (c6opka 11.1.0.15919).

o Kaspersky Endpoint Security gna Windows 11.1.1 (c6opka 11.1.1.126).

o Kaspersky Endpoint Security gna Windows 11.2.0 (cbopka 11.2.0.2254).

o Kaspersky Endpoint Security gna Windows 11.2.0 CF1 (c6opka 11.2.0.2254).

YcmaHoeka rnpogpaMMbl ¢ MOMOW,bI0 Macmepa
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o Kaspersky Endpoint Security gns Windows 11.3.0 (cbopka 11.3.0.773).
e Kaspersky Endpoint Security ans Windows 11.4.0 (c6opka 11.4.0.233).
e Kaspersky Endpoint Security gns Windows 11.5.0 (c6opka 11.5.0.590).
o Kaspersky Endpoint Security gns Windows 11.6.0 (cbopka 11.6.0.394).
e Kaspersky Endpoint Security ans Windows 11.7.0 (c6opka 11.7.0.669).

KomnoHeHTbl Kaspersky Endpoint Security

B npouecce ycTtaHOBKM Bbl MOXeTe BblOpaTb kKoMnoHeHTbl Kaspersky Endpoint Security, koTopble Bbl XOoTUTE
YCTaHOBUTb.

[nsa yctaHoBKM cepTuduLmMpoBaHHOM KOHdUrypauumn nporpammbl Kaspersky Endpoint Security Heobxognmo
NCKMIOYNTb YCTAHOBKY KOMMNOHEHTOB CeTeBon aKpaH 1 KOHTPOrb YCTPOWCTB (CM. pUC. HUXeE).

Bbibepute cneaytoLme KOMNOHEHTbI 45151 YCTaHOBKM:

e 5apo nporpammbl, BKMOYas 3agadqn NpoBEpKY;
e [lpogBuHyTas 3awuTa:
e AHanus nosegeHus:;
e 3allyunTa OT SKCMNIONTOB;
e OTKa3 Bpe4OHOCHbIX AENCTBIN;
e [lpenoTBpalleHne BTOpXXEHUI (TONbKO AN paboden ctaHumm).
e BbasoBa#s 3awuTa:
e 3awmTa oT hannoBbIX yrpos;
e 3awmra oT NOYTOBLIX YrpoO3;
e 3awwmra oT BED-yrpos;
e 3awmTa OT CeTEBLIX YIpo3s;
e 3awuta oT atak BadUSB;
e AMSI-3awura.
e KoHTponb 6e3onacHocTu:
e Beb-KoHTpons;
o  KoHTpoOsnb nporpamm;
e  AOanTMBHLIV KOHTPOMb aHOManui (TorbKo ANis paboven ctaHumu).

o KoOHHeKTOp K AreHTy agMUHUCTPUPOBaHMS.

YcmaHoeka rnpozgpamMmMbl ¢ MOMOW,bi0 Macmepa
17



kaspersky

Bbl MOXeTe M3MEHUTb COCTaB KOMMOHEHTOB Nocne YCTaHOBKU NporpamMmmebil. [ns atoro Bam HY>XHO 3anyCTunTb
MacTep yCTaHOBKU NOBTOPHO U Bbl6paTb onepauunto naMeHeHunA coctaBa KOMIMOHEHTOB.

*

BuibopouHan yCcTaHOBKa

BiIGEpMTE KOMNOHEHTEI MPOrPaMMil, KOTOPLIE Bbl XOTHTE YCTaHOBMTE,

Kaspersky Endpeint Security ana Windows ~
(=1~ | Anpo NporpaMMel, BKIKOYEA 38AE4M MPOBEPKM
(=0 ~ | MpoaBUHYTEA 3aWKTa

AHanus noseneHnA

SalMTE 0T KCNoHToE

OTKAT BPEAOHOCHEIX AERCTEHA
MpenoTBPALLEHME BTOMKEHIIA

2 3AlKTE

3aWKTa oT GEinoBkEIX yrpos

SalMTE OT NOYTOBLIX YTPos

SawwTa oT sef-yrpos

SalMTE 0T CETEBLIX YTpo3

CETEBOI 3KpaH

3awwTa oT aTar BadUSE

=) v | AMSI-zaWmMTa

KoHTpons besonacHocTh

Beb-KoHTpons

KoHTponb NporpaMm

KoHTpone yCTpoicTe

- =3 ~ | ARANTMBHBI KOHTPOME SHOMANMIA
¥ - | Wndpposanue aaHHEIX

H--- ¥ = | Detection and Response

--------- (=l » | KoHHeKTop K AreHTY aEMMHMCTPUMPOBEHWS

38lMTa OT NOYTOBSIX YTPO3 SAWMILAET BX0AALME W MCXOAAWME COoBLLEHS
3NEKTPOHHON NOYTEI 0T BMPYCOS W APYTHMX MPOTPaMM, NPeACTABNAOWMK YrPasy.

[NA YCTEHOBKM KOMMoHEHTS TpebyeTca 0 KB Ha MEeCTKOM AMcKe,
filtlay

© 2021 AO "NabopaTopua Kamepacoro”

Cnpaeka Chpoc < Hasag OTmMeHa

PucyHok 1. CepTtudukaunoHHasi KoHdUrypaums nporpaMmMbl Ans paboyen ctaHumm

HdononHutenbHble NapaMeTpbl

3awmMTuTb Npouecc yCTaHOBKM NporpaMmmsbl. 3alimTa yCTaHOBKM BKMoYaeT B cebs 3amTy oT NogMeHb!
OncTpubyTrBa Bpe4oHOCHLIMM NporpamMmmMamMm, OriokMpoBaHue gocTyna k nanke ycraHoBku Kaspersky Endpoint
Security n 6nokupoBaHme gocTyna K pasgesny CUCTEMHOIo peecTpa C Kroyamm nporpaMmel. Beikntoyats 3awmry
npoLecca yCTaHOBKN PEKOMEHOYETCS B TOM Criydae, Korga uHade HeBO3MOXKHO BbIMOMHNUTL YCTAHOBKY NPOrpammbl
(Hanpumep, Takas cUTyaLms MOXeT BO3HUKHYTb Npu yaaneHHon yctaHoBke yepe3 Windows Remote Desktop).

Ob6ecneuntb coBmecTuMocTh ¢ Citrix PVS (Heo6xoanmo ncnonb3oBaTtb Tofbko npu pabote ¢ Citrix PVS).

Bbl moxeTe BkntounTb nogaepxky Citrix Provisioning Services ansa ycraHoBku Kaspersky Endpoint Security Ha
BMPTYarnbHYI0 MaLLHY.

[Jo6aBuTb NyThb K Nporpamme B nepemMeHHyo okpyxxeHns %PATH%. Bbl moxeTe fo6aBuTb NyTb YCTAHOBKM B
nepemenHyto %PATH% ans ynobcTea ncnonb3oBaHus MHTepdenca KoMaHaHON CTPOKM.

YemaHogka npozpaMmbl ¢ MOMOUbio Macmepa
18



kaspersky

AKTUBaUMA NnporpamMmbl C NOMOLLbLIO
MacTepa akTuBauuum nporpaMmbil

AKTUBaLUS nporpamMMbl 4OSMKHA ObITh BbINOMHEHA HA KOMMNbIOTEPE C aKTyarlbHbIMU CUCTEMHBLIMU SATOW U
BpemMeHeM. [pn N3MeHeHNM CUCTEMHBIX AaTbl U BPEMEHW NMOCIe akTUBaLum NporpamMMbl KoY CTaHOBUTCS
HepaboTocnocobHbIM. [NMporpamma nepexoguT K pexnmy pabotel 6e3 o6HoBneHun, n Kaspersky Security
Network HegocTyneH. BocctaHoBUTE paboTOCNOCOBHOCTL KroYa MOXHO TOMNbKO NepeyCcTaHOBKON
onepaumoHHON CUCTEMBI.

» 4Ymobkl akmusuposame Kaspersky Endpoint Security ¢ nomouwbro Mmacmepa akmusayuu
rpoepammbl, 8biNoIHUMe criedyrujue delicmeus:

1.
2.

B rmaBHOM OKHe nporpammbl nepenante B pasgen JinueHsus.
HaxmuTe Ha KHONKy AKTUBMpOBAaTbL NporpaMmMmy no HOBOW NIULIEH3UM.

3anyctuTcsa macTep akTuBauumn nporpaMmbl. Crnegyiite ykasaHUsM MacTepa akTuBaLuum nporpammbl.

B ceptuduumposaHHoi Bepcum nporpammbl Kaspersky Endpoint Security gonyckaetcs Tonbko
akTmBaums pannom knoya. NHble cnocobbl akTuBauum BegyT K BbIXOAY 13 6e30macHOro CoCToAHMS
nporpaMmei.

B 6noke AKTMBMpOBaTbL € NOMOLbLIO harna Knrya HaxXM1UTe Ha KHOMNKy BblbpaTb hann knrova.

Qalin Kknoya — 310 hann ¢ pacwmpeHmem key, KotTopbii Bam npegoctasnsieT "flabopatopusa Kacnepckoro".
dann knoya npegHasHaveH anst 4o6aBneHns NUUEH3NOHHOTO KIo4a, akKTUBUPYHOLLEro nporpammy. Ytobbl
aKTUBMPOBaTb NpPorpamMmmy C NOMOLLIbIO chaina krtoya, He TpebyeTcst NoaKIYeHNe K cepBepam akTuBaLum
"NabopaTopum Kacnepckoro".

B oTKpbIBLLEMCS OKHE BblDepuTe thann kntova.

Kaspersky Endpoint Security nokaxkeT nHopmMaLmio 0 IMUEH3NK: TUMN NIMLEH3UN, CPOK AENCTBUS NULEH3MM
1 gpyras uHopmMaums.

HaxmuTe Ha kHonky AKTUBMpOBaTh.

AKmusauyusi npozpaMmMbi C MOMOWbIO Macmepa akmusayuu rpozpamMmmbl
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B pesynbTaTte Ha KomnbloTep ByaeT o6aBneH NULEH3VMOHHBIN KoY (CM. pyUC. HUXE).

Kaspersky < Jlnuensnn

AKTMBaLNA 3aBeplLUeHa YCreLlHo.

Kaspersky Endpoint Security gns paéounx
CTaHUMii n Ppaiinoebix cepeepoB

KCIMMEP'-IECKEE nuueH3nsA Aﬂﬁ‘l KomMnbloTEepa
3aw oHTponb besonac L SaHME AEHHBIX

o okoHYaHWA cpoKa OeicTenA ocTanock 365 gHei.

I
aKTH a3 WCTEKAET

8/27/202 8/27/2022 3:00 AM

TuueHsus

FoToBo 09DO04AE4-7BCD-4822-A313-02D2213D97FC

PucyHok 2. MHopmaums o NULEH3NOHHOM Krove

AKmusauyusi npozpaMmMbi C MOMOWbIO Macmepa akmusayuu rpozpamMmmbl
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YoaneHve nporpamMmmbl

» Umobsi ydanume Kaspersky Endpoint Security ¢ momowbto Mmacmepa ycmaHOo8KU rpozgpamMmel,
8bIrosiIHUMe criedyrouue delicmeus:
1. Otkpovite okHO MaHenb ynpaBneHUs O4HUM U3 CrieyLnX crnocoboB:
e Ecnu Bbl ucnonbayete Windows 7, To B MeHto Myck BbibepuTe nyHKT MaHenb ynpaBneHus.

o Ecnu Bbl ucnonbsyete Windows 8 nnmn Windows 8.1, To HaxxmuTe codeTaHue knasuwt WIN+I n
BblibepuTe NyHKT MaHenb ynpaBneHus.

e Ecnu Bbl ucnonbayete Windows 10, To HaxxmuTe codeTanme knasuwl WIN+X v BoiGepute nyHKT
MaHenb ynpaBneHus.

2. B okHe MNaHenb ynpaBneHus BbibepuTe NyHKT Mporpammbl U KOMMNOHEHTbI.
3. B cnucke yctaHoBneHHbIx nporpamm Beibepute anemeHT Kaspersky Endpoint Security ans Windows.
4. Haxmute Ha kHornky Yaanutb/U3mMeHUTb.

3anycTuTcsa Mmactep yCTaHOBKM NPOrpaMMbl.

5. B okHe macTepa yCTaHOBKM nporpaMmMbl U3MeHeHue, BOCCTaHOBIEHWe unu yaarneHue nporpamMmmbl
HaXXMUTE Ha KHOMKy YaaneHue.

6. Crniegynte ykasaHusM MacTtepa YCTaHOBKM NporpamMmbi.

YdaneHue npozpammbi
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[Mpoueaypa npuemMku

Mepen BBOAOM MporpaMMbl B 3KCMyaTaumio NPoBOAUTCA Npoueaypa NpUeMKu, BKIYatoLwas npoBepKky
npaBuNbHOM YCTaHOBKNU, paboToCnoCOBHOCTM U COOTBETCTBUSA Ge3onacHom (CepTMdULMPOBaHHON) KOHUIypaLuum.

B aTtom pasgene
BE30MACHOE COCTOAHME ......cutuiiiiii e eeete e et et e e ettt e e e e e e e e et e e e eett e e e e at e e s eaan e e s staneesestnneesssanaeessnnnaesesanaaes 22

Mpoeepka paboTocnocobHOCTU. TeCTOBLIN QA EICAR ... 22

Be3onacHoe cocTosiHUE

Mporpamma HaxoguTcsa B 6e30nacHOM COCTOSAHUM (CepTUPMLMPOBaHHON KOHpUrypauum), ecrnv napameTpbl
nporpaMmmbl HaXoOATCH B paMkax AOMYCTUMbIX 3HAYEHUI, MPUBEAEHHBIX B MPUNOXKEHUN K 3TOMY AOKYMEHTY.

lNMpoBepka pabotocnocobHocTu. TectoBbIN hann EICAR

YUTto6bl npoBepuTb paboToCNOCOBHOCTL MporpamMMbl, Bbl MOXETE UCMNoNb3oBaTh TecToBbin hann EICAR.

TectoBbii ann EICAR npegHasHayveH ons npoBepkn paboTbl aHTUBUPYCHBIX NporpamMm. OH paspaboTaH
opraHusaumen The European Institute for Computer Antivirus Research (EICAR).

TecToBbIi hanin EICAR He sBnsieTcs BUPYCOM M HE COAEPKUT MPOrPaMMHOIO Ko4a, KOTOPbIA MOXET HaHeCTH
Bpen Ballemy KOMMbITEPY, HO aHTUBUPYCHbIE MPOrpaMMbl BONbLUMHCTBA NPOU3BOAUTENEN NAEHTUDULUPYIOT
B HEM yrpoasy.

Bbl moxeTe 3arpyantb TectoBbin hann EICAR co ctpaHuubl Beb-canTta opraHmnsauum EICAR.

MpoBepka paboTtocnocobHocTU 3awmThl OT BE6-Yrpo3

MpoBepky paboTocnocobHocTM 3awuTel OT BEG-Yrpo3 HE pekoMeHAyeTCs BbINONHATL B 6paysepe Edge. Y
Opaysepa Edge ecTb BCTpoeHHas cuctema 6esonacHocTu. bpaysep Edge 6rnokmpyeT TeCcToBbIN
BpeAoHOCHbIN Beb-canT paHblue Kaspersky Endpoint Security. [Ins npoBepku pabotocnocobHocTv 3alnThbi
oT Beb-yrpo3 ucnonbaynte bpaysep Explorer.

Mpoyedypa npuemxu
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» Umobekl nposepums pabomocriocobHocme 3awumsl om 8eb-y2po3s, 8binofHUMe criedyruue
deticmeusi:

1. BkmioyuTe 3aWnUTy BUPTYanbHON MalWHbI OT BEG-Yrpos.

a. B rnaBHOM OkHe NporpamMMbl HXMWUTE Ha KHOMKY 103
B okHe napameTpoB nporpamMmbl BbibepuTe pasaen basoBas 3awmta — 3awuTa oT Be6-yrpos.

c. B npaBoit YyacTu okHa HacTPoViKM Nporpammbl y6eauTech, YTo Nepeknioyatens 3awmTa oT Be6-yrpos
BKIIOYEH.

d. CoxpaHute BHECEHHbIE N3MEHEHMS.
2. B okHe bpaysepa nepenguTe No CChbifike Ha TECTOBLIN Bpe4OHOCHLIN BEG-caiiT.

Kaspersky Endpoint Security coobLyaeT o 3anpete gocryna, otobpasve yBeaoMrieHme B okHe Gpaysepa
(cm. puc. Hxe).

3. [poBepbTe nHopmaumio B otyeTe 06 0BHapPYKEHHbIX BUpYyCax:
a. B rnaBHOM okHe nporpammbl B pa3gene MOHUTOPUHI HaXXMUTE Ha NNUTKy OTYeThbl.
b. B oTKpblBLLEMCA OKHE NepenanTe B pasgen 3awmra oT Be6-yrpos.

c. Ybepgutech, YTO B OTYETE NPUCYTCTBYET coobLLEeHNEe 00 0BHapyxeHun Bupyca n nHpopmaumst 06 aTom
cobbITK BEpHA (CM. puC. HUXeE).

| [Joctyn 3anpelleH

3anpawvsaeMelii Beb-aapec He MoXeT ObITh
npeAocTaBieH.

http://kl-test-page.avp.rufeicar/download/eicar.com.txt

MpuumHa:

obbekT zapaxeH EICAR-Test-File

lkaspersky

PucyHok 3. CoobLueHre o 3anpeTe gocTyna kK Beb-canty

Mpoyedypa npuemxu
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¢ Orietm ? o

3awmra ot Be6-yrpoz Obhoswme || CoxpanuTs oTuer

Dara cobkmin 1 Cobwrme Wman nporpasmid  Peaynerar Haxnamwe Tun OBwexT

Ay Ceroama, 15122021 10:21:27  3arpyaka obbexTa 3aNPewEHa chrome.exe 3anpewewo  EICAR-Test-File Bupyc https://www.eicar.org/download/eicar.com

Hapy*eH BpeaoHocHEA obLest  chro Ofuapyseno EICAR-Test-File Bopyc htt

PucyHok 4. OTtyet 3awmTbl OT BEG-yrpo3

MpoBepka paboTocnocobHocTU 3awmThbl OT (hanoBbIX Yyrpo3

» Ymobsi nposepums pabomocrnocobHocme 3auwumesl om ¢halniosbix yepo3, 8bINOIHUME criedyrouue
deticmeusi:

1. OTknounte 3awmTy BUPTYanbHOM MallnHbl OT Be6-yrpos:

OTOT LWar HeobXoAMM AN YCNELIHOrO pa3MeLLeHNs Ha BUPTyarnbHOW MallWHe TeCcToBOro danna,
MHaye OH OyaeT MFHOBEHHO yaaneH nporpammMoi.

a. B rnaesHOM okHe nporpammbl H&XXMUTE Ha KHOMKY 103

b. B okHe napameTpoB nporpammbl Bbibepute pasgen basoBas 3awmra — 3awmTa oT Be6-yrpos.
c. B npaBon 4yacti okHa HacTpowku NporpaMmbl BbIKIIOYMTE NepekniovaTens 3awmura oT Be6-yrpoas.
d. CoxpaHute BHECEHHbIE N3MEHEHMS.

2. Barpysute TectoBbin chann EICAR (http://eicar.org/download/eicar.com.txt) n pasamectute ero B HOBYHO
nanky Ha CUCTEMHOM AWCKE BUPTYyanbHOW MaLLUWHbI.

3. [lepengute B nanky c TeCToBbIM DanrioM, 3arpy>xeHHbIM Ha Luare, 1 3anycTute ero.
Kaspersky Endpoint Security yganseTt TeCcToBbI hann ¢ BUPTyarnbHOW MaLUWHbI.

4. TlpoBepbTe MHpopMauuo B oTyeTe 06 0BHapY>KEHHbIX BUPYCax:
a. B rnaeHom okHe nporpammbl B pasgene MOHUTOPUHE HaXXMUTE Ha NnNuTky OT4YeThl.

b. B oTKpbIBLUEMCS OKHE NepenanTe B pasgen 3awmra oT (hannoBbIX Yrpos.

lMpoyedypa npuemxu
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c. Yb6eauTech, 4TO B OTHeTe oTobpaxaeTcsa BepHas uHpopmaLumsa 06 oBHapyxeHUn 3apaxeHHoro danna
(Bpems cobbITud, NyTb K channy).

3awmra ot $paitnosbIX yrpo3 O6uosus || Coxpawwrs orver

0

z BaxHOCTS: A Q, flowck
Ayaut cacemsl

@ Npoasmryran saupra Bpems Bee v
AHAAKG NOBEAEHUR

Aara cobeimua 4  Obuexr Pezynurar CobuiTne Hasanue Tun Wima nporpasams:
3awmTa or OWTOR

Cerogna 15.12.2021 10:45:24 C:\Users\testadmin\Downloads\eicar.com.txt O6Hapyxeno O6Hapyxer speaoHockbiit obuext EICAR-Test-File Bupyc SearchProtocolHoste

MpeAcTBpauIeHMe BTOPXEHME
3auwra ot

3auMTa OT NOMTOBLIX YIPO3
Cereson xpau
3awmra OF ceTeBLIX YIpos

AMSI-3aumra

ARaNTUEHBIA KOHTPOAL HOMAAWI
KoxTpoas nporpamm

KoHtpoas ycrpoicTe

PucyHok 5. OTt4et 3awmTbl OT hainoBbIX Yyrpo3

MpoBepka paboTOCNOCOOGHOCTU aHTUBUPYCHOWN NPOBEPKU

» Ymo nposepums pabomocrnocobHOCMb YyHKUUU aHmMu8uUpyCcHOU rnpo8epKuU, 8bINoHUMe
cnedyrouwue delicmeus:

1. Ortknounte 3aWwmTy BUPTYanbHOW MaLUUHBI:

OTOT War HeobXxoAMM AN YCNELHOro pa3MeLLeHNs Ha BUPTyanbHOW MallWHe TeCTOBOro dainna,
MHaye OH OyaeT MFHOBEHHO yaaneH nporpammMoi.

a. B rnaeBHOM OkHe nporpammbl H&XXMUTE Ha KHOMKY 1o}

b. B okHe napameTpoB nporpammbl Bbibepute pasgen basoBas 3awmra — 3awmTa oT Be6-yrpos.
c. B npaBon 4acti okHa HacTpowku NporpaMmbl BbIKIIOYMTE NepekniovaTens 3awura oT Be6-yrpoas.
d. CoxpaHute BHECEHHbIE N3MEHEHMS.

2. Barpysute TectoBbin chann EICAR (http://eicar.org/download/eicar.com.txt) n pasamecTute ero B HOBYHO
nanky Ha CUCTEMHOM AWCKE BUPTyanbHOW MaLLUWHbI.

3. [HobaebTe B 06nacTb NpoBepkmn nanky ¢ TectoBbiM davinom EICAR:
a. B rmaBHOM OkHe nporpammbl Nnepenante B pasgen 3agaun.
b. B oTKpbiBLLEMCSH OKHE BbIOEPUTE BUAXKET 3a4a4n BbibopoyHas npoBepka.
¢. HaxmuTe Ha kHoMNKy Bbl6paTb 1 fobaBbTe B 06nacTe NpoBepkM nanky ¢ TectoBbiM charnnom EICAR.

B BumxeTe 3agaumn 6yget gobasneHa MHGopMaunsa o KonnyecTse BblOpaHHbIX OGBHEKTOB Ans
NPOBEPKM.

4. B BugkeTe 3a4auv BbIOGOPOYHON NPOBEPKN HAKMUTE Ha KHOMKY 3anyCcTUTbL NMPOBEPKY.

Mpoyedypa npuemxu
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5.

Mo okoHYaHWMK BbINOMHEHWS 3a4a4M NPOBEPKM NPOBEPLTE MHCpOpMaUMIo B 0T4eTe 06 OBHapYKeHHbIX BUpYyCax:
a. B rnaesHom okHe nporpammbl B pasgene MOHUTOPUHE HaxXMuTe Ha NMTKy OT4YeTbl.
b. B oTkpbiBLLEMCA OKHE NepenanTe B pasaen MpoBepka.

c. Yb6eauTech, 4TO B OTHeTe oTobpaxaeTcsa BepHas uHpopmMaLumsa 06 oGHapyXeHUn 3apaxeHHoro danna
(Bpems cobbITud, NyTb K channy).

MpoBepka paboTocnoco6HOCTM (hYHKLMN KOHTPONS 3anycka nporpaMmm

Mepen npoBepkon paboToCnOCOOBHOCTH (PYHKLIMM KOHTPOMSA 3arnycka nporpamMmm yCTaHOBUTE NporpamMmMmy Ans
TecTupoBaHusi, Hanpumep, Notepad++. KoHTpornb nporpaMmm no yMornyaHuio paspeLuaeT 3anyck nporpamm
ans npasuna OnepayuoHHasi cucmema U ee KOMIMoHeHMb!. ATO NpaBurio BKNOYaeT B cebs nporpamMmbl,
Takune kak bnokHoT, Explorer, WordPad v gpyrue. Cneumanuctel "llabopaTtopum Kacnepckoro" He
pekoMeHOyeT BbIKN4YaTb NpaBuIo OI'IepaL{UOHHaFI cucmema U ee KOMNoHeHMmM»bI, Tak Kak BO3MOXHa
HekoppekTHas paboTa onepaLoHHON CUCTEMbI U NOMb30BaTENbCKMX NPOorpamMm.

» 4Ymobkl nposepumb pabomocrnocobHOCMb hyHKUUU KOHMPOJIS 3arycka rnpozpamMm, 8bIfosIHUme
cnedyrowue delicmeus:

1
2
3.
4

B rmaBHOM OKHe nporpamMMbl HAXXMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHtponb 6e3onacHoct — KOHTponb nporpamm.
BkntounTte nepekntoyatens KoHTponb nporpamMmm.

B 6noke [lenctBue npu 3anycke 3anpeLweHHbIX nporpaMmm Boibepute BnokmpoBaTb 3anyck
nporpamMm, 3anpeLeHHbIX NpaBuiaMm.

B 6noke Pexxum KOHTpons 3anycka nporpamMmm Bbibepute 3HadeHne Cnncok 3anpeLeHHbIX.

Ecnu BbiGpaH aTOT BapuaHT, KOHTporb nporpamMmm paspeLlaet BCEM MOSfb30BaTENsIM 3arnyck fobbix
nporpamm, KpoMe CriyyaeB, YOoBMETBOPSIOLLMNX YCOBUAM 3anpeLyarowmnx npasun KoHTpons nporpamm.

HaxxmuTe Ha kHOMKy 3anpelweHHble NPorpamMmmbil.

OTkpoeTca cnucok npaeun KoHTponsa nporpamm.

Haxmute Ha kHonky [lo6aBUTD.

OTKpoeTcsa OkHO Ans o6aBneHns yCnoBuM KOHTPOSIS MPOrpaMMbl.

Ha 3aknagke O6Lme HaCTPOMKM 3aganTe OCHOBHbIE MapaMeTpbl NpaBuna:
a. B none HasBaHue npaBuna ykaxute npon3BoribHOE UMS.

b. B none OnucaHue BBEoMTE ONMcaHne npasuna.

c. Yb6epgutecn, 4To B Tabnuue Cy6bekTbl M X NpaBa a4 nonb3oBartenen u3 rpynnsl Bee ycraHoBneHo
3HayeHVe 3anpeLleHo.

Ha 3aknagke YcnoBusa gobasbTe ycroBue cpabaTtbiBaHusi npasuna.
a. Haxmute Ha kHONKy [lo6aBUTB.
3anyctuTca macTtep gobasneHus ycnosusa anst paboTtsbl npasuna.
b. BbibepuTte BapnaHT YcnoBue BPY4HYH 1 NeEpenauTe Ha CrneaytoLwmi war.

c. Bbibepute BapnaHT MeTagaHHble, ycTaHoBUTE doriaxkok HasBaHue c¢panna, B none BBoga BBeguTe
Notepad++.exe.

d. COXpaHVITe BHECEHHbIE NSMEHEHUA.

Mpoyedypa npuemxu
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10. 3anyctute nporpammy Notepad++.

11. Y6eauTech, 4YTO 3anyck nporpamMmbl 3anpeLleH (CM. pUC. HIKE).

Kaspersky Endpoint Security
KoHTPONL Nporpanm

3anyck nporpaMMbl 3anpeLieH

3anyck mcnonHsemora daiina installBen10.exe Gbin
3abnokWpoBaH B COOTBETCTEWW ¢ Npasinom KonTpons
nporpamm.

MHdopmauwa o 2anycke ncnonHaemoro daina:
KomneroTep: W20H2-X64-1315

MonszoeaTens: <He ykasaHo>

lNpaewno, 3anpelanuies 3anyck MCcnonHaemoro ¢gaiina:
<He ykasano>

[ata u BpemA zanycka: 8/27/2021 3:23:39 PM

3anpocuTb QOCTYN

PucyHok 6. YBegomneHvne KoHTponsi nporpamm

12. MNpoBepbTe MHOPMALMIO B OTHETE:
a. B rnaBHOM okHe nporpammbl B pa3gene MOHUTOPUHI HaXXMUTE Ha NUTKy OTYeThbl.
b. B oTkpbiBLLEMCS OKHE NepenanTe B pasgen KoHTponb nporpamm.

c. Ybepgurech, YTO B OTYETE MPUCYTCTBYET COObLLIEHME O 3anpeTe 3anycka nporpaMmmbl Notepad++ u
nMHpopmaums o6 3Tom cobbITUM BEPHA.

Mpoyedypa npuemxu
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PaspeneHune goctyna K QpyHKLUAM
nporpamMmsbl NO NOJfib30OBaTeNbCKUM
ponam

Mo ymonyaHuio nonb3oBaTenu ¢ ponbto "AgmuHuctpaTop Kaspersky Endpoint Security” B cucteme
agMuHncTpupoBaHus Kaspersky Security Center, umetoT goctyn ko BcemM doyHkumam Kaspersky Endpoint Security.

Monb3oBaTtenu, koTopble nMetoT npaso UameHeHue B Kaspersky Endpoint Security, MmoryT npegoctaBnatb 4OCTYN
k dpyHkumnsim Kaspersky Endpoint Security apyrium nonbs3oBatensim, fobaeneHHbiM B Kaspersky Security Center
Uy BXOASALLMM B JOMEH.

Bbl MOXeTe BbiOpaTh ANd nonb3oBaTtens unu rpynnel nonb3osatenen Kaspersky Endpoint Security oauH 13
cneayoLwmnx NpeaycTaHoBEHHbIX YPOBHeN AocTyna k dyHKumnsam Kaspersky Endpoint Security:

¢ YrteHue — BO3MOXHOCTb NpocmaTpmBaTh 06Lwmne napameTpbl paboTbl Kaspersky Endpoint Security,
napameTpbl paboTbl koMnoHeHTOB Kaspersky Endpoint Security, ctatuctuky pabotbl Kaspersky Endpoint
Security n npaea none3oBatenen Kaspersky Endpoint Security.

e UN3meHeHMe — JoCTyN KO BCEM (PYHKLUSIM NPOrpamMmbl, KPOME M3MEHEHUS NPaB Mosfib3oBaTenen:
BO3MOXXHOCTb NpocMaTpuBaTth 1 M3MEHATb 06LWne napameTpbl pabdoTbl Kaspersky Endpoint Security,
napameTpbl paboTbl koMNoHeHTOB Kaspersky Endpoint Security, a Takke npocmatpuBaTtb CTaTUCTUKY
paboTtbl Kaspersky Endpoint Security n npaea nonb3oBatenen Kaspersky Endpoint Security.

e BbInonHeHue — BO3MOXHOCTb 3anyckaTb M OCTaHaBnNuBaTb 3agayn Kaspersky Endpoint Security.

e BbinonHeHue onepauuni ¢ BbIBOPKON YCTPOMUCTB — BO3MOXHOCTb 3arnyckaTb U OCTaHaBnMBaTh 3agadun
Kaspersky Endpoint Security gns Bbi6opku ycTponcTB.

Takke Bbl MOXXETE BbINOMHSATH PACLUMPEHHYIO HACTPOWKY NpaB AOCTyNa: pa3peLlatb Uiy 3anpeLlaTb JOCTyn K
oTaenbHbIM yHKUnam Kaspersky Endpoint Security.

PasdeneHue docmyna K beHKHUFIM rpoepamMmabl o rnosib3oeamesibCKUM POoriamMm

28



kaspersky

Tabnuuya 1. lMpasa docmyna k pyHkyusam Kaspersky Endpoint Security

PyHKUMOHaNbLHas
obnacTb

KomnoHeHT Kaspersky Endpoint Security

ApanTuBHbIN
KOHTPOSb aHOManun

AJanTUBHLIA KOHTPONb aHOManumn.

KoMnoHeHTbI
3aLlnThI

3awuTa oT (hpannosbIxX yrpos
3awuTta oT Be6-yrpos

3awuTa oT NOYTOBbLIX Yrpo3
3awuTta oT ceTeBbIX Yrpo3
CeTeBon aKkpaH

AMSI-3aimTa

3awmTa oT 3KCNNONTOB
AHanus noseneHust

OTKaT BpeAOHOCHbIX AEUCTBUN

KoHTponb nporpamm

KoHTponb nporpamm.

Cloud Discovery

Cloud Discovery

baszosas
PYHKLMOHANbHOCTb

MpoBepka

O6HoBneHne 6a3 / OTkaT o6HoBNEHUs1 6a3

[MpoBepka LEenocTHOCTH

YpaneHue gaHHbIX

[obasneHune kntoya

YcraHoBKa

N3meHeHMe cocTaBa KOMMOHEHTOB

YnpaBneHne y4eTHbIMU 3anucamm AreHta ayTeHTudmkaumm

KoHTponb ycTponcTs

KoHTponb ycTponcTs

LLngpoBaHue LndpoeaHne ancka Kaspersky
LWndposanHune gucka BitLocker
LndposaHune dannos
LLindpoBaHne CbeEMHbIX AUCKOB

MNpepoTtepaweHme MpenoTBpalLeHne BTOPXKEHUI

BTOPXXEHUN

WcknoveHuns Yrpo3bl 1 UCKIHOYEHUS

Be6-KoHTponb

Beb6-KoHTponb

PasdeneHue docmyna K d)yHKuUHM rpoepamMmabl o rnosib3o8amesibCKUM POJIAaM
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YnpaBrieHue nporpaMmmom 4yepes
KoHconb agMUHUCTPUPOBaHUSA
Kaspersky Security Center

Kaspersky Security Center no3sonseT yganeHHo yctaHaBnNuBaThb 1 yaansTb, 3anyckaTb U OCTaHaBNMBaTb
Kaspersky Endpoint Security, HacTpamBaTb napameTpbl paboTbl NporpaMmMbl, U3MEHATb COCTaB KOMMOHEHTOB
nporpammel, 4OGaBNATL KMoYKM, 3anyckaTb U OCTaHaBNMBaTb 3a4a4M OOHOBIEHNST U MPOBEPKN.

YnpasneHue nporpammon Yepes Kaspersky Security Center ocywiectBnsieTcs ¢ NOMOLLbIO NarMHa ynpasneHus
Kaspersky Endpoint Security.

MoapobHee 06 ynpaeneHun nporpammont yepes Kaspersky Security Center cm. e cripaske Kaspersky Security
Center https://support.kaspersky.com/KSC/13.2/ru-RU/.

B aTtom pasgene
O nnarvHe ynpasnenus Kaspersky Endpoint Security 4na Windows ..., 30
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O nnaruHe ynpaBneHusa Kaspersky Endpoint Security gns
Windows

MnarunH ynpaenenus Kaspersky Endpoint Security ana Windows o6ecneunBaet B3anmogenctame Kaspersky
Endpoint Security ¢ Kaspersky Security Center. lNMnaruH ynpaeneHus no3sonset ynpaenate Kaspersky Endpoint
Security ¢ NOMOLLbIO CregyroLLMX MHCTPYMEHTOB: NOMUTUKKU (CM. pa3gen "YnpasneHne nonutukamu' Ha cTp. 36),
3agaym (cm. pasgen "YnpaeneHnue 3agadamu” Ha cTp. 33), a Takke fokanbHble NnapaMeTpbl NporpamMmmbl (CM.
pasgen "Hactponka nokanbHbIX napaMeTpoB nporpaMmmel” Ha cTp. 32). nsa B3anmopgenicteus ¢ Kaspersky Security
Center Web Console npegHasHayeH Beb-nnarvH.

Bepcusa nnarvHa ynpasreHusa MoXeT oTnnyaTbcsa oT Bepcun nporpammel Kaspersky Endpoint Security,
YCTaHOBMEHHOW Ha KNNMEHTCKOM KOMMbioTepe. Ecnn B yCTaHOBEHHOW BEpCUM MarvHa yrnpasneHns
npenycMoTpeHo MeHbLle PYHKLMIA, YeM B ycTaHoBeHHOM Bepcun Kaspersky Endpoint Security, To
napamMeTpbl HEAOCTaLWMX PYHKLNIA HE PETYNUPYIOTCS NarMHOM ynpasneHus. Takve napaMmeTpbl MOryT
ObITb 3MEHEHbI NOMb30BaTENEM B NokanbHOM MHTepderce Kaspersky Endpoint Security.

Beb-nnarvH no ymonyanuio He yctaHoBneH B Kaspersky Security Center Web Console. B otnimume ot nnarvHa
ynpasneHus ansa KoHconu agmuHuctpuposaHusa Kaspersky Security Center, koTopbivi ycTaHaBnvMBaeTcs Ha
paboyee MecTo agMUHUCTpaTopa, Beb-nnarvH TpebyeTcs yCTaHOBUTL Ha KOMMbIOTEP C YCTAHOBMEHHON
nporpammon Kaspersky Security Center Web Console. NMpu atom pyHkuum Beb-nnarnHa OCTynHbI BCEM
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agMUHUCTpaTopaM, y koTopbix ecTb gocTtyn k Web Console B 6pay3epe. Bbl MoXeTe NpoCMOTPeTL CNNCOK
yCTaHOBIeHHbIX BeG-nnarmHoB B nHtepdence Web Console (MapameTpbl KoHconn — Be6-nnaruHbi).
MoppobHee o coBmecTMMOocTK Bepcuin Beb-nnarnHoe n Web Console cMm. B cripaske Kaspersky Security Center
https://support.kaspersky.com/KSC/13.2/ru-RU/.

YcTaHOoBKa BeG-nnarnHa

Bkl MmoxeTe YCTaHOBUTb Beb-nnaruH cneagyoowmmMmn cnocobamu:

e YcTaHoBWTb BeB-NnarvH ¢ NOMoLL b0 MacTepa nepBoHayanbHoli HacTpovikn Kaspersky Security Center
Web Console.

Web Console aBTomaTnyecku npeanaraeTt 3anyCTutb MacTep nNepBoHavyanbHOM HACTPONKM Npu NepBOM
nogkntoveHnn Web Console k CepBepy aaMMHUCTPUPOBaHUA. Takke Bbl MOXETE 3anyCTUTb MacTep
nepBoHa4vanbHon HacTporku B nHTepdeince Web Console (O6HapykeHue yCTPOUCTB U
pa3BepTbiBaHWe — Pa3BepTbiBaHMe M Ha3HavyeHne — Mactep nepBoHayanbHOW HaCTPOWKN).
MacTep nepBoHayanbHON HACTPOMKU TaKKe MOXET MPOBEPUTbL aKTyarbHOCTb YCTaHOBMEHHbIX
BeG-nnarMHoB K 3arpy3nTt Heobxoanmble obHOBNEeHUA Ans Hux. MNMogpobHee 0 macTepe nepBoHaYvanLHON
HacTpowkn Kaspersky Security Center Web Console cm. B cripaske Kaspersky Security Center
https://support.kaspersky.com/KSC/13.2/ru-RU/.

e YcTaHoBUTb Beb-nnarvH us cnucka AocTynHbIx anctpubytnsos B Web Console.

[nsa ycraHoBkM Beb-nnarnHa Tpebyetcsa BbibpaTb anctpnbytue Beb-nnarnHa Kaspersky Endpoint Security
B nHtepdence Web Console (MapameTpbl KoHconu — Beb-nnarmHbl). CNncok JOCTYMHbIX
ONCTpuBYTMBOB OOHOBNSIETCA aBTOMAaTUYECKM NOCIE BbiMyCcka HOBbIX Bepcuin nporpamm "flabopatopumn
Kacnepckoro".

e Barpysutb gmuctpmbytme B Web Console n3 CTOpoHHEro NcTovHuka.

[na yctaHoBkM Beb-nnarnHa Tpebyetcs nodaeuts ZIP-apxmne guctpmbytmnea Beb-nnarmHa Kaspersky
Endpoint Security B uHTepderice Web Console (MapameTpbl KoHconu — Beb6-nnaruHbl). Quctpnubytme
Beb-nnarMHa Bbl MOXETE 3arpy3unTtb, Hanpumep, Ha Beb-cante "flabopaTtopum Kacnepckoro”.

OCco6eHHOCTU NCnosib30BaHUA 3allULLEHHBLIX MPOTOKOSIOB
Ans B3aMuMoOeucTBUA C BHELWWHUMU Cry>XK6amum
Kaspersky Endpoint Security n Kaspersky Security Center ncnonb3aytoT 3almLleHHbIV kaHan cBa3m ¢ TLS

(Transport Layer Security) ons pabotsl ¢ BHewHuMu cnyxb6amu "Tabopatopun Kacnepckoro”. Kaspersky Endpoint
Security nucnonb3ayet BHeLIHME Cry0bl AN paboTbl criefyrowmx QyHKUNNA:

e o6HoBneHve 6a3 1 Mogynen NporpaMmmel;
e  aKTMBaLWS NporpamMmbl C MOMOLLLIO KOAa akTuBauun (Tun aktmeauum 2.0);
e ucnonb3oBaHune Kaspersky Security Network.

Vcnonb3oBanue TLS obecnednBaeT 6e3onacHOCTb paboThl NPOrpamMmmbl 3a CHET CreAyHLLNX CBOWCTB:

e LlndgposaHue. CogepxaHne coobLieHnn KoHPMOEHUMAlNbHO N HE pacKpbiBaeTCs NOCTOPOHHUM
nonb3oBaTensm.

. LleJ'IOCTHOCTb. nOJ'Iy‘-IaTeJ'Ib coobueHus yBepeH B HEN3MEHHOCTU CoAEepPXaHUA C MOMEHTA OTCbIJTKA
oTnpaBuTenem.

o  AyteHTudumkaums. lNonyyaTenb yBepeH, YTO CBA3b YCTaHaBNMBAETCH TOSbKO C JOBEPEHHBIM CEPBEPOM
"NNabopaTopumn Kacnepckoro".
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Ona ayteHTndunkaumm cepsepos Kaspersky Endpoint Security ucnonbayet ceptudumkathl OTKpbITbIX Krtoven. Ona
paboTbl ¢ cepTudmkaTamm TpebyeTcst MHppacTpyKTypa OoTKpbIThIX Krtover (aHrn. Public Key Infrastructure — PKI).
YnocToBepsowmin LeHTp asnaetca YacTtblo PKI. Tak kak cnyx6bl "JTabopaTtopun Kacnepckoro” He saBnstoTcs
Ny6nMYHLIMKU N HOCAT TEXHUYECKMI xapakTep, "llabopatopusa Kacnepckoro" ncnomnb3yeTt cOOCTBEHHbI
YpocTtoBepsowmnin LeHTp. B aTom criyyae npu oT3biBe KOpHeBbIX cepTudumkatos Thawte, VeriSign, GlobalTrust 1
apyrux, pabotocnocobHocTe PKI "lMabopaTtopumn Kacnepckoro" He OyaeTt HapyLleHa.

OxpyxeHus, nmetowne MITM (nporpammHble 1 annapaTHble cpeacTBa, NoaaepXuBatoLLme pa3bop npotokona
HTTPS), Kaspersky Endpoint Security cuntaet Hebe3sonacHbimu. Mpun paboTe co cnyxbamun "IlTabopaTtopun
Kacnepckoro" MoryT Bo3HUKaTb OLnGKK, HanpumMep, OWnBK1 06 MCMONb30BaHUM CaMO3aBepPSIOLLNX CepTUCUKATOB
(aHrn. Self-Signed Certificate). 3T owmMbBkM MOryT Bo3HUKaTb KU3-3a TOro, 4YTo cpeactso HTTPS Inspection 13
BaLLIero okpy>xeHusi He pacno3Haet PKI "lMabopatopuun Kacnepckoro”. [ins ycrpaHeHus npobrnem HeobxoammMo
HaCTPOUTb UCKITIOYEHNS ANs B3aMOOENCTBUS C BHELLHUMY cnybamu (cM. pasgen "lMpunoxexne 5. CeTeBble
napameTpbl Ans B3anMOAENCTBUSA C BHELLHUMK crybamn” Ha cTp. 307).

HacTpoika nokanbHbIX napamMeTpoOB NporpamMmmbl

B Kaspersky Security Center Bbl MOXXeTe HacTpouTb napameTpbl Kaspersky Endpoint Security Ha kOHKpeTHOM
KOMMNbKOTEPE — JI0OKallbHble napamMempsbl rpocpamMmebl. HeKOTOpre napamMmeTpbl MOTyT ObITb HeOOCTYyNHbl And

N3MeHeHnsi. TU napameTpbl 3abnokMpoBaHbl aTpnbyTOM B CBOWCTBax MONMUTUKM (CM. pasaen "YnpaeneHue
nonutukamn" Ha ctp. 36).

Kak Hacmpoumb nokarsnbHbie napamempsi rnpozpammel 8 KoHconu admuHucmpuposaHusi (MMC)

1. Ortkpownte KoHconb agmuHncTpupoBanns Kaspersky Security Center.

2. B nanke YnpaBnsiemble yCTPOMCTBA AepeBa KoHCONM agMUHUCTPUPOBaHNST OTKPOWTE narky ¢
Ha3BaHWEM rpynnbl aAMUHUCTPUPOBAHMS, B COCTaB KOTOPOWM BXOAUT HYXXHbIA BaM KMUEHTCKUIA KOMMbIOTEP.

3. B pabouen obnactu BbibepuTe 3aknagky YCTpOMUCTBA.
4. BbibepuTe KOMMNbIOTEP, A4S KOTOPOro Bbl XOTUTE HACTpoUTb NnapameTpbl Kaspersky Endpoint Security.
5. B KOHTEKCTHOM MEHIO KITMEHTCKOro KOMMbloTepa BbibepuTe nyHKT CBOMCTBA.
OTKpOeTCSa OKHO CBOMCTB KIMMEHTCKOro KOMMbIOTEPA.
6. B OKHe CBOWCTB KITMEHTCKOro KoMmnbtoTepa Bblbepute pasgen Mporpammebl.

CnpaBa B OkHe CBOWCTB KIMEHTCKOro KOMMbOTEepa 0To6pasnTcs cnmucok nporpamm "flabopatopun
Kacnepckoro", ycTaHOBMEHHbIX Ha KIMEHTCKOM KOMMbIOTEPE.

7. Bbibepute nporpammy Kaspersky Endpoint Security.
8. Haxwmute Ha kHonKy CBoMcTBa nog cnnckoM nporpamm "flabopatopun Kacnepckoro".

OTtkpoeTcsa okHo MapameTpbl nporpammel "Kaspersky Endpoint Security ans Windows".

YnpaeneHue npozpammoti 4yepe3 KoHconb admuHucmpuposaHusi Kaspersky Security Center
32



lkaspersky

9. B pasgene O6wue napameTpbl HAacTporiTe NnapameTpbl paboTel Kaspersky Endpoint Security, a Takke
napamMeTpbl OTYETOB U XPaHUIULL.

OcTtanbHble pasgensl okHa MapameTpbl nporpammbl "Kaspersky Endpoint Security ana Windows"
cTaHdapTHbl Ans nporpammbl Kaspersky Security Center. OnucaHune 3Tux pasgenos Bbl MOXeETe
npoumnTaTh B crnpaske Ans Kaspersky Security Center.

Ecnu ons nporpaMMel co3gaHa nonuTuka, B KOTOPOW 3anpeLleHo M3MeHeHNe HEKOTOPbIX
napamMmeTpoB, TO BO BPEMSA HACTPOVKM NapamMeTpoB NporpaMmmbl B pasgene Obwme HaCTPOMNKU 1X
N3MeHEHNe HeJOCTYMHO.

10. CoxpaHuTe BHECEHHbIE N3MEHEHMS.

Yn paBlieHune 3agav4yamum

[na pabotbl ¢ Kaspersky Endpoint Security yepes Kaspersky Security Center Bbl MOXeTe co3gaBaTtb creayoLime
TUMNbI 3a4a\:

e JlOKalbHble 3aga4vu, onpeneneHHble ana otaenbHOro KIMMeHTCKOro KoMnbkoTepa,

e rpynnoBble 3aauyu, onpeaeneHHble Afs KMUEHTCKUX KOMMbIOTEPOB, BXOASALLMX B rpynmbl
aAMUHUCTPUPOBAHUS;

e 3a4a4u Ans BbIOOPKU KOMMBIOTEPOB.

Bbl MOXeTe co3gaBatb Ntoboe KonMYecTBO rpynnoBbIX 3adad, 3aaad Ans BbIOOPKU KOMMbIOTEPOB U NOKanbHbIX
3apad. lNogpobHee o0 paboTe ¢ rpynnamu agMUHUCTPUPOBAHNS N BbIDOPKaMM KOMMbIOTEPOB CM. B CrpaBke
Kaspersky Security Center https://support.kaspersky.com/KSC/13.2/ru-RU/.

Kaspersky Endpoint Security noggep>xuBaeT BbINOMHEHNE CrieayoLnX 3aaay:

e AHTMBMpPYCHas npoBepka (CM. pasgen "AHTMBMpPYCHas NpoBepKa KoMnbioTepa" Ha CcTp. 49).
Kaspersky Endpoint Security npoBepsieT Ha BMpYCbl 1 gpyrie nporpaMmmbl, NPeAcTaBnsioLLne yrposy,
obnacTu KoMnbloTEPa, YKa3aHHble B NapameTpax 3agaqn. 3agada AHmMueUpycHasl posepKa sABnseTcs
obsizatenbHon anga pabotel Kaspersky Endpoint Security n cosgaetcsa Bo Bpems paboTbl MacTtepa
nepBOHaYarnbHON HacCTPOWKN. PeKOMEHAYETCS HAaCTPOUTb pacnmcaHue BbINOSHEHNS 3a4a4m (CM. pasgen
"3anyck NpoBepKM NO pacnmcaHnio” Ha cTp. 65) MUHMMYM pa3s B HeOernto.

o [lo6aBneHune kntoya. Kaspersky Endpoint Security fo6aBnseT ko4 Ang akrmeaumm nporpamm, B TOM
yncne JononHUTENbHBIN. MNepen BbINOMHEHMEM 3a4auM yoeanTech, YTO KONMYECTBO KOMMbLIOTEPOB, Ha
KOTOpbIX OyAET BbINOMHATLCS 3afava, He NPEeBbLILIAET KONMYECTBO KOMMbIOTEPOB, HA KOTOPbLIE paccyMTaHa
NNLEH3NS.

¢ W3meHeHMe cocTaBa KOMNOHEHTOB Nporpammel. Kaspersky Endpoint Security yctaHaBnnBaet unu
yOansieT Ha KIMEHTCKNX KOMMbIOTEPaxX KOMMOHEHTbI COrMIacHO CMUCKY KOMMOHEHTOB, Yka3aHHOMY B
napameTpax 3agayv. KomnoHeHT 3awmTa oT hannoBbixX yrpo3 yaanuTb HEBO3MOXHO. OnTrMarbHbIN
cocTtaB komnoHeHToB Kaspersky Endpoint Security no3BonsieT 3KOHOMUTb pecypcCbl KOMMbIOTEPA.

o WHBeHTapu3sauma. Kaspersky Endpoint Security nonyyaet nHcdopmauuio 060 Bcex NCnonHaemMbIx arnax
nporpamm, XpaHsLLNXCcs Ha KoMnbloTepax. 3agady MHeeHmapu3ayusi BbINOMHAET KOMMOHEHT KOHTpOrb
nporpamm. Ecnu koMnoHeHT KOHTpOmb NnporpamMm He YyCTaHOBIEH, 3a4aya 3aBepLumT paboTy ¢ OLLIMOKOWN.

o Oo6HoBneHue. Kaspersky Endpoint Security o6HoBnsieT 6a3bl 1 Mogynu nporpammbl. 3agada O6HosneHue
saBnseTca obsizarenbHon ansa padotel Kaspersky Endpoint Security n cosgaetcs Bo BpeMsi paboThl
MacTepa nepBoHaYaribHOW HAaCTPOWKN. PekoMeHayeTcs HacTpOUTb pacnmcaHune BbIMOMTHEHMS 3a4a4um
MWUHUMYM pa3 B A€Hb.
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e YpnaneHue paHHbIX. Kaspersky Endpoint Security yaanseT cdannsl 1 nankv ¢ KOMNbIOTEPOB
none3oBaTenen HemeaneHHo Unu Npu AnNuTensHOM oTCyTCTBUMK cBA3U ¢ Kaspersky Security Center.

e OrtkaT o6HOBRneHusA (cM. pasgen "OTkaT nocnegHero o6HoBNeHun" Ha cTp. 84). Kaspersky Endpoint
Security oTkaTbiBaeT nocrnegHee o6HoBNeHne 6a3 1 Moaynen nporpaMmmMbl. ATO MOXET NOHaKobUTLCS,
Hanpumep, ecrin HoBble 6a3bl cogepkaT HEKOPPEKTHbIE AaHHble, M3-3a KoTopbix Kaspersky Endpoint
Security moxeT 6rnoknpoBaTtb 6e3onacHyto nporpammy.

¢ [lpoBepka LenocTHocTK (CM. pasgen "lMpoBepKa LenocTHOCTM NporpaMmmsbl” Ha cTp. 62). Kaspersky
Endpoint Security aHanuanpyet ¢hannbl nporpaMmMbl, IpoBepseT dannbl Ha Hanu4Me NOBPEXOEHUA UK
N3MEHEeHWI 1 NpoBepsieT LMdpoBbIe NOANUCH hannosB NporpamMMbl.

e YnpaBneHue yyeTHbIMU 3anucsimu AreHTta ayteHtudukaumm. Kaspersky Endpoint Security
HacTpauBaeT napameTpbl y4eTHbIX 3anvucen AreHTa ayTeHTudukauun. AreHT ayTeHTUduKaLum HyxxeH ans
paboTbl ¢ 3almdpoBaHHbIMK Auckamu. [Nepea 3arpy3koi onepauMoHHOM CUCTEMbI NOMb30BaTENM0 HYXXHO
NPONTUN ayTEHTUDUKALMIO C MOMOLLIbIO areHTa.

3anyck 3agay Ha KOMMbHTepPe BbINOMHAETCS TOMbKO B TOM Criyvae, ecnu 3anylieHa nporpamma Kaspersky
Endpoint Security (cm. pasgen "3anyck n octaHoBka Kaspersky Endpoint Security" Ha cTp. 45).

Co3pgaHue 3apgaumn

Kak cozdame 3adauy 8 KoHconu admuHucmpupoegaHusi (MMC)

1. OrtkpownTte KoHconb agmuHncTpupoBanns Kaspersky Security Center.
2. Bbibepute nanky 3agaum gepesa KoHconu agMMHUCTPUPOBaHUS.
3. Haxmute Ha kHonky HoBas 3apava.
3anycTuTcsa MacTep co3gaHns 3agayun.
4. CnepynTe ykasaHMsM MacTepa Co3aaHus 3agadn.

B cnncke 3agay otobpasutcsa HoBas 3agava. 3agadva OyaeTt MMeTb napaMeTpbl No yMonyaHuio. [ns HacTponku
napameTpoB 3aayn BaM HY>KHO NepenT B CBONCTBA 3afauu. [ns BbINONHEHUsI 3a4a4M BaM HY>XHO YCTaHOBUTb
dhnaxxok HaNPOTUB 3afa4un 1 HaxkaTb Ha KHOMKy 3anycTuUTb. ocne 3anycka 3agayn Bbl MOXXETE OCTaHOBUTb
3afavy 1 BO30OHOBUTL BbIMNOSTHEHNE 3afa4uM MO3XKE.

B cnucke 3agay Bbl MOXETE KOHTPONMPOBaTb pe3ynbTaT BbIMOSIHEHMS 3a4adn: cTaTyc 3adadn n CTaTUCTUKy
BbINOMHEHUS 334a4mM Ha KOMMbloTepax. Takke Bbl MOXETE cO30aTb BbIOOPKY COOLITUIA NS KOHTPOMS 3a
BbinonHeHnem 3agay (MoHUTOPUHr n oTyeTbl — BbIGOpKKM cobbITUN). MogpobHee o BIGopKke cobbITUIA CM. B
cnpaske Kaspersky Security Center https://support.kaspersky.com/KSC/13.2/ru-RU/. Takke pesynbtaTbl
BbINOMHEHNS 334a4 COXPaHSIIOTCA NoKanbHO Ha KOMMbIOTEPE B XXypHarne cobbitun Windows n B otyeTtax Kaspersky
Endpoint Security (cm. pasgen "Pabota ¢ otyeTamn” Ha cTp. 214).

YnpaBrneHue 4OCTYNOM K 3agayam

MpaBa Ha gocTyn k 3agadam Kaspersky Endpoint Security (UTeHne, nameHeHue, BbINONTHEHME) 3a4at0TCs NS
Ka>K4oro nonb3oBarens, nMmetowero goctyn k Cepepy agMuHucTpmpoBaHust Kaspersky Security Center, yepes
napameTpbl JOCTyNa K pyHKUnoHanbHbIM obnactsam Kaspersky Endpoint Security. [ins HacTpowviku goctyna kK
dyHKUMOHanbHbIM obnacTtam Kaspersky Endpoint Security nepenignte B pasgen besonacHoCTb OKHa CBOVCTB
CepBepa agmuHncTpupoBaHus Kaspersky Security Center. NogpobHee 0 KOHUENUMU yNpaBneHns 3agadaMmu
yepes Kaspersky Security Center cm. B cnpaBke Kaspersky Security Center
https://support.kaspersky.com/KSC/13.2/ru-RU/.

YnpaeneHue npozpammoti 4yepe3 KoHconb admuHucmpuposaHusi Kaspersky Security Center
34


https://support.kaspersky.com/KSC/13.1/ru-RU/
https://support.kaspersky.com/KSC/13.1/ru-RU/

lkaspersky

Bbl MOXeTe HacTpouTb NpaBa JOCTyna K 3agadyam Ans nonb3oBaTenei KOMMbLITEPOB C MOMOLLIO MONUTUKK
(pexxum pabomsl ¢ 3adavamu). Hanpumep, Bbl MOXETE CKPbITb FPYNMnoBble 3agayun B MHTepderice Kaspersky

Endpoint Security.

Kak Hacmpoumb pexxum pabomel ¢ 3adadamu 8 uHmepgbetice Kaspersky Endpoint Security yepes KoHcorb
aomuHucmpuposarusi (MMC)

1. Ortkpownte KoHconb agmuHncTpupoBaHus Kaspersky Security Center.

2. B nanke YnpaBnsiemble ycTpoicTBa AepeBa KoHconu agMUHUCTPUPOBaHUSI OTKPOiATE nanky ¢
Ha3BaHMEM rpynnbl aAMUHUCTPUPOBAHWS, B COCTaB KOTOPOW BXOAAT HYXKHbIE KITMEHTCKME KOMIMbIOTEPDI.

3. B pabouen obnactu Beibepute 3aknagky Monutuku.

4. BblGepUTe HY>XHYHO MOMUTUKY U OTKPOINTE CBOMCTBA NMOMMUTUKN ABOWHBLIM LLENYKOM MbILLU.

5. B okHe nonuTukm BbiGepuTe JlokanbHble 3agayun — YnpaeneHue 3agavyamu.

6. HactpowTte pexum paboTbl ¢ 3agavyamu (CM. Tabnuuy Hke).

7. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

Tabnuua 2. lMapamempel yrnpasneHusi 3ada4amu

MapameTp OnucaHwue
Paspewmts Ecnu chnaxok yCTaHOBMEH, TO NOKasibHbIe 3a4a4M 0TOBPaXaloTcs B NTOKarbHOM
ucnosib3oBaHue

JNTOKanbHbIX 3agav

nHtepdgence Kaspersky Endpoint Security. MNonb3oBaTens, Npu OTCYTCTBUK
OOMNOMHUTENbHbIX OrPaHUYEHWUIA NONMUTUKN, MOXET HacTpanBaTh U 3anyckaTtb
3agauun. Mpu 3TOM NapaMeTpbl pacnucaHns 3anycka 3agayn ocTatTcs
HeLOCTYMNHbIMY NS nonb3oBaTenst. MNonb3oBaTenb MOXET 3anyckaTb 3agayn
TONBKO BPYYHYHO.

Ecnn donaxok cHAT, TO NCnonb3oBaHWE NOKanbHbIX 3af4ady npekpailaeTtcs. B atom
pexume nokarnbHble 3aa4n He 3anycKkarTcst N0 pacnucaHuio. 3agayn HedoCTYMNHbI Ans
3anycka 1 HacTpoWkK B NnokanbHOM nHTepdernce Kaspersky Endpoint Security, a Takke
npu paboTte ¢ KOMaHAHOW CTPOKOW.

Monb3oBaTtenb NO-NMPEeXHEMY MOXET 3anyCTUTb aHTUBUPYCHYIO NPOBEPKY charna nnm
nanku, BblopaB nyHKT MpoBepuTbL Ha BUPYCbl B KOHTEKCTHOM MEHI0 dharna unm nanku.
Mpy aToM 3aga4a NPOBEPKM 3anNyCTUTCS CO 3HAYEHUSIMU NapaMeTPOB,
YCTaHOBJIEHHBIMMW MO YMOMYaHUIO A1 3a4a4M BblIGOPOYHON NMPOBEPKY.

PaspewmnTtb
oTobpaxeHue
rpynnoBbIX 3agay

Ecnu conaxok ycTtaHOBMEH, TO NoKarnbHbIe 3a4a4n oToObpaxaroTCcs B JIOKarbHOM
nHtepdpence Kaspersky Endpoint Security. [Nonb3oBaTtenb MOXeET NPOCMOTPETh NOMHbIN
CMNCOK 3afay B UHTepdence nporpamme.

Ecnu donaxok cHaT, Kaspersky Endpoint Security nokasbiBaeT nycton cnncok 3agau.

PaspewunTtb
ynpaBneHue
rpynnoBbIMU
3agavamm

Ecnn donaxok ycTaHOBMeH, NoNb30BaTeNb MOXET 3anyckaTb U OCTaHaBNMBaTb
3apaHHble B Kaspersky Security Center rpynnoBbie 3agauun. [Nonb3oBaTens MOXET
3anyckaTb 1 OCTaHaBnNuBaTb 3a4ayn B MHTepdence nporpaMmmbl UK B YNPOLLIEHHOM
WMHTepdence NporpamMmmel.

Ecnu conaxok cHaT, Kaspersky Endpoint Security 3anyckaeT 3agayn aBTomaTtuyecku no
pacnucaHuio, UnNn agMUHMCTpaTop 3anyckaeT 3agayun Bpy4dHyto B Kaspersky Security
Center.

YnpaeneHue npozpammoti 4yepe3 KoHconb admuHucmpuposaHusi Kaspersky Security Center
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YnpaBneHue nonnTukamm

lMonumuka — 3To Habop NapameTPoB paGoTkl NPOrpaMmebl, onpeaeneHHbI ANs rpynnbl agMUHUCTPUpPOBaHmuS. [na
OZHOV MporpaMmbl MOXHO HaCTPOUTL HECKOMbKO MOMUTUK C Pa3nUYHbIMU 3HaYEHUMU. [N pasHbIX rpynn
aAMUHUCTPUPOBaHWS NapameTpbl paboTbl NporpamMmmMbl MOTYT ObITb pa3nuyHbIMU. B Kaxgoi rpynne
aAMUHUCTPUPOBaHNSA MOXET ObITb co3faHa coGCTBEHHAs MONMUTUKA ANS NPorpamMMmel.

MapameTpbl NOMAUTUKM NepeaaloTCa Ha KIUEHTCKME KOMMNbIOTEPBI C NOMOLLI0 AreHTa agMUHUCTPUPOBAHUS NpK
CuHXpoHusayuu. Mo ymonyanunio Cepeep agMUHUCTPUPOBAHNS BbINONMHAET CUHXPOHU3aLMIO cpasy nocne
N3MeHeHNs napaMeTpoB NONUTUKA. CUHXpOHM3auus BbinonHaeTcs Yepe3 UDP-nopt 15000 Ha KNUeHTCKOM
komnbioTepe. CepBep agMUHUCTPUPOBAHUSA MO YMOMYAHUIO BbIMOITHAET CUHXPOHM3aUMIo kKaxable 15 MuHyT. Ecnu
CUMHXPOHM3aUUs nocrne u3MeHeHns napameTpoB NOMUTUKU He yaanach, criegytoLas nonbitka CUHXPOHU3auum
OyaeT BbINOMHEHa MO HACTPOEHHOMY PacnMUCaHMIo.

AKTUBHasi 1 HeaKTMBHas NONMUTUKA

Monutuka npegHasHaveHa ongd rpynnbl ynpaBniAaeMbiX KOMMbIOTEPOB N MOXET ObITb aKTUBHOW UNW HEAKTUBHOW.
I'Iapameprl aKTUBHOW MOSIUTUKU BO BpeMA CUMHXPOHU3ALUNN COXPAHAKTCA Ha KIMMEHTCKUX KOMMNbloTEepax. K oAHOMY
KOMMNbOTEPY HEeNb3A OAHOBPEMEHHO NPUMEHUTb HECKOJbKO MNONTUTUK, MO3TOMY B Ka)K,D,OVI rpynne aKTUBHOW MOXeT
ObITb TONLKO OAHa NonnTuka.

Bbl MOXeTe co3aaTh HeOrpaHUYEHHOE KOMMYECTBO HeaKTMBHbIX NMONUTUK. HeakTuBHaa NonNUTUKa He BNUSET Ha
napameTpbl MPOrpamMmmbl Ha KOMMNbloTEPax B ceTU. HeakTUBHbIE MONUTUKN NpeAHa3Ha4YeHbl A5t TOArOTOBKM K
HelTaTHbIM CUTYauusiM, Hanpumep, B Criydae BUPYCHOW aTaku. B criyyae atakv yepes gorell-Hakonutenu, Bbl
MOXXETe aKTUBMPOBATL MONUTUKY, GNOKMPYIOLLYIO AOCTYN K donell-HakonmTensm. MNpy 9ToM akTMBHast NonmThKa
aBTOMaTUYECKN CTAHOBUTCS HEAKTUBHOMW.

MonuTtnka onsi aBTOHOMHbBIX Nosib3oBaTenemn
MonuTtuka ons aBTOHOMHbIX NOMb30BaTeNen akTUBUPYETCS, KOraa KOMMbOTEP NOKMAAEeT NepUMETP CETU
opraHusaumn.

HacnepoBaHue napameTpoB

MonuTKKK, KaK 1 rpynnbl adMUHUCTPUPOBAHUS, UMEIT nepapxuio. 1o ymonyaHuio goYepHss NonuTuka Hacrnegyet
napameTpbl POAUTENbCKOV NONUTUKN. [JoYepHsis nofnumuka — NonuTuKa BIIOXKEHHOTO YPOBHS Mepapxuu, T.e.
MONUTUKA ANSA BNOXEHHbIX MPYNM agMUHUCTPUPOBAHMS U NogYMHeHHbIX CepBepoB aaMUHUCTPUPOBaHUs. Bhl
MOXXETE BbIKMIOYNTb HACredoBaHVe NapaMmeTPoB 13 POANTENbCKON NOMUTUKN.

YnpaeneHue npozpammoti 4yepe3 KoHconb admuHucmpuposaHusi Kaspersky Security Center
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Kaxablii napaMeTp, NpeacTaBrieHHbI B NMONUTMKE, UMEeT aTpubyT L], KOTOPbIA NOKa3blBaeT, HANOXeH v 3anpeT
Ha M3MeHeHWe NapaMeTpPoB B AOYEPHMX MONMUTUKaX W NoKasibHbIX NapamMeTpax nporpaMmbl (CM. pasgen
"HacTpolika nokanbHbIX NapameTpoB Nporpammel” Ha cTp. 32). ATpuBYT =1 paboTaeT TOMbKo, eCnv B AoYepHeit
MOJNIUTMKE BKITIOYEHO HacrieoBaHWe NapaMeTpoB U3 poaWTeNbCKOM NOMUTUKA. MonUTUKK NSt aBTOHOMHbIX
nosb3oBatenel He AENCTBYIOT MO MEPaPXMN TPYNn aAMUHUCTPUPOBAHUS Ha ApYyrie NONMUTUKK.

7] Kaspersky Security Center 11 Web Console

Pogutensckas NonUTUKE === ~

)
A floueprsan nonutuka -“'\4 Kaspersky Endpoint
B & & IlokaneHele napameTpel _ .4 Security ans Windows
A nporpaMm bl N
¢ &I B & A @ ‘J‘onan bHble NapameTpebl

Da Ca B@ nporpammel
D C A&'

B

MpaBa Ha gocTyn kK napameTpaM NONUTUKN (YTEHWNE, M3MEHEHWE, BbINONHEHME) 3a4at0TCa ANs Kaxgoro
nonb3oBaTens, uvetowero goctyn k Cepeepy agmuHuctpmpoBaHusa Kaspersky Security Center, n otgensHo ans
Kaxkgon pyHkumoHanbHom obnactu Kaspersky Endpoint Security. [Ins HacTpovku npaB 4ocTyna K napameTpam
nonuTUKM Nnepenaute B pasgen besonacHocTb okHa cBoicTB CepBepa agMUHUCTpUpoBaHust Kaspersky Security
Center.

Co3pgaHue NonuTUKn

Kak cozdame nonumuky e KoHconu admuHucmpupogarusi (MMC)

1. Otkpownite KoHconb agmuHncTpupoBaHusa Kaspersky Security Center.

2. B nanke YnpaBnsiemble ycTponcTBa gepesa KoHconn agMMHUCTpUpoBaHusi BbIoepute nanky ¢
Ha3BaHMeM rpynmnbl aAMUHUCTPUPOBaHUS, B COCTaB KOTOPOMW BXOOAT MHTEPECYIOLLNE Bac KITMEHTCKUE
KOMMbIOTEPSI.

3. B paboueir obnactu BbibepuTe 3aknagky Monutukm.
4. HaxmuTte Ha kHorky HoBasi nonuTtuka.

3anyctuTca macTep co3gaHus NONMUTUKK.
5. Cneaynrte ykaszaHusiM Mactepa Co34aHus NONUTUKN.

B pesynbTtate napameTpbl Kaspersky Endpoint Security 6ygyT HacTpoeHbl Ha KITMEHTCKMX KOMMbIOTEPaXxX Mpu
crneayLwen CUHXpoHu3aumn. Bel MoxxeTe npocMoTpeTb MHGPOPMALMIO O MONUTUKE, KOTOopasi MPUMEHEHa K

KoMnbtoTepy, B MHTepderice Kaspersky Endpoint Security no kHorke G ha rnasHom 3kpaHe (Hanpumep, ums
nonuTtukK). [ins atoro B napaMeTpax NonmMTUkK AreHTa agMUHUCTPUPOBAHUSA HY)XXHO BKITHOYUTb NMONy4YeHne
pacLUMPEHHbIX AaHHbIX NonuTukK. MNMogpobHee o nonuTrke AreHTa agMVHUCTPUPOBaHUS CM. B cripaBke Kaspersky
Security Center https://support.kaspersky.com/KSC/13.2/ru-RU/.

YnpaeneHue npozpammoti 4yepe3 KoHconb admuHucmpuposaHusi Kaspersky Security Center
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MHpukaTop ypoBHS 3aWwmThl

B BerHeVI yactn okHa CeBomnctBa: <HasBaHue NONUTUKKN> 0To6pa>KaeTc;| MHOUKATOP YPOBHA 3aLUUTDbI.
MHAMKaTOp MOXeT NpuHUMaTb O4HO U3 creayrwmnx 3HaAYEHUN:

. Ypoael-u:. 3aWMTbl BbICOKUN. |/|H,EI,I/IKaTOp NPUHUMAET 3TO 3Ha4YeHne N UBeT MHOUKaTopa NSMEHAETCA Ha
3€eneHblin, ecrnin BKNoYEHbl BCE KOMMOHEHTbI, OTHOCSLLMECS K cnenyrwmmMm Kateropmam:

o Kputnueckune. Kateropus BKroyaeT CriefyoLmne KOMMNOHEHTbI:
e 3awwTa oT hannoBbIX yrpos.
e AHanus nosefgeHus.
e 3awmTa OT 3KCMMNOWTOB.
e  OTKaT BPEAOHOCHbIX AENCTBUMN.
e BaxHble. KaTeropus BknoyaeT cnegyowme KOMNOHEHTbI:
e Kaspersky Security Network.
e 3awwuTa oT Beb-yrpos.
e 3awmTa OT NOYTOBLIX Yrpos.
o [lpepoTBpalleHne BTOPXKEHWUNA.

e YpoBeHb 3aWwuTbl cpegHui. iHaukaTop NpUHMMaeT 3TO 3Ha4YeHue U UBeT UHAMKaTopa U3MEHSIeTCS Ha
XKEenTbIN, eCrN OTKITIOYEH OAWNH BaXXHbIA KOMMOHEHT.

e YpoBeHb 3aWMTbl HU3KUI. VIHOMKaTOp NPUHUMAaET 3TO 3HAYeHWe U UBET MHOUKATopa U3MEHSIeTCH Ha
KpacHbIA B OQHOM M3 CNEAYoLIMX CryYaes:

e  OTKIHOYEHbl OANH UM HECKOJ1bKO KPUTUYECKUX KOMIMOHEHTOB;
e  OTKMIOYEHLI ABa 1 6ornee BaXKHbIX KOMMOHEHTA.

Ecnun otobpaxaeTcs nHamkaTop co 3HadeHMeM YPOBEeHb 3almTbl cpeaHU 1 YpoBeHb 3almTbl HU3KUN, TO
cnpaBa OT MHAMKaTOpa JOCTYMHA CChiflka, N0 KOTOPOW OTKPbIBAETCA OKHO PekoMeHAyeMble KOMMNOHEHTbI
3aWwmTbl. B 3TOM OKHE Bbl MOXETE BKIOUNTL M0G0 13 peKOMEeHAO0BaHHbLIX KOMMOHEHTOB 3aLLUTLI.

YnpaeneHue npozpammoti 4yepe3 KoHconb admuHucmpuposaHusi Kaspersky Security Center
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UHTepdenc nporpammbi

| AKTUBHBIX Yrpo3
MOHUTOPMHF He OGHapY)KeHO

YHpaBﬂﬂeTCSI nonutukon GesonacHocTH

AHTMBMPYCHbie H6a3bi:
Bepcwa: 8/27/2021 631119 PM

OtueTnbl PesepsHoe '(9 TexHonorum
XpaHunuiie obHapyxeHus
yrpos

Kaspersky Security Networ MoHuTOpMH"
auHa wn e 3. WF A aKTUBHOCTW
nporpamm

MoHuTOpUHI
HBIE O wupposaHns
1644992581

2287436 398 MOHUTOPUHT ceTn

PucyHok 7. ['naBHOE OKHO NporpaMmmbl

WHmepgbelic npoepammbl
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MoHuTopuHr

e OTueTbl. MpocMoTp COOLITUIA, NPOM3OLLEALINX BO BPEMS paBGoTsl Nporpammbl,
OTAENMbHbLIX KOMMOHEHTOB U 3a7ay.

e Pe3epBHoe xpaHunuwe. [IpocMOTP criMcka KOnui 3apaxxeHHbIX hanos, KOTopble
OblNKn yaaneHsl B xoge paboTbl NporpamMMbl.

o TexHonoruu oGHapyxeHus yrpos. [MpocmMoTp MHdOPMaLMM O TEXHOMOrMSX
oBHapy>XeHUa Yyrpo3 1 Konu4yecTse yrpo3, 0GHapyKeHHbIX C MOMOLLIbIO 3TUX TEXHOMOTMIA.

o Kaspersky Security Network. CtaTtyc nogkntodeHusa Kaspersky Endpoint Security k
Kaspersky Security Network 1 rnobansHas ctatnctuka KSN. Kaspersky Security
Network (KSN) — aTo nHdppacTpyktypa obnayHbix cryx6, npegoctaBnstoLlas AocTyn K
onepaTtuBHol 6ase 3HaHuI "NabopaTopumn Kacnepckoro" o penyTtaumm cannos,
WHTEPHET-PECYPCOB 1 NporpaMMHoro obecneyeHust. Vicnonb3oBaHue faHHbIX Kaspersky
Security Network obecneunBaeT 6onee BbICOKY CKOPOCTb peakuun Kaspersky Endpoint
Security Ha HEN3BECTHbIE Yrpo3bl, NOBbILLAET 3P HEKTUBHOCTL PabOThl HEKOTOPBIX
KOMMOHEHTOB 3allUUNThbl, @ TakXXe CHMXaeT BEePOATHOCTb JTOXKHbIX Cp363TbIBaHVIl7I. Ecnu BbI
yyactByeTe B Kaspersky Security Network, nporpamma Kaspersky Endpoint Security
nony4aet ot cnyx6 KSN cBegeHus o kateropum 1 penytauuu npoeepsiembix dannos, a
TaKke CBeEHUs O penyTaLum NpoBepsieMblx Be6-anpecos.

¢ MOHUTOPUHI aKTUBHOCTU Nporpamm. [pocmoTp nHdopmauum o pabote
YCTaAHOBMEHHLIX NporpamMmm. MOHUTOPUHI aKTUBHOCTU OTCrexmBaeT annosble,
peecTpoBble U CUCTEMHbIE CODLITUS B ONEpauUMOHHON cucTeMe, CBA3aHHbIE C
nporpaMmon.

e MoHuTopuHr cetn. NpocmMoTp MHOPMaLMKM O CETEBOWN aKTUBHOCTM KOMMbIOTEPA B
pexvmMme peanbHOM BPEMEHN.

¢ MoHuTopuHr wndpoBaHma. KoHTponb npouecca WnudpoBaHns nnmn paclumdpoBKu
OWNCKOB B pexMme pearnbHoro BpeMeHn. MOHUTOPUHI LWMdpoBaHMsS AOCTYNEH, eCrnu
yCTaHoBMEeHbl KOMNOHEHTLI LLndpoeaHne gucka Kaspersky nnu LLndpoeaHne aucka
BitLocker.

Be3onacHocTb

CTtartyc paboTbl yCTAaHOBMEHHbLIX KOMMNOHEHTOB. Takke Bbl MOXETE NEPENTUN K HACTPONKe
KOMMOHEHTOB UMK NPOCMOTPETL OTYETHI.

O6HoBneHne

Ynpaenenue 3agadamu obHoBneHnst Kaspersky Endpoint Security. Bbl MoXeTe BbINOMHATL
0BGHOBNEHNE aHTUBUPYCHbIX ©a3 1 Mogynen nporpammMbl U OTKaT NocreaHero oGHoBNEHNs
(Ha cTp. 84). ADMMHMCTPATOP MOXET CKPbITb pa3gen oOT nosfb3oBaTtens (CM. pasgen
"YnpaeneHue 3agadamu’ Ha cTp. 33) Unu orpaHnMYnTb yrpaBreHue 3agadamu (Cm. pasgen
"YnpaBneHue 3agavyamn” Ha cTp. 33).

3apaumn

Ynpaenenue 3agavamu npoBepku Kaspersky Endpoint Security. Bbl MoxeTe BbINOMHATb
aHTMBMPYCHYIO MPOBEPKY (CM. pasgen "AHTMBUpPYCHasi NpoBepka kKomnbloTepa" Ha cTp. 49) u
NPOBEPKY LEeNOCTHOCTM nporpammbl (CM. pasgen "lMpoBepka LenocTHOCTM NporpaMmbl” Ha
CTp. 62). AODMUHMCTPATOP MOXET CKPbITb 3a4ayu OT Nornb3oBarterns (CM. pasgen
"YnpaeneHue 3agadyamu’ Ha cTp. 33) Unn orpaHnMYnTb yrpaBreHue 3agadamu (Cm. pasgen
"YnpaeneHue 3agadyamu’ Ha cTp. 33).

JInueHsusn

JInueHsmpoBaHme nporpaMmmbl. Bbl MoXxeTe npMobpecTu NMLEH3NIO0, aKTUBUPOBaTb
nporpaMmy unm NpoasiMTe NOANUCKY. Tak e Bbl MOXETE NMPOCMOTPETb MHAOPMALINIO O
OencTByoLLen NUUeHsnu.

102

HacTporika napameTpoB nporpammbl. AOMUHUCTPATOP MOXET 3anpeTuTb U3MEHEHNE
napameTpoB B Kaspersky Security Center (cm. pasgen "YnpasneHve nonvtnkamun® Ha
cTp. 36).

WHmepgbelic npoepammbl
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(o] MHdopmauums o nporpamme: Tekylas Bepcus Kaspersky Endpoint Security, naTa Bbinycka

6as, kntod 1 gpyras nHpopMaums. Takke Bbl MOXETE NEPenTU Ha MHpOPMaLNOHHbIE
pecypcbl "labopaTtopumn Kacnepckoro", 4Tobbl NONy4MTh NONE3Hy MHopMaLuto,

pekomMeHZaUMM U OTBETbI Ha YaCcTO 3ajaBaeMble BOMPOCHI O NPUOBPETEHNN, YCTAaHOBKE U
NCMNosb30BaHNM NPOrpammbl.

m,m CoobLeHus ¢ nHpopmaumel o AOCTYMNHbIX OOHOBNEHUSIX, @ Takke 3anpockl 4OCTYNa K
3almdpoBaHHbLIM (hbannam u ycTporucTBam.

B aTtom pasgene

3Ha4YOoK NPOrPaMMBbl B OBNACTU YBELAOMITEHUM .......cceiiiuetieieeeaeeeaaiiiieeeeeaeeesaannteseeeaaeeesannneseeeaaaeesaannnsnnees 41
YNPOLEHHBIN MHTEPMIENC MPOTPAMMDI .....cciiiiiiieiieiae et e e e e e e e e e e e e e e e e e 42
HacTtpoika oToBpaeHNA MHTEPAENCA MPOTPAMMDIL . .......uuuuuuunnnnnuinnnnene e 43

3Ha4YoK nporpaMmmbl B 0051actu yBeaomMmrieHumn

Cpasy nocrne ycraHoBku Kaspersky Endpoint Security 3Ha4ok nporpaMmmbl nosiBNseTcsa B 06ractv yBegOMIEHNI

naHenu 3agad Microsoft Windows.
3Ha4ok nporpaMMbl BbINOMHAET cneayowme dyHKUUK:

e CMYXXWUT UHAMKATOPOM paboTbl NporpaMmbi;

e obecrneymBaeT AOCTYN K KOHTEKCTHOMY MEHI0 3Hayka nporpamMmbl U FaBHOMY OKHY MporpamMmei.

[na otobpaxeHnst MHpopmauumn o paboTte nporpamMmmbl NpeAHas3HadYeHbl CreayoLme CTaTyCbl 3Ha4Yka NporpaMmmbl:

e  3Havok [k§ O3Ha4aerT, 4YTo pa60Ta KPUTUYECKN BaXXHbIX KOMMOHEHTOB 3aLLMTbl NPOrpamMmmMbl BKITlO4YEHa.

Kaspersky Endpoint Security nokaxeTt npeaynpexaeHve I, ecnvn oT nonb3oBaTtens TpebyeTcs BbIMONMHUTbL

AeincTBMe, Hanpvmep, nepesarpy3nTb KOMMNbIOTEP nocrne 06HOBMNEHNS MPOrpamMMmbl.

e  3Hauvok O3Ha4aerT, 4YTo pa60Ta KPUTUYECKN BaXXHbIX KOMIMOHEHTOB 3aLUTbl NPOrpamMmmMbl BbIKIto4eHa Ui

HapyleHa. PaboTa KOMNOHEHTOB 3aLLUTbLI MOXET ObITb HapyLLEHa, HanpuMep, eCN CPOK AEACTBUS
NWLIEH3MM UCTEK Mnn npounsowen cbon B pabote nporpammbl. Kaspersky Endpoint Security nokaxet

npeaynpexaeHve & c onvcaHMeM NpobremMbl B 3allUTe KOMMbIOTEpA.

KOHTEKCTHOE MEHI0 3Hayka nporpaMmmbl COAEPKUT cnepyrowine NyHKTbl:

o Kaspersky Endpoint Security ana Windows. OTkpbIBaeT rnaBHOE OKHO NporpamMmbl. B 3ToM OkHe Bbl

MOXXeTe perynumpoBaTtb paboTy KOMMNOHEHTOB U 3a4ay NPorpaMMbl, MPOCMaTPMBaTL CTAaTUCTUKY 06
06paboTaHHbIX hannax n 0bHapyXEHHbIX Yrpo3ax.

¢ [puoctaHOBUTbL 3awWmTy / Bo306HOBUTL 3awmTy. MprocTtaHoBka paboTbl BCEX KOMMOHEHTOB 3aLUTLI U
KOHTPOIS, HE OTMEYEHHbIX B MOSUTUKE 3aMKOM (ﬁ). Mepen BbINOTHEHMEM 3TOM OnepaLun pekoMeHayeTcs

BbIKMOYMTE NonuTuky Kaspersky Security Center.

I"Iepep, HpVIOCTaHOBKOVI paGOTbI KOMMOHEHTOB 3allnTbl 1 KOHTPOJIA nNporpamMmma 3arnpalinBaeT naporsib

poctyna k Kaspersky Endpoint Security (cm. pasgen "3awuta naponem” Ha cTp. 192) (naporb y4eTHON

3anmcum nnn BpeMeHHbIVI naponb). [anee Bbl MOXeTe Bbl6paTb nepunoa npUoCTaHOBKU: HaA yYKa3aHHOe
BpemA, 0O nepe3arpy3km nin no TpeGOBaHVIIO nonb3oBarternsd.

WHmepgbelic npoepammbl
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ATOT NYHKT KOHTEKCTHOTO MEHIO JOCTYNeH, ecni BKItoYeHa 3awmta naponem (cMm. pasgen "BknoveHve
3awuTel naponemM” Ha cTp. 195). Ans Bo306GHOBNEHWS paboTbl KOMMOHEHTOB 3aLUMTbI U KOHTPOSIS
BbIGepUTE MYHKT BO30GHOBUTL 3aLMTY B KOHTEKCTHOM MEHIO MPOrpaMMbl.

MpuoctaHoBKa paboTbl KOMMNOHEHTOB 3aLLMTbI M KOHTPOSSA HE BNUSIET Ha BhIMNOMHEHNE 3aga4
oBHOBNEHNs 1 NpoBepkU. Takke NnporpaMmma nNpoaosrkaeT ncnonb3oBaHne Kaspersky Security
Network.

e Bbiknountb nonutuky / Bknountb nonutuky. BeikniodaeT nonutuky Kaspersky Security Center Ha
komnbioTepe. Bece napameTpol Kaspersky Endpoint Security 4ocTynHbl 4ns HaCTPonKK, B TOM Ynucne

napameTpbl, OTMEYEHHbIE B MOMUTUKE 3aKPbITbIM 3aMKOM (ﬁ). Mpy BbIKMOYEHNM NONUTUKM Nporpamma
3anpalumBaeT napornb goctyna k Kaspersky Endpoint Security (cMm. pasgen "3awuta naponem” Ha

cTp. 192) (naponb y4eTHON 3anncu Unmn BpeMeHHbIN Naporib). OTOT NYHKT KOHTEKCTHOrO MEHI0 JOCTYMNeH,
ecnu BknoyeHa 3awmrta naponem (cMm. pasgen "BkntoveHune 3awutel naponem” Ha ctp. 195). ins
BKITHOYEHMS NOMUTUKN BblGEPUTE NYHKT BKNIOYMTL NONIUTUKY B KOHTEKCTHOM MEHIO NPOrpamMMbl.

¢ Hactpowuka. OTKpblBaeT OKHO HACTPOWKMN NapameTpoB Nporpammbl.

o [loppepxka. OTKpbIBAET OKHO, coaepXallee MHpopmaumo, Heobxoaumyto anga obpaweHuna B Cnyxoy
TexHu4eckon nogaepxkn "NMadopatopmm Kacnepckoro”.

e O nporpamme. OTKpbIBAET MHPOPMALMOHHOE OKHO CO CBEAEHUSIMW O Mporpamme.

o Bbixop. 3aBepwaeT paboty Kaspersky Endpoint Security. Ecnu Bbl BbIOpanu 3TOT NYHKT KOHTEKCTHOrO
MEHI0, MporpaMma BbIrpy)xaeTcsi U3 ornepaTMBHON NamMSATN KOMMbOTEPA.

Kaspersky Endpoint Security pna Windows
MpMoCTaHOBNTE 3aLLMTY...

BbIKAHHUTE NOANTHEY

Hacrpoiika

Mognepsxa

0 nperpamme

Beniog

PucyHok 8. KOHTEKCTHOE MEHI0 3Ha4Ka NporpaMmbl

YnpouweHHbIU uHTepdenc nporpamMmbl

Ecnu K KnmeHTCcKkomy KOMMbIOTEPY, HA KOTOPOM yCcTaHoBNeHa nporpamma Kaspersky Endpoint Security, npumeHeHa
nonutuka Kaspersky Security Center, B KOTOpPO HaCTPOEHO OTOBpaXkeHne ynpoLLEeHHOro nHtepdenca NnporpaMmmeil
(cm. pasgen "Hactporika oTobpaxkeHust HTepderica nporpamMmmbl” Ha CTp. 43), TO HA 3TOM KITMEHTCKOM
KOMMbIOTEPE HEQOCTYMHO TAaBHOE OKHO NMporpamMMbl. 1o MpaBon KNaBuULLE MbILLIK MONb30BaTESlb MOXET OTKPbITh
KOHTEKCTHOE MeHI0 3Haudka Kaspersky Endpoint Security (cm. puc. HUXe), cogepkallee cneagyowme nyHKTbl:

¢ Bbiknuntb nonuTuKy / Bknountb nonutuky. BeikniovaeT nonutnky Kaspersky Security Center Ha
komnbtoTepe. Bce napameTpbl Kaspersky Endpoint Security gocTynHbl 4nst HacTpowiku, B TOM Yncne

napamMeTpbl, OTMEYEHHbIE B MOMUTUKE 3aKPbITLIM 3aMKOM (lE). Mpu BLIKMYEHWN NONUTUKX NpOorpaMma
3anpawmBaeT naponb goctyna k Kaspersky Endpoint Security (cm. pasgen "3awmTa naponem” Ha

cTp. 192) (naponb y4eTHOMN 3anncu Unmn BpEMEHHbIV Naporib). OTOT NYHKT KOHTEKCTHOrO MEHIO JOCTYMEH,
€crnu BKItodeHa 3awmTa naponem (cM. pasgen "BkntoveHre 3awmtsl naponem” Ha cTp. 195). Ana
BKITHOYEHMS MONUTUKN BbIOEPUTE NMYHKT BKNIOYNTL NONMUTUKY B KOHTEKCTHOM MEHIO MPOrpamMmbl.

WHmepgbelic npoepammbl
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e 3apaum. PackpbiBaloLWwuincs CNUCOK, coaepkalluii crieqytowme arnemMeHTb!:
o [lpoBepka LLeNIOCTHOCTM.
e OTKaT K NnpeablayLen Bepcum 6as.
o [lonHas npoBepkKa.
¢ Bbibopo4Has npoBepka.
o [poBepka BaxHbIx obnacTen.
¢ OO6HoBRNEHue.

o Mopnepxka. OTKpbIBAET OKHO, coepKallee MHopmaumo, Heobxoanmyto anst obpaieHns B Criyxoy
TexHu4eckon nogaepxku "labopatopun Kacnepckoro".

e Bbixopa. 3aBeplaet paboty Kaspersky Endpoint Security. Ecnu Bbl BbIGpanu 3TOT NYHKT KOHTEKCTHOIO
MEHI0, NporpamMMa BbIrpy>kaeTcsi 3 onepaTtMBHOW NamMaTH KOMMbloTepa.

BelknYeHE NOANTHEHN. .
3anaun r
Mopnepxka

Briog,

PucyHok 9. KOHTEKCTHOE MEHI0 3Hauka NporpamMbl NpU 0TOBPaXKEHUN YNPOLLEHHOrO MHTEpdenca nporpaMmbl

HacTpounka otobpaxeHusa nHtepcenca nporpammsl

Bbl MOXeTe HacTpouTb oTobpaxkeHne nHTepderica nporpammMbl And Nonb3oBaTensa KoMmnbloTepa. Nonb3oBartens
MOXET B3aMMO4eNCcTBOBaTb C NPOrpaMmon cnegylowmmm cnocobamu:

e C ynpolieHHbIM nHTepdencom. Ha KIMeHTCKOM KOMMbIOTEPE HEAOCTYMHO rMaBHOE OKHO Mporpammbl, a
[OCTYIMEH TONbKO 3Ha4oK B obnacTtn yeegomneHnn Windows (cm. pasgen "3Hadok nporpaMmmbl B 06ractu
yBeAOMITIEHUIN" Ha CTpP. 41). B KOHTEKCTHOM MEHIO 3Ha4Ka NMosib3oBaTeslb MOXET BbINOJTHATL OrPaHNYEHHbI
cnucok onepauun ¢ Kaspersky Endpoint Security (cm. pasgen "YnpoweHHbIn nHtepdenc nporpaMmmbl” Ha

cTp. 42). Takke Kaspersky Endpoint Security noka3eiBaeT yBeqoMIIeHNs1 Hag 3Ha4KOM NPOrpaMmei.

¢ C nonHbIM nHTepdencom. Ha KnMeHTCKOM KOMMbIOTEPE AOCTYMHO rmaBHoe okHO Kaspersky Endpoint
Security n 3Ha4ok B obnactn ysegomnenun Windows (cm. pasgen "3Hayvok nporpammbl B obnactu
yBeAOMMAEeHN" Ha CcTp. 41). B KOHTEKCTHOM MEHI0 3Hayka Nnosb3oBaTtesflb MOXeT BbINOMHATL onepaumun ¢
Kaspersky Endpoint Security. Take Kaspersky Endpoint Security noka3sbiBaeT yBegoMneHus Hag 3Ha4KoM

nporpamMmei.

o bBe3 nHTepdenca. Ha knmeHTCKOM KOMMNbIOTEPE HE OTOBPaKaeTcsa HUKaKnx npmuaHakoB paboTtbl Kaspersky
Endpoint Security. Tarkke HegocTynHbl 3Ha4oK B obnactu yBegomnenun Windows (cm. pasgen "3Hadok
nporpaMmbl B 06nactv yBegoMneHmn" Ha cTp. 41) n yBe4OMIEHNS.

Kak Hacmpoumb omobpaxkeHue uHmepdgetica ripoepammbl 8 KoHconu admuHucmpuposaHus (MMC)

1. Otkpovite KoHconb agmuHncTpupoBanusa Kaspersky Security Center.

2. B nanke YnpaBnsieMble ycTpoucTBa AepeBa KoOHCONM aaMUHUCTPUPOBAaHUSI OTKPOIATE Narnky ¢
Ha3BaHWeMm rpynnbl aAMUHUCTPUPOBAHMUS, B COCTAB KOTOPOW BXOASAT HYXXHbIE KITMEHTCKNE KOMMbIOTEPDI.

3. B paboueir obnactu BbibepuTe 3aknagky Monutukm.

WHmepgbelic npoepammbl
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BbIGGpMTe HY>XHYIO NOJTUTUKY U OTKpOVITe CBOMCTBA NOSIUTUKN ABOMHbLIM LLLENTYKOM MbILLN.

B okHe nonuTtukm Beibepmute O6LWMe HacTporkn — UHTepdenic.

B 6noke BzanmogencrTeume ¢ nonb3oBaTesieM BbIMNOSIHATE OAHO U3 cnenyrwmnx DEeNCTBUN:

YcrtaHoBuTe hnaxxok OToGpaxaTb Nofib3oBaTeNbLCKUN MHTepdenc, ecnu Bbl XOTUTE, YTODbI Ha
KMMEHTCKOM KOMMNbIOTepe OToOpaXanuck criegytoLimne arnemMeHTbl MHTepderica:

° nanka ¢ HaspaHuem nporpaMmmbl B MEHIO I'chx;

e 3Hauvok Kaspersky Endpoint Security (cm. pasgen "3Ha4ok nporpammbl B obnacTtu yBegomneHmin"
Ha cTp. 41) B 06nacTtu yBegomneHun naHenu 3agay Microsoft Windows;

° BCnJibiBaoLlne yseaoMIeHus.

Ecnu yctaHoOBNeH 3TOT oraXok, Nofnb3oBaTerb MOXeT NpocMaTpmBaTh U, NP HanM4MK npas,
N3MEHsITb NapameTpbl MporpaMmbl U3 MHTEpdEca NporpaMmei.

CHumuTe pnaxok OTobpaxaTb Nonb3oBaTerlbCKUM MHTEepdENnc, ecrnv Bol XOTUTE CKPbITb BCE
npusHakun paboTtebl Kaspersky Endpoint Security Ha kKnueHTCkOM KOMMbIOTEpE.

B 6noke Bzanmopencrteume ¢ nonb3oBarenem ycraHoBute doraxxok OTobpaxaTb ynpoLleHHbIN
MHTepdenc, ecnun Bbl XOTUTE, YTOObI HA KITMEHTCKOM KOMMbIOTEPE C YCTAHOBNEHHOW NporpammMon
Kaspersky Endpoint Security oTobpakancsa ynpoLueHHbIn uHTepdenc nporpammel (Ha cTp. 42).

WHmepgbelic npoepammbl
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3anyck u octaHoBKa Kaspersky
Endpoint Security

Mocne yctaHoBku Kaspersky Endpoint Security Ha komnbioTep nonb3oBaTtens 3anyck nporpaMmMbl BbINMOMHAETCS
aBToMaTuyecku. anee no ymonyaHuio 3anyck Kaspersky Endpoint Security BeinonHseTca cpasy nocne
onepawmMoHHON cucTeMbl. HacTpouTb aBTOMaTUYECKMIA 3anyCK NporpaMmbl B napameTpax onepauuoHHON CUCTEMBI
HEBO3MOXHO.

3arpyska aHTMBMpYCHbIX 6a3 Kaspersky Endpoint Security nocne 3arpysku onepayyMoHHOW CUCTEMbI
3aHMMaeT 0 OBYX MUHYT, B 3aBUCUMOCTU OT MPOU3BOAUTENBHOCTU (TEXHUYECKUX BO3MOXKXHOCTEN)
KoMnbloTepa. B TeueHne aToro BpemeHu ypoBeHb 3alUnThbl KOMMbIOTEPa CHUXEH. 3arpy3ka aHTMBMPYCHbIX 6a3
npw 3anycke nporpammbl Kaspersky Endpoint Security B y>ke 3anyLlueHHON onepauyoHHON cucteme He
BbI3bIBAET CHUXKEHMNS YPOBHS 3aLUMThI KOMMbOTEPa.

Kak Hacmpoumb 3anyck Kaspersky Endpoint Security 8 uHmepgbelice npoepammbi

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE HA KHOMKY 1o}
2. B okHe napameTpoB nporpammbl Bbibepute pasgen Ob6wme HacTporMku — HacTporku nporpamMmbil.

3. C nomoulpto conaxka 3anyckatb Kaspersky Endpoint Security npu BknovyeHun komnbiotepa
HaCTpoOWTE 3anyCcK NporpamMmmbl.

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

Cneunanuctbl "llabopaTtopum Kacnepckoro" pekoMeHayT He 3aBepLuatb paboTty Kaspersky Endpoint
Security, TOCKonNbKy B 3TOM Cry4yae 3aliuta KOMMboTepa 1 Balmx AaHHbIX OKaXKeTCs nod yrpo3on. Ecnn
TpebyeTcs, Bbl MOXETE MPUOCTaHOBMUTL 3aLLMTY KOMMbloTepa (cM. pasgen "lpnoctaHoBka u BO30OHOBMEHME
3aLUUTBI Y KOHTPONSA KOMMbloTepa" Ha CTp. 47) Ha HeoBXOAMMBIN CPOK, He 3aBepLuas paboTy NporpaMme.

Bbl MOXeTE KOHTpONMpOBaTh CTaTyc paboThl MporpamMmel C MOMOLLLIO BuaXeTa CocTosiHue 3almThbl.
Kak 3annycmums unu ocmaHosums Kaspersky Endpoint Security 8 KoHconu admuHucmpuposaHusi (MMC)

1. Otkpownite KoHconb agmuHncTpupoBanusa Kaspersky Security Center.

2. B nanke YnpaBnsiemble ycTponcTBa gepeBa KoHConn agMMHUCTPUPOBaHUS OTKPOMTE nanky ¢
HasBaHMeM rpynmnbl aAMUHUCTPUPOBAHUS, B COCTaB KOTOPOW BXOOMUT HYXKHbIV BaM KITMEHTCKUIN KOMMbIOTEP.

3. B paboueii obnactu Bbibepute 3aknagky YcTpomncraa.
4. Bblbepute KOMMNbIOTEP, HA KOTOPOM Bbl XOTUTE 3aMyCTUTb UM OCTAHOBUTL NMporpammy.

5. To npaBoi KNaBuLLE MbILLIM OTKPONTE KOHTEKCTHOE MEHIO KIMMEHTCKOTO KOMMbOTEPA U BbIGEPUTE MYHKT
CBoncTBa.

6. B oOKkHe CBOWCTB KIMEHTCKOro KomnbloTepa BbibepuTe pasaen MporpaMmbi.

CnpaBa B OKHE CBOWCTB KITMEHTCKOro KOMMbloTepa 0Tobpasutcs cnucok nporpamm "llaGopatopum
Kacnepckoro", ycTaHOBMNEHHbIX Ha KITMEHTCKOM KOMMbIOTEPE.

7. Bbibepute nporpammy Kaspersky Endpoint Security.

Banyck u ocmaHoska Kaspersky Endpoint Security
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8. BbinonHute cnepywouine nencTBus:

e Ecnu Bbl XoTUTE 3anycTUTb NporpaMmy, crpaea OT cnucka nporpamm "Jlabopatopum Kacnepckoro

HaXMUTE Ha KHOMKY .

e Ecnu Bbl XoTUTE OCTAaHOBUTL paboTy NporpamMMel, Cnpaea oT cnuncka nporpamm "Jlabopatopumn

Kacnepckoro" HaXXmuTe Ha KHOMKY D.

Kak 3anycmums unu ocmaHosums Kaspersky Endpoint Security yepe3 komaHOHyt0 cmpoKy

[nsa 3aBeplieHns paboTbl NporpamMMbl U3 KOMaHAHOW CTPOKN HEOOXOAMMO BKITHOUNTL BHELLHEE ynpaBreHve
CUCTEMHbIMU criyxbamu (cMm. pasgen "BkntoveHne 1 BbiKNioYeHWe 3allnThl OT BHELUHENO yrnpaBneHnsa" Ha
cTp. 220).

[na 3anycka nnu 3aeBepLieHns paboTbl NporpaMmmbl U3 KOMaHOHON CTPOKM ucnonb3yeTtces dann kipsm.exe,
BXogALWMM B KomnnekT noctaekm Kaspersky Endpoint Security.

1.

2
3.
4

3anycTute nHTEepnpeTaTop KOMaHaHOW CTPOKM cmd OT MMEHM agMUHUCTpaTopa.
MepenanTe B Nanky, B KOTOPOW pacnonoxeH ucnonHsemsin dann Kaspersky Endpoint Security.
[lna 3anycka nporpaMmbl B KOMaHOHOW CTpoke BBeanTe klpsm.exe start avp service.

[ins ocTaHOBKM NpOrpaMMbl B KOMaHAHOW CTPOKe BBeauTe klpsm.exe stop avp service.

Banyck u ocmaHoska Kaspersky Endpoint Security
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[MpnoctaHOBKA U BO3OOHOBIIEHUE
3alUnNTbl U KOHTPOSIA KOMMbIOTEpa

MpurocTaHoBKa 3aLMUTbl U KOHTPONS KOMMNbIOTEPA O3HAYaET BbIKMIOYEHNE HA HEKOTOPOE BPeMS BCEX KOMMOHEHTOB
3alLnTLI 1 BCeX KOMMNOHEHTOB KOoHTpons Kaspersky Endpoint Security.

CocTosiHne nporpammbl 0TOOpaxaeTcsi C MOMOLLbIO 3HAaYKa NporpaMMbl B 06racTv yBeAOMIEHWI NaHenu 3agad
(cm. pasgen «3Ha4vyok NnporpamMmmbl B 06nacTv yBegomreHuiy Ha cTp. 41):

e  3HA4YoK i cBunaeTenbCTBYET O NPMOCTaHOBKE 3allUTbl U KOHTPOIIA KOMMNbIOTEPA,

e 3Ha4yokK [k§ cBMnaeTenbCTByeT O TOM, YTO 3allimnTa U KOHTPOJb KOMIMbOTEPA BKITKOYEHbI.

MpurocTaHoBKa 1 BO30GHOBMEHNE 3aLLUTbI M KOHTPOIS KOMMbIOTEPA HE OKa3biBaeT BIUSIHUSA Ha BbINONHEHWe 3aaay
NpPOBEPKM 1 3aa4m OGHOBMNEHNSI.

Ecnun B MOMeEHT NPUOCTaHOBKN U BO30OHOBNEHMS 3alnTbl U KOHTPOJ1A KOMMNbOTEPA Obinn YCTaHOBJ1€HbI CeTeBble
coeguHeHuA, Ha 3KpaH BbIBOAUTCA yBeAOMITEeHNE O pa3pbiBe 3TUX CETEBbIX COGLI,I/IHGHI/IVI.

» UYmobsi npuocmaHosuUMb 3auumy U KOHMPOIsib KOMbomMepa, 8birnosHume credyruwue delicmeus:
1. T[lo npaBoi knaBuLIE MbILLM OTKPONTE KOHTEKCTHOE MEHIO 3Ha4Ka NMporpamMmmbl, KOTOPLIN PaCNONoXeH B
obnacTtu yBegoMIeHnIn naHenu 3agad.

2. B KOHTEKCTHOM MeH0 BbiGepuTe NyHKT NMPUOCTaHOBUTL 3alMUTy (CM. PUCYHOK HUXKE).

OTOT NYHKT KOHTEKCTHOrO MEHI0 AOCTYNEH, €Crin BKIMtoYeHa 3aluTa naponem (cm. pasgen "BkrioveHune
3awmTbl naponem" Ha cTp. 195).

3. BbibepuTe oauH 13 cnenyowmx BapuaHToB:

e [puocTaHOBUTL Ha <Nepuog BpeMeHU> — 3aLMTa U KOHTPOSb KOMMbIOTEPA BKIOYATCS Yepes
WHTepBas BpEMeHW, yKa3aHHbIN B pacKpbIBaOLLLEMCS CTIUCKE HUXKE.

e [puocTaHOBUTL A0 Nepe3anycka NPUIIOXKEHUA — 3allMTa U KOHTPOSb KOMMbIOTEpa BKIOYaTCS
rocrne nepesanycka nporpammbl Unu nepesarpy3ky onepaumMoHHOn cuctembl. s ncnonb3oBaHus
3TOW BO3MOXHOCTU JOIBKEH ObITh BKITOYEH aBTOMATUYECKMI 3aMyCcK NporpaMmbl.

e [puocTaHOBUTL — 3aLUUTa U KOHTPOMb KOMMNbIOTEPA BKNOYATCA Toraa, Koraa Bbl pelumTe
BO30OHOBUTb UX.

4. Haxmwute Ha kHorky NMpuocTtaHOBUTL 3aLUTY.

lMpuocmaHoska u 80306HO81EHUE 3aWumsbl U KOHMPOJIA KOMIbromepa
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Kaspersky Endpoint Security npyoctaHoBUT paboTy BCeX KOMMOHEHTOB 3aLLUTbI U KOHTPOSS, HE OTMEYEHHbIX B

NONMUTUKE 3aMKOM (IE) I'Iepep, BbINOMHEHNEM 3TON onepauunn pekomeHayeTcqd BbIKIMKOYUTb NONTUTUKY
Kaspersky Security Center.

Kaspersky Endpoint Security pna Windows
MpUocTaHOBUTE 3ALLMTY...

BeIKnHoYnTE MoanTHy

Hacrpoiika

Mognepsxa

0 nperpamme

Beniog

PucyHok 10.  KOHTEKCTHOe MeHI0 3Hayvka nporpaMmbl

» 4Umobbl 80306HOBUMB 3aWUMY U KOHMPOSb KOMIbomMepa, 8birnonHume credyrouwue oelicmeus:

1. T[lo npaBoi knaBu1LIE MbILLM OTKPOMNTE KOHTEKCTHOE MEHIO 3Ha4Ka NporpamMmmbl, KOTOPbIN PaCMoOfoXeH B
obnactu yBEAOMINEHUN NaHenu 3agau.

2. B KOHTEKCTHOM MeH0 Bblibepute NyHKT BO30GHOBUTL 3awmTy.

Bbl MoxeTe BO30OHOBWTL 3aLLUTY M KOHTPOSb KOMMbOTEPa B NGO MOMEHT, HE3aBUCUMO OT TOrO, KakoWn
BapuaHT NPMOCTaAHOBKM 3aLLMTbI M KOHTPOSS KOMMbloTEpa Bbl Bbibpanu paHee.

lMpuocmaHoska u 80306HO81EHUE 3aWumsl U KOHMPOJIA KOMIbromepa
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AHTUBMpPYCHaA NpoBepKa
KOMNnblOTepa

AHTUBMPYCHas NpoBepka ABNSETCA BaXXHbIM hakTopoM Ans obecnedeHnss 6e3onacHocTy koMmnbtoTepa. TpebyeTcs
perynsipHo BhIMOMHSATL aHTUBMPYCHYHO NPOBEPKY, YTOGLI UCKMHOYNUTE BO3MOXHOCTE pacnpocTpaHeHnus
BPEOOHOCHbIX NPorpamMm, KoTopble He Bbin 06HapyxeHbl KOMMNOHEHTaMU 3aLUMTbI, HAaNpUMep, 13-3a
YCTaHOBIEHHOO HU3KOTO YPOBHS 3aLLMThI UMW MO APYTUM NpUYMHAM.

Kaspersky Endpoint Security He npoBepseT danrnbl, Cogep>XXMMOe KOTOPbIX PacrnonoXeHo B 061a4yHoOM
xpanunuiie OneDrive, 1 co3gaeT B XypHane 3anucu 0 ToM, YTO 3TK haiinbl He BbINn NPOBEPEHBI.

MonHas npoBepka
TuwaTenbHasn npoeepka Bcen cuctembl. Kaspersky Endpoint Security nposepsieT cneaytolwimne o6bekTbi:
o namMmaATb Agpa;,
e 00ObeKTbI, 3arpy3ka KOTOpbIX OCYLLEeCTBSETCS NpU 3anycke onepaLyoHHON CUCTEMBI;
e  3arpy3o4Hble CEeKTOpbl;
e pe3epBHOE XpaHUIMLLE OnepaLoHHON CUCTEMBI;

o BCe XXeCTKME N CbeEMHblIE OANCKN.

Cneumanuctbl "llabopaTopum Kacnepckoro" pekoMeHAYIT He N3MeHATb obnacTb NpoBepku 3agayun lNonHas
rposepka.

[1na sKOHOMUKM pecypcoB KOMMbIOTEPA PEKOMEHAYETCA BMECTO 3a4ayu NosIHON NPOBEPKM MCMOSb30BaTb
3agady poHoBON NpoBepkn (cM. pasaen "®oHoBasa npoBepka" Ha CTp. 57). YpoBEHb 3aLLMTbl KOMMbOTEPA MpU
3TOM HE U3MEHUTCA.

MpoBepka BaxHbIX obnacren

Mo ymonuanuio Kaspersky Endpoint Security npoBepsieT namaTb 94pa, 3anyLleHHble NPOLLEeCChl U 3arpy304Hble
CEKTOpbI.

Cneunanuctbl "llabopaTopum Kacnepckoro" pekoMeHAaYIT He N3MeHsITb 0bnacTb NPOBEPKU 3adaun
lposepka saxHbIx obracmed.

AHmMugUpycHasi nposepka KomMrbomepa
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BbiGopoyHasa npoBepka

Kaspersky Endpoint Security npoBepseT 06bekTbl, BbibpaHHble nonb3oBaTeneM. Bel moxeTe npoBepuTh nobon
06BEKT 13 CriedytoLLero cnucka:

e CUCTEMHas NamsThb;
o 00ObeKTbI, 3arpy3ka KOTOpbIX OCYLLECTBISETCS NpU 3anycke onepaLyoHHON CUCTEMBI;
e pe3epBHOE XpaHUIMLLE OnepaLMoHHON CUCTEMBI;

e noyToBbIM Awmk Microsoft Outlook;

e  )KEeCTKMe, CbeMHbIE N CETEBbIE AUCKY;

e 06O BbIOpaHHbIA darin.

doHoBas npoBepkKa

®oHoeas nposepka — 310 pexmum npoeepkn Kaspersky Endpoint Security 6e3 otobpaxeHns ysegomneHui ansi
nonb3oaTens. PoHOBas nNpoBepka TpebyeT MeHbLLE PecypcoB KOMMbIOTEPA, YEM Apyrie BUAbl MPOBEPOK
(Hanpumep, nonHasa nposepka). B atom pexxnme Kaspersky Endpoint Security nposepseT 06bekTbl aBTo3anycka,
3arpy304HOro CEKTopa, CUCTEMHOM NaMATU U CUCTEMHOrO pasgena.

MpoBepka LEeNnoOCTHOCTH

Kaspersky Endpoint Security npoBepsieT Mmogynu nporpamMmmbl Ha HaNM4YMe NOBPEXAEHUI NN U3MEHEHUI.

B aTtom pasgene
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NMpoBepka KomnblOTEpPa

AHTMBMPYCHas NpoBepKa SABMNSETCA BaXkHbIM dhakTopoM Ansi obecneyeHns 6e3onacHOCTU koMnbloTepa. TpebyeTtcs
PErynsipHO BbIMOMHATL aHTUBUMPYCHYHO NPOBEPKY, YTOOLI UCKMIOYMTE BO3MOXHOCTL PacnpocTpaHeHus
BPEOOHOCHLIX NPOrpamm, KOTopble He ObINn 0GHapY»XeHbl KOMMNOHEHTaAMW 3aLUUTLI, HAanNnpuMep, u3-3a
YCTaHOBMNEHHOIO HU3KOrO YPOBHS 3aLLMThl UM MO ApYrMM npudnHam. KoMnoHeHT obecneynBaeT 3aluTy
KOMMbOTEPA C MOMOLLIbIO aHTUBMPYCHbIX 6a3, obnayvHoi cnyxobl Kaspersky Security Network (cm. pasgen
"BkntodeHune 1 BblkntoyeHne ncnonb3oBaHusa Kaspersky Security Network™ Ha cTp. 89) n 8BpuCTUYeCKoro aHanusa.

B Kaspersky Endpoint Security npegyctaHoBneHbl cTaHAapTHble 3agaun lonHas nposepka, [Nposepka 8axHbIX
obriacmed, BoibopoyHas rposepka. Ecnuv B BalLen opraHM3aumm passepHyTa cuctema agMUHUCTPUPOBAHUS
Kaspersky Security Center, Bbl MOXeTe co3gaTtb 3agavy AHmueupycHas rnposepka n HaCTpOUTb NapameTpbl
nposepkn. Takke B Kaspersky Security Center goctynHa 3agava ®@oHogas riposepka (cMm. pasgen "®oHosast
rnpogepka" Ha cTp. 57). HacTtpoutb napameTpbl (POHOBOWN NPOBEPKMN HEBO3MOXHO.

Kak 3anycmumb aHmMuguUpyCHY NposepKy 8 uHmMepgbelice npozpamMmmal
1. B rnaBHOM OKkHe nporpammbl nepenanTte B pasgen 3apaym.

2. B oTkpbiBlIEMCS cnuncke 3adad BblibepuTe 3agady NPOBEPKU N HAXKMUTE Ha KHOMKY 10}
3. Hactponte napameTpbl 3agaym NPoBEPKN (CM. Tabnuuy HMxXe).

Ecnu TpebyeTcs, HacTporiTe pacnucaHue 3anycka 3agadm npoBepku (CM. pasgen "3anyck npoBepku no
pacnucaHui" Ha cTp. 65).

4. CoxpaHuTe BHECEHHbIE U3MEHEHMS.
5. Banyctute 3agayy NpoBEPKU.

Kaspersky Endpoint Security 3anyctuTt npoepky koMmnbtoTepa. lNporpamma noKaxeT NpoLecc NpoBEPKYU,
KONMMYECTBO NPOBEPEHHbIX (PANOB U OCTaBLUMECH BPeMS. Bbl MOXeTe OCTaHOBUTL BbIMNOSIHEHNE 3aayn B
noboe BpeMsi no kHonke OctaHoBUTL. Ecnin 3agaya npoBepkn He oToDpaxxaeTcs, agMUHUCTPATOP 3anpeTus
ncnonb3oBaHUe nokanbHbIX 3aga4v B nonutuke (CM. pasgen "YnpaeneHue 3agadamn” Ha cTp. 33).
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Tabnuua 3. lNapamempsbi pogepku

MapameTp OnucaHue
YpoBeHb Ons npoepku Kaspersky Endpoint Security npumeHseT pa3Hble Habopbl HACTPOEK.
6e3onacHocTH Habopbl HacTpoek, CoXxpaHeHHbIe B NPOrpaMMe, Ha3blBalOTCs yPOBHAMU

6esonacHocmu:

o Bbicokuin. Kaspersky Endpoint Security nposepsieT dainbl Bcex Tunos. Bo Bpems
npoBepkn cocTtaBHblX (annos Kaspersky Endpoint Security gononHuTensHo
npoeepsieT hannbl NOYTOBLIX (hopmMaToBs.

o PekomeHayembin. Kaspersky Endpoint Security npoepsieT Tonbko cannbl
onpeaeneHHbIX POPMaToB Ha BCEX >KECTKUX, CMEHHbIX U CETEBbIX AMCKaxX
KoMMbloTepa, a Takke BroxeHHble OLE-06bekThl. Kaspersky Endpoint Security He
NpoBepsieT apXuBbl U YCTAHOBOYHbIE MAKEThI.

o Huskun. Kaspersky Endpoint Security npoBepsieT TONbKO HOBbIE U U3MEHEHHbIE
d)aﬁﬂbl C onpeaeneHHbIM paclunpeHnamMmm Ha Bcex XeCTKnxX, CMeHHbIX U CeTeBbIX
auckax komnbtotepa. Kaspersky Endpoint Security He npoBepsieT cocTaBHble
dannbl.

Bbl MoxeTe BbibpaTb 0QMH 13 NpeayCcTaHOBMEHHbIX YpoBHEN 6e30nacHOCTM unu
HaCTpoOUTb NapamMeTpbl YpoBHSA 6€30nacHOCTM caMOCTOSATENBLHO. ocne Toro Kak Bbl
N3MEHWNM napameTpbl ypoBHSA 6e30nacHOCTH, Bbl BCErga MOXeTe BEePHYTLCA K
pekoMeHayeMblM napameTpam ypoBHsi 6e30nacHOCTU.

Hewncrteue npu
OGHapyXeHun
yrposbl

NeunTtb; yaanaTtb, ecnu neyeHne HEBO3MOXHO. Ecnu BbiOpaH aTOT BapuaHT
nencteus, To Kaspersky Endpoint Security aBTomaTtnyeckn nelTaetcs BbleyYnTb BCE
oBHapyXeHHble 3apaxeHHble hannbl. Ecnn neyeHne HeBo3mMoXxHO, To Kaspersky
Endpoint Security nx yganser.

NeunTtb; 6NokMpoBaTb, ecrnu rie4yeHne HeBO3MOXHO. Ecnn BbiGpaH 3TOT BapuaHT
pencteus, To Kaspersky Endpoint Security aBTomatnyeckn nblTaetcs BbiNeyYnTb BCE
obHapyXeHHble 3apaxxeHHble cannbl. Ecnn nevyeHne HeBo3mMoXxHO, To Kaspersky
Endpoint Security nobaenseT nHdopmaumio 06 0OHaAPYKEHHbBIX 3apaXeHHbIX dhannax B
CMUCOK aKTMBHbIX Yrpo3.

UHdopmupoBaTtb. Ecnu BeiOpaH 3TOT BapuaHT AENCTBUS, TO NpU 0BHapY>XeHnn
3apaxeHHbIx harnoB Kaspersky Endpoint Security gobaensiet nHdopmaumio 06 aTmx
(rannax B CrMCOK aKTUBHbIX Yrpos3.

Mepen neveHnem unu yganeHnem sapaxeHHoro anna Kaspersky Endpoint
Security bopmupyeT ero pesepBHyt KONUI Ha TOT CriyyYawn, ecrnv BNOCNEeACTBUM
NoHagobuTca BOCCTAHOBUTL (Al Uy NOSABUTCS BO3MOXHOCTb €ro BbIfIeYnTb (CM.
pasgen "BoccTaHoBreHve annos n3 pe3epBHOro xpaHunuiia™ Ha ctp. 209).

[Mpn oBHapy>xeHUN 3apakeHHbIX PalnoB, SABMSIOLNXCS YaCTbio NPUNOXKEHNS
Windows Store, Kaspersky Endpoint Security nbiTaetca yganutb awnn.

AHmMugUpycHasi nposepka KomMrbomepa

52




lkaspersky

MapameTp

OnucaHue

BbINOonHATL NevyeHue
AdKTUBHOIO 3apaXeHus
HemMmenneHHO

(GocmyrieH mosibKo 8
KoHconu Kaspersky
Security Center)

JleueHne akTMBHOrO 3apaXkeHusi B XO4 e BbINOMHEHMS 3aJ4a4uM Noucka BUPYCOB Ha
KOMMbOTEPE OCYLLECTBSETCS TOMNBKO B TOM Cllyyae, eCfin B CBOMCTBaX
NPUMEHEHHOM K 9TOMY KOMMbIOTEPY MOSMIUTUKM BKIOUEHA (PYHKUNS neYeHns
aKTUBHOTO 3apaxeHus (CM. pasgen "BknioveHne 1 BbIKITYEHE TEXHOMOrm
neYvyeHns akTUBHOrO 3apaxeHus" Ha cTp. 72).

Ecnu cpnaxok yctaHoeneH, Kaspersky Endpoint Security neunT akTnBHoe 3apaxeHune
cpasy nocne ero obHapyXeHus B Xxofe BbINOMHEHNS 3aa4dum novcka supycos. Nocne
neveHus akTMBHOro 3apaxeHus Kaspersky Endpoint Security nepesarpyxxaet
KOMMbIOTEP, HE 3anpallmBas NOATBEMKAEHNE Y Nonb3oBaTens.

Ecnun donaxok cHaT, Kaspersky Endpoint Security He neunt akTuBHOEe 3apaxxeHune cpasy
nocne ero obHapyxeHus B XoA€e BbINOMHEHUsI 3a4a4mM noncka BupycoB. Nporpamma
dopmMupyeT cobbiTa 06 aKTUBHOM 3apaXXeHUU B NTOKarbHbIX OTYETaxX NpPorpaMmbl U Ha
ctopoHe Kaspersky Security Center. JleueHne akTMBHOrO 3apaxeHns BO3MOXHO Npu
NMOBTOPHOM 3anycke 3a4ayn Noncka BUPYCOB C BKITHOYEHHOW (DYHKLUMEN NeYveHns
aKTUBHOTO 3apaxeHusi. Takum o6pa3omM, CUCTEMHbIV aaMUHUCTPATOP MMeET
BO3MOXHOCTb BblbpaTh nogxogsiiee BpeMs ANs fTeYeHns akTUBHOIO 3apaxeHus
KOMMbIOTEPOB M UX MNOCMEAYLLEN aBTOMaTUYECKON nepesarpysku.

O6nacTb npoBepkn

Cnucok obbekToB, kKoTopble Kaspersky Endpoint Security nposepsieT Bo Bpemsi
BbINOMHEHUs 3aaa4m npoeepkn. O6LEKTOM NPOBEPKU MOXKET OblTb NamMATb SApPa,
3anyLLEeHHbIe NPOLECChI, 3arpy304HbIe CEKTOPLI, CACTEMHOE pe3epBHOE XpaHUmuLLE,
noyTtoBble ©asbl, XXECTKUA, CbEMHbIA UM CETEBOW ANCK, Nanka unun dann.

PacnucaHune
npoBepKu

BpyuHyto. Pexxum 3anycka, npy KOTOPOM Bbl 3anyckaeTe NPOBEPKY BPYYHYHO B yaobHoe
ONs1 Bac Bpems.

Mo pacnucaHuio. Pexnm 3anycka 3agaymn npoeepku, npm kotopom Kaspersky Endpoint
Security BbINONHAET 3agady NpoBepkn No chopMmMpoBaHHOMY BaMu pacnuncanuto. Ecnm
BblIGpaH 3TOT pexuM 3anycka 3agayuv NPOBEPKU, Bbl TAKKE MOXETE 3anyckaTb 3agaqvy
NPOBEPKUN BPYUHYIO.

OTnoXuTb 3anyck
nocne crapta
nporpamMmmel Ha N
MWHYT

OTnoXeHHbIN 3anyck 3agayv NPOBepKM nocne crapta nporpammel. Mocne ctapTta
onepaLMoHHON CUCTEMbI 3aMyCKaeTCs MHOXECTBO NpoLEeCcCoB, MO3TOMY YAOOHO
3anyckaTtb 3afady NpoBepku He cpasy nocrie 3anycka Kaspersky Endpoint Security, a
Yyepes HeKOTopOoe BpeMsi.

3anyckartb
nponylieHHbIe 3a4aun

Ecnu conaxok yctaHoeneH, Kaspersky Endpoint Security 3anyckaeT nponyLleHHyto
3aga4vy NPOBEPKM, KaK TONMbKO 3TO CTAHET BO3MOXHbIM. 3aa4a NpoBEpPKU MOXET ObiTb
nponyLieHa, Hanpumep, ecnv B yCTaHOBINEHHOE BPEMsI 3arycka 3agaqv NpoBepKu Obin
BbIKIMOYEH KomnbloTep. Ecnun dpnaxok cHaT, Kaspersky Endpoint Security He 3anyckaeT
nponyLleHHbIe 3a4a4m NPOBEPKM, a BbINOMHAET CreAyoLLYH0 3a4ady NpoBepKU No
YCTaHOBMEHHOMY pacnucaHmio.

BbINONHATb TONBLKO
BO BpeMs NMpPOCTos
KOMnbloTEpa

OTnoXeHHbIN 3anyck 3agaqy NPOBEPKU, ECININ PECYPChI KOMMNbIOTEPA 3aHATLI. Kaspersky
Endpoint Security 3anyckaeT 3agady npoBepKu, €Cv KOMMbIOTEP 3a0M0KMPOBaH Unu
BKITHOHMEHA 9KpaHHasi 3acTaBka. Ecnv Bbl npepBany BbINOMHEHUE 334a4M W, HanpuMep,
pasbnokupoBanu komnbtoTep, Kaspersky Endpoint Security 3anyctut 3agady
aBTOMATUYECKM C TOFO XXe MECTa, rAe NpoBepka Obina npepBaHa.
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3anyckaTb NpoBepKy
C npaBamu

Mo ymonyaHuio 3afaya NpoBeEpKM 3anyckaeTcs OT UMEHU Nonb3oBaTerns, ¢ npasaMmu
KOTOPOro Bbl 3aperncTpmMpoBaHbl B ornepaumoHHorn cucteme. ObnacTb 3awuTbl MOXET
BKITHOMaTb CETEBbIE ANCKM UNK ApyrMe ob6bekTbl, AN 4OCTyna K KOTOPbIM HYXHbI
crneuuanbsHble Npaea. Bel MoxeTe ykasaTb nonb3oBaTensi, obnagaroLero aTumm
npasamu, B napameTpax Kaspersky Endpoint Security, n 3anyckatb 3agayvy npoBepku
OT UMEHU 3TOro Nonb3oBaTeNs.

Tunbi cpannos

dannbl 6e3 pacwmpenusa Kaspersky Endpoint Security cuMtaeT UCnonHaeMbIMU.
Kaspersky Endpoint Security npoepseT ncnonHsiemble dannbsl Bceraa,
He3aBMCMMO OT TOro, (hanribl Kakoro Tuna Bbl BbIBpanu s NpoBEpKU.

Bce channbi. Ecnu BeiGpaH aToT napameTp, Kaspersky Endpoint Security nposepsiet
Bce hannbl 6e3 ncknoyeHns (Nbbix HoOpMaToB 1 pacLLMPEHUN).

®dannbl, npoBepsiemble no cpopmaty. Ecnv BbibpaH aToT napameTp, Kaspersky
Endpoint Security npoBepsieT Tonbko NoTeHuuansHo 3apaxaemble dawnnel. [Nepeq
Hayanom noucka BpeAOHOCHOrO KoAa B dhaise BbINOMHAETCA aHanu3 ero BHyTPEHHero
3arofnoBka Ha npegmeT popmaTta danna (Hanpumep, TXT, DOC, EXE). B npouecce
NPOBEPKN YYUTBLIBAETCS TakkKe paclumpeHue anna.

dainnbl, npoBepsAemMbie No pacwmpeHnto. Ecnu BeibpaH 3ToT napameTp, Kaspersky
Endpoint Security npoBepsieT Tornbko NoTeHUManbHO 3apaxkaemble dannbl. dopmat
danna onpegenseTca Ha OCHOBaHUM €ro pacLUMpPEHMS.

Mo ymonuanuio Kaspersky Endpoint Security nposepsieT dannsl no dhopmarty.
MpoBepsiTb hannbl NO pacLUMpeHMo MeHee 6e3onacHo, Tak Kak Bpe4OHOCHbIV dhann
MOXET UMETb paclUMpeHne, KOTOPOEe HE BXOAMT B CMIMCOK NOTEHUMANbHO 3apaxXaemblxX
(Hanpumep, .123).

MpoBepATb TONbKO
HOBbl€ U U3MEHEHHbIe
¢annbl

lMpoBepka TONbKO HOBbLIX hanfnoB 1 Tex annos, KOTOPbIE U3MEHUNUCH

nocne npegbiayLen NnpoBepku. OTO NO3BOMUT COKPaTUTbL BPEMS BbIMOTHEHNS
npoBepkn. Takon pexxmm NPoBEpPKU pacnpoCTpaHAEeTCs Kak Ha NPocTble, Tak 1 Ha
COCTaBHble (hansibl.

MponyckaTb cannsbl,
ecnu ux npoeepka
anntca 6onee N
CeKyHA

OrpaHnyeHne onmMTenbHOCTM NPOBEPKU 0gHOro obbekTa. Mo ucteyeHnm sagaHHoro
BpemeHn Kaspersky Endpoint Security npekpaliaeT npoBepky canna. 3To No3BonuT
COKpaTUTb BPEMS BbINOMHEHUS NPOBEPKU.

MpoBepATb apxuBbIl

lMpoBepka apxusoB hopmaToB RAR, ARJ, ZIP, CAB, LHA, JAR, ICE.

MpoBepaTb
ANCTPNOYTUBBLI

®raxok BKMYaeT / BbIKIMHOYAET NPOBEPKY OUCTPUOYTMBOB CTOPOHHMX MPOrpamMm.

MpoBepAaTb dhannbl
ocucHbIX popmaToB

Mposepka darnos Microsoft Office (DOC, DOCX, XLS, PPT u gpyrux). K doannam
ogucHbIX popmaToB Takke oTHocATca OLE-06bekThbl.
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MpoBepaTb dannbl
NOYTOBbIX
¢opmaTtoB

driaxok BKMoYaeT / BbIKMYaeT PyHKLUI0, C MOMOLLIbI0 KoTopoin Kaspersky
Endpoint Security npoBepsieT hainbl NOYTOBLIX hOPMATOB, a TakKe NOYTOBbIE
6a3bl AaHHbIX.

lMporpaMmmMa NONHOCTLIO MPOBEPSET TOMNLKO (hawrbl NOYTOBbLIX hopmaToB MS
Outlook, Windows Mail/Outlook Express n dpopmaTta EML, 1 Tonbko npy Hannuum
Ha KomnbloTepe noyTosoro knueHta MS Outlook x86.

Ecnu donaxok yctaHoeneH, Kaspersky Endpoint Security pazbupaet dpaiin
NMo4YTOBOro popmaTta Ha COCTaBMSIOLME YacTuh (3arofioBoOK, TENO, BIOXEHMWS) U
aHanuaMpyeT X Ha Hanuyune yrpos.

Ecnun donaxok cHaT, Kaspersky Endpoint Security npoBepsieT dainn noutoBoro goopmaTta
Kak eanHbIn hann.

MpoBepATb apXuBbI,
3alWmLeHHbIe
naponem

Ecnn onaxok yctaHoBneH, Kaspersky Endpoint Security npoBepsaeT apxuBbl,
3awmeHHsble naponeM. MNepen nposepkon dannos, coaepXallmxcsi B apxmee, Ha aKpaH
BbIBOANTCSA 3anpoc napons.

Ecnun donaxok He yctaHoBneH, Kaspersky Endpoint Security nponyckaet npoBepky
3aULLEHHbIX NApoieM apX1BOB.

He pacnakoBbIBaTb
cocTaBHble hannbl
6onbLioro pasmepa

Ecnun donaxok yctaHoBneH, To Kaspersky Endpoint Security He nposepsiet
CoCTaBHble halinbl, pa3mepbl KOTOPbIX BonbLUe 3a4aHHOIO 3HAYEHUS.

Ecnun conaxok cHaT, Kaspersky Endpoint Security npoBepsieT coctaBHble dannbl
noboro pasmepa.

Kaspersky Endpoint Security npoepsieT cannbl 60nbLUMX pasMepoB, N3BIEYEHHbIE N3
apPXMBOB, HE3ABMNCKMMO OT COCTOSIHMS donaxka.

MawwwnHHOe o6Gy4eHune
M CUrHaTYpPHbIN
aHanus

Mpn meToae npoBepkn MalwmnHHOE 0ByYeHNE N CUrHaTYpPHbIN aHann3
ucnonbaytoTca 6a3bl Kaspersky Endpoint Security, cogepxawme onncanms
N3BECTHbIX Yrpo3 U METOAbI UX YCTPaHEHUs. 3alimTy C UCNOMb30BaHNEM 3TOrO
mMeToaa NpoBepku obecnevynBaeT MUHMMAIbHO AOMYCTUMbINA YPOBEHb
BesonacHocTw.

B cooTBeTCcTBMM C pekomeHaaumamMm crneumanmctoB "labopatopum Kacnepckoro”
MeToa npoBepkn MalumHHoe obyveHne 1 CUrHaTypHbIA aHanu3 BCeraa BKITHOYEH.

OBpucTUUYecKkun
aHanus

TexHonornsa obHapy>xeHus yrpo3, KOTopble HEBO3MOXHO OnpeaennTb C MOMOLLbIO
Tekyuien sepcumn 6a3 nporpamm "Jlabopatopun Kacnepckoro”. [No3BonsdeTt HaxoanTb
drannbl, KOTOpble MOTryT cogep)aTb HEM3BECTHbLIN BUPYC MUIMTU HOBYIO MOAMMUKALIMIO
N3BECTHOrO BMpYycCa.

Bo Bpemsa npoBepku dharnoB Ha Hanuyine BpegoOHOCHOrO Koda 3BPUCTUYECKNIA
aHanusaTop BbINOMHAET UHCTPYKLUMM B UCTIONHAEMbIX parnax. KonnuyectBo MHCTPYKLMA,
KOTOpbI€ BbINOMHAET 3BPUCTUYECKUIA aHanM3aTop, 3aBUCUT OT 3a4aHHOMO YPOBHS
3BPUCTUYECKOIO aHanm3a. ¥ poBeHb 3BPUCTUHECKOrO aHanmaa obecneunBaeT 6anaHc
MeXay TLATENbHOCTBIO NMOMCKA HOBbIX YIPO3, CTENEHBLIO 3arpy3ku pecypcoB
OMNepaLNOHHON CUCTEMBI U OTUTENBbHOCTLIO 3BPUCTUYECKOIO aHanumsa.
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TexHonorus iSwift

(GocmyrieH mosibKo 8
KoHcornu
adMuHUCmMpuUposaHusi
(MMC) u
uHmepgbelice
Kaspersky Endpoint
Security)

TexHonorus, No3BonsLas yBermyuTb CKOPOCTb MPOBEPKM 3a CHET UCKMTIOYEHUS N3
Hee HeKoTopbIX (hanrnos. Pannbl UCKNOYaTCA 13 NPOBEPKM NO cneumanbHOMY
anropuTMy, yuuTbiBaroLeMy aaty Bbinycka 6a3 Kaspersky Endpoint Security, gaty
npeablayLien nposepkn hamnna, a Takke M3MeHeHne napaMeTpoB NPOBEPKN.
TexHonorus iSwift agnseTca passutnem texHonorum iChecker gns dainoson cuctemol
NTFS.

TexHonorus iChecker

(GocmyrieH mosibKo 8
KoHcornu
abMuHUCMpPUpPO8aHUsi
(MMC) u
uHmepghelice
Kaspersky Endpoint
Security)

TexHonorus, No3BonsoLLas yBENNYNTb CKOPOCTb MPOBEPKN 3a CHET UCKIMIOYEHUS U3
Hee HeKOoTopbIX channos. Parnbl UCKMYATCS U3 NPOBEPKMN MO crieLmanbHOMY
anroputMmy, y4uTbiBaroLeMy aaty Bbinycka 6a3 Kaspersky Endpoint Security, gaty
npeabiayLien NnpoBepkn danna, a Takke M3AMEHEHNE HAaCTPOEK NPOBEPKU. TexHonorus
iChecker nmeeT orpaHuyeHue: oHa He paboTaeT ¢ harinammu 6onbLINX pasMepos, a
Kpome Toro, NpMMeHuma TOMbKO K dhainam ¢ N3BeCTHOM nporpaMme CTPYKTypou
(Hanpumep, k daninam dopmata EXE, DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP,
RAR).

MpoBepka CbeMHbIX AUCKOB NMPWU NOAKNIOYEHUN K

KOMNbIOTEPY

Kaspersky Endpoint Security npoBepsieT Bce danrnbl, KOTOpbIE Bbl 3anyckaeTe unm KkonupyeTte, gaxe ecnu camn
pacnonioxeH Ha CbEMHOM gucke (KOMMOHEHT 3alumTta oT dannosbix yrpo3). [na npeaoTepalleHnst
pacnpocTpaHeHnsi BUPYCOB U APYrvX NporpaMm, NpeacTaBnsiowmx yrpo3sy, Bbl MOXETe HaCcTpOUTb
aBTOMAaTUYECKYIO MPOBEPKY CbEMHbIX AUCKOB MPWU MNOAKMNIOYEHNM K KOMNbIOTepy. [pyn 0GHapyXeHun yrpo3sbl
Kaspersky Endpoint Security aBTomaTtnyeckun nbiTaeTcs BbINIeUYNTL BCE OOHAPYKEHHbIE 3apaKeHHble dannbl. Ecnu
neveHne HeBO3MOXHO, To Kaspersky Endpoint Security nx yoansiet. KomnoHeHT o6ecneymBatoT 3awuTy
KOMMbIOTEPA C MOMOLLIBIO CriedyoLL X MeTo40B NPOBEPKU: MaLLUMHHOE 0By4veHne, 3BPUCTUHECKUIA aHanu3 (BbICOKMUI
YPOBEHb) 1 CUrHaTypHbIn aHanua. Takke Kaspersky Endpoint Security ucnonbadyet TexHoOnormm ontumMm3aumm
npoBepkun iSwift n iChecker. TexHONoOrMM BKNOYEHbI MOCTOSIHHO Y BLIKIMIOYUTb MX HEBO3MOXHO.

Kak Hacmpoumb 3arnyck rnpoeepku CbeMHbIX OUCKO8 8 UHMepgelce rnpozpammbl

1. B rmaBHOM OKHe Nporpammbl NepenanTe B pasgen 3agaun.

2. B oTkpbiBLLUEMCS CMMCKe 3ada4 BblibepuTe 3agady NPOBEPKN U HAXXMUTE Ha KHOMKY o}

3. Wcnonbaynte nepekntoyartens NpoBepka CbeMHbIX AUCKOB, YTODObI BKITHOYWTB MITW BIKIMOYNTL MPOBEPKY
CbEMHBbIX AMCKOB NPV MOAKIMOYEHNM K KOMMBIOTEPY.

4. HacTpoiiTe 4ONONHUTENbHbIE NapaMeTpbl MPOBEPKN CbEMHBIX AUCKOB (CM. Tabnuvuy Huxe).

5. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

B pesynbTarte Kaspersky Endpoint Security 6ygeT 3anyckatb NpOBEPKY CbEMHbIX AUCKOB, pa3Mep KOTOPbIX He
NpeBbIAET yKa3aHHbIN MakcMMarbHbIn pa3mep. Ecnu 3apgava posepka cbeMHbix OUCKO8 He 0TobpaXkaeTcs,
agMVHUCTpaTop 3anpeTun UCMoNb30BaHME NTOKanbHbIX 3a4ay B NONUTKKE (CM. pasgen "YnpasneHue
3agavamu’ Ha cTp. 33).
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Tabnuua 4. lNapamempsbi 3a0ayu Nposepka CbeMHbIX OUCKO8

MapameTp

OnucaHue

HdencTBue npu NnoaKno4YeHUU
CbEMHOro gmcka

MNoppo6Has npoBepka. Ecnu BeIGpaH 3TOT anemMeHT, To nocne
nogknoveHns cbemHoro ancka Kaspersky Endpoint Security
npoeepsieT Bce danrbl, pacnonoXeHHble Ha CbeMHOM AUCKE, B TOM
yucne BrOXeHHble doarinbl BHYTPU COCTaBHbIX 0O bEKTOB, apXuBbl,
anctpubyTtmBebl, arnbl opucHbix popmatoB. Kaspersky Endpoint
Security He npoBepsieT dhannbl NOYTOBbLIX HOPMATOB U 3aLUULLEHHbIE
naporieM apxuBbl.

BbicTpas npoBepka. Ecnv BbibpaH 3TOT BapuaHT, TO nocrne
nogknioveHns cbemHoro aucka Kaspersky Endpoint Security
npoBepsieT TONbKO (hannbl onpedeneHHbiX oopmaToB (CM. pasgen
"Mpunoxexwne 3. Pacwunpenus cdannos ansa 66iCTpoin NpoBepkn
CbeMHbIX AnckoB" Ha cTp. 301), Hambonee nogBepKeHHbIe
3apaXeHuto, a TaKkke He pacnakoBbIBaEeT COCTaBHbIE OO BLEKTDI.

MakcumanbHbIN pa3mep CbeMHOro
AUcKa

Ecnn donaxok ycraHoBneH, To Kaspersky Endpoint Security
BbINOSTHAET AeNcTBMe, BbIBpaHHOE B pacKpbiBatoLLEMCS CNUCKe
[dencrtBue npu NOAKNIOYEHUN CbEMHOIO AUCKA, Hag,
CbeMHbIMY JMCKaMW, pa3mep KOTOPbIX He NpeBbIaeT
yKa3aHHbI MakCUmaribHbI pasmep.

Ecnn donaxok cHaT, To Kaspersky Endpoint Security BbinonHsieT
nencrteue, BbibpaHHOE B packpbiBatoLLemcs cnucke [lencrtemne npu
NOAKIMYEHMU CbEMHOIO AUCKA, HAJ CbEMHBIMW AMCKaMK o6oro
pa3mepa.

OTobpaxaTb xoQ NPOBEPKU

Ecnn donaxok ycraHoBneH, To Kaspersky Endpoint Security
OTOOpaxaeT Xxon NPOBEPKN CbEMHbIX AUCKOB B OTAENBHOM OKHE,
a Takke B pasgene 3agaym.

Ecnn donaxok cHaT, To Kaspersky Endpoint Security BbinonHsiet
NPOBEPKY CbEMHbIX AMCKOB B (DOHOBOM PEXUME.

3anpeTuTb OCTaHOBKY 3agaum
npoBepKu

Ecnn cdonaxok yctaHoOBMNEH, TO B fiokanbHOM nHtepdence Kaspersky
Endpoint Security ans 3agayn NnpoBepKM CbEeMHbIX UCKOB
HeJoCTyMHbI kKHoMka OcTaHOBUTL B pasgerne 3aga4ym v KHorka
OcTaHOBUTbL B OKHE NMPOBEPKN CHEMHOIO AUCKa.
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PoHoBasA npoBepkKa

®oHoeas rnposepka — aTo pexxum npoeepkn Kaspersky Endpoint Security 6e3 oTobpaxkeHnst yBegomneHun ans
nonb3oBaTens. PoHoBas npoBepka TPebyeT MeHbLLe pecypcoB KOMMbOTEPa, YeEM ApYyrue Buabl MPOBEPOK
(Hanpumep, nonHas nposepka). B atom pexume Kaspersky Endpoint Security npoBepsieT 06bekTbl aBTo3anycka,
3arpy304HOro cektopa, CUCTEMHOW NamMsAaTU U cUCTEMHOro pasgena. PoHoBas NpoBepka 3anyckaeTcs B Creayowmnx
cnyyasx:

nocrie 0OHOBNEeHNs aAHTUBUPYCHbIX 0as;

e yepes 30 muHyT nocne 3anycka Kaspersky Endpoint Security;
e Kaxpble LUeCTb 4acos,;

® MpW NPOCTOE KOMMbIOTEPA B TEYEHME NATU U Bonee MUHYT (KOMNboTep 3abrnoKMpoBaH Unu BKNKOYEHa
3KpaHHas 3acTaBka).

doHoBas npoBepka Npu NPOCTOe KOMMboTepa NPepbIBaeTCs Npu BbINOMHEHWUW NIOOOro U3 CneayoLwmx YCroBUiA:

e KomnbloTep nepeLuen B aKTUBHBIN PEXUM.

Ecnn (*)OHOBaﬂ NnpoBEpPKa HE BbINOJIHANACb bonee necatn gHen, NpoOBEPKa HE MNnpepbiBaeTCA.

e KomnbloTep (HOYTOYK) nepeLlen B peXxmm nutaHusa ot 6atapen.

Mpu BbINONHEHUM choHoBoW nposepkun Kaspersky Endpoint Security He nposepsieT hannbl, cogepxumoe
KOTOpbIX pacnonoxeHo B obnayHom xpaHunuiie OneDrive.

Kak ekrroqumes ghoHO8YIO rpoBepKy 8 uHmMepdghelice rnpozpammbl
1. B rmaBHOM OKHe NporpamMmmbl NepenanTe B pasgen 3agadn.

2. B oTkpblBLUEMCS CMMCKe 3a4a4 BbibepuTe 3agady NPOBEPKU U HAXXMUTE Ha KHOMKY 10}

3. Wcnonbaynte nepekntoyatens ®oHoBas NpoBepKa, YTOObI BKIIOYUTE UMK BbIKITHOYNTL OHOBYIO
NpOBEPKY.

4, CoxpaHuTe BHECEHHbIE U3MEHEHUSI.

Ecnu 3apavya @oHosasi nposepka He oTobpaxkaeTcsi, aAMUHUCTPATOP 3anpeTun UCMorb3oBaHMe NoKanbHbIX
3agad B nonuTuke (cm. pasgen "YnpaeneHue 3agadamun” Ha cTp. 33).

NpoBepka N3 KOHTEKCTHOrO MEHHO

Kaspersky Endpoint Security no3sonsieT npoBepsTb OTAeNbHbIE Dalnbl HA BUPYCbI 1 ApYyrMe NporpaMmel,
NpeLcTaBnsoLne yrposy, N3 KOHTEKCTHOIO MEHIO (CM. PUC. HUXKE).
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Mpu BbINOMHEHMN NPOBEPKN N3 KOHTEKCTHOIO MeHto Kaspersky Endpoint Security He nposepsaeT dainsnbl,
COOEPXKMMOE KOTOPbIX pacrnofioXXeHo B obnadHom xpanmnuuie OneDrive.

im_not_a_wirus

OTrpEITE
Meyats
3mMeHNTE

Medialnfo

4 MpoBepuTE Ha BMPYCH
I€ Mpoeepute penyTauuio B KSM

¢ Cozpare sawmdpoeanHelii apxue...

CeoACTEA

PucyHok 11.  KoHTekcTHoe MeHio danna

Kak Hacmpoums napamempbl Npo8epKU U3 KOHMEKCMHO20 MeHI0 8 UHmepaghelice npozpammsl

1. B rmaBHOM OKHE NporpamMmmbl NepenanTe B pasgen 3agadn.

2. B oTkpbiBLUEMCS CriMcKe 3adad BelbepuTe 3aady NPOBEPKU U HAXKMUTE Ha KHOTKY 10}

3. Hactpoite napameTpbl NPOBEPKM U3 KOHTEKCTHOIO MEHI0 (CM. Tabnuuy Hmxke).

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

Ecnu 3apava lNposepka u3 KOHMEKCMHO20 MEHI0 He oTobpakaeTcsi, adMUHUCTPAaTOP 3anpeTun
ncnonb3oBaHUe nokanbHbIX 3aga4v B nonutuke (CM. pasgen "YnpaeneHue 3agadamn” Ha cTp. 33).

Tabrnuua 5. lMapamempel 3adayu Nposepka U3 KOHMEKCMHO20 MEHH

MapameTp

OnucaHue

YpoBeHb 6e30nacHOCTH

Onsa npoepkun Kaspersky Endpoint Security npumeHseT pasHblie Habopbl
HacTpoek. Habopbl HAaCTpPoeK, COXpaHEHHbIE B NPOrpamMmmMe, HasbiBatoTCH
ypoeHsiMu be3onacHocmu:

o Bbicoknn. Kaspersky Endpoint Security npoBepsieT davnbl Bcex TUMNOB.
Bo Bpems npoBepku cocTaBHbIX harnno Kaspersky Endpoint Security
[ONONHNTENBHO NPoBepPSET hannbl NOYTOBLIX OOPMaTOB.

 PexomeHayembin. Kaspersky Endpoint Security npoBepsieT Tonbko
dannbl onpeneneHHbiX opmMaToB Ha BCEX XKECTKUX, CMEHHbIX 1
CETEBbIX JMCKax KOMMNbIOTEPA, a Takke BroxeHHble OLE-00bekThI.
Kaspersky Endpoint Security He npoBepsieT apxuBbl 1 YCTAHOBOYHbIE
nakeTbl.

o Hwu3skun. Kaspersky Endpoint Security npoBepsieT TONbKO HOBbIE 1
N3MeHEeHHbIe halrnbl C onpeaeneHHbIMU pacLlUMPEHNSIMU Ha BCEX
XECTKMX, CMEHHbIX U CeTeBbIX ANCKax koMnbtoTepa. Kaspersky Endpoint
Security He npoBepsieT cocTaBHble hawsbl.
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MapameTp

OnucaHue

HenctBue npu obHapyxeHUn
yrposbl

JNleunTb; ypanaTb, ecnu neyeHne HeBO3MOXHO. Ecnu BbiOpaH aToT
BapuaHT gencteugd, To Kaspersky Endpoint Security aBTomaTtnyecku
NbiTaeTcs BbiNeYnTb Bce 0OHapyXeHHble 3apakeHHble darinbl. Ecnu
neveHue HeBO3MOXHO, To Kaspersky Endpoint Security nx yoanser.

INeuunTb; 6NoKkMpoBaThb, ecnu fieyeHne HeBO3MOXHO. Ecnu BbIOpaH aToT
BapuaHT gencteugd, To Kaspersky Endpoint Security aBTomaTtnyecku
NblTaeTCsl BblNIEYNTb BCE OOHApY>KeHHbIe 3apaxeHHble hannbl. Ecnn
neyeHne HeBO3MOXHO, To Kaspersky Endpoint Security gobaensiet
nHdopmMaumo 06 06HapyXEeHHbIX 3apaXkeHHbIX darinax B CNCOK aKTUBHbIX
yrpos.

UHcopmupoBaTb. Ecnin BoiIOpaH STOT BapuaHT AeNCTBUS, TO NpK
obHapyxeHun 3apaxeHHbix dannos Kaspersky Endpoint Security nobaenset
nHdopmaumio 06 aTUX darnax B CNUCOK aKTUBHbIX Yrpo3.

Tunbi cpannos

dannbl 6e3 pacwmnpenunsa Kaspersky Endpoint Security cuntaet
ncnonHsembimun. Kaspersky Endpoint Security npoBepseT ncnonHsemblie
Gannbl BCerga, He3aBMCUMO OT TOro, oannbl Kakoro Tuna Bbl Bbibpanu
A5 NPOBEPKN.

Bce cdhannbi. Ecnn BeiGpaH aToT napameTp, Kaspersky Endpoint Security
nposepsieT Bce hannbl 6e3 ucknioveHms (nobbix opMaToB 1 pacLUMpPEHUi).

dainbl, npoBepsembie no opmarty. Ecnu BeibpaH 3TOT napameTp,
Kaspersky Endpoint Security npoBepsieT Tornbko NoTeHUManbLHO 3apaxaemMble
dannsl. lNepen Ha4anom noucka BpegoOHOCHOMO KoAa B dpaine BbINoSHAEeTCs
aHanua ero BHyTPEHHEro 3arofioBka Ha npegMeT doopmaTta danna
(Hanpumep, TXT, DOC, EXE). B npouecce NpoBepKM yYUNTbIBAETCS TakKe
paclupeHue danna.

dannbl, npoBepsAemMbie NO pacwmpeHuro. Ecnu BeibpaH 3TOT napameTp,
Kaspersky Endpoint Security npoBepsieT TOnbKO NOTEHUMANbHO 3apakaemble
gannbl. Popmat hanina onpenenseTcsa Ha OCHOBaHUUN Er0 pPacLUMPEHNS.

Mo ymonuaHuio Kaspersky Endpoint Security nposepsieT gannsl no
dopmary. [poBepaTe dannbl N0 paclmpeHntio MeHee 6e3onacHo, Tak kak
BPeOOHOCHbIN (halnsi MOXET MMETb paclUMpeEHne, KOTOPOE He BXOOUT B
CMMCOK MOTEHLMANbHO 3apaxkaemblx (Hanpumep, .123).

MpoBepATbL TONbLKO HOBbIE U
M3MEeHeHHble dannbl

lMpoBepka TONbKO HOBLIX hannoB 1 TEX hannoB, KOTOPbIE U3MEHUNUCH
nocne npegbiayLen NnpoBepku. OTO NO3BOMUT COKPATUTL BPEMS
BbINOSHEHUS NPOBEPKUN. TaKoM PeXrM MPOBEPKM PaACMPOCTPAHAETCS KaK Ha
npocTble, TaK U Ha COCTaBHbIE dhanrbl.

MponyckaTb channbl, ecnu nx
npoBepKa gnurtca 6onee N
CeKyHA

OrpaHnyeHne AnmMTenbHOCTU NPOBEPKN OAHOro obbekTa. o ncrteyeHun
3apaHHoro BpemeHu Kaspersky Endpoint Security npekpaiyaet npoBepky
davina. OT0 NO3BONUT COKPaTUTbL BPEMS BbINOMHEHNS MPOBEPKN.

MpoBepsATL apXUBbLI

MpoBepka apxuBoB hopmaTtoB RAR, ARJ, ZIP, CAB, LHA, JAR, ICE.

MpoBepATL AUCTPUOYTUBDI

dnaxok BKNovaeT / BbIKNOYaeT NpOBEPKY ,D,VICTpVI6yTl/IBOB.
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MapameTp

OnucaHue

MpoBepaTb dannbl 0hPUCHBbIX
¢opmaTtoB

MpoBepka dannos Microsoft Office (DOC, DOCX, XLS, PPT u gpyrux). K
haninam odUcHbIX hopmaTtoB Takke oTHocsATc OLE-06bekTbI.

MpoBepATb hansbl NOYTOBLIX
c¢opmaTtoB

dnaxok BknovaeT / BblkNoYaeT yHKUUIO, C MOMOLLBI KOTOPOR
Kaspersky Endpoint Security nposepsieT ¢aiinbl no4ToBbIX (hopmaTtos,
a Takke NoyToBble 6a3bl AaHHbIX.

MporpaMmmMa NONHOCTLI0 MPOBEPSAET TONLKO dawnbl NOYTOBBLIX
dopmatoB MS Outlook, Windows Mail/Outlook Express n ¢oopmata
EML, n TOnbKO NpK HanM4Ynm Ha KOMMNbKOTEPE NOYTOBOro KnveHTa MS
Outlook x86.

Ecnu cdonaxok yctaHoeneH, Kaspersky Endpoint Security pazoupaet
hann no4ToBoro oopMmarta Ha CoCTaBnsAoLLME YacTu (3arofoBOK, TENO,
BMOXEHUS) U aHanu3npyeT NX Ha Hanuyme yrpos.

Ecnn conaxok cHaT, Kaspersky Endpoint Security nposepsieT dann noutoBoro
dopmaTa Kak equHbIn hann.

MpoBepATbL apXuBbI,
3awWwmLLeHHbIe naponem

Ecnun donaxok ycraHoBneH, Kaspersky Endpoint Security npoBepseT apxuBbl,
3awuLeHHble naponem. MNepen npoBepkon hainos, Coaep)KaLLmMxcs B
apxuBe, Ha 3KpaH BbIBOAUTCS 3amnpoc Naporsi.

Ecnun donaxok He yctaHoBneH, Kaspersky Endpoint Security nponyckaet
NPOBEPKY 3aLLUULLEHHbIX NAapOSieEM apXMBOB.

He pacnakoBbIBaTb COCTaBHbI€
¢hanbl 6onbLIOro pasmepa

Ecnn donaxok ycraHoBneH, 1o Kaspersky Endpoint Security He
npoBepsieT cocTaBHble dainbl, pa3Mepbl KOTOPbIX OOMbLUE 3a4aHHOro
3HaYeHus.

Ecnun donaxok cHaT, Kaspersky Endpoint Security npoeepsieT
cocTaBHble (hannbl noboro pasmepa.

Kaspersky Endpoint Security npoepsieT cannbl 6onbLUnX pasmepos,
N3BMeYEHHbIE N3 apPXMBOB, HE3ABUCUMO OT COCTOSIHUSI chradkka.

MawurHHOe o6yyeHue n
CUTHaTypHbIA aHanus3

Mpu meTtoge nposepku MawmnHHOe 0Oy4YeHNe 1 CUrHATYPHBIN aHanNu3
ucnone3ytoTcs 6a3bl Kaspersky Endpoint Security, cogepxawue
ONMcaHWs N3BECTHbIX YIPO3 U METOAbI UX YCTPaHEHUS. 3alnTy C
NCMNOb30BaHNEM 3TOr0 METOAa NPOBEPKN obecnevymBaeT MUHUMANbHO
O0MyCTUMbIN ypoBEHb 6e30NacHOCTU.

B cooTBeTCcTBMM C pekomeHaaumsamMm crneumanmctos "JlabopaTtopumn
Kacnepckoro" metog npoBepkn MawnHHoe oOy4eHne 1 CUrHaTypHbIN aHanm3
BCEraa BKIHYEH.
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MapameTp

OnucaHue

OBPUCTUYECKUI aHanNu3

TexHonorms obHapy>XeHus yrpo3, KOTopble HEBO3MOXHO ONMpeaenuTs ¢
nomoLLbo TekyLlen Bepcun 6a3 nporpamm "Jlabopatopum Kacnepckoro”.
MosBonsieT HaxoauTb hairbl, KOTOPbIE MOTYT coAepXaTb HEM3BECTHELIN BMPYC
U HOBYIO MoAMdMKaLMIO U3BECTHOIO BMpYCa.

Bo BpemMsa npoBepky ghainos Ha Hanuune BpedoHOCHOrO KoJa 3BPUCTUYECKUN
aHanM3aTop BbINOMHAET MHCTPYKLUM B UCTIONHAeMbIX dainax. KonuyecTtso
WHCTPYKLIMIA, KOTOPbIE BbIMOMHAET 3BPUCTUYECKMIA aHanNn3aTop, 3aBUCUT OT
3a[1aHHOr0 YPOBHS 3BPUCTUYECKOrO aHanuaa. YpoBeHb 3BPUCTUYECKOro
aHanusa obecneymBaeT 6anaHc Mexay TLaTeNbHOCTLIO MOUCKA HOBLIX Yrpo3,
CTENEHbIO 3arpy3Kkn PecypcoB onepaLnoHHON CUCTEMbI U ONUTENbHOCTLIO
3BPUCTMYECKOro aHanmsa.

TexHonorusa iSwift

TexHonorus, no3BonsALas yBenm4muTb CKOPOCTb MPOBEPKM 3a CHET
UCKIMIOYEHNS U3 Hee HeKOTOpbIX hannos. Painbl UCKIYATCA N3 NPOBEPKU
no cneumansHOMY anropuTmy, yuntbiBaloLeMy aaTy Bblinycka 6a3 Kaspersky
Endpoint Security, gaty npegbigylen nposepku danna, a Takke NsMeHeHne
napameTpoB nNpoBepku. TexHonorus iSwift aBnaeTca passuTMeM TEXHONOMMn
iChecker onsa cdannoson cuctemol NTFS.

TexHonorus iChecker

TexHonorus, No3BonsoLLas yBENNYUTbL CKOPOCTb NPOBEPKU 3a cHET
WCKITHOYEHUSI U3 HEE HEKOTOpPbIX harnoB. Pannbl NCKMOYAOTCA U3 MPOBEPKM
no cneynanbHOMy anropuTMy, yunTbiBatoLLiEMY ATy Bbinycka 6a3 Kaspersky
Endpoint Security, gaty npegbigyLen nposepku cdanna, a Takke NsMeHeHne
HacTpoek npoBepkn. TexHonorus iChecker MMeeT orpaHnyYeHne: oHa He
paboTtaeT ¢ hainamm 6onbLUMX pasMepoB, a KPOMe Toro, NPUMEHMUMA TOSbKO
K cbarinam ¢ M3BECTHOW NporpamMmme CTPYKTypon (Hanpumep, K darnnam
dopmata EXE, DLL, LNK, TTF, INF, SYS, COM, CHM, ZIP, RAR).

[MpoBepka LUeNnoCTHOCTU NporpamMmmbl

Kaspersky Endpoint Security npoBepsieT mogynu nporpaMmMbl Ha HanNu4une NOBPEXAEHUA UM U3MEHEHWI.
Hanpumep, ecnv 6ubnunoteka nporpammbl UMEET HEKOPPEKTHYIO LMPOBYO NOANMCh, TO Takad bubnmoTeka
cuMTaeTca nospexaeHHon. [1na npoepkn annos nporpammbl NpegHasHadveHa 3agada lposepka yernocmHocmu.
3anyckanTte 3agavy [Iposepka yenocmHocmu, ecnv nporpamma Kaspersky Endpoint Security obHapyxuna
BPEAOHOCHbLI 06BHEKT 1 He obe3Bpeauna ero.

Bbl MoxeTe co3gaTb 3agadvy [posepka yernocmHocmu B Kaspersky Security Center Web Console 1 KoHconu
agmuHucTpupoBaHus. CosgaTb 3agady B nporpamme Kaspersky Security Center Cloud Console HEBO3MOXHO.
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HapymeHMﬂ LEeNOCTHOCTU NporpaMmmMbl MOTyT, HanpumMep, BO3HUKaTb B CriefyloLmnx cry4daax:

e BpenoHocHbI 06beKT BHeC nameHeHus B pannel Kaspersky Endpoint Security. B atom cniyqae
BbINOMHUTE Npoueaypy BocctaHoBreHus Kaspersky Endpoint Security cpegcteamu onepaunoHHowm
cucTeMbl. [Nocne BOCCTaHOBIEHNUS 3aryCTUTE MOSTHYHO NPOBEPKY KOMNbIOTEPA Y NOBTOPUTE MPOBEPKY
LIeNOCTHOCTM.

e cTek cpok aencTaust umdposor nognucu. B atom cnyvae o6HoBuTe Kaspersky Endpoint Security.

Kak ebinonHuUme nposepky uesocm-docmu ripogpammel Hepes KoHcornb admuHucmpuposaHusi (MMC)

1. B KoHconu agMuHucTpupoBaHus nepengute B nanky Cepsep agMMHUCTpUpOBaHUA — 3agayu.
OTKpoeTCcs CrnMCcoK 3aaay.
2. Haxwmute Ha kHonky HoBas 3apaua.

3anyctutca mactep co3gaHusa 3agadn. CnegyinTe ero ykasaHusim.

LWar 1. BbiGop TMna 3apgaumn

Bbibepute Kaspersky Endpoint Security ana Windows (11.8.0) — lNpoBepka LienocTHOCTH.

LWar 2. BbiIGop ycTponcTB, KOTOPbIM OyAeT Ha3HayeHa 3aaaya

Bbibepute koMNblOTEPBI, HA KOTOPbLIX OyAET BbiNONHeHa 3agava. [JocTynHbl creayoLwmne cnocobsbl;

e HasHauuTb 3agady rpynne agMUHUCTPUPOBaHUS. B aToM cnyyae 3agaya HasHavaeTcsl KOMMbloTepam,
BXOASILLMM B paHee CO3[aHHyto rpynny agMUHUCTPUPOBAHWS.

e BbibpaTb kOMMbOTEPLI, OOHapPYXeHHbIE B ceTu CepBepom agMUHUCTPUPOBAHUS, — HepacripedesieHHble
ycmpoticmea. B Habop yCTpOMNCTB Bbl MOXETE BKITHOYATb Kak YCTPOMCTBA B rpynnax aqMUHUCTPUPOBAHUS,
TaK U HepacnpeaeneHHble YCTPONCTBa.

e 3agaTb agpeca yCTPOWCTB BPYYHYHO MM MMMOPTUPOBATL M3 cnncka. Bbl MoxeTe 3agaBatb
NetBIOS-nmeHa, |IP-agpeca, a Takke gnanasoHbl IP-agpecoB yCTPONCTB, KOTOPbIM HY>XHO Ha3Ha4nTb
3agavy.

LWar 3. HacTtpoiika pacnucaHusa 3anycka 3agaim

HacTpoiite pacnucaHue 3anycka 3agayu, Hanpvmep, BPpyYHY Uy Npu o6HapY»KeHUM BUPYCHOW aTaku.

LWar 4. OnpegeneHne Ha3BaHUs 3agaum

BeeauTte HasBaHue 3agaun, Hanpumep, [lpogepka uenocmHocmu npoapamMmbl OC/e 3apaXxeHusi KOMMbLIoMepa.

LWar 5. 3aBepLieHne co3pgaHus 3agaum

3aBepwuTte paboty mactepa. Ecnn Tpebyetcs, yctaHoBUTE hriaxkok 3anycTuTb 3agady nocrie 3aBepLueHus
paboTbl macTepa. Bbl MOXeTe cneanTtb 3a XO04OM BbINOMTHEHUST 3a4a4un B CBOWCTBax 3adaun. B pesynetate
Kaspersky Endpoint Security BeINOMHWT NpOBEPKY LENOCTHOCTM NporpamMMbl. Bbl Takke MoxeTe HacTpouTb
pacnvcaHue NpoBEpPKM LEeNOCTHOCTM NpOorpaMmbl B CBOMCTBaX 3agayun (CM. Tabnuuy Huke).

Kak ebirnosiHume rpoeepKy UesiocmHocmu 8 uHmepgbetice rpozpammabi

1. B rmaBHOM OKHe NporpamMmmbl NepenanTe B pasgen 3agaun.

2. B oTkpbiBLIEMCS Cncke 3anady BbibepuTe 3anady [lposepka yenocmHoCmuU N HaXMUTE Ha KHOTMKY
3anycTuTb NpPOBEpKY.

B pesynbTate Kaspersky Endpoint Security BbINOMHWAT NPOBEPKY LIENOCTHOCTU NporpaMmebl. Bbl Takke moxeTte
HaCTPOUTb pacnMcaHne NPoBEPKM LENOCTHOCTM NPOrpaMmmbl B CBOMCTBaX 3agaym (cm. Tabnuvuy Huke). Ecnu
3apada [Iposepka yesocmHocmu He oTobpaxaeTcsl, agMUHUCTPATOP 3anpeTus UCMOoNIb30BaHUE FIOKaNbHbIX
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3agav B nonuTuke (cMm. pasgen "YnpasneHue sagadamun” Ha cTp. 33).

Tabnuua 6. lNapamempsi 3adayu Nposepka uernocmHocmu

MapameTp OnucaHune

PacnucaHue npoBepku BpyuHyto. Pexum 3anycka, npy KOTOPOM Bbl 3anyckaeTe NPoBEPKY BPYUHYIO B
yaobHoe ong Bac Bpemsi.

Mo pacnucaHuto. Pexxum 3anycka 3agayun npoBepku, npu kotopom Kaspersky
Endpoint Security BbinonHaeT 3agady npoBepky No cchopmMmpoBaHHOMY Bamu
pacnucaHuo. Ecniv BbiGpaH 9TOT pexum 3anycka 3agadyun NpoBePKU, Bbl TakkKe
MOXeTe 3anyckaTb 3agadvy NPOBEPKU BPYYHYHO.

3anyckatb nponyuleHHble | Ecnn donaxok yctaHoBneH, Kaspersky Endpoint Security 3anyckaet

3apauu NponyLLEeHHYI0 3aady NPOBEPKU, KaK TONbKO 3TO CTaHET BO3MOXHbIM. 3adadva
NPOBEPKN MOXET ObITb MponyLLeHa, HaNnpPUMep, ECNn B yCTaHOBNEHHOE BPEMS
3anycka 3agauun NpoBepkM ObIn BbIKITHOYEH KOMMbOTEp. Ecnu donaxok cHAT,
Kaspersky Endpoint Security He 3anyckaeT nponyLeHHble 3ag4a4m NPoBEPKY, a
BbIMOSHSET CNeayLLYI0 3a4a4y NPoOBEPKN MO YCTaHOBIEHHOMY PaCTMCAHMIO.

BbINONHATbL TONbLKO BO OTnOXeHHbIN 3anyck 3aaqv NPOBEPKU, eCNN PECYPCbl KOMMNbIOTEPA 3aHATHI.
Bpems NpocTos Kaspersky Endpoint Security 3anyckaeTt 3agayy npoBepKku, eCriv KoMnbloTep
KOMNbloTepa 3abnoKMpoBaH UnNu BKIMOYEHa aKpaHHas 3acTtaBka. Ecnn Bbl npepBanu

BbINOSTHEHUE 3a4ayum U, Hanpumep, pa3bnokupoBanu komnboTep, Kaspersky
Endpoint Security 3anyctut 3agavy aBToMaTU4eCKM C TOro e MecCTa, rae
nposepka 6bina npepeaHa.

dopmupoBaHue o61acTu NPoOBEpPKn

Obnacme nposepku — CNNCOK NMyTeN Kk nankam 1 dannam, kotopble Kaspersky Endpoint Security npoepsieT Bo
BpeMs BbINofHeHus 3agadn. Kaspersky Endpoint Security nogoepxvBaet nepeMeHHble cpebl U CUMBOIbI * U ?
ONs1 BBOAA Macku.

[na dpopmmupoBaHusa obnacti NpoBepKn pekoMeHayeTCsl CNONb30BaTh 3adavy BeibopoyHas nposepka.
Cneunanuctbl "llabopaTtopum Kacnepckoro" pekoMeHayT He N3MeHsSITb 0bnacTb NpoBepku 3agad onHas
rposepka v [Nposepka saxkHbix obrnacmedl.

B Kaspersky Endpoint Security npegycraHoBneHbl cnegyowme o0bekTbl Anst popMMpoBaHns obnacTn NpoBepKu:

¢ Mos noura.

dannebl, cBA3aHHbIE C paboTon novtoBoro knueHTa Outlook: danel gaHHbIX (PST), aBTOHOMHbIE harnnbl
AanHbIx (OST).

e CwucrtemHas namMATb.
o OO6beKkTbl aBTO3anyckKa.

MNamsaTb, 3aHATas npoueccamMmu, n ncnonHdaemble d)aVIJ'IbI nporpamMmm, KOTOpble 3anyCckaroTCd npu ctapte
OﬂepaLlMOHHOVI CUCTEMBbI.

. 3arpy30qule CEeKTOpbI.
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3arpy304Hble CEKTOPbI KECTKUX U ChbEMHbIX AUCKOB.
e CucteMHOe pe3epBHOE XpaHunuLye.
Copepxumoe nanku System Volume Information.
e Bce BHewHMe ycTponcTBa.
o Bce xecTkue aucku.
o Bce ceTteBble AUCKM.

[nsi ucknoveHrs nanok unu gannos n3 06nacTy NpoBepPKN BaM HY>XHO A06aBUTb nanky unm dan B JOBEPEHHYIO
30Hy. (cM. pasgen "CosgaHne UCKIYeHns U3 NpoBepkn” Ha cTp. 200)

Kak cgpopmuposamb obnacme npoeepku 8 uHmepgbelice npozspamMmms|

1. B rnaeBHOM OKkHe nporpammbl nepenanTte B pasgen 3apaym.
2. B oTtkpbiBIEMCS cnucke 3agad BolibepuTe 3agady BeibopoyHas npoeepka n HaxmuTe Ha KHONKy BeibpaTthb.

Bbl Takke MoxeTe M3MeHMTb 0bnacTb NPoOBEPKKN Ansa Apyrux 3agad. Cneumanuctol "flabopaTtopum
Kacnepckoro" pekomeHnayT He M3MeHATb 0bnacTb NPoBepkn 3anad NonHas nposepka v [Nposepka
B8aXKHbIX obriacmed.

3. B oTkpbiBLIEMCS OKHE BbiIbepuTe 06BHEKTLI, KOTOPLIE Bbl XOTUTE [06aBWUTL B 0611aCTb NPOBEPKM.
4. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Ecnu 3apaya npoBepku He oTobpaxkaeTcs, agMUHUCTPATOP 3anpeTun UCNoNb30BaHMe NoKarbHbIX 3a4a4 B
nonutuke (cM. pasgen "YnpaeneHue 3agadamu” Ha cTp. 33).

3anyck npoBepKu nNo pacnucaHuio

lMpoBepka kKoOMNblOTEPA 3aHUMAET HEKOTOPOE BpeMs U TpebyeT 3aTpaT pecypcoB koMMnbioTepa. Boibepute
onTMMarnbHOE BpeMs ANs 3anycka NPOBEPKM KOMMboTepa, YTOObI MPON3BOAUTENBHOCTE APYrMX NporpamMmm He
cHmxkanacbk. Kaspersky Endpoint Security no3sonsiet HacTponTb 06bIYHOE pacnucaHne NPOBEPKM KOMMbOTEpPa.
OT10T cnocob ygobeH, ecnv COTPYOHUKM BalLie opraHnsaumm paboTatoT no rpaduky. Bel MoxeTe HacTpouTb
3anycK NpoBEPKN KOMMbIOTEPA HOYLIO U B BbIXOAHbIE AHW. ECnn no KakMmM-nnbo npuymMHam 3anyck 3agaudu
NPOBEPKN HEBO3MOXEH (HanpuMep, B 3TO BPEMSI KOMMbLIOTEP BbIKIMOYEH), Bbl MOXETE HAaCTPOUTbL aBTOMAaTUYECKUN
3anyck NponyLeHHON 3a4a4un NPOBEPKM, KakK TOSNIbKO 3TO CTAHET BO3MOXHbIM.

Ecnuv HacTpouTb onTMManbsHoe pacnucaHne NPoBepKU KoMMNbloTepa He yaanock, Kaspersky Endpoint Security
MO3BOMSET 3anyckaTb NPOBEPKY KOMMbIOTEPA NPY BbIMOMIHEHUN CReAyOLWMX CreunanbHbIX YCIOBUIA:

e [locne obHoBneHns 6as.

Kaspersky Endpoint Security 3anyckaeT npoBepKy KoMmnbloTepa C HOBbIMU BazamMu curHaTyp.

e [lpu 3anycke nporpamMmmbi.

Kaspersky Endpoint Security 3anyckaeT npoBepKy koMMboTepPa Mo UCTEYEHUN 3a4aHHOTO BPEMEHMW Nochne
cTapTa nporpammbl. [locrne ctapTa onepauvoHHOW CUCTEMbI 3amyCcKaeTCs MHOXECTBO NPOLECCOB, MOSTOMY
yaobHo 3anyckaTb 3agadvy NpoBepku He cpady nocne 3anycka Kaspersky Endpoint Security, a yepes
HeKoTopoe BpeMsi.
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e OyHkuma Wake-on-LAN.

Kaspersky Endpoint Security 3anyckaet npoBepky koMMnbtoTepa NO pacnUCcaHuIo Aaxke ecriv KOMNboTep
BbIKMOYeH. [na aToro nporpamma ncnonb3yeTt hyHKUMIO onepauuoHHon cuctemsl Wake-on-LAN. ®yHkums
Wake-on-LAN nossonseT yganeHHo BKNoYaTb KOMMbLIOTEP C MOMOLLbIO OTMPaBKK CcreLmansHoro curHana
yepes nokarnbHy ceTb. [N ncnonb3oBaHusa aTon yHKUuM Heobxoaumo Brntountb Wake-on-LAN B
napameTpax BIOS komnbloTepa.

Bbl MOXeTe HacTpouTb 3anyck NpoBepku KomnbioTepa ¢ pyHkumen Wake-on-LAN Tonbko onsa sagadv
AHmusupycHas riposepka B Kaspersky Security Center. Bkntounts doyHkumnio Wake-on-LAN ana npoepku
KoMnbloTEPa B MHTEPDENnce NporpaMmmbl HEBO3MOXHO.

e [pu npocToe koMnbtoTEpa.

Kaspersky Endpoint Security 3anyckaeT npoBepKy KOMMbOTepPa MO pacnuMcaHuio, ecriv BKNoYeHa aKkpaHHas
3acTaBka Unu KomnbtoTep 3abnokupoBaH. Ecnv nonb3oBaTtens pa3dnokuposan komnbtotep, Kaspersky
Endpoint Security npnoctaHaBnuBaeT NpoBEPKY KOMMbloTEpa. Taknum obpasom, nporpaMmma MOXeT
BbIMOSHSATEL NMOHY NPOBEPKY KOMMbOTEPA HECKOMNBKO AHEN.

Kak Hacmpoumb pacriucaHue rpoeepKu KoMrbromepa 8 uHmepghelice rpoepammbl

Bbl MOXXeTe HacTpouTb pacnucaHne NPOBEPKU, TOMbKO ECINN K KOMMbIOTEPY HE NMPUMEHeHa nonuTuka. Ons
KOMMbIOTEPOB MO MONMUTMKONM Bbl MOXXETE HacTPOUTb pacnucaHue 3anycka 3agadn AHmusupycHasi nposepka
B Kaspersky Security Center.

1. B rmaBHOM OKHE NporpamMmmbl NepenanTe B pasgen 3agadn.

2. B oTkpbiBLUEMCS CriMcKe 3adad BelbepuTe 3agady NPOBEPKU U HAXKMUTE Ha KHOTKY o}

Bbl MOXETE HACTpPOUTL pacnucaHue Ans 3anycka NorHON NPOBEPKX, MPOBEPKM BaXKHbIX obnacten un
NPOBEPKN LIENOCTHOCTU. BbIGOPOUHYIO NPOBEPKY Bbl MOXETE 3anyckaTb TOSNbKO BPYYHY!HO.

3. Haxmute Ha kHonky PacnucaHue npoBepKu.
4. B OTKpbIBLLEMCS OKHE HACTPOWTE pacnucaHune 3anycka 3agavn npoBEPKM.

5. B 3aBUCMMOCTM OT BblIGpaHHON NEPUOANYHOCTM HACTPONTE AOMONHUTENbHbIE NapaMeTpbl, KOTOPbIE
YTOYHSIOT pacnucaHne 3anycka 3agaym (CM. Tabnuuy Hke).

6. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Tabrnuuya 7. lNapamempsbl pacrniucaHusi NPosepKu

MapameTp OnucaHwue

PacnucaHue npoBepku BpyuHyto. Pexxum 3anycka, npy KOTOPOM Bbl 3anyckaeTe NPOBEPKY BPYUHYHO
B yaobHoe ans Bac Bpemsi.

Mo pacnucaHuio. Pexunm 3anycka 3agayun NnpoBepku, Npy KOTOPOM
Kaspersky Endpoint Security BeinonHsieT 3agavy npoBepku no
chopMUpOBaAHHOMY Bamu pacnucaHuto. Ecniv BeibpaH 3TOT pexum 3anycka
3aJa4M NPOBEPKU, Bbl TAKXKE MOXETE 3anyckaTb 3agadvy NPOBEPKM BPYYHYIO.

OTnoxuTe 3anyck nocne OTNOXEHHbIN 3aMycK 3a/1a4M NPOBEePKM Nocrne crtapTa nporpaMmel. Mocne
cTapTa nporpammei Ha N cTapTa onepaLMOoHHON CUCTEMbI 3aryCKaeTCsi MHOXECTBO MPOLIECCOB,
MUHYT noaToMy yno6Ho 3anyckaTb 3afadvy NpoBEpKM He cpasdy nocre 3anycka

Kaspersky Endpoint Security, a yepes HekoTopoe Bpemsl.
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MapameTp

OnucaHue

3anyckaTb nponyleHHbIe
3agauv

Ecnn donaxok ycraHoBneH, Kaspersky Endpoint Security 3anyckaet
NponyLLeHHY0 3adady NPOBEPKU, KaK TONbKO 3TO CTAaHET BO3MOXHbIM. 3agaya
NPOBEPKN MOXET ObITb NponyLLeHa, HanNnpUMep, ECNN B yCTAaHOBINEHHOE BpeMs
3anycka 3agadv NpoBepKu Obin BbIKMOYEH KOMMNbIOTEP. Ecnin donaXok CHAT,
Kaspersky Endpoint Security He 3anyckaeT nponyLleHHble 3ag4a4v NpoBepKu,
a BbIMNOSHSAET CrieayoLwyo 3agayy NpoBEPKN MO YCTaHOBNEHHOMY
pacnucaHuio.

BbINONHATL TONBLKO BO BpemsA
NPOCTOA KOMNbIOTEpPA

OTnoXeHHbIN 3anyck 3a4a4u NPOBEPKM, ECININ PECYPChl KOMMbIOTEPA 3aHATDI.
Kaspersky Endpoint Security 3anyckaeTt 3agayy npoBepku, ecrnv KOMMboTep
3abnoknpoBaH UK BKMOYEHa aKkpaHHasa 3acTaBka. Ecnuv Bbl npepsanu
BbINOSNIHEHUE 3aa4uu 1, Hanpumep, pa3bnokupoBanu koMnbtoTep, Kaspersky
Endpoint Security 3anyctuT 3agavy aBToMmaTU4eCcku € TOro e MecTa, rae
npoBepka bbina npepeaHa.

Ucnonb3oBatb
aBTOMaTU4yeckKoe
onpeaeneHve cny4amHoro
MHTepBana mMexay 3anyckamu
3apgaum

(GocmyrieH morbKO 8 KOHCOMuU
Kaspersky Security Center)

Ecnu conaxok ycTaHOBMEH, 3a4aya 3anyckaeTcsi Ha KOMMboTepax He TOYHO
Mo pacnucaHuio, a cny4anHolM 06pa3oM B TeYeHue onpeaeneHHoro
WHTEepBasna BpeEMEHW, TO €CTb NPOUCXOAMUT pacnpedeneHHbld 3anyck 3agadn.
PacnpeneneHHbi 3anyck 3agayn nomoraeT usbexartb Og4HOBPEMEHHOIO
obpaLleHnss 6onbLIOro KonmMydecTBa koMnbloTEPOB K Cepaepy
aaMUHUCTPMPOBaHUS NPUY 3anycke 3a4adu No pacnucaHuio.

Mepuoa pacnpeaeneHHoro 3anycka paccumTbiBAeTC aBTOMaTUYECKU Npu
CO3JaHuM 3a0a4n, B 3aBUCMMOCTM OT KONUYECTBA KOMIMbIOTEPOB, KOTOPLIM
HasHayeHa 3agava. MNoaxe 3agada Bceraa 3anyckaeTcs B pacyeTHoe Bpems
3anycka. OgHaKko Koraa B napaMeTpbl 3a4aqm BHOCATCA NpaBky Uy 3agada
3arnyckaeTcsi BPYYHyH, paccyMTaHHOEe 3Ha4YeHne BpeMeHu 3arnycka 3afgaydm
U3MeEHsIETCA.

Ecnu cdonaxok cHAT, 3amnyck 3agaYn Ha KOMMboTepax BbIMOSHAETCS Mo
pacnucaHmio.

OcTaHoBUTL 3agavy, ecnum
OHa BbINosnHsAeTcs 6onee yem
N (MuH)

(GocmyneH mosibKo 8 KOHCOMU
Kaspersky Security Center)

OrpaHuyeHne onmMTenbHOCTY BbINOMHEHUS 3aaa4u. 1o ncredeHmn 3agaHHoro
BpemeHn Kaspersky Endpoint Security octaHaBnvBaeT BbINOMHEHNE 3a4a4m.
Mpun aToM 3agada He ByaeT 3aBeplueHa. Cnegyrowmi 3anyck 3agayu
Kaspersky Endpoint Security BbINONHWT cCHavana v No pacnucaHuio.

YT100bl yMEHBLUWTL BPEMSI BbINOMHEHUS 3afa4u, Bbl MOXETE, Hanpuvep,
HacTpouTb obnacTte NpoBepku (cM. pasgen "dopmupoBaHme obnacTtu
npoBepkn” Ha cTp. 64) Ny oNTMMM3NPOBATb MPOBEPKY (CM. pasgen
"OnTMmnsauus nposepkun” Ha cTp. 68).

AKTMBMPOBaTb YCTPONCTBO
nepepn 3anyckom 3agauu
cdyHkumen Wake-on-LAN 3a N
(MuH)

(GocmyneH mosibKo 8 KOHCOMU
Kaspersky Security Center)

Ecnu cdonaxok ycTaHOBIEH, onepauyoHHasi cuctema Ha komnbtoTepe 6yaet
3arpykaTbCsl 3a yKkasaHHOE BpeMsl 0 Havara BbINofHeHUs 3agayun. Bpewmsi,
3aaHHOE MO YMOMYaHuo, — 5 MUHYT.

YcTaHoBUTe cbna>|<0|<, €CIMn Bbl XOTUTE 3anyCTUTb BbINOJIHEHUE 3ada4yn Ha
BCEX KOMMbIOTEPAX, BKITHOYaA KOMMbIOTEPbLI, KOTOPbI€ BbIKITKOYEHbI.
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3anyck npoBepKu ¢ npaBamMmu Opyroro nonb3oBartens

Mo ymonuaHuio 3aaaya NpoBEPKMN 3amnycKkaeTcsl OT UMEHW MONb3oBaTens, C npaBamm KOTOPOro Bbl
3aperncTpmpoBaHbl B onepaLmoHHon cucteme. ObnacTtb 3alMTbl MOXET BKIMHOYaTb CETEBbIE UCKM UMK Opyrue
00beKTbl, 4118 AOCTYMNa K KOTOPbIM HYXXHbI CrieLmanbHble npaBa. Bel MoxeTe ykaszaTb nonb3oBaTtens,
obnapatoLero aTuMm npaBamu, B napameTpax Kaspersky Endpoint Security, n 3anyckatb 3agady npoBepku oT
MMEHW 3TOro Nonb3oBaTens.

Bbl MmoxeTe 3anyckaTb NpoOBepPKy C nNpaBaMu Opyroro nonb3oBaTtend Ana cneayrwmnx TMnoB NpoBepKn:

e [lpoBepka BaxHbIX obnacrei.

e [lonHasa nposepka.

e BbibopoyHas nposepka.

e [IpoBepka M3 KOHTEKCTHOrO MeHIo (Ha CTp. 58).

HacTtpouTb npaBa nonb3oBaTens Ans 3anycka NpoBEpKM CbeMHbIX AUCKOB (CM. pasgen "lMpoBepka CbeMHbIX
OWCKOB MpPU NOAKIMIOYEHUN K KOMNbIOTEPY" Ha cTp. 56), doHoBOM NpoBepku (CM. pasgen "®oHoBad nposepka” Ha
CTp. 57) n npoBepku LenocTHocTh (cM. pasaen "lNMpoBepka LENOCTHOCTU NPOorpaMmbl” Ha CTP. 62) HEBO3MOXHO.

Kak 3anycmums rpogepKy ¢ npasamu Opy2020 ronib3osamerisi 8 UHmMepgelice rnpozpamMmmab|
1. B rmaBHOM OKHE NporpamMmmbl NepenanTe B pasgen 3agadn.

2. B oTkpblBLIEMCS CNINCKE 3aaad BblOepuTe 3a4ady NPOBEPKM U HAXKMUTE Ha KHOMKY 10}
3. Haxmute Ha kHOnKy PaclumpeHHasa HacTponka — 3anyckaTb NMPOBEPKY C NpaBamMu.

4. B oTKpbIBLUEMCS OKHE BBEAUTE Y4YETHbIE JaHHbIE MONb30BaTeNs, Npaea KoToporo TpebyeTcs
Ucnonb30BaTh AN1s 3arnycka 3agayn NpoBepKu.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

Ecnu 3apgaya npoBepku He oTobpaxkaeTcs, agMUHUCTPATOP 3anpeTun UCMoNb30BaHNWe NoKarbHbIX 3a4a4 B
nonutuke (cM. pasgen "YnpaeneHue 3agadamn” Ha cTp. 33).

OnTummnsauma npoBepKu

Bbl MOXeTe onTumMmnampoBaTb NPOBEPKY (PannoB: COKPaTUTb BPEMSI MPOBEPKU N YBESTMYUTL CKOPOCTb paboTbl
Kaspersky Endpoint Security. 3Toro MoxHo JOCTUYb, €CI NPOBEPSATL TONBbKO HOBbIE hansnbl U Te dannsl,
KOTOpbl€ N3MEHUITUCb C MOMEHTA UX MpeadblayLLero aHanmnsa. Takon pexxunm NpoBepKM pacnpoCcTpaHAeTCH Kak Ha
NpocTble, TaK U Ha CocTaBHble hansibl. Bbl MOXeETe Takke orpaHNYnTb ASIUTENBHOCTb NPOBEPKN ofgHoro dhanna. Mo
ncTeyeHumn 3agaHHoro BpemeHun Kaspersky Endpoint Security ncknoyaet dpaiin us tekyLuen npoBepku (Kpome
apXMBOB N OOBHEKTOB, B COCTaB KOTOPbIX BXOAWUT HECKOIbKO (halros).

PacnpocTpaHeHHOM NpaKTUKON COKPLITUSI BUPYCOB U APYIMX Nporpamm, NpeacTaBnsoLwmx yrposy, ABnseTcs
BHEAPEHME VX B COCTaBHble haliribl, HaNpUMep, apxuBbl UK 6a3bl AaHHbIX. YTOObI OGHapYXMTb CKPbITbIE TaKUM
06pa3om BUPYChI U Apyrie Nporpammbl, NpeAcTaBnsoWwmne yrpo3y, COCTaBHOW (hais Hy>KHO pacnakoBaTb, YTO
MOXET MPUBECTU K CHUXKEHMIO CKOPOCTU NPOBEPKN. Bbl MOXeTe orpaHnymTb TUMbl MPOBEPSIEMbIX COCTaBHbIX
dhaiinos, Takum 0Gpa3oM yBENNYMB CKOPOCTb MPOBEPKU.

Bbl Takke MmoxeTe BKIOUYNTb Ucnonb3oBaHme TexHornornn iChecker n iSwift. TexHonorum iChecker n iSwift
Mo3BOMST ONTUMU3NPOBAaTL CKOPOCTb NPOBEPKN halnoB 3a cYeT UCKMYEHUS U3 NpoBepkn dhainnos, He
M3MEHEHHbIX C MOMEHTa UX NocrneaHen NPoBepKu.
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Kak onmumusuposams nposepky 8 uHmepgpetice npozpammsl

1.

7.

B rmaBHOM OkHe nporpamMMbl nepenaute B pasgen 3aaayu.

B oTkpbIBLLIEMCA Cnucke 3aaad BbIbepuTe 3agady NPOBEPKM U HAKMUTE Ha KHOMKY 10}
HaxmuTe Ha kHonky PaclumpeHHasa HacTpownka.
B 6noke OnTMMM3aumMsa NPOBEPKM HAaCTPONTe NapaMeTpbl NPOBEPKM:

o [lpoBepATb TONILKO HOBbIE U U3MeHEeHHbIe ¢hannbl. [TpoBepka TONbKO HOBbIX hainoB n Tex
¢annos, KOTOPbIE U3MEHMIUCE NOCNE NpeabiayLLen NPOBEPKA. ITO NO3BOSIUT COKPATUTb BPEMS
BbINOSTHEHUSA MPOBEPKM. TakoM pexxum NPoBEPKU PaCNPOCTPAHSETCS Kak Ha NPOCTble, Tak U Ha
cocTaBHble hannsbl.

Bl Takke MOXXeTe HaCTPOUTb NPOBEPKY HOBbIX chaiinos no TunamM. Hanpumep, Bel MoXeTe 3anyckaTb
NpPOBEpKYy BCEX AUCTPUOYTUBOB U NPOBEPKY TOMbKO HOBBLIX apXMBOB M (halinoB 0PUCHBIX (DOPMAaTOB.

o [ponyckatb ¢annbl, ecnm nx nposepka anutcs 6onee N cekyHa. OrpaHnyeHne ONUTENbLHOCTY
npoBepkn ogHoro o6bekTa. o ncteveHun sagaHHoro Bpemenn Kaspersky Endpoint Security
npekpawaeT npoBepky danna. OTO NO3BOMNUT COKPaTUTb BPEMS BbIMONTHEHNS NMPOBEPKN.

B 6noke OrpaHuyeHue no pasmepy ycrtaHosute dnaxok He pacnakoBbiBaTb COCTaBHbIe hanbl
6onbworo pasmepa. OrpaHnyeHe OnUTenbHOCTU NPOBEPKN 0AHOro obbekTa. Mo ucteveHnn sagaHHoro
BpemeHun Kaspersky Endpoint Security npekpaiyaeT npoepky avina. 3To No3BONUT COKPaTUTL BPEMS
BbIMOSIHEHWUSI MPOBEPKW.

Kaspersky Endpoint Security npoBepsieT dainbl 60nbLInX pasmepos, U3BMEYEHHbIE U3 apXMBOB,
He3aBMCMMO OT TOro, yCTaHOBMNEH N chnaxok He pacnakoBbiBaTb cocTaBHbIe hainbl 6onbLworo
pa3mepa.

B 6noke TexHONOrMn NpoBepKn yCTaHOBUTE (praXkkM OKOMNO Ha3BaHWUN TEXHOSOMI, KOTOPbIE Bbl XOTUTE
NCMnonb3oBaTb BO BPEMS MPOBEPKM:

e TexHonorus iSwift. TexHonorus, no3eonawLWasn yBeNnnM4nMTb CKOPOCTb NPOBEPKN 3@ CHET UCKITHOYEHUSI
N3 Hee HeKOTOpPbIX hannoB. Pannbl UCKMYAKTCA U3 MPOBEPKU MO CneunanbHOMY anroputmy,
yunTbiBaKoLWEeMy aaTy Bbinycka 6a3 Kaspersky Endpoint Security, gaty npegbigywien nposepku canna,
a Takke U3MeHeHNe napameTpoB NPOBepPKU. TexHonoruns iSwift aABnseTca pa3BUTMEM TEXHOMOMMM
iChecker ons dannoson cuctemol NTFS.

o TexHonorus iChecker. TexHonorvs, NO3BOMNSAIOLLAS YBENTMYUTL CKOPOCTb MPOBEPKM 3a CHET
UCKIIOYEHNST U3 Hee HEKOTOpbIX dhannos. Pannbl UCKMYATCA 13 NPOBEPKU MO creunanbHOMY
anropuTMy, yuuTbiBaroLleMy Aaty Bbinycka 6a3 Kaspersky Endpoint Security, gaTty npegbigyLien
npoBepkn darna, a Takke N3MeHeHne HacTpoek nposepku. TexHonorust iChecker umeet
orpaHu4yeHue: oHa He paboTaeT ¢ hannamm 6onbLLIMX pa3MepoB, a KPOME TOro, NPMMEHUMA TOJbKO K
haninam ¢ N3BeCTHOWM NporpaMmme CTPyKTypou (Hanpumep, K dannam dopmarta EXE, DLL, LNK, TTF,
INF, SYS, COM, CHM, ZIP, RAR).

COXpaHVITe BHeCeHHble NSAMEeHEHUA.

Ecnu 3apaya npoBepku He oTobpaXkaeTcs, aaMUHUCTPATOP 3anpeTun UCNornb3oBaHWe NokarbHbIX 3a0a4 B
nonutuke (cM. pasgen "Ynpaenenue 3agadamu” Ha cTp. 33).

AHmMugUpycHasi nposepka KomMrbomepa
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PaboTa ¢ akTUBHbIMU yrpo3amm

Mporpamma Kaspersky Endpoint Security domkcnpyeT nHdopmaumio o bannax, KoTopble OHa Mo Kakum-nmbo

npuynHam He 06p360Tana. OTa Mchopmau,vm 3anucbiBaeTcs B Buae CODbITUIA B CMIMCOK aKTUBHbIX yrpos (CM. puc.

Hwke). Ons paboTbl ¢ akTMBHbIMY yrpo3amu Kaspersky Endpoint Security ncnonb3yeT TexHonoruto neveHus

aKTUBHOIO 3apakeHunsa (CM. pasgen "BKIOYEHNE U BbIKITIOMEHWE TEXHONOIMMK NeYEeHNs1 akTUBHOIO 33pa)|(eHl/I$|" Ha
CTp. 7_2) JleueHne akTMBHOro 3apaxeHna ana pa6oq|/1x CTaHuumn 1 cepBepoB oTnn4yaeTca. Bbl moxeTe HaCTpOUTb

rnevyeHne akTMBHOrO 3apaXKeHnsi B CBOMCTBax 3agauvm AHmusupycHas riposepka (cM. pasgen "lposepka
Komrbtomepa" Ha cTp. 50) n B napameTpax nporpamMmbl (CM. pasgen "BknioveHne 1 BbIKMoYeHUe TEXHONorm
neYeHnst akTUBHOIO 3apaxeHus" Ha cTp. 72).

Kaspersky ¢ MoHUTOPUHT

O6Hapy>XeHHble 06BbeKTbI

ul:ll:ll:l MoHWUTopUHN

‘ YeTpaHuTe v ‘

EPEAA KOMMBOTERY WK AaHHEIM

‘ YeTpaHute v ‘
‘ YeTpaHuTe v ‘
BaHa | J

EpY WK AaHHBIM

~ ‘ Yerpanute v ‘
0XeT DbiTh MCNO C L J

BpEfa KOMMNbIOTED

y 5 nalware4 exe . .
A c\folder\malware4.ex ‘ IV— o ‘
PeknamHan nporpamma. L J

Bpewms: 8, AM

PucyHok 12. CnMCOK aKTUBHBIX Yrpo3

B aTtom pasgene

JNleveHne aKTUBHbBIX YIPO3 HA PABOUMX CTAHLIMSIX ..vvvrreeessiuertrerreeaesssssnsssssesaeesssasssssnnsseseessansssssnsseseeessannnes 71
JleYeHNE aKTUBHDBIX YIPO3 HA CEPBEPAX .evrreeesiiuurrrrrrrreeesssssstsrereeaeessassssssssseeeessansssssssseeeeeessnmssssssseeeeesnnnnnes 72
BkritoueHue 1 BbIKMOYEHNE TEXHOMOMUN NTEYEHNST aKTUBHOMO 3APAKEHUST ...vvvvveeeeeeeeiiiveieeeeeeesesiiraraeeaaeens 72
OBPABOTKA GKTUBHBIX YTPOB ..ttt iteieeeeieitiataatataaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeeeaeeeeeeeeeeeeens 73

Paboma ¢ akmugHbIMU yeposamu
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JleyeHne akTUBHbIX Yrpo3 Ha pabouynx cTaHUMAX

[ns paboTbl C aKTUBHbLIMW Yrpo3amMmn Ha paboumnx CTaHUMSAX BaM HY>KHO BKITHOYMTb TEXHOMOIMIO NIEeYeHNs1 akTUBHOIO
3apaxkeHuna (cMm. pasgen "BkntoyeHune un BbiKnioveHne TEXHONOMMN NevYeHns akTUBHOIO 3apaXkeHns” Ha cTp. 72) B
napameTpax nporpammel. [lanee BaM Hy)>XHO HaCTPOUTb B3aUMOLENCTBUE NporpamMMsbl C NONb3oBaTenemM B
cBoncTBax 3agadun AHmueupycHasi riposepka (cM. pasaen "lposepka komrsromepa” Ha cTp. 50). B cBoncTBax
3apia4yun ecTb (briaxkok BbINOMHATL fle4yeHMe akTUBHOrO 3apaXeHusa HemeaneHHo. Ecnn onaxok yctaHoBMeH,
Kaspersky Endpoint Security BbINONHUT NeveHne 6e3 yBegomneHus nonb3oaTens. [ocne neyeHus yrpos
koMnbtoTep byaeT nepesarpyxeH. Ecnu donaxok cHaT, Kaspersky Endpoint Security nokasbiBaeT yBegomreHune o6
0BGHapyXeHMN aKTUBHBIX Yrpo3 (CM. puC. HUXKe). 3aKpbIiTb YBeAOMIIeHne, He obpaboTaB darin, HEBO3MOXHO.

JleueHve akTMBHOro 3apaxxeHusi B Xo4e BbINOMTHEHUS 3aa4u MoMCKa BMPYCOB Ha KOMMboTEPEe
OCYLLEeCTBNAETCS TOSIbKO B TOM Cfly4ae, eCcrnn B CBOMCTBaX MPUMEHEHHOM K 3TOMY KOMMbIOTEPY NOSIUTUKU
BKIMOUEHA (PYHKLMS NTEYEHNsT aKTUBHOTO 3apaXkeHus (CM. pasgen "BknioyeHne 1 BbIKIYEHNE TEXHONOrm
neYeHns akTMBHOIO 3apaxeHus" Ha cTp. 72).

Paboma ¢ akmugHbIMU y2po3amu
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Kaspersky Endpoint Security
Mpoeepka

O6HapyeHa BpefoHOCHas NnporpamMmma

PekomeHpoyeTcs 2aKphiTh BCE SKTUEHLIE MPOTrpamMMbl M
COXPaHWTL BCE WEMEHEHWA Nepeq Nepe3arpy3Kon
KOMMbIOTEPA.

OBHapyxeHo: Detected On Demand
Pacnonoxenune: C\Files\detect exe

3710T cnocob He rapaHTUpYeT NONHOIo NeYeHNA.

anMEHIﬂTb Ko ecem ofbekTam aToOro THMNa

PucyHok 13.  YBegomneHune o6 akTMBHOW yrpose
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JleueHne akTUBHbIX Yrpo3 Ha cepBepax

Ons paGOTbI C aKTUBHbIMUM Yrpo3aMun Ha cepBepax BaM HYXXHO BbINMOJTHUTEL crneayrwme DencTBus:

e BKIIOYMTE TEXHOMOIMMIO NIEYEHUS aKTMBHOTO 3apaXxeHusl (CM. pasaen "BkroyeHne 1 BeiknioyeHne
TEXHOMOMM NeYeHnst akTVBHOTO 3apaXkeHns" Ha cTp. 72) B NnapameTpax nporpaMmbi;

e  BKNIOYUTE HEMELAMEHHOE NeYeHne akTUBHOrO 3apaxeHus (cM. pasgen "lposepka komnbioTepa” Ha cTp. 50)
B CBOMCTBaX 3afayun AHmMuUeUpyCcHas rnposepkKa.

Ecnun nporpamma Kaspersky Endpoint Security yctaHoBneHa Ha koMnbioTepe nog ynpasneHnem
onepauumoHHon cuctembl Windows ans cepsepoB, Kaspersky Endpoint Security He nokasbiBaeT
yBegomrieHne. Takum obpasom, nornb3oBaTenb He MOXET BblOpaTh AENCTBME ANs TIeYEeHNss akTUBHOMO
3apaxeHus. [ina ycTpaHeHust yrpo3bl BaM HEODXOAUMO BKOUNTL TEXHOMOIMIO JIEYEHUST aKTUBHOTMO
3apaxeHus (cMm. pasgen "BkroyeHne v BbIKIIOYEHNE TEXHOMOMMUN NeYeHNst aKTUBHOMO 3apaXkeHus" Ha cTp. 72)
B MapamMmeTpax nporpamMmmbl 1 BKITKUYNTb HEMELNEHHOE NIeYEHME aKTUBHOTO 3apaXKeHnsa (CM. pasgen
"MpoBepka KomnbloTepa" Ha cTp. 50) B CBOWCTBax 3ajadum AHmueupycHasi nposepka. anee Bam HyXHO
3anycTuTtb 3agady AHmugsupycHas rnposepka.

BkrnroyeHue u BbIKITIOYEHUEe TeEXHONMOINrMm rneYvyeHus
dKTUBHOIO 3apa>xxeHus

Ecnn Kaspersky Endpoint Security He MOXXeT OCTaHOBUTL BbIMOSTHEHNE BPE4OHOCHOW NPOrpaMmbl, Bbl MOXETE
NCMONb30BaTb TEXHOMOMMIO NIEYEHUS aKTUBHOTO 3apaXkeHus. 10 yMONYaHMio TEXHOMOMNSA NeYeHnst aKTUBHOTO
3apaXKeHus BbIKMOYEHa, Tak Kak TEXHOMOMMS NCNOMb3yeT 3HAYUTENbHbIE PECYPCHI KOMMNbIoTepa. Takum obpasom,
Bbl MOXETE BKIOYATb TEXHOMOMMIO fIeYEHUsT aKTUBHOTO 3apaXKeHWUs1 TONbKO Npu paboTe C akTUBHbLIMK Yrpo3amu
(cm. pasgen "PaboTa ¢ akTMBHbIMK yrpo3amn” Ha cTp. 70).

PaboTa TexHOnornm neyYeHns akTMBHOIO 3apakeHns s paboumx CTaHuun 1 cepBepoB oTnuyvaeTcd. Ans
paboTbl TEXHONOMMM Ha cepBepax Bam HYXXHO BKITHYUTbL HEMELJIEHHOE NIeYeHNe aKTMBHOMO 3apaXkeHus (CM.
pasgen "lpoBepka komnbloTepa" Ha cTp. 50) B cBOMCTBaxX 3agayn AHmMuUsUpycHas rposepka. na paboTol
TEXHONOMMM Ha paboymx CTaHLUMAX 3TO YCIOBUE He SBNAETCS 00sa3aTenbHbIM.

Kak eknoyume uru ebIKmoYUmbs MExXHOI02UK NTeYeHUs aKmUBHO20 3apaxeHUs 8 UHmepgbelice npo2pammab|

1. B rnaBHOM OKHEe HaXMMWTE Ha KHOMKY o3
2. B okHe napameTpoB nporpaMmbl Bbibepute pasnen Ob6wue HacTporMku — HacTporku nporpamMmbil.

3. B 6noke Pexunm paboTbl ncnonb3ynte naxok MNpuMeHsiTb TEXHOMOIMI0 NEYEHNST aKTUBHOMO 3apaXkeHUs!
(ncnonb3yeT 3HauYnTENbHbIE PECYPChI KOMMbIOTEPA), YTOO BKMOUYNTL UMW BBIKITIOYMTE TEXHOMOIUIO fIeYeHns
AKTMBHOTO 3apaXKeHusl.

4., COXpaHVITe BHECEHHbIE NSMEHEHUA.

B pesynbTaTte npu ie4eHnn akTMBHOIO 3apaKeHud nonb3oBaTersiio He 6yﬂ,yT OOCTYMNHbI BGOnbLUMHCTBO (byHKLI,VIIZ
OﬂepaLlMOHHOVI cuctemsl. lNocne 3aBepLleHna ne4yeHnda KoMmnbrotTep 6y,u,eT nepes3arpyxeH.

Paboma ¢ akmugHbIMU y2po3amu
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O6paboTKa aKTUBHbLIX Yrpo3

3apaxeHHbI hann cuuTtaeTtcs obpabomarHbiM, ecnu Kaspersky Endpoint Security B npouecce nposepku
KOMMblOTEPa Ha BUPYCbI 1 Apyrvie NporpaMmbl, MpeacTaBnstoLme yrposy, Bbifieuun unv yganun yrposy.

Kaspersky Endpoint Security nomeluaeT gann B CNUCOK akTUBHbIX Yrpo3, €Crn B NpoLecce NPoBEpKN KOMMboTepa
Ha BMpYCbl U Opyrve nporpaMmbl, npeacrasnsowme yrposy, Kaspersky Endpoint Security no kakum-nu6o
NPUYMHaM He COBEPLUUN AEeNCTBUE C 3TUM (DaWoM COrnacHo 3aaHHbIM HacTpOMKam nporpaMmel.

Takas cutyauuna BoO3MOXHa B crneayrwmnx cny4yaax:

e [poBepsieMbllt hain HeQoCTyNeH (HanpuMmep, HaxoaWTCA Ha CETEBOM AMCKE UMW BHeLWHEM Ancke 6e3
npaB Ha 3anucb AaHHbIX).

e B HacTtporkax 3agaum AHmusupycHas riposepka (cM. pasgen "llposepka komnbromepa" Ha cTp. 50) npu
oBHapyxeHun yrpo3sbl BbibpaHo gerictene UHdpopmupoBaTts. [lanee korga Ha akpaHe oTobpasnnoch
yBEAOMIIEHNE O 3apaXKeHHOM (baiine, nonb3oBaTenb Bblopan BapuaHT MponycTuTb.

Mpu Hann4nm HeobpaboTaHHbIX yrpo3 Kaspersky Endpoint Security nsmeHuT 3Hadvok Ha k&, B rmaBHOM oOkHe
nporpaMmmbl NosiBUTCA coobLeHne o6 yrpose (cMm. puc Huxe). B koHconu Kaspersky Security Center ctatyc

KoMnbloTepa ByaeTt nameHeH Ha Kpumuyeckuti — L.
Kak o6pabomamb y2po3y 8 uHmepgbelice npozpamMmmbi

1. B rmaBHOM OKHe nporpammbl B pasgene MOHUTOPUHI HaxXMnTe Ha NNuTKy BesonacHoCcTb nNoAa yrpo3on.
OTKpOETCH CMMUCOK aKTUBHBIX Yrpo3.

2. Bbibepute 06bEKT, KOTOPbIV Bbl XOTUTE YCTPaAHUTb.

3. Bbibepute cnocob ycTpaHeHus yrposbi:

e YctpaHuTb. Ecnn BeiGpaH 3TOT BapuaHT genctseus, To Kaspersky Endpoint Security aBTomatnyeckm
NbITAaeTCS BbINEYMTb BCE OOHapYXXeHHbIE 3apaxeHHble hainbl. Ecnn neyeHne HEBO3MOXHO, TO
Kaspersky Endpoint Security nx yganser.

e [obaBuTb B UCKNoYeHUA. Ecnn BbibpaH 3TOT BapuaHT gencteusi, To Kaspersky Endpoint Security
npeanoxuT 0obaBnTb dann B CMMCOK UCKITIYEHUA N3 NpoBepkn. NMporpamma aBTomMaTUYECKU
HacTpPOMT NapameTpbl UCKMNoYeHus. Ecnun gobaeneHne UCKNOYeHUst HE4OCTYMHO, adMUHUCTpaTop
3anpeTun gobaBneHne UCKMIOYEHWIN B NapameTpax NofmTUKN.

e WrHopupoBaTtb. Ecnn BbiOGpaH 3T0T BapuaHT gencrteusd, 1o Kaspersky Endpoint Security yoganut
3anncb M3 CNMNCKa akTUBHbIX yrpo3. Ecnu B cnucke He ocTanoch akTUBHBIX YIpo3, CTaTyC KoMMbloTepa
Oyaet nameHeH Ha OK. MNpwu noBTopHOM 06HapyxeHun obbekta Kaspersky Endpoint Security cHoBa
[06aBuUT 3anNnCb B CMMCOK aKTUBHBIX YIPO3.

o OTKpbITb Nanky ¢ dannom. Ecnu BibpaH aToT BapmaHT gencteus, To Kaspersky Endpoint Security
OTKPOET nanky ¢ o6bekToM B hainoBom MeHeaxepe. [lanee Bbl MOXETE BPYYHYIO YAANUTbL OO BHEKT
Uy nepemecTuTb OOBLEKT B Nanky, KOTopas He BXOAMT B 0b6nacTb 3aLmTbl.

e Y3HaTtb 6onblue. Ecnv BeiOpaH 3TOT BapuaHT gencteus, To Kaspersky Endpoint Security
OTKpoeT canT BupycHon aHuuknonegun "labopatopum Kacnepckoro".

Paboma ¢ akmugHbIMU y2po3amu
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Kaspersky

Be3zonacHOCTb Nnop yrpo3om

MoHuTOpUHI 9

L YHpaBJ’lﬂeTCSI nonuTukoit 6esonacHocTu

® AHTMBMpYCHbie Ba3bl:
Bepcwsa: 8/27/2021 6:27:33 PM

OTtyeThbl PesepsHoe '(9 TexHonorum
XpaHunuiie obHapyxeHus
yrpos

Kaspersky Security Network MoHuTopuHr
p aKTUBHOCTW

nporpamm

0B, NHTE

Tht 8 MUpe

4672 183 300
MoHWUTOPWHI

WwupposaHs
1644992581

2287436 398 MOHUTOPUHT ceTn

PucyHok 14.  naBHOe OKHO Nporpammbl Npy oBHapy>XeHWUK yrpo3sbl

Paboma ¢ akmugHbIMU y2po3amu
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O6HoBnNeHue 6a3 n moayneun
nporpaMmmbl

B cepTnduLmpoBaHHO KOHUIypaumum He LOMNycKaeTcsa 3arpyxaTb U yCTaHaBnMBaTb OOHOBMNEHNS MOAyen
nporpammebl. iameHeHvne moaynen nporpamMmmbl MOXET MPUBECTU K BbIXOdy 13 6E30MacHOro COCTOSHUS.

O6HoeneHne 6a3 1 moaynen nporpammel Kaspersky Endpoint Security obecneunBaeT akTyanbHOCTb 3alUUThbI
komnbloTepa. Kaxabln feHb B MUpe NOSIBNATCA HOBbIE BUPYChl U Apyrue nporpamMmmbl, NpeacTaBnsoLLme yrposy.
WHdpopmaumsa o6 yrposax 1 cnocobax ux HemTpanusaumm cogepxutcsa B 6asax Kaspersky Endpoint Security.
UTtobbl CBOEBPEMEHHO OBHAapPYXUBaTb Yrpo3bl, BaM HYXXHO perynspHo o6HoBNATbL 6a3bl 1 MOAyNu NporpaMmbi.

[na perynsipHoro obHoBneHus TpebyeTcs gencTByoLWas NULEH3Nst Ha UCMONb3oBaHWe nporpamMmel. Ecnn
NULIEH3NSI OTCYTCTBYET, Bbl CMOXXETE BbINONHUTL OOHOBMEHWE TONLKO OAWH pas.

OcHoBHbIM UCTOYHUKOM OBHOBNEeHUn Kaspersky Endpoint Security cniykat cepepbl 06HoBneHun "fllabopatopun
Kacnepckoro".

[lna ycnewHown 3arpy3kmn naketa o6HOBEHUN ¢ cepBepoB 0bHoBNeHun "flabopatopumn Kacnepckoro" komnbrotep
OOMKeH ObITb NOAKIOYEH K MHTEPHETY. 10 yMonuaHuio napameTpbl MOAKMHYEHNS K UHTEPHETY onpeaensoTcs
aBTOMaTuyeckn. Ecnm Bbl cnonb3yeTe Npokcu-cepeep, TpebyeTcst HaCTPOMTL NapaMeTpbl MPOKCU-CepBepa.

3arpy3ska obHoBneHun ocyllecTansieTcs no npotokony HTTPS. 3arpyska no npotokony HTTP moxeT
OCYLLIECTBMATLCA B CNyyae, korga 3arpyska o6HoBneHun no npotokony HTTPS HeBo3MOXHa.

B npouecce 0GHOBMEHMSI Ha Ball KOMMbIOTEP 3arpy)katoTcsi U yCTaHaBMNMBAaOTCA criegyrowmne o6bekTbl:

o bBbasbl Kaspersky Endpoint Security. 3awmTa komnbtoTepa obecneunBaeTcsi Ha OCHOBaHMKM 6a3 JaHHbIX,
coaepXaLlLmx cUrHaTypbl BUPYCOB W ApYrMx NporpamMm, NPeACcTaBsoLwmX yrposy, n nHopmaumo o
cnoco6ax 60pbObl C HUMWU. KOMMOHEHTLI 3aLLMTbl UCMIONb3YIOT 3TY UHAOPMALIMIO MPU NOUCKE U
06€e3BpeXMBaHNN 3apaXKeHHbIX PanoB Ha KoMnbloTepe. basbl perynsipHoO NOMOMHATCA 3anUcsMm O
NOSIBNSAOLLMNXCH yrpo3ax n cnocobax 6opbbbl ¢ HAMKU. [10STOMY pekomeHayeTcsa perynsapHo o6HOBNSATh
0asbl.

Hapsgy ¢ 6a3amn Kaspersky Endpoint Security oGHoBns0TCS ceTeBble ApanBepbl, 06ecneynBatoLme
hyHKUMOHANBbHOCTL ANs NepexBaTa CeTeBOro Tpaduka KOMMNOHEHTaMM 3aLLUTLI.

o Moaynu nporpammel. NMommmo 6a3 Kaspersky Endpoint Security, MOXXHO OBHOBASITE M MOZYNM NPOrpaMmbl.
O6HoBNEHMSA Moaynen NnporpamMmmbl yCcTpaHsoT ysa3suMocTu Kaspersky Endpoint Security, go6asnstoT
HOBblE (DYHKLMM UNW YIyYLLAOT CYLLECTBYIOLLME.

B npouecce 0OHOBNEeHNs1 6a3bl n MoAynn nporpamMmmMbl Ha BalleM KOMIMbOTEPE CPpaBHMBAKOTCA C UX aKTyaan0|7|
BepCMeVI, paCHOﬂO)KeHHOVI B UCTOYHMKE OOHOBIEHMIN. Ecnn Tekyuue 0asbl n Moy nporpamMmmbl OTNNMHaKOTCA OT
aKTyaanon BepCunn, Ha KOMMNbKOTEP YCTaHaBMMBaeTCA Hea4OoCTakwan 4acTtb OOHOBMNEHWIA.

BmecTte ¢ obHOBREHMEM MOD,yﬂEVI nporpamMmmbl MOXET ObITb OOHOBIEHA N KOHTEKCTHasi crnpaBka nporpamMmmebl.

O6HosneHue 6a3 u modynel npozpamMmbi
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Ecnun 6a3bl cunbHO ycTapernu, To nakeT 06HOBMEHUI MOXET UMETb 3HaYUTENbHbIN pa3mep 1 co3aaTtb
OOMNONHUTENBHbIN UHTEPHET-TPaUK (40 HECKONBKMX AECATKOB Merabanr).

MHdopmaums o TekyleM coctosiHum 6a3 Kaspersky Endpoint Security oTobpaxkaeTcsi B rnmaBHOM OKHe Mporpammbl
UNKn B NOACKa3Ke Npv HaBELEHUN Kypcopa Ha 3Ha4oK NporpaMmMbl B 06nactv yBe4OMIEHWNA.

MHdopmaums o pesynbTtatax 06HOBNEHUs 1 060 Bcex COBbITUSAX, Mpon3oLweaLwmnx npu BuINOMHEHUN 3aa4n
o6HoBREeHUs, 3annceiBaeTcs B oTyeT Kaspersky Endpoint Security (cm. pasgen "PaboTta ¢ otyetamu” Ha cTp. 214).

B aTtom pasgene
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Cxema oOHOBIEeHMSA C CepBEepPHOro xpaHunuiia

[nsa aKoHOMUW MHTEpPHET-Tpaduka Bbl MOXETE HAaCTpPOMTb OOHOBEHNe Ba3 1 Mogynen nporpamMmmbl Ha
KOMMbIOTEPAX NOKANbHOW CETU OpraHu3aLmmn ¢ cepBepHoro xpanunuwa. ns atoro Kaspersky Security Center
OOIMKEH 3arpyaTb nakeTt obHoBneHun B xpaHunuwe (FTP-, HTTP-cepBep, ceTeBasi unu nokanbHas narnka) ¢
cepepoB o6HoBrneHun "NlabopaTtopun Kacnepckoro”. B aTom cnyyae octanbHble KOMMbIOTEPDI FTOKanbHOW CETU
opraHm3aumm CMoryT nony4vaTb NakeT OOHOBMEHUIN C CEPBEPHONO XpaHUuLLA.

O6HosneHue 6a3 u modynel npozpamMmbi
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HaCTpoVn(a obHoBNEeHus 6as3 n Monyneﬁ nporpamMmmbl C CepBEPHOro XxpaHunuiia coCTouT U3 cneayrLimnx atanos:

1.

Cepsepbl 06HOBMNEHUI Cepap \

HacTpovika nepemeLLeHnst naketa oOHOBMNeHUI B XpaHunuule Ha CepBepe agMUHUCTPUPOBaHUS (3agava
3Bazpyska obHosneHul 8 xpaHunuue Cepsepa aOMUHUCMPUPOBAHUS).

HacTtporika o6HoBneHus 6a3 1 mogynen nporpamMmmbl U3 yka3aHHOrO CEPBEPHOrO XpaHWnuLLa Ha
OocCTarnbHbIX KOMMbLIOTEPAaX NokanbHON ceTu opraHnsauun (3agadya ObHoeeHue).

3apgava

3anava ObHoernerue

3azpy3xa 00HoseHUll 8 XpaHunuue l-l l-l
Cepeepa adMUHUCITIPUPOBaHUS / o 0
—
E > E >
» . >

©

«JlabopaTtopuu Kacnepckoro» aaMWHUCTPUPOBaHUA I l-el | 'l'-ol

UYmobblI Hacmpoumsb 3a2py3Ky nakema 0bHO8eHUU 8 CEpPBEPHOE XpaHUIUWe, 8bINoSIHUMe
cnedyrowue delicmeus:

3.

B rnaBHom okHe Web Console BbibepuTe YeTponcTBa — 3aaaum.
OTkpoeTcsa cnucok 3agav.

Haxmute Ha 3agady CepBepa agMUHUCTPUpOBaHMS 3arpy3ka oOHOBIIeHMI B xpaHunuile CepBepa
aAMUHUCTPUPOBAHUA.

OTKpoeTCsa OKHO CBOMCTB 3aauM.

3apava 3aepyska 0bHoeseHul 8 xpaHunuuwe Cepsepa adMUHUCMPUPOBaHUSI CO3AAETCH aBTOMATUYECKM
MacTepoM nepBoHavanbHon HacTporkmn Kaspersky Security Center Web Console n MOXeT cyLLecTBOBaTb
TONbKO B €4UHCTBEHHOM 3K3eMMIsipe.

Bbibepute 3aknagky MapameTpbl nporpamMmmbi.
B 6noke MNMpouune napameTpbl HAXXMUTE Ha KHOMKY HacTpouTb.

B none Manka gna xpaHeHust o6HOBNeHnn ykaxute agpec FTP- unu HTTP-cepeepa, ceteBomn unm
nokanbHon nanku, B koTopyto Kaspersky Security Center konupyeT nakeT 06HOBMEHWIA, MOTYYEHHbIV C

cepBepoB obHoBneHun "flabopatopun Kacnepckoro".
dopmat nyTv Ans UCTOYHMKa OBHOBMEHWUI CreayoLLNA:
e [na FTP- unu HTTP-cepBepa BBegnTe Beb6-agpec nnu IP-agpec canta.
Hanpumep, http://dnl-01.geo.kaspersky.com/ unm 93.191.13.103.

Ona FTP-cepBepa B agpece MOXHO yKasblBaTb NapaMeTpbl ayTeHTudukaumm B dpopmaTte
ftp://<mmsa nojb30BaTENg>: <Hapoiib>@<yszes>: <mopT>.

o [Ina ceteon nanku Beegute UNC-nyThb.
Hanpumep, \\Server\Share\Update distribution.
e [1ng nokarnbHOW nanky BBeAUTE MOSHbIN NyTb K narke.

Hanpumep, C: \Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

COXpaHVITe BHECEHHbIE NSMEHEHUA.

O6HosneHue 6a3 u modynel npozpamMmbi
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» Umobkl Hacmpoumes obHoeieHUe Kaspersky Endpoint Security u3 ykazaHHO20 cep8epHo20
XpaHusuuwa, ebirnosHume credyrouwue delicmeus:
1. B rnaBHoM okHe Web Console BbiGepuTe YcTponcTBa — 3agaum.
OTKpoeTcs Cnncok 3agav.
2. Haxwmute Ha 3agady Kaspersky Endpoint Security O6HoBRneHue.
OTKpoeTCa OKHO CBOMCTB 3aauM.

3apava O6HoseHUe co3naeTca aBToMaTUYECKN MacTepoM NepBoHaYanbHON HacTponkn Kaspersky
Security Center. [Insa co3gaHus 3agaun ObHoeseHus BO BpeMsi paboTel MacTepa ycTaHoBUTe Be6-nnarvH
Kaspersky Endpoint Security gns Windows.

3. Bblbepute 3aknagky NMapameTpbl nporpammMmbl — JIOKanbHbIA PEXUM.
4. B cnucke UCTOYHMKOB OOHOBMEHUIN HaXXMUTE Ha KHOMNKy [lo6aBuUTb.

5. B none UctouHuk ykaxute agpec FTP- unu HTTP-cepBepa, ceTeBon nnu nokansHOW nanku, B KOTOPYHO
Kaspersky Security Center konupyeT nakeT 0GHOBNEHWU, NOMYYEHHbIN C CepBEPOB 0OHOBMNEHWI
"NabopaTopum Kacnepckoro".

AJpec NCTOYHMKa OOIMKEH CoBnaaaTth C aApecoM, ykasaHHbIn paHee B none lManka ans xpaHeHus
OGHOBNEHUN NPK HACTPOMKE 3arpy3kv OBHOBIIEHWI B CepBEPHOE XpaHunuLe (CM. UHCMPYKUUIO
8bIle).

6. B 6noke Crtartyc BbibGepuTe BapmaHT BkntoyeHo.

7. Haxmute Ha kHonky OK.

8. HacTtpoiTe nprMoputeThbl MICTOYHNKOB OOHOBIEHMWI C MOMOLLLIO KHOMOK BBepx 1 BHus.
9. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

Ecnun obHoBneHne He MOXeT ObITb BbINOMTHEHO 13 NEPBOro UCToUHMKa obHoBNeHMI, Kaspersky Endpoint
Security nepeknoyaeTcs K cregytolemMy aBToMaTUYeCcKu.

3anyck U ocTaHOBKa 3aayYn OGHOBMEHMUS

HesaBucrMo OT BeIGpaHHOIO pexumMa 3anycka 3agaqn 06HOBNEHUsI Bbl MOXETE 3anyCTUTb UMW OCTAHOBUTL 3agavy
obHoBneHus Kaspersky Endpoint Security B nto6oi MOMEHT.

» 4Ymobbl 3arycmums unu ocmaHosume 3adaqy 06HO8/eHUSs, 8binosiHUMe criedyrowue delicmeusi:

1. B rmaBHOM OKHe nporpammbl nepenanTte B pasgen O6HoBNeHue.

2. B nnutke O6HOBRNEHWe 6a3 N NPOrpaMMHbIX MOAYIeN HaXXMUTE Ha KHONKY OBGHOBUTb, ECNU Bbl XOTUTE
3anycTuTb 3agadvy obHOBMEHNS.

Kaspersky Endpoint Security 3anyctnt obHoBneHve 6a3 u mogynen nporpamMmmel. [porpamma nokaxet
NpoLEecc NPOBEPKM, pasMep 3arpy>XeHHbIX (hainoB N UCTOYHUK OOHOBIEHUS. Bbl MOXeTe OCTaHOBUTb
BbINOSHEHNE 3a4a4m B Noboe Bpemst kKHonkon OcTaHOBUTbL OOHOBMEHME.

O6HosneHue 6a3 u modynel npozpamMmbi
78



lkaspersky

» Umobsi 3arycmums unu ocmaHosume 3adadvy 06HO8eHUs rpu omobpaxxeHuu yrnpoueHHo20
uHmepelica npoepammsbi (cM. padden "YrnpouweHHbIl UHmepgelc npospammel’ Ha cmp. 42),
8bIrofiIHUMe criedyrouue delicmeus:

1. To npaBoﬁ KnaBuile MbllLn OTKpOVITe KOHTEKCTHOE MEeHI0 3Ha4kKa nporpamMmmebl, KOTOprVI pacnonoxeH B
obnactu yBeﬂOMﬂeHMVI naHenn 3agad.

2. B KOHTEKCTHOM MeHI0 B packpbiBarOLLeMCA CrinCKe 3apgaumn BbINONHUTE OA4HO U3 cnegyrowmx OEeNCTBUN:
L] Bbl6epI/1Te He3anyuleHHyto 3agavy OOHOBNEHUS, YTOObI 3anyCTtnTb €e,
L] Bbl6epI/1Te 3anyuweHHyr 3agavy 0OHOBNEHUS, YTOObI OCTAaHOBUTL €€;

L] Bbl6epI/1Te OCTaHOBJ1EHHYIO 3aaavy 00OHOBNEHUs, YTOObI BO30OHOBUTL €€ Unu 3anyCcTnTb ee 3aHOBO.

3anyck 3aga4v o6HOBIEHNA ¢ NpaBaMu ApPYyroro
nonb3oBaTens

Mo ymonuaHuio 3agayva obHoeneHus Kaspersky Endpoint Security 3anyckaetcsa oT MMeHu nonb3oBaTens, ¢
npaBamMu KOTOPOro Bbl 3aperMcTpupoBaHbl B onepaunoHHon cucteme. OgHako obHosneHne Kaspersky Endpoint
Security MOXeT Npon3BOAUTLCH U3 UCTOYHMKA OBHOBIEHMS, K KOTOPOMY Y MONb3oBaTens HeT Npas JocTyna
(Hanpumep, 13 nanku obLero 4ocTyna, cogepallen naketT OOHOBNEHUA) UK ANs KOTOPOro He HAaCTPOEHO
MCrnonb3oBaHve ayTeHTUMKaLMM Ha NPoKcK-cepBepe. Bbl MoXxeTe yka3aTb Nonb3oBaTens, o6rnagatoLero aTumm
npaesamu, B napameTpax Kaspersky Endpoint Security n 3anyckatb 3agavy obHoBneHus Kaspersky Endpoint
Security OT MMeHM 3TOro nonb3oBaTens.

» Ymobnsi 3aryckamb 3adadvy 06HO8eHUs ¢ rpasamu Opy2020 r1051b308amerisi, 8bINMOSIHUME
cnedyrouwue delicmeus:

1. B rmaBHOM OKHe nporpammbl nepenante B pasgen O6HoBNEeHue.

2. B oTkpblBLUEMCS CNNCKE 3aaad BblOepuTe 3agady OOHOBMNEHWUSI U HAXKMUTE Ha KHOMKY o3
3. Haxmute Ha kHonky 3anyckaTb O6HOBneHue 6a3 ¢ npaBamu.

4. B oTKpbIBLLEMCS OKHE BbiOEPUTE BapunaHT [ipyroro nonb3oBaTens.

5

BBeauTe yyeTHble faHHblE NOMb30BaTENs, NpaBa KOTOPOro TpebyeTcsa Ucnonb3oBaTb AN A4OCTyna K
NCTOYHWUKY OBHOBITEHWN.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Bbibop pexunma 3anycka agnsi 3aga4ym ooHoOBneHusA

Ecnu no kakum-nnGo npuunHamM 3anyck 3agadyn o6HOBINEHMS HEBO3MOXEH (Hanpumep, B 3TO BPeMsi KOMMbIOTEP
BbIKITIOMEH), Bbl MOXETE HACTPOUTL aBTOMAaTUYECKUI 3aMyCK NPONYLLEHHON 3a4a4n 06HOBINEHUS], KaK TOMNbKO 3TO
CTaHEeT BO3MOXHbIM.

Bbl MOXeTe OTNOXMTb 3anycKk 3agayn 0OHOBIEHUS NOCne cTapTa NporpaMmbl A4S CryyYaeB, ecrnu Bbl BbiOpanu
pexuMm 3anycka 3agaqm obHoeneHus Mo pacnucaHuio n Bpems 3anycka Kaspersky Endpoint Security coBnagaet ¢
pacnvMcaHuem 3anycka 3agadv obHoBneHns. 3agada obHOBNEHMS 3anyCKaeTCsl TONbKO MO UCTEYEHMUN YKa3aHHOTO
BpeMeHu nocne ctapta Kaspersky Endpoint Security.

O6HosneHue 6a3 u modynel npozpamMmbi
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» Umobsi ebibpamb pexum 3arycka 0ris 3adaqu 06HOB/EHUS, 8birnofiHUmMe credyrowjue delicmeus:

1. B rnaBHOM OkHe Nporpammel nepenauTe B pasnen OGHOBMNeHue.

2. B oTkpbiBLUEMCS cniMcke 3aad BelbepuTe 3agadvy OGHOBNEHUSI U HAXKMUTE Ha KHOMKY o3
Haxmwute Ha kHonky PacnucaHue o6HoBneHus 6as.
4. B oTKpbIBLUEMCS OKHE BblGEpUTE pexum 3anycka 3agaqm o6HOBMNEHUS:

o BbiGepuTte BapnaHT ABTOMaTM4eCKU, eCNU Bbl XOTUTe, 4TOObLI Kaspersky Endpoint Security 3anyckan
3aga4vy OOHOBMEHUS B 3aBUCUMOCTM OT Hanuyusi naketa 0GHOBIEHWUI B UICTOUHMKE OOHOBMEHUS.
YacToTta nposepku Kaspersky Endpoint Security Hannumnsi naketa 0GHOBMEHU yBENMYMBAETCS BO
BpeMs BUPYCHbIX 3NUAEMUIA U COKpaLLL@eTCs MPU UX OTCYTCTBUN.

e BuiGepuTe BapvaHT BpyuHyto, ecrin Bbl XOTUTE 3anyckaTb 3a4ady 0GHOBMEHUS BPYYHYHO.

e BriBepuTte gpyrue BapuaHTbl, €CNK Bbl XOTUTE HACTPOUTL pacnucaHue 3anycka 3agadn obHOBNEeHUS.
HacTpovite gononHuTenbHbIE NapaMeTpbl 3anycka 3agady OGHOBEHNS:

e B none OTnoxuTb 3anyck nocre craprta nporpammMbl Ha N MUHYT ykaxuTe Bpemsi, Ha KOTopoe
crnegyeT OTNOXUTL 3anyck 3agavm obHoBneHns nocne crtapta Kaspersky Endpoint Security.

e YcraHoBuTe hriaxok 3anyckaTb NPOBEpPKy NO pacnMcaHUIO Ha creayowmuii AeHb, ecnu

KOMNbIOTep ObiN BLIKIKOYEH, eCriv Bbl XOTUTE, 4T0bbI Kaspersky Endpoint Security 3anyckan npu

MepBoi BO3MOXXHOCTU He 3anyLLeHHble BOBPEMs! 3a4a4M OGHOBMEHMSI.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

[obaBneHne NCTOMHUKA OOHOBNEeHUMN

UecmoyHuk obHoeneHuli — 3TO pecypc, coaepxalunm obHosneHnsa 6a3 n moaynen nporpammbl Kaspersky Endpoint
Security.

McTouHmkom obHoBREHMIA MoryT 6biTh cepBep Kaspersky Security Center, cepepbl 06HoBneHun "Jlabopatopum
Kacnepckoro", ceteBas unu nokarnbHas nanka.

Mo ymonyaHuio CnMcok MCTOYHUKOB OOHOBEHU coaepxut cepBep Kaspersky Security Center n cepsepbl
obHoBneHun "NabopaTtopumn Kacnepckoro". Bel MmoxeTe 4o6aBnsaTb B CNUCOK ApYyrMe NCTOYHMKM OBHOBNEHNN. B
KayecTBe NCTOYHMKOB OOHOBNEHMI MOXHO yka3biBaTb HTTP- nnn FTP-cepsepsl, nanku obuiero gocryna.

Kaspersky Endpoint Security He nogaepxunaet 3arpy3ky obHoBreHun ¢ HTTPS-cepBepoB, ecrnu 370 He
cepBepbl 00HoBNeHnn "flabopatopun Kacnepckoro".

Ecnu B kayecTBe MCTOYHUKOB OOHOBIEHUI BbIOPAHO HECKOMBKO PECYPCOB, B Npouecce obHoBneHus Kaspersky
Endpoint Security obpaliaeTcs K HUM CTpOro nNo CNUCKY W BbIMOSTHAET 3adady 0OHOBMEHWS, NCMONb3ysl NakeT
OBHOBMEHUI NEPBOrO AOCTYMHOIO NCTOYHMKA OOHOBIEHNIA.

Ecnu cepepbl 06HoBReHun "NlabopaTtopumn Kacnepckoro" Bam He4OCTYMHbI (Hanpumep, orpaHM4eH JOCTyn B
WHTEPHET), Bbl MOXETE 00paTUTLCA B LeHTpanbHbIv oduc "lNabopaTtopum Kacnepckoro”
(https://www.kaspersky.ru/about/contact) n yaHatb agpeca napTHepoB "llabopaTtopuu Kacnepckoro”. MNMapTHepsbl
"INabopaTopumn Kacnepckoro" npeaocTaBaT BaMm OOHOBIEHMSI HA CbEMHOM OMUCKeE.

O6HosneHue 6a3 u modynel npozpamMmbi
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3akasblBasi 0GHOBINEHUSI Ha CbEMHOM AMCKe, BaM crieqyeT YTOYHWUTb, XOTUTE N Bbl MNOMNYyYnTb OGHOBMNEHMUS!
MoZyrei nporpaMmbl.

» Ymobsi dobasumb ucmoYyHUK 0bHoereHuUl, ebinoiHUmMe credyrouwue delicmeusi:

o~ w0 DN

B rnaBHOM OkHe nporpaMmbl neperianTe B pasaen OGHOBNeHue.

B OTKpbIBLLEMCA CrNUCKe 3aaad Bbl6epI/1Te 3agadvy OOHOBMNEHNS N HAXMUTE Ha KHOMKY G}
Haxxmnte Ha KHOMKY HaCTPOMTI: MCTOYHUKN OOHOBIEHUMN.
B OTKPbIBLUEMCA OKHE HaXXMUTE Ha KHOMKY ,uosaBVITb.

B oTkpbiBLIEMCS OKHe yKkaxuTe agpec FTP- unu HTTP-cepBepa, ceTeBow Unu nokanbHOW nanku, kKotopas
COAEPXKNUT NakeT OOHOBEHWN.

dopmart nyTM 4nst UICTOYHUKA OOHOBNEHU CReayoLLmiA:
e [Ina FTP- unu HTTP-cepBepa BBeauTe Beb-agpec nnu IP-agpec cawra.
Hanpumep, http://dnl-01.geo.kaspersky.com/ mnm 93.191.13.103.

Ina FTP-cepBepa B agpece MOXHO ykasbiBaTb NapaMeTpbl ayTeHTMdUKaumm B hopmaTte
ftp://<mmsa nojb30BaTENS>:<napojib>@<yzes>:<mopT>.

e [1na ceteBon nanku Beegmute UNC-nyTb.
Hanpumep, \\Server\Share\Update distribution.
e [1ns nokanbHOW nanky BBeAUTE MOSHbLIN NyTb K Narke.

Hanpumep, C: \Documents and Settings\All Users\Application Data\Kaspersky
Lab\AVP11\Update distribution\.

HaxxmuTe Ha kHonKy BbiOpaTh.
HacTtporite npnoputeTbl ICTOYHUKOB OOHOBMEHUI C NOMOLLbIO KHONMOK BBepx 1 BHU3.

COXpaHVITe BHeCEeHHble NSBMEHEHUA.

HacTtpouka o6HOBRNeHnsa 13 nanku oodLero gocrtyna

[nsa aKoHOMUN MHTEpPHET-Tpaduka Bbl MOXETE HAaCTpPOMTb OBHOBEHNe Ba3 1 Mmogynen nporpamMmmbl Ha
KOMMbIOTEPAX NOKANbHOW CEeTU OpraHu3aLmmn n3 nanku obwero goctyna. [nsg aToro oagnH 13 KOMMNbIOTEPOB
FIoKanbHOWM CeTU opraHu3aLmmn JOIMKeH nony4vaTe naketel 06HOBNEHW ¢ CepBepa agMUHUCTPUpOBaHna Kaspersky
Security Center unu cepsepoB ooHoBneHun "Jlabopatopum Kacnepckoro" n KonnpoBaTb MNOTYyYEHHbIN MakeT
obHoBReHun B nanky obuiero goctyna. B atom cnydae octanbHble KOMNbIOTEPBI JTIOKANbHOW CETW OpraHn3aLmm
CMOryT nofny4yaTb nakeT 0OHOBMEHUI N3 nanku obLlero gocTtyna.

HacTpoliika oGHoBreHust 6as 1 MoZyrnei nporpaMMbl M3 Nanku o6LLero 4OCTyna COCTOUT U3 criedyoLLyX 3Tanos:

1.

BkrnitoueHune pexnma KonmpoBaHUA NakeTa OOHOBNEHU B nanky obuiero [ocTtyna Ha ogHOM 13
KOMNbOTEPOB nokanbHon cetn opraHmnsauun.

HaCTpOVIKa obHoBNeHus 6a3 n MOﬂyﬂeVI nporpamMmmbl U3 yKa3aHHOIZ nanku oéero OOCTyna Ha OCTallbHbIX
KOMNbOTEPAX nokanbHon cetn opraHmnsauun.

O6HosneHue 6a3 u modynel npozpamMmbi
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»  UmobhkI 8kOHUMb PEeXXUM KOnupoeaHus nakema obHoeneHul 8 narky obweao docmyrna,
8binosTHUMe criedyrouwue delicmeus:

1.

5.

B rmaBHOM OkHe nporpaMmbl nepeanTe B pasgen O6HoBNeHue.

B OTKpbIBLLIEMCSI CTICKE 3aAay BbIBepUTE 3aaady OBHOBIEHMS! U HAXMUTE Ha KHOMKy TF.
B 6noke KonnpoBaHue oGHoBReHuMit ycTaHoBuTe hriaxkok KonupoBaTb 06HOBNEHMA B Nanky.

Beegute UNC-nyTb k nanke obuiero goctyna (Hanpumep, \ \Server\Share\Update
distribution).

COXpaHMTe BHECEHHblIE N3MEHEHUA.

» Ymobkl Hacmpoumes 06Ho8MIEHUE U3 fnanku obweao docmyrna, ebirnonHume credyrouwue delicmeusi:

a o 0D

B rmaBHOM OKHE nporpammbl nepenante B pasgen O6HoOBNeHue.

B oTkpbiBLLIEMCS cnUCKe 3adad BblibepuTe 3agady OOHOBMEHUS U HAXKMUTE Ha KHOMKY o3
HaxmuTe Ha kHonky HacTpouTb NCTOYHUKM OGHOBNEHUN.
B oTKpbIBLLUEMCS OKHE HaXXMUTe Ha KHONKy [lo6aBuTb.

B oTKpbIBLLUEMCSI OKHE YKaXkuTe MyTb K nanke obLuero gocTyna.

ALOpec UCTOYHMKA OOMKEH COBMafaTh C aapecoMm, yKazaHHbIM paHee Npu HacTpourke pexrma
KONMMpOoBaHUs NakeTa 0GHOBIEHWI B Nanky o6Lero AocTyna (CM. UHCMPYKUUIO 8biLe).

Haxmute Ha kHonKy BbiOpaTh.
HacTtporite nproputeTbl ICTOYHUKOB OOHOBNEHU C NOMOLLbIO KHONMOK BBepx 1 BHU3.

COXpaHVITe BHeCEeHHble NSMEHEHUA.

O6HoBMeHMe moayreun NporpaMmbl

O6HoBMNEHMA Moaynen NporpamMmmbl UCMPaBASIOT OLWMOKK, yydLlaloT NPOM3BOAMTENBHOCTD, a Takke 400aBNsT
HOBble (OyHKUMK. Mpn NosiBNeHMn HOBOro 06HOBNEHMS MoAyIen nporpaMmMbl BaM Heobxoaumo noaTBepanTb
yCTaHOBKY OOHOBMEHus. Bbl MOXeTe nogTBEpPAUTL YCTAaHOBKY OOHOBEHUS MOAYMNEN NporpamMmmbl B MHTEpderice
nporpammbl unu B Kaspersky Security Center. Npu nosiBneHnM o6HOBNEHNst NporpamMmma NoKaXXeT yBeAOMIeHVe B
rnaBHoM okHe Kaspersky Endpoint Security: BaxHoe o6Hoenenmne — [, unu kputnyeckoe obHosnerne — (. Ecnn
OBHOBEHNE MOAYNEeN NporpamMMbl MpearnonaraetT 03HaKOMIEHME N Cornacne ¢ NoNoXeHnsiMy JIMUEH3MOHHOTO
COrnallieHus, To nporpaMmma yctaHaBnvMBaeT 0OHOBNEHME NOCHE COornacus ¢ NONoXeHUAMU JINLEH3NOHHOTO
cornaweHus. NogpobHee 06 oTcnexvBaHn 06HOBNEHMI MOAYIEN NPOrpaMmMbl U NOATBEPXKOEHNM OOHOBIEHNS B
Kaspersky Security Center cm. B cnpaBke Kaspersky Security Center
https://support.kaspersky.com/KSC/13.2/ru-RU/.

Mocne YCTaHOBKMU 0oBHOBNEHUs nporpamMmmMmbl MOXET ﬂOTpe6OBaTbCF| nepesarpys3ka kKomnbroTtepa.

O6HosneHue 6a3 u modynel npozpamMmbi
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» Umobsi Hacmpoume 0bHO8MeHUEe MOAyriel rnpogpaMmbl, 8bINoIHUMe credyrouwue delicmeus:

B rnaBHOM OkHe nporpaMmbl neperianTe B pasaen OGHOBNeHMe.

B OTKpbIBLLEMCA CrNUCKe 3aaad BbIGGpMTe 3agavy OOHOBNEHNS N HAXMUTE Ha KHOMKY {a

B 6noke 3arpy3ka 1 ycTaHOBKa OOHOBIIEHMI MoAyren NporpaMmbl YCTaHOBUTE hraxok 3arpyxarb
OOHOBMNEHuA moAyrnen NporpaMmbi.

Bbl66pMTe obOHOBNEHUS Mop.ynelh nporpamMmmbl, KOTOPbl€ Bbl XOTUTE YCTaHaBIIMBATb!:

e YcTaHaBNMBaTb KpUTU4YecKue n ogoo6peHHble 06HOoBNeHUsA. Ecnu BbIGpaH aToT BapuaHT, TO nNpu
Hanu4um oGHoBRNEHU Moaynen nporpammbl Kaspersky Endpoint Security yctaHaeBnusaet
KpuTu4yeckne obHOBNEHMSI aBTOMATUYECKM, @ OCTanbHble OOHOBMNEHMS MoAyNnen nporpaMmMbl — nocne
0000peHNsT NX yCTaHOBKM, NOKaIbHO Yepes3 MHTepdenc nporpaMmmbl UNu Ha ctopoHe Kaspersky
Security Center.

e YcTaHaBnMBaTb TONIbKO 0400OpeHHbIe 0OHOBNEHUA. Ecniv BbiGpaH 3TOT BapuaHT, TO Npu Hanu4um
obHoBneHun moaynen nporpammbl Kaspersky Endpoint Security yctaHaBnuBaeT nx nocne ogobpeHus
MX YCTaHOBKM, NOKarbHO Yepe3 uHTepdenc nporpammbl unum Ha ctopoHe Kaspersky Security Center.
OTOT BapuaHT BblbpaH No ymonyaHuio.

COXpaHVITe BHECEHHblIE N3MEHEHUA.

Ucnonb3oBaHue npokcu-cepBepa Npu o6HOBMEHNM

[nsa 3arpy3ku obHoBNeHun 6a3 n moaynen NporpaMmmbl N3 UCTOMHUKA OGHOBNEHN MOXET NOTpeboBaTLCs yKkasaTb
napameTpbl NpoKcu-cepepa. Ecnu ncTouyHnKoB 0GHOBNEHUIA HECKOMBKO, NapaMeTpbl MPOKCU-cepBepa
NMPUMEHSIOTCA ANst BCEX UCTOYHMKOB. Ecnun ans HEKOTOPbIX MCTOYHMKOB OGHOBIEHWI NMPOKCU-CEPBEP HE HYXKEH, Bbl
MOXETe BbIKITHOUNTb MCMONb30BaHUE NPOKCU-cepBepa B cBolcTBax nonuTtukn. Kaspersky Endpoint Security Takke
OygeT ucnonb3oBaTb NPOKCU-cepBep ansa gocrtyna k Kaspersky Security Network n cepsepam aktnsaumu.

» Ymobbi Hacmpoume MOOGKIYEHUE K UCMOYHUKaM OBHOB8IEHUU Yepe3 MPOKCU-Ceps8ep, 8bINOIHUMEe
cnedyrouwue delicmeus:

5.

B rmaBHom okHe Web Console HaxmunTe i< .

OTkpoeTcs okHo cBoncTB CepBepa aaMUHUCTPUPOBAHUS.
Mepenaute B pasgen NapameTpbl gocTtyna K cetu UHTepHeT.
YcTaHoBUTE (hnaxok Ucnonb3oBaTb NMPOKCU-cepBep.

HacTtpoiTe napameTpbl NOAKIOYEHUS K NPOKCU-CEPBEPY: aapec NpoKCKU-cepeepa, NopT U napameTpbl
ayTeHTuduKaumm (MMS Nonb3oBaTeNs u Naporb).

COXpaHVITe BHeCeHHble NSAMEeHEHUA.

»  Umobhbi 8bIK/IOYUMB UCMOMbL308aHUE MNPOKCU-cepsepa 01151 ornpedesieHHoU epyrbl
adMuHUCMpuUpPo8aHusi, 8birosIHUMe criedyrowjue delicmeusi:

1.
2.

B rmaBHom okHe Web Console BbibepuTe YcTponctBa — MonnTuku n npocunm NnonmMTukK.
HaxxmuTe Ha Ha3BaHue nonutukm Kaspersky Endpoint Security.

OTKpOGTCH OKHO CBOWCTB NOSTUTUKMN.

O6HosneHue 6a3 u Modynel npozpaMmbl
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3. Bblbepute 3aknagky MapameTpbl nporpamMmbi.
4. MMepengute B pa3gen O6wme HacTporkun — HacTponku cetu.

5. B 6noke HacTpoiiku npokcu-cepBepa BbiGepute BapnaHT He ucnonb3osatb NpoKcU-cepeep Ans
noKanbHbIX aapPecos.

6. COXpaHVITe BHECEHHblIE NSMEHEHUA.

» YmobbI Hacmpoume napamempsbl MPOKCU-cepsepa 8 uHmMepgelice rnpoepamMmmsi, 8bINOIHUME
cnedyrowjue delicmeus:

1. B rnaBHOM OKHe NpOrpamMMbl HXKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpammbl BbibepuTe pasgen O6wme HacTporkun — Hactponku ceTum.

3. B 6noke MNpokcu-cepBep nepengure no ccoinike Hactponka npokcu-cepeepa.

4. B OTKpbIBLLEMCS OKHE BblbepuTe OAWH U3 cnedyloLwmx BapuaHToOB onpeaeneHns agpeca npokcu-cepeepa:
e ABTOMaTU4eECKU onpeaensiTb HAaCTPOMKU NPOKCU-cepBepa.

OTOT BapuaHT BblbpaH no ymonyaHuto. Kaspersky Endpoint Security ncnonssyet napameTpbl
NpoKcu-cepeepa 3afaHHble B napameTpax onepaumoHHON CUCTEMbI.

e lcnonb3oBaTb YKa3daHHbIe HACTPOWKU NPOKCU-cepBepa.

Ecnv Bbl BbIGpanyv 3TOT BapuaHT, HACTPOMTE NapameTpbl NOAKMIOYEHUS K MPOKCU-cepBepy: aapec
MPOKCU-cepaepa 1 nopT.

5. Ecnu Bbl XOTWUTE BKIOYUTb UCTIONb30BaHME ayTeHTUMKaLMM Ha NMPOKCU-CEpPBEPE, YCTAHOBUTE (DNaXOK
Mcnonb3oBaTb ayTeHTU(PMKALMIO HA MPOKCU-CEPBEpPEe U YKaXKUTE YYETHbIE aHHbIe NoSib30BaTens.

6. [Ecnu Bbl XOTUTE BbIKITHOYNTL MCMOMb30BaHUE NPOKCU-cepBepa Npu obHoBNeHMM 6a3 nu moaynen
nporpaMmmbl 13 nanku obuero goctyna (cM. pasgen "HacTtpovika o6HOBNEHMsT M3 nanku obero goctyna”
Ha cTp. 81), ycTaHoBuTe chnaxok He ncnonb3oBaTb NPOKCU-CepBep ANA NOKalbHbIX aapecoB.

7. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

B pesynbTate Kaspersky Endpoint Security 6ygeT ncnonb3osatb NpoKCcU-cepBep Afis 3arpy3km oGHOBNEHUIA
6a3 n moaynen nporpammebl. Takke Kaspersky Endpoint Security ncnonbayeT npokcu-cepsep ansa gocryna K
cepeepam KSN u cepeepam aktuBauum "llabopatopum Kacnepckoro". Ecnn TpebyeTtcs ayTeHTUdmKauns Ha
NPOKCU-cepBepe, a y4eTHbIe AaHHbIE NoMNb3oBaTeNsa He YKkasaHbl Unn ykasaHbl HeBepHo, Kaspersky Endpoint
Security 3anpocut nmsi nonb3oBaTens v Naporb.

OTkaT nocnegHero ooHoBNeHUNA

Mocne nepeoro o6HoBNEHUst 6a3 1 Moayne NporpaMmMbl CTaHOBUTCS AOCTYMHAa (PYHKUMS OTKaTa K NpeabiayLLumm
Gasam 1 MogynsiM nNporpammei.

Kaxgpiii pas, korga nonb3oBaTenb 3anyckaet obHoBneHune, Kaspersky Endpoint Security cozgaet pesepsHyto
KOMUIo NCnonb3yemMbix 6a3 n Mogynen NporpaMmmbl 1 TOMNbKO MOTOM MPUCTYNAET K MX OBHOBIEHMD. OTO NO3BoNseT
BEPHYTBCS K UCMOMNb30BaHUIO NpeabiayLmx 6a3 n mogynern nporpamMmmbl Npy Heob6xoaumMocTn. Bo3aMOXHOCTb
OTKaTa nocrneaHero oOHOBMEHUS NONe3Ha, HanpuMep, B TOM Criyyae, ecrnv HoBas Bepcusi 6a3 coaepxuT
HEKOPPEKTHYIO cUrHaTypy, u3-3a kotopon Kaspersky Endpoint Security 6rnokvpyeT 6e3onacHyto nporpammy.

O6HosneHue 6a3 u modynel npozpamMmbi
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Umobbl omkamums riocriedHee obHo8eHUe, 8bINnosIHUMe credyrujue 0elicmeus:

1. B rnaBHOM OkHe Nporpammel nepenanTe B pasgen OGHOBMeHue.
2. B nnutke OTKaT K Nnpepbiaylueil Bepcum 6a3 HaxxmuTe Ha kHonky OTKaTUTB.

Kaspersky Endpoint Security 3anycTut oTkaT nocrnegHero obHoBneHus 6as. Nporpamma nokaxeT npoLecc
OTKaTa, pa3mep 3arpy>eHHbIx (ainoB N UCTOYHUK OGHOBNEHNS. Bbl MOXeTe OCTaHOBUTL BbINOMHEHNE 3a4a4u
B Ntoboe Bpemsi kHonko OcTaHOBUTbL OOHOBMEHMe.

Ymobsi 3arnycmume unu ocmaHosume 3adadqy omkama 0bHO8eHUS rnpu omobpaxeHuu
yrpoweHHo20 uHmepdghetica ripozpammsl (cMm. pasden "YnpouweHHsbIU uHmepgelc npoepamMmbl” Ha
cmp. 42), ebinonHume credyrouwue delicmeus:

1. Tlo npaBoi knaBuLlE MbILLM OTKPOMNTE KOHTEKCTHOE MEHIO 3Ha4Ka NporpamMmbl, KOTOPbIN PaCMoOnoXeH B
obnacTtu yBegomneHnin naHenu 3agad.

2. B KOHTEKCTHOM MEHI0 B pacKpbIiBalOLLEMCS CrMcke 3aAaym BbINOMHUTE OOHO U3 Cnefywmx AeNCTBUN:
o Bbibepute HesanyLweHHy0 3agadvy oTkaTta 06HOBNEHMS, YTOObI 3anyCTUThb ee.

¢ BribepuTe 3anyLeHHyo 3agady otkata 0OHOBMEHUS, YTOObl OCTaHOBUTL €e.

o Bhibepute ocTaHOBNEHHYHO 3aaady oTkaTa 06HOBNEHMS, YTOObI BO30OHOBUTL €€ UM 3anycTuTb ee
3aHOBO.

O6HosneHue 6a3 u modynel npozpamMmbi
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OOHoOBMEeHMe aHTUBUPYCHbIX 0a3 B PYy4YHOM pexunme

[nsi oGHOBNEHMS aHTUBMPYCHbIX 6a3, HAXOOALLMUXCHA B M30NTMPOBAHHOM CErMEHTE CEeTU, PeKOMeHayeTCs
ncnonb3oBaTb CreayLwuin NOPsSAoK AeNCTBUN:

1. B nporpamme Kaspersky Security Center, HaxogsLLencsa B OTKPbITOM CErMEHTE CeTU, HAaCTPOUTb 3agady
3arpy3ku 0OHOBMEHMWI B XpaHUNULLE.

2. YbeawuTtbcs B TOM, YTO nog ynpaeneHnem Kaspersky Security Center B OTKpbITOM CErMeEHTe eCTb
yrnpaensieMble MalluHbl C YCTaHOBNEHHbLIMW NporpaMMamMu, 6asbl 451s1 KOTOpPbIX HE0OX0AMMO OBHOBUTL.

3. 3anyctutb 3agady. B npouecce 3arpy3ku 0GHOBNEHUI C OTKPbIThIX cepBepoB «JlabopaTopum
Kacnepckoro» Kaspersky Security Center npoBegeT npoBepKy KOHTPOSS LLEeNOCTHOCTN OOHOBEHNIA,
npexae 4Yem 4o0aBUT UX B CBOE XpaHMUIULLE.

4. YpobHbIM BaM cnocobom nepeHecuTe cogepxmmoe xpaHmnua Kaspersky Security Center B
N30NNPOBAHHBIA CETMEHT CETMW.

3anycTtuTe Ha cpecTBax aHTUBUPYCHOW 3aLLMTbl BHYTPU U30NMPOBaAHHOIO CerMeHTa ceTu 3agadvy obHOBMReHus ¢
yKa3aHMeMm nepeHeCceHHOro XpaHunuLLa kak UCToYH1ka obHosneHun. MNMpu 3arpyske 06HOBNEHUI U3 XpaHUNULLa,
nporpaMmel eLle pa3 npoBeayT KOHTPOMb LIENOCTHOCTU 3arpy>kaembliXx OOHOBMEHWUN.

Ecnun Bam HegocTynHbl cepBepbl 06HoBNeHW "flabopatopumn Kacnepckoro" (Hanpumep, HET AOCTyNa K MHTEPHETY),
obpatutech B Cny0y TexHmndeckon nogaepxku "flabopatopum Kacnepckoro" ansa nony4yeHns o6HOBNEHWI
nporpammbl Ha AUCKax.

O6HosneHue 6a3 u modynel npozpamMmbi
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YcTpaHeHue ya3BUMOCTEN U YCTAaHOBKA KPUTUYECKUX
OOHOBNEHUN B Nporpamme

"JTabopaTopust Kacnepckoro" MoXeT BbinyckaTb OOHOBMEHNSA NMporpaMmbl, HanpaeneHHble Ha yCTpaHeHue
ysI3BMMOCTEN 1 HeaocTaTkoB B6e3onacHocTu (kputudeckme obHoBneHns). CpoyHble nakeTbl 0GHOBNEHNIA
nyoGnuKyloTCs Ha cepBepax aBTOMaTU3MPOBaHHON yCTaHOBKM 06HoBNeHui "IllabopaTopumn Kacnepckoro”.
YBenomneHusi o BbiNycke KpUTUYECKNX OBHOBNEHU NybnukytoTca Ha BeG-cante
(https://support.kaspersky.ru/general/certificates) n paccoinaloTca No agpecamM 3NeKTPOHHOW NOYTbI, YKa3aHHbIM
npu 3aka3e NporpamMMbl, a Takke NOANNCHUKAM PacChbinkv (MognMcaTbCa Ha PacChInKy MOXHO MO CCbIfKe:
http://support.kaspersky.ru/subscribe).

MopsiaoK NonyYeHns KpUTUYECKUX OBHOBNEHUIA 3NOXKeH B hopMynsipe.

JInuo, oTBETCTBEHHOE 3@ 3KCMIyaTauuio NporpamMmmbl, OMKHO NEPUOSUYECKM (HE pexe OOHOro pasa B Tpu MecsiLa)
NpoBepsTb OTCYTCTBME OBHaPYXEHHbIX YA3BMMOCTEN B NporpaMmme, ncnonb3ys sed-cant "MabopaTtopuu
Kacnepckoro" (https://support.kaspersky.ru/vulnerability), 6aHk AaHHbIX yrpo3 6e3onacHocTy nHdopmaumm CTIK
Poccun (http://www.bdu.fstec.ru) n uHble oBLLEea0CTYMHbIE NCTOYHUKN.

Bbl MoxeTe cooblatb 06 0BHapyXeHHbIX HegocTaTkax 6€30NacHOCTU UK YA3BUMOCTSAX NPOorpamMMbl
cnegylowmmm cnocobamu:

e Yepes Beb-popmy Ha Beb-canTe Cryxbbl TEXHUYECKOW NOAAEPKKM
(https://support.kaspersky.ru/vulnerability.aspx?el=12429).

e [lo agpecy anekTpoHHoN noyThbl vulnerability@kaspersky.com.

e B coobuecTse nonb3oBatenen "flabopatopun Kacnepckoro" (https://community.kaspersky.com/).

O6HosneHue 6a3 u modynel npozpamMmbi
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Kaspersky Security Network

YUT06bI NOBbICUTL 3P PEKTUBHOCTL 3aLLMThI KOMMbIOTEpa nonb3oBatensi, Kaspersky Endpoint Security ucnonssyet
AaHHble, NoNyYeHHble OT nonb3oBaTenen Bo BceM Mupe. [ns nonyvyeHnst 3TuX JaHHbIX NpegHasHadeHa ceTb
Kaspersky Security Network.

Kaspersky Security Network (KSN) — 310 uHdbpacTpykTypa obnadHbix cryx6, npegocraenstoLlasi 4OCTYN K
onepaTtuBHon 6a3e 3HaHui "lTabopaTopum Kacnepckoro" o penytauumn dannos, UHTEPHET-PECYPCOB U
nporpammHoro obecnedeHusi. icnonb3oBaHne gaHHbix Kaspersky Security Network o6ecneunBaet 6onee
BbICOKYIO CKOpOCTb peakuun Kaspersky Endpoint Security Ha Hen3BeCTHbIE yrpo3bl, NoBbILAET 3PEKTUBHOCTL
paboTbl HEKOTOPbIX KOMMOHEHTOB 3aLLMThI, @ TAKKE CHUXAET BEPOATHOCTL NTOXHbIX CpabaTbiBaHUA.

B 3aBMCMMOCTM OT pacnonoXeHns NHppacTpykTypbl pasnuyatoT MnobaneHein KSN (nHdpacTpykTypa
pacnonoxeHa Ha cepsepax "llabopatopum Kacnepckoro") u JlokanbHbin KSN.

B ceptudmnuymposaHHom Bepcum nporpammbl Kaspersky Endpoint Security ncnonbayetca Tonbko JIokanbHbI
KSN (KPSN). cnonb3oaHue MobanbHoro KSN He gonyckaeTcs.

YyacTtue nonb3osartenen B KSN nossonset "flabopatopun Kacnepckoro" onepatMeHO nNonyvatb MHpoOpMaLuo o
TUNax U UCTOYHMKAX Yrpo3, paspabaTbiBaTb CNOCOOLI HEMTPaNM3aLumm yrpo3, yMeHbLIAaTb KONMYECTBO JOXHbIX
cpabatbiBaHM KOMMOHEHTOB NpOorpamMmei.

Mpwn ncnonb3oBaHuM paclumpeHHoro pexuma KSN nporpamma aBToMatmyeckn otnpasnset B KSN
CTaTUCTMYECKYIO MHCpOPMaLMIO, MOMYYEHHYHO B pe3ynbTaTte cBoen paboThl. Takke nporpamMmma MOXET OTMNpaBnsiTbh
B "JTabopatoputo Kacnepckoro" gnst AoNOnHUTENBbHOW NPOBEPKU hannbl (Mnu YacTu oannos), KOTopble
3I10YMBbILLSIEHHMKM MOTYT UCMOMNb30BaTh Afsl HAHECEHUSI Bpeaa KOMMbIOTEPY WU AaHHbIM.

Bonee noapobHyto nHdopmaumo 06 otnpaske B "llabopatoputo Kacnepckoro”, XpaHeHNN U YHUYTOXEHNUN
CTaTUCTMYECKOM MHAOPMALMK, NOTYYEHHOW BO BpeMsi ucnonb3oBaHus KSN, Bbl MOXeTe npoynTaTh B
MonoxeHun o Kaspersky Security Network n Ha BeG-caiTe "Jlabopatopumn Kacnepckoro”
(https://www.kaspersky.ru/products-and-services-privacy-policy). ®ann ksn_<ID a3blka>.txt ¢ TekcTom
MonoxeHus o Kaspersky Security Network BXxoguT B KOMMMEKT MOCTaBKN NpOrpamMmbi.

[na cHwkeHna Harpy3ku Ha cepBepbl KSN cneumnanuctbl "JTabopatopum Kacnepckoro" MoryT BbinyckaTb
aHTMBUpPYCHbIEe 6a3bl MporpaMMbl, KOTOPbIE BPEMEHHO BbIKMOYAT UMM YacTUYHO OrpaHnYmnBaloT obpalleHnst
B Kaspersky Security Network. B aTom cnydae cratyc nogknoveHus K KSN — BKrrloYeHo ¢ o2paHuYeHUsIMU.

KomnbloTepbl nonb3oBatenen, paboTatwume nog ynpasneHmem Cepsepa agmuHuctTpupoBaHus Kaspersky Security
Center, moryT B3aumogevncteoBaTe ¢ KSN npu nomowm cnyx6bl KSN Proxy.

Cnyx6a KSN Proxy npegocTtaBnseT criegyoLimne BO3MOXHOCTU:

e KomnbloTep nonb3oBaTens MOXeT BbINOMHATL 3anpockl kK KSN 1 nepegasats B KSN nHdopmauuto, gaxe
€CIM OH HE MMEET NPSIMOro A40CTyna B UHTEPHET.

e Cnyx6a KSN Proxy kelumpyeT o6paboTaHHble AaHHble, CHUXAs TEM CaMblM Harpy3ky Ha kaHarn Bo
BHELLHIOK CETb M YCKOPSIS MOMNy4YeHEe KOMMBIOTEPOM MOMb30BaTENs 3anpOLLEHHON MH(OPMaLIMK.

MogpobHee o cnyx6e KSN Proxy Bbl MoXxeTe npountate B Pykogodcmee aOmMuHUcmpamopa 0551 Kaspersky
Security Center.

Kaspersky Security Network
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HacTtporka napameTpoB ucnonb3oBaHus cnyx6bl KSN Proxy goctynHa B ceoncTBax nonutukm Kaspersky Security
Center.

Wcnonb3oBaHue Kaspersky Security Network siBnsietcs 4o6poBonbHbIM. [porpaMma npegnaraeT Ucnonb3oBaTb
KSN Bo Bpems nepBoHa4YansHON HaCTPOMkK nporpaMmmel. Hayatb nnu npekpatuTs ncnonssoBaHne KSN MOXHO B
ntobon MOMEHT.

B aTtom pasgene

BkntoyeHue u BhiktodeHne ncnonb3osaHusa Kaspersky Security Network ..........ccooooooiiiiiiiiiiiiiiiien 89
OrpaHunyeHmnst paboTbl € JToKanbHBIM KSN..........ooooiiii 89
BkritoueHve v BblkMoYeHNe 06raqyHoro pexxuma A KOMMOHEHTOB 3ALLMNTBI ....ccceeeiiuereeieeeaeaeeaneeieeeeeaaanns 90
MpoBepka penyTtauun danna B Kaspersky Security NetWOrk...........ooouuuviiiiiiiiiiiiiie e 91

BkrnioyeHue u BbikNo4veHne ucnonb3oBaHusa Kaspersky
Security Network

» Umobbi 8knoHUMB UMU 8bIKITFOYUMb Ucronb3osaHue Kaspersky Security Network, ebinonHume
cnedyrowue delicmeus:

1. B rnaBHOM OKHE NporpaMmmMbl HAXXMUTE Ha KHOTKY 1o}

2. B okHe napameTpoB nporpaMmmbl Boibepute pasgen MNpoaBuHyTas 3awmrta — Kaspersky Security
Network.

3. Wcnonb3ynte nepekntodartens Kaspersky Security Network, 4Tobbl BKITHOUNTD UIK BbIKITOUYNTD
KOMMOHEHT.

Ecnu Bbl Bktounnu ucnonb3oBanne KSN, Kaspersky Endpoint Security nokaxet lNonoxeHne o Kaspersky
Security Network. Ecnu Bbl cornacHbl, npumuTe ycnosums ucnonb3oannsa KSN.

Mo ymonuanuio Kaspersky Endpoint Security ucnoneayet pacwmperHbii pexxum KSN. PacwupeHHbil
pexum KSN — pexxum paboTbl nporpamMmel, npu kotopom Kaspersky Endpoint Security nepegaet B
"NabopaTtoputo Kacnepckoro" gononHUTENbHbIE AaHHBIE.

4. Ecnwn TpebyeTcs, BbikMounTe nepeknoyatens Bknountb pacwumpeHHbin pexum KSN.
5. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

B pesynbTate, ecnu ncnonb3osaHne KSN BkntodeHo, Kaspersky Endpoint Security ncnonssyet nHgopmaumo
0 penyTauun cbannos, BeO-pecypcoB 1 nporpamm, nonyyeHHyto us Kaspersky Security Network.
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OrpaHunyeHusa pa6oTbl ¢ JlokanbHbIM KSN

B ceptuduumnposaHHon Bepcum nporpammbl Kaspersky Endpoint Security ucnonbsyetca Tonbko JIokanbHbI
KSN (KPSN). cnonb3osaHue MobanbHoro KSN He gonyckaeTtcs.

JNokanbHbIi KSN (ganee takke "KPSN") no3sonsieT ucnonb3oBatb COGCTBEHHY0 6a3y AaHHbLIX penyTauui
00beKToB (parinos unu Beb-agpecoB) ¢ NOMOLLLbIO NTOKarnbHOM penyTauuoHHon 6asbl. PenyTtaumsa obbekTa,
[00aBMNeHHOro B NOKarnbHYH penyTaunoHHyto 6a3y, umeet npuoputeT Boilwe, Yem B KSN / KPSN. To ecTb, ecnu
Kaspersky Endpoint Security npu nposepke komnbtoTepa 3anpocut penyTtauuio danna B8 KSN / KPSN, n B
nokanbHoONn penyTaumnoHHon 6ase cdann nveet penytauunio "HepgoBepeHHbln", a B KSN / KPSN 06bekT nmeet
penyTtauuto "gosepeHHbIn”, To Kaspersky Endpoint Security o6HapyxuT hann kak "HegoBepeHHbIN" 1 BbINOMHUT
Aencteune, 3agaHHoe AN obHapy>KeHHbIX yrpos.

OpHako B HekoTopbIx cny4dasx Kaspersky Endpoint Security moxeT He 3anpawwusaTs penytaumo obbekta B KSN /
KPSN. B pesynbTtate Kaspersky Endpoint Security He nonyunt gaHHble 13 nokanbHOW penyTaumMoHHON 6asbl
KPSN. Kaspersky Endpoint Security moxeT He 3anpawmBaTh penytaumio oobekta B KSN / KPSN, Hanpumep, no
creayroLwmm npuynHam:

e [lporpammbl "[Tabopatopun Kacnepckoro" ncnonb3yoT odpianH penytaumoHHble 6a3bl. OdnaiH
penyTaunoHHble 6a3bl NpegHa3HavYeHbl 41s ONTUMM3aUmMmM pecypcoB npu paboTe nporpamm "flabopatopumn
Kacnepckoro" v 3awuTe KpuTU4eCckn BaxkHbIX 06beKTOB koMmnbloTepa. OdnanH penyTaumoHHble 6a3bl
dopmmpytoT cneumanucTol "flabopatopumn Kacnepckoro" Ha ocHoBaHuM AaHHbIX Kaspersky Security
Network. Mporpammel "llabopaTtopum Kacnepckoro" o6HOBMSOT odhnanH penyTaumoHHble 6a3sbl ¢
aHTUBMPYCHbIMK Gazamm nporpammebl. Ecnu nHopmaums o npoBepsieMoM 00bEKTE COAEpPXUTCH B
odnarH penyTaunoHHbIX 6a3ax, nporpammMa He 3anpalinBaeT penyTtauunio 3toro oobekta B KSN / KPSN.

e B napameTpax nporpammbl HACTPOEHbLI UCKITFOYEHNST U3 NMPOBEPKM (LoBepeHHas 3oHa (Ha cTp. 200)). B
3TOM Crly4ae nporpamMmma He yuYnTbiBaeT penyTaumio oobekTa B FTOKanbHOW penyTaumoHHon 6ase.

e [lporpamma ucnonb3yeT TEXHONOMMN ONTUMM3aLUK NPOBEPKX, Hanpumep, TexHonorun iSwift, iChecker unun
KewmpoBaHue 3anpocoB penyTtauun B KSN / KPSN. B aTom criyyae nporpaMmma MOXET He 3anpalinBaTb
penyTaLuio paHee NPOBEPEHHbIX OOBEKTOB.

e [Ina onTummsaLmMmn Harpy3ku nporpamMmma npoBepsieT davinbl onpegeneHHoro goopmarta un pasmepa. Cnuncok
dhopmaToB M OrpaHUYeHnst No pasmepy onpegenstoT cneumanuctel "JlabopaTtopumn Kacnepckoro". 3toTt
CMMCOK OBHOBMSETCH C aHTUBUPYCHBIMM Ba3amu nporpamMmMbl. Takke Bbl MOXETE HACTPOUTbL NapamMeTpbl
onTUMM3aLuKn NPoBepPKM B MHTepderice nporpamMbl, HaNnpumep, 4ns KoOMnoHeHTa 3awuta ot dannosbix
yrpo3 (cMm. pasgen "Ontumusaums npoBepku pannos" Ha cTp. 121).

Bknio4yeHue U Bbikno4vYeHUe obnavyHoro pexnma ans
KOMMNOHEeHTOB 3allUTbI

Ob6nayHbIl pexum — pexnm paboTel nporpammbl, Npu kotopom Kaspersky Endpoint Security ucnoneayet
0obreryeHHyo Bepcuto aHTUBMPYCHbIX 6a3. PaboTy nporpammbl ¢ 00rer4yeHHbIMM aHTMBMPYCHLIMU Gaszamm
obecneumnBaeT Kaspersky Security Network. ObnerdyeHHas Bepcusi aHTMBUPYCHbIX 6a3 NO3BOMNSET CHU3UTb
HarpysKy Ha onepaTuBHYI0 NaMsiTb KOMMbIOTEPA NPMMEPHO B ABa pa3a. Ecnu Bbl He yyacTByeTe B Kaspersky
Security Network nnu obnadHbin pexxum BbikntoyeH, Kaspersky Endpoint Security 3arpyxaet nonHyto Bepcuto
aHTMBUPYCHBIX 6a3 ¢ cepeepoB "JlabopaTopun Kacnepckoro".
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Mpun ncnone3oBaHumn Kaspersky Private Security Network doyHKUMOHaneHOCTL 06na4yHOro pexxuma gocTynHa
HaumHasa ¢ Bepcun Kaspersky Private Security Network 3.0.

» Umobhbi 8kOHUMBb UU 8bIKIOYUMb 061a4HbIlt PeXXUM Ol KOMIIOHEeHMO8 3auUmbl, 8bIMNOIHUMe
crniedyrowjue delicmeusi:

1. B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

2. B okHe napameTpoB nporpammbl Beibepute pasgen MNpoasuHyTas 3awmTta — Kaspersky Security
Network.

3. Wcnonbayite nepekntoyatens BKNoUMTb 06nayuHbIn pexXum, YToObl BKIUUTL UK BbIKIMIOYUTD
KOMMOHEHT.

4. CoxpaHuTe BHECEHHbIE U3MEHEHNSI.

B pesynbTaTte Kaspersky Endpoint Security 3arpyxaeT o6ner4eHHyo nnm nonHyto Bepcuo aHTUBUPYCHbIX 6a3
B Xoae Gnvxkawniuero obHoBneHus .

Ecnun obneryeHHas Bepcust aHTMBMPYCHbIX 6a3 HegocTynHa Ans ucnonb3oBaHus, Kaspersky Endpoint
Security aBTOMaTMYeCKM NepeknoyaeTcs Ha UCMNONb30BaHME NOSTHOW BEPCUM aHTUBUPYCHbIX 0a3.

NMpoBepka penytauun hanna B Kaspersky Security
Network

Ecnu Bbl comHeBaeTech B 6e3onacHoOCTu dhanna, Bbl MOXeTe NpoBepuTb ero penyTtaumio B Kaspersky Security
Network.

lMpoBepka penyTauum harna gocTynHa, ecrnv Bbl NpUHSANK ycnosus MNMonoxernst o Kaspersky Security
Network (cm. pasgen "BkntoveHue n BbiknoveHre ncnonb3oBaHusa Kaspersky Security Network” Ha cTp. 89).
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» Umobkl nposepums perniymauvuro halina e Kaspersky Security Network,

OTKPOWTE KOHTEKCTHOE MeHI0 dhawna un BeibepuTe nyHKT NMpoBeputb penyTtauuio B KSN (cm. puc. Huxke).

OTrpEITE
Meyats
im_not_a_wirus zmeHNTE

Medialnfo

4 MpoBepuTE Ha BMPYCH
I€ Mpoeepute penyTauuio B KSM

¢ Cozpare sawmdpoeanHelii apxue...

CeoACTEA

PucyHok 15.  KoHTekCcTHoe MeHio thanna

Kaspersky Endpoint Security oTobpaxaeT penyTtauuio danna:

@ DoBepeHHasn (Kaspersky Security Network). bonblwmHcTBO nonb3oBatenen Kaspersky Security
Network nogrsepannu, 4To han 4OBEPEHHBbIN.

A NeranbHasa nporpamma, KoTopasi MOXeT ObITb UCNOSNb30BaHa 3N0yMbILLNIEHHUKaMX Ans
HaHeceHus1 Bpeaa KOMNbIOTEPY UKW AaHHbIM Nonb3oBaTens. Takue nporpamMmmsl camu no cebe He nmetoT
BPEAOHOCHBLIX (PYHKLMIA, HO 3TK NPOrpaMmbl MOTYT ObITb UCNONb30BaHbI 3M10yYMbILLTEHHUKaMK. [MogpobHyto
MHGOPMaLMIO O neranbHbIX NporpamMmmax, KoTopble MOryT OblTb UCMOMb30BaHbl 3110yMbILUIEHHUKaMKM 411
HaHeceHusi Bpeda KOMMboTEPY MW AaHHBbIM MONb30BaTeNS, Bbl MOXETE MoNyyYnTb Ha canTe BupycHon
3HUuknoneaun "Nabopatopum Kacnepckoro”
https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/. Bbl MmoxxeTe go6aBuTb 3TK
nporpaMmsbl B CMIMCOK JOBEPEHHbIX (CM. pasgen "dopMupoBaHme cnmncka OBEPEHHbIX nporpamm” Ha cTp. 204).

HepoBepeHHas (Kaspersky Security Network). Bupyc nnu gpyras nporpamma, npegcraensioLlas
yrposy (cm. pasgen "Pabota ¢ aktuBHbIMK yrpo3amu” Ha cTp. 70).

@ HenssecteH (Kaspersky Security Network). B Kaspersky Security Network otcytctByeT nHgpopmanms
0 havine. Bbl MOxeTe NpoBepuTb ans ¢ NOMOLLbI aHTMBUPYCHBLIX ©a3 (MyHKT KOHTEKCTHOrO MEHHO
MpoBepuTb Ha BUPYCHI).

Kaspersky Endpoint Security oTobpaaeT peleHne KSN, koTopoe ObIfio MCNONb30BaHO 4118 onpegeneHus
penytauun cdanna: [obanbHbil KSN vnu JlokanbHbit KSN.

Kaspersky Security Network
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Tarke Kaspersky Endpoint Security otobpaxaeT gononHutensHyto MHpopmauuio o dawne (CM. puc. HUXe).

|( Cool Application - PenyTauwa nporpamme

MNMporpamma:
MNpowseopUTEnS:
MyTe:

Bepcwus:
Pazmep:

CospaH:

WMameneH:

B cool Application
Mr. Vendor
c\temp\file.exe
1.0.04

7,00 MB
01.05.2018131M32
08.05.2018 20:24:40

HepoeepeHHad (Kaspersky Security
Network)

NokaneHsiid KSN

Brnepekie noABMNack:
PacnpocTtpaHeHne:
Uwndpoean nognnce:

HNata nognuem:

PucyHok 16.
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AHanun3 noseaeHus

KomnoHeHT AHanua noBefgeHus nonyvaeT AaHHble O AeNCTBUSX NPOrpaMm Ha BalleM KOMMNbIoTepe U
npegocTaBnsaeT 3Ty UHAOPMaLMIO APYTMM KOMMOHEHTaM 3aLluUTbl A NoBbILeHUS 3hPEKTUBHOCTU UX paboTbl.
KomnoHeHT AHanu3 noBedeHns UCMonb3yeT WabnoHbl 0nacHoro noBeAeHns nporpamMmm. Ecnv akTMBHOCTb
nporpammbl CoBnagaeT ¢ 0gHMM 13 LabnoHoB onacHoro noseaeHus, Kaspersky Endpoint Security BeinonHsieT
BbIOpaHHOe oTBeTHOE Aenctere. PyHkumMoHanbHocTb Kaspersky Endpoint Security, ocHoBaHHas Ha LwabnoHax
0MnacHoro noBefeHus1, obecneymBaeT NPOAKTUBHYIO 3aLLUTY KOMMblOTEpPa.

B aTtom pasgene

BkritoueHMe 1 BbIKMIOUYEHNE AHAMMNEA MOBEOEHMS ... ..uueireieeesiiittieeeeeaeaasaantteeeeeaaeeeaannneeeeeeeaaesaannnnsseeeaaeens 94
Bbi6op gencrteums npu obHapy>keHUM BPeOOHOCHON aKTUBHOCTU MPOTPAMMDI .......uueeneennnn s 95
3awmTa nanok obLero A0CTYNa OT BHELLIHETO LUMMIPOBAHMS .....ccvvverreneeeeerreeennnnneeeeeeeenennnneeeeeeeensnnnnnees 95

BknroyeHue u BbiKnrwyeHue AHanu3a nosegeHus

Mo ymonyaHuio AHanm3 noBeaeHUs BKIHOYEH M paboTaeT B pexnMe, peKOMeHA0BaHHOM creLmanictamm
"INabopaTopumn Kacnepckoro". Bbl MoxeTe BbIKNouMTb AHanM3 noBeaeHnst Npu HeobxogMMocCTu.

He pekomeHayeTcs BbiktoYaTb AHanms nosefeHust 6es Heo6XoaMMOCTU, TaK KaK 3TO CHMKaeT
3P PEKTUBHOCTb PAabOThbl KOMMOHEHTOB 3alUTbl. KOMMNOHEHTbI 3aLLMThl MOTYT 3anpallnBaTh AaHHbIe,
Mony4YeHHble KOMNOHEHTOM AHanu3 rnoBefeHus, Ans oGHapyXeHus1 yrpos.

»  Umobhbi 8KMOYUMBb UMU 8bIKIYUMb AHau3 rnogedeHusl, 8binosiHume credyouwue 0elicmeusi:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 1o}

2. B okHe napameTtpoB nporpammbl BeibepuTe pa3gen NMpoaBuHyTas 3awmrta — AHanus noBeaeHus.
3. WcnonbaynTte nepeknoyatens AHanu3 noBeAeHust, YToObl BKIOYUTE UMK BbIKITHOYNTb KOMMOHEHT.
4. CoxpaHuTe BHECEHHbIE U3MEHEHNS.

B pesynbTarte, ecnu AHanua noBegeHus BkmoyeH, Kaspersky Endpoint Security 6yget aHanmaupoBatb
aKTMBHOCTb MPOrpamMM B OMEPaLMOHHON CUCTEME, UCMONb3yS LAabMoHbI ONAacHOro NoBeAeHMs.
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Bbi6op aenctBmsa npu obHapyXeHun BpeaoHOCHOM
aKTUBHOCTU NpPOrpamMmbl

» Umobkl ebibpamb deticmeue ripu 0bHapyxeHuUU 8pedoHOCHOU akmueHOCMU rpo2paMmel,
8bIrosiIHUMe criedyrouue delicmeus:

1. B rMaBHOM OKHE MPOrPaMMbl HAXKMUTE Ha KHOMKy ToF.
2. B okHe napameTpoB nporpaMmbl BeibepuTe pasaen MpoasuHyTas 3awmrta — AHanus noBeaeHus.
3. B 6noke Mpu oGHapyxeHUn BpeJOHOCHOW aKTUBHOCTU NPOrpaMmmbi BbiGEPUTE HY)XHOE AeCTBME:!

e Ypanatb dann. Ecnu BbibpaH 3TOT 311EMEHT, TO, 0OHAPYXMB BPEAOHOCHYHO aKTUBHOCTL NpOrpammbl,
Kaspersky Endpoint Security ynansiet ncnonHsemsin ¢ann BpegoHOCHOW NporpamMmbl 1 co3gaeT
pe3epBHYH0 Konuio charina B pe3epBHOM XpaHumnumLie.

e 3aBepliatb paboTy nporpammbl. Ecnu BbibpaH 3TOT 3aN€MEHT, TO, OGHapPYX1B BPE4OHOCHYHO
aKTMBHOCTb Nporpammebl, Kaspersky Endpoint Security 3aBepluaeTt paboTy aTon nporpamMmmei.

o WHdopmupoBatb. Ecnv BeibpaH aTOT anemeHT, To, 0BHapYyXMB BPe4OHOCHYIO aKTUBHOCTb
nporpammebl, Kaspersky Endpoint Security fo6aenseT nHgopmMaLmio o BpeAOHOCHOW akTUBHOCTM 3TOW
nporpamMmbl B CMIMCOK aKTUBHbIX Yrpos.

4, CoxpaHuTe BHECEHHbIE U3MEHEHUSI.

3awumTa nanok oowero goctyna ot BHewHero wudpoBaHus

KomnoHeHT obecneunBaeT oTCrnexXnBaHne onepawmn ToNbKo Hag TeMu dannamm, KOTopble pacrnofioXeHbl Ha
3anomMuHarLLnX yctporcTeax ¢ annoBon cuctemor NTFS 1 He 3awmndpoBaHbl cuctemon EFS.

DyHKUMA 3aLnTbl NanoK obLLero AocTyna oT BHELHEro WwndpoBaHmst obecnevnBaeT aHanmn3 akTMBHOCTM B narikax
obuwero goctyna. Ecnn akTMBHOCTb coBnagaeT ¢ OOHUM M3 LIAbNOHOB NOBEAEHWS, XapaKTePHOro Asi BHELLHErO
wrdpoBaHus, Kaspersky Endpoint Security BeinonHsaeT BeilbpaHHOe AencTBue.

Mo ymonuaHuio 3awmTa nanok obLuero AocTymna oT BHELHEro LWndpoBaHUs BbIKIOYEHa.

Mocne yctaHoBku Kaspersky Endpoint Security doyHKumns 3amTbl nanok obLiero 4ocTyna OT BHELLHErO
lwndpoBaHns OyaeT orpaHM4eHa Ao nepesarpysku KoMnbloTepa.

B aTtom pasgene

BkntoyeHve 1 BbIKIOYeHME 3aluUTbl Nanok obLLero 4oCTyna OT BHELLUHETO LWNMPOBAHUS ...........cccuvveeennes 96
BbiGop aencTems Npu 0GHaPYXeHUM BHELLHETO LN POBAHNS MAMOK OBLLETO JOCTYMA ....cecevvreeeeriurreeennns 96
HacTpolika agpecoB UCKIMIOYEHUI U3 3aLLUTLI Nanok obLLero 4oCTyna OT BHELLHEro WKGpPoBaHUS.......... 97
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BknroyeHue U BbIKNOYeHMe 3aliUThbl Nanok obwero gocryna ot
BHeLUHero wudpoBaHus

Mocne yctaHoBku Kaspersky Endpoint Security coyHKums 3amTbl nanok obLero JocTyna oT BHELUHEro
WwncpoBaHus ByaeT orpaHM4eHa 4o nepesarpysku KoMrbloTepa.

» Umobbi 8KkI0HUMB USU 8bIKTFOYUMb 3awumy rnarnok obweao docmyrna om 8HeWHea0 WugposaHus,
8birnosiHUMe criedyrouue delicmeus:

1. B rMaBHOM OKHE NPOrPaMMbl HAXKMUTE Ha KHOMKy ToF.
2. B okHe napameTpoB nporpaMmbl BbibepuTe pasaen MpoasuHyTas 3awmrta — AHanus noBeAeHus.

3. Wcnonb3synte nepeknoyatens BknounTb 3alimMTty nanok oéwero AocTyna oT BHELWHero wudgpoBaHus,
4TOObI BKITIOYNTb UMW BLIKNIOYUTL aHanms aKTUBHOCTW, XapaKTepHYylo OnAa BHELWHero mmq)pOBava.

4. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

Bbi6op aencTBuA npmn o6HapyXeHUu BHeLWwHero wudgpoBaHMsa nanok
obLwero goctyna

» UYmobsi ebibpampb delicmeue rpu 0bHapyXeHUU 8HelWHe20 wughposaHus narnok obweao docmyna,
ebinosiHUMe criedyrouue delicmeus:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE HA KHOMKY 103
2. B okHe napameTpoB nporpamMmmbl Boibepute pasgen MNpoaBuHyTas 3awmrta — AHanu3 noBeAeHuUs.
3. B 6noke 3awmrta nanok obLero gocTyna oT BHeLWHero wugppoBaHus Bbibepute HY)XHOE AeNCTBuME:

e BnokupoBatb coegnHeHune Ha N MuH. (oT 1 go 43800). Ecnu BbiGpaH 3TOT BapuaHT, TO NMpu
oBHapy>xeH1n NonbITKN N3MeHeHns dhannoe B nankax oduiero gocrtyna, Kaspersky Endpoint
Security BbINONHAET cneayoLmne encTeums:

e  OGIOKMPYET CETEBYIO aKTUBHOCTb KOMMbIOTEPA, OCYLLECTBISIOWErO U3MEHEHNE;
e  CO3[aeT pe3epBHble KOMUW NMOABEPKEHHBIX U3MEHEHUIO (haiinoB;

e pfobaBnsieT 3anncb B OTYETHI TOKaNbHOIO MHTepderica nporpammel (CM. pasgen "Pabota ¢
oTyeTamu" Ha cTp. 214);

o otnpaenget B Kaspersky Security Center nicpopmaumto 06 obHapyxeHnM BpegoHOCHOW aKTUBHOCTY.

Ecnv npu aTtom BktodeH KOMMNOHeHT OTKaT Bpe4OHOCHbIX JENCTBUI, TO BbINOMHAETCS
BOCCTaHOBMEHNE U3MEHEHHbLIX (DannoB N3 Pe3epBHbIX KOMUMN.

o WHdopmupoBaTtb. Ecnin BeiGpaH aTOT BapmaHT, TO Npu 06Hapy>XeHUM NoNbITKM U3MEHEHUST (DanroB B
nankax obwero goctyna, Kaspersky Endpoint Security BbinonHseT cnegyrowmne gencTems:

e pnobaBnsieT 3anncb B OTYETHI TOKANbHOIO MHTEpderica nporpamMmbl (CM. pasgen "Pabota ¢
oTyeTamu" Ha cTp. 214);

e [06aBnsieT 3anucb B CMMCOK aKTUBHBIX Yrpos;
e otnpaBnseT B Kaspersky Security Center nHdopmaumio 06 oGHapy»eHWU BpeAOHOCHOM akTUBHOCTM.

4, COXpaHVITe BHECEHHbIE N3SMEHEHUA.
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HaCTpOﬁKa agpecosB MUCKITIOYEeHUN U3 3alinTbl NanoK oouiero AocTtyna
OT BHeLlHero mmprBava

[na paboTbl PYHKLMOHANBHOCTU UCKITIOYEHUA aApeCcoB M3 3alLnThbl Nanok obLuero AocTyna OT BHELLHEro
LWnbpoBaHst HEOBXOANMO BKIHOUNTE CryXO0y AyanT Bxoda B cuctemy. o ymonyaHuto cnyxba Ayaut Bxoaa
B CUCTEeMY BbikNtoveHa (MogpobHyo MHGOPMaLIMIO O BKITOYEHUN Criybbl AyauT BXxoda B CUCTEMY CM. Ha
caute kopnopauumn Microsoft).

PYHKLMOHANBHOCTb UCKIMIOYEHNI afpecoB 13 3alLmThl nanok obLero Aoctyna He paboTaeT Ha yaaneHHOM
KOMMbIOTEPE, ECNW 3TOT yAaneHHbIN komnbioTep Obin BKoYeH Ao 3anycka Kaspersky Endpoint Security. Bel
MOXeTe nepesarpysuTb 3TOT yaaneHHbIn KoMmnbtoTep nocne 3anycka Kaspersky Endpoint Security, 4tobbl
obecneuntb paboTy PYHKLNOHANBHOCTU UCKITOYEHNIA aApeCcoB 13 3alLnThbl Nanok obLLero 4ocTyna Ha 3ToM
yOarneHHoOM KOoMMbloTepe.

» Ymobbi ucknYUMb U3 3auUumsl yOaneHHbIe KOMIbHMePbI, OCYUECmesuue eHeWHee
wugposaHue narok obweao docmyna, ebinosiHUme credyrowue delicmeusi:

1
2
3.
4

B rmaBHOM OKHe NporpamMmmbl HAXXMUTE Ha KHOMKY 1o}
B okHe napameTpoB nporpammbl BbibepuTe pasgen NpoaBuHyTasa 3awmrta — AHanus noBegeHus.
B 6noke UcknroyeHna nepengnte no ceoinke HacTponka aapecoB UCKITIOYEHUN.

Ecnu Bbl xoTuTte aobasutb IP-agpec nnu nmsa koMmnboTepa B CMCOK UCKITHOYEHUIA, HXKMUTE Ha KHOMKY
Jdob6aBuThb.

BeeauTte IP-agpec komnbloTepa UM MMsi KOMMNbIOTEPA, NOMbITKA BHELLIHErO WNEPOBaHNS C KOTOPOro He
OOIMKHbI 0bpabaTbiBaTbCS.

COXpaHVITe BHeCEeHHble NSBMEHEHUA.

AHanus nosedeHusi

97




lkaspersky

3awumTta oT 3KCNJIouToB

KomnoHeHT 3alymTa OT SKCNMOWTOB OTCNEXUBaET NPOrpaMMHbIN KoL, KOTOPbIN UCMONb3yeT YA3BMMOCTU Ha
KOMMboTEPE AN NONy4YeHUs KCNNONTOM NpaB agMUHUCTPaTOpa U BbINONHEHUS BPeOOHOCHbLIX AENCTBUN.
OKCNNOWTbI, HaNpUMep, UCMONb3YIOT aTaky Ha nepenonHeHue Gydepa obMeHa. [Inst 3Toro 9KCNMONT OTNpaBnsieT
GonbLUo 06beM AaHHbIX B ys3BUMYtO nporpaMMmy. [Mpu o6paboTke 3TMX OaHHbIX YA3BUMAas NporpamMma BbiNonHseT
BPeOOHOCHBIN kof. B pesynbTate aToW aTaku SKCNNOWT MOXET 3anyCTUTb HECAaHKLMOHUPOBAHHYIO YCTaHOBKY
BpenoHocHoro MO. Ecnu nonbiTka 3anyCcTuUTb UCMOMHAEMbI (haiin u3 ysa3suMon nporpaMmmel He Obina
npouseBeneHa nonb3opatenem, To Kaspersky Endpoint Security 6riokmpyeT 3anyck aToro gavina mnm
NHOPMUPYET nornb3oBaTens.

B aTtom pasgene

BkritoueHme 1 BbIKITHIOYEHNE 3ALLNTBI OT SKCTIITOMTOB ...uuueiirieeeeitineerertiaeeeesteeesstnneesestnaeesssnaeessnaeessrnnaaees 98
BbI60p OENCTBUSA MPU OOHAPYIKEHMM SKCTITIOMTA ...t s 98
3aLmMTa NAMATU CUCTEMHDBIX MPOLIECCOB. ....cetteettreuneeeerreeantennaeeeeereennnnnnaaeeereranssnnaaeeeeeeesnnnaaeeeeeeennnnnaeees 99

BknoyeHue U Bbikno4yeHue 3awmnTbl OT IKCNNONTOB

Mo ymonyaHuio 3alumta OT SKCMOMTOB BKITHOYEHA M paboTaeT B pexume, peKOMeHA0BaHHOM crieLmanmcTamm
"NabopaTopum Kacnepckoro". Bbl MoxeTe BbIKNOYMTb 3almTy OT 3KCMIIONTOB NP HEOOXOAUMOCTMW.

»  Umobbi ekIro4YUMB UU 8bIKIYUMbB 3awumy om 3KCraolimos, 8birnonHume credyrouwiue 0elicmeus:

1. B rnaBHOM OKHe NpOrpamMMbl HKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpammsbl Bbibepute pasgen MNpoaBuHyTas 3awmrta — 3awmra oT 3KCNNOUTOB.
3. Wcnonb3ynte nepekniodaresb 3awmTa oT 3KCNIONTOB, YTOObI BKIHOUYNTL UMW BbIKITKOYUTL KOMMOHEHT.
4, CoxpaHuTe BHECEHHbIE U3MEHEHMS.

B pesynbTate, ecnu 3awmra ot akcnnonToB BktodeHa, Kaspersky Endpoint Security 6yget otcnexuBaTb
ncnomnHsemble anrnbl, 3anyckaemble ya3sumbiMu nporpammamu. Ecnn Kaspersky Endpoint Security
0oBHapyXuBaeT, YTO UCNOMNHAEMbIN chann N3 ysa3BMMOWN NporpamMmMbl ObIn 3anyLLeH He nonb3oBaTenem, To
Kaspersky Endpoint Security BeinonHsieT BoibpaHHOe gencTeue (Hanpumep, 6nokupyeT onepauuio).

Bbibop aenctBusa npu oo6HapyXeHUmn 3KCnnonTa
Mo ymonyanuio, obHapyxme akcnnont, Kaspersky Endpoint Security 6rniokvpyeT onepaumm aToro akcnionTa.

» UYmobbi ebibpame delicmaue rpu 0bHapyxeHuUU aKcrioluma, ebirnosHuUme credyrowue delicmeus:

1. B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}

2. B okHe napameTpoB nporpammbl Bbibepute pasaen MpoaBuHyTas 3awmTa — 3awmTa OT 3KCNIIOUTOB.

3awuma om akcrinolimos
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3. B 6noke MNMpu o6HapyxeHun akcnnonTa BuibepnTe Hy)XHOe OENCTBUE:

o BnokupoBatb onepaumio. Ecnn BbiIOpaH 3TOT areMeHT, To, obHapyxuB akcnnonT, Kaspersky
Endpoint Security 6nokupyeTt onepaummn 3Toro 3KCnsonTa u Co3faeT B XXypHare 3anncb, CoaepxaLllyto
nHdopmaLmio 06 3TOM 3KCNIOoNTE.

o WHdopmupoBartb. Ecnu BiOpaH aTOT anemeHT, To, 06HapyxuB akcnnonT, Kaspersky Endpoint
Security cosgaeT B XXypHane 3anucb, cogepallyro MHgopmaumio ob 3Tom aKkcnnonTe, n gobasnser
MHdopmaLmio 06 3TOM 3KCMNIOWTE B CMMCOK aKkTUBHBIX Yrpo3 (cM. pasaen "PaboTta ¢ akTUBHbIMK
yrposamn” Ha cTp. 70).

4, COXpaHMTe BHECEHHbIE N3SMEHEHUA.

3awmTa NnaMAaATU CUCTEMHbBIX npoueccosB

Mo YMOIN4aHUo 3alnTa NnaMATU CUCTEMHbIX NMPOoLEeCCOoB BKITKOYEHa.

»  Umobbi 8KMOHUMB UMU 8bIKITFOYUMb 3aWumy rnamsimu CUCMeMHbIX MPOUECcCo8, 8bINosIHUMme
cnedyrowue delicmeus:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE HA KHOMKY 103
2. B okHe napameTpoB nporpammebl Bbibepute pasgen MNpoaBuHyTas 3awmTta — 3awmra OT 3KCNOUTOB.

3. Wcnonb3ynte nepekntodatens BKNOYNTL 3almMTy NaMATU CUCTEMHbBIX MPOLIECCOB, YTOObI BKITHOUYNTD
UM BbIKMIOYUTE PYHKLMIO.

4, CoxpaHuTe BHECEHHbIE U3MEHEHUSI.

B pesynbTate Kaspersky Endpoint Security 6ygeT 6nokMpoBaTb CTOPOHHME MPOLECCHI, OCYLLECTBNSALME
MONbITKM 4OCTYNa K CUCTEMHbIM MpoLIeccam.

3awuma om akcrinolimos
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pepoTBpaLwleHne BTOPXEHUN

OTOT KOMMOHEHT A0CTYNeH, ecnu nporpamma Kaspersky Endpoint Security yctaHoBneHa Ha koMnbloTepe Noj
ynpasreHmem onepauunoHHor cuctemol Windows ans paboumnx ctaHumin. 3TOT KOMMOHEHT HEAOCTYMNEH, ecrnm
nporpamma Kaspersky Endpoint Security yctaHoBneHa Ha KomnbloTepe nog ynpasrneHnemM onepaunoHHon
cuctembl Windows ans cepBepos.

KomnoHeHT MpepoTtepalLeHme BTopxeHun (aHrn. HIPS — Host Intrusion Prevention System) npegotspalyaet
BbIMOSIHEHNE NPOrpaMMamMm ONacHbIX AN CUCTEMbl AENCTBUIA, @ Takke obecneynBaeT KOHTPOMb AOCTyna K
pecypcam onepaLuoHHON CUCTEMbI U NEPCOHANbHbIM AaHHbIM. KOMMOHEHT 0b6ecneunBaeT 3aLmuTy KOMMboTepa ¢
MOMOLLbIO aHTUBUPYCHBIX 6a3 1 obnayvHon cnyxobl Kaspersky Security Network.

KOMMOHEHT KOHTpONMpyeT paboTy NporpaMM ¢ NOMOLLbIO fipas npoepamm. MNpasa nNporpamMmM BKIHOYaloT B cebs
cneaytoLme napameTpbl 4ocTyna:

e [OCTYN K pecypcam onepauyoHHON cucTeMbl (HanpuMep, napaMeTpbl aBTo3anycka, Kniodm peectpa);

e  [OCTYN K NepcoHarnbHbIM AaHHbLIM (Hanpumep, K harnam, nporpaMmmam).

CeTeBylo aKTMBHOCTb Mporpamm KoHTponupyeTt CeTeBoi aKpaH C NOMOLLLIO cemesbiX npasurl.

Bo Bpemsi nepBoro 3anycka nporpaMMbl KOMMNOHEHT MpeaoTBpalleHne BTOPXKEHWI BLINMOMHAET creayoLme
JencTeus:

1. TlpoepsieT 6€30NacHOCTbL NPOrpaMmbl C MOMOLLIbIO 3arpy>KEeHHbIX aHTUBUPYCHbIX 6a3.

2. TpoBepsieT 6e3onacHocTb Nporpammel B Kaspersky Security Network.

[na 6onee agdpekTnBHOM paboTbl KOMMNoHeHTa MNpeaoTBpaLLeHe BTOPXXEHMI BaM PEKOMEHAYETCSA
nNpuHATb ydactue B Kaspersky Security Network (cm. pasgen "BkntoyeHve n BbIknioveHne
ncnonb3oBaHusa Kaspersky Security Network" Ha cTp. 89).

3. [Momewaet nporpammy B ogHy 13 epyrnn dogepusi: JloBepeHHble, Cnabble orpaHnyeHns, CunbHble
orpaHunyeHusi, HegoBepeHHbIe.

'pynna goeepwusi onpegenset npasa (cM. pasgen "lMNpunoxeHne 2. 'pynnbl JOBEPUS NporpamMM” Ha
cTp. 300), koTopble Kaspersky Endpoint Security ncnonb3yet onis KOHTPOMS akTMBHOCTM NPOrpamm.
Kaspersky Endpoint Security nomeLyaet nporpammy B rpynny JOBEPUSI B 3aBUCUMOCTU OT YPOBHS
ONacHOCTK, KOTOPYIO 3Ta NporpaMmMa MOXET NpeacTaBnaTh A8 KOMNbloTepa.

Kaspersky Endpoint Security nomeLyaet nporpammy B rpynny OBEpUs Anst KOMMOHEHTOB CeTeBoN
3kpaH 1 lNpegoTBpalleHne BTOPXKEHUNA. N3mMeHnTb rpynny JoBepust TONbko Ansg CeTeBoro akpaHa unm
Tonbko Ans MNpenoTBpalleHnsi BTOPXKEHUIN HEBO3MOXHO.

lMpedomepalweHue emopxeHul
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Ecnun Bbl 0Tkazanucb npuHuMath ydactne B KSN unu otcytcTByeT ceTb, Kaspersky Endpoint Security
rnomMeLLaeT nporpammy B rpyrnny JOBEPUS B 3aBUCUMOCTM OT NapamMeTpoB KOMMOHEHTA
MpepoTBpallieHre BTOpXXeHMn (CM. pa3gen "Belibop rpynnbl 4OBepUst AN HEU3BECTHbLIX nporpamm”
Ha cTp. 104). lNocne nonyyeHns gaHHbIX o penyTauum nporpammbl oT KSN rpynna gosepusi MOXeT
ObITb U3MEHEHa aBTOMaTUYECKN.

4. bBnokvpyeT OencTBMA NpPorpaMmbl B 3aBUCUMOCTM OT rpynnbl 4oBepus. Hanpumep, nporpammMam us rpynnbl
posepus "CunbHble orpaHu4eHmsa” 3anpeLyeH AoOCTyn K Mogynsam onepaLMoHHON CUCTEMBI.

Mpu cnegytowem 3anycke nporpammbl Kaspersky Endpoint Security nposepsieT LenocTHOCTb nporpaMmmel. Ecnin
nporpamma He Gblna U3amMeHeHa, KOMMOHEHT NPUMEHSIET K HEel TeKyLuue npasa nporpamm. Ecnv nporpamma 6bina
nameHeHa, Kaspersky Endpoint Security nccnegyet nporpammy kak npv nepBom 3arycke.

B aTtom pasgene

BkntoyeHue v BbikntodeHne MpegoTBPALLEHNS BTOPKEHMM .......uuuuuunnnniniiiiiiiinnnissssssssss s 101
PaboTa ¢ rpynnamm SOBEPUS MPOTPAMM .......uuuuuuuununnnnnnnnnnnnnnnnnnnnnnaannnnenasnnennse s aas 102
PaboTa C NPABAMM MPOTPEAMM ......uuuuuuuiiiiieiiiititeettttaeeeeees s 105
3awmta pecypcoB OC 1 NEPCOHANMBHBIX JAHHDBIX ....cevverrrruunseeerreereunneaeeeeremsnnnnaaeeeeeemnnnnaeeeeeemnnnns 107
YaaneHne nHdopmaunmn 0 HENCNOMNBb3YEMBIX MPOTPAMMEX ....cevvvrrrrrnneeeerrrrenrnnnneeeeereeernnnnaeeeeeeennnnnnaes 108
MOHUTOPUHT paboThl [PEAOTBPALLEHNST BTOPIKEHUM ....cceeeeeeeiieeeeeeeeeeeiiieeeeeeeeeeassnnnseeeeeeeennnnnaaeeeeeesnnnnns 109
3aLUNTa SOCTYNA K QYOO M BULEO ..o e eee et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaeas 109

BknroyeHue u BoiknoyeHue NMpeaoTeBpalieHnss BTOPXXEeHUN

Mo ymonuaHmto KOMNoHeHT NpeoTBpaLLeHe BTOPXKEHUI BKITHOYEH 1 paboTaeT B peKkOMEHL0BAHHOM
cneumanuctamm "flabopatopum Kacnepckoro" pexunme.

Kak ekrroqums uru ebiKmro4Yume KOMnoHeHm llNpedomepauwieHue s8mopxeHuUl 8 uHmepghelice rpoepammbl

1. B rmaBHOM OKHe NporpaMMbl HAXXMUTE Ha KHOMKY 103

2. B okHe napameTtpoB nporpammebl BeibepuTe pa3gen MpoaBuHyTas 3awmurta — lNpepoTBpalleHue
BTOPXXEHUN.

3. Wcnonbaywnte nepekntoyartens MpeaoTBpaweHne BTOPKEHUN, YTOObI BKITFOYUTBL UIN BbIKITHOYNTD
KOMMOHEHT.

4, CoxpaHuUTe BHECEHHbIE U3MEHEHUSI.

B pesynbTarte, ecnu komnoHeHT NpenoTBpalleHne BTOpKeHun BkntoveH, Kaspersky Endpoint Security nometaet
nporpammy B rpynny goesepus (cm. pasgen "lMpunoxeHue 2. [pynnbl goBepus nporpamm” Ha cTp. 300) B
3aBMCMMOCTM OT YPOBHSI OMACHOCTK, KOTOPYIO 3Ta NporpamMmma MOXeT NpeAcTaBnATb Angd komnetotepa. Hanee
Kaspersky Endpoint Security 6ygeTt 6nokmpoBaTtb 4ENCTBUS MPOrpaMMbl B 3aBUCMMOCTM OT Ipynnbl JOBEPUSI.

lMpedomepalweHue emopxeHul
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Pa6oTta c rpynnamu fgoBepus nporpamMmm

Bo Bpems nepBoro 3anycka kaxgown nporpaMmMbl KOMNOHEHT [NpefoTepalleHe BTOPXEHUI NpoBepsaeT
6e3onacHOCTb NporpaMmbl 1 NOMeLLLaeT NporpaMmmy B Of4Hy U3 rpynn aosepusi (cM. pasgen "TpunoxeHue 2.
"pynnbl gosepusa nporpamm™ Ha cTp. 300).

Ha nepBom atane nposepku nporpammbl Kaspersky Endpoint Security uweTt 3anucb o nporpamme BoO BHyTPEHHEN
6a3e 3BeCTHbIX NpoOrpaMm U 0gHOBPEMEHHO OTrnpaBnsieT 3anpoc B 6a3y Kaspersky Security Network (npu
HanMuMn NoAKMIOYEHMS K UHTEPHETY). o pesynbTaTam NpoBepku No BHyTpeHHew 6a3e u no 6ase Kaspersky
Security Network nporpamma nomelaetcs B rpynny gosepus. Npu kaxxgom NOBTOPHOM 3anycke nporpaMmbl
Kaspersky Endpoint Security oTnpaBnsaeT HoBbI 3anpoc B 6a3y KSN 1 nepemellaeT nporpammy B Apyryro rpynmny
[oBepus, ecnu penyTtaumsa nporpammbl B 6asze KSN nameHunacs.

Bbl MmoxeTe BbIGpaTh rpynny gosepus, B kotopyto Kaspersky Endpoint Security gomkeH aBTomaTnyecku nomellatb
BCe HeusBeCTHble nporpaMmebl (cM. pasaen "Boibop rpynnbl 4oBepusa Ans HEM3BECTHbLIX NporpaMmm™ Ha cTp. 104).
Mporpammel, kKoTopble 6binm 3anyLeHsl 4o Kaspersky Endpoint Security, aBTomaTnyeckm nomeLyaoTcs B rpynny
[0Bepusi, YCTaHOBIEHHYIO B MapameTpax KomnoHeHTa lNpegoTepalleHne BTopxkeHuin (cMm. pasgen "Boibop rpynnbl
[oBepus 4ns nporpamm, 3anyckaemblx Jo Kaspersky Endpoint Security" Ha cTp. 104).

Onsa nporpamm, 3anyweHHbix 0o Kaspersky Endpoint Security, KOHTponvpyeTcs TonbKO ceTeBast akTMBHOCTb.
KoHTponb ocyLlecTBRAsieTcs CornacHoO ceTeBbiM NpaBunam, ycTaHOBNEHHbIM B napameTpax CeTeBoro akpaHa.

B aTtom pasgene

N3meHeHWe rpynibl JOBEPUS AN MPOMPAMMDI .........ceeiueeeautereaieeeateeeaeeeeaneeeaaseeeaneeeaneeeaaneeeanseeeaseeensees 102
[ E=Toay ool Te= W aToX= 1= Ry o) V70 La (= I Uo] ==Y o = PP 103
Bbi6op rpynnbl 4oBepust 4ns nporpamm, 3anyckaembix o Kaspersky Endpoint Security....................... 104
Bbi6op rpynrbl 4OBEPUS ONS HEN3BECTHBIX MPOMPAMM .......veieieeeaieeeaeeeeanneeaaseeeaneeesneeeanneeeanseeeanneeennness 104
Bbi60op rpynnbl 4oBepUst 4N NPOrPaMM C LIUAPOBOM MOLMUCHHD .....evvvveueeeeeeeeeereiieeeeeeeessnnnnnaeeeeseesnnnnns 105

N3meHeHMe rpynnbl JoBepus Ans NporpamMmbl

Bo Bpems nepBoro 3anycka Kaxgown nporpaMmmbl KOMMOHEHT [NpegoTepalleHne BTOPXXEHUN NpoBepsaeT
6e3onacHoOCTb NporpamMmmbl M MOMELLAET NporpaMMy B OAHY M3 rpynn gosepud (cM. pasgen "lMpunoxenne 2.
"pynnbl goBepus nporpamm” Ha cTp. 300).

CneunanucTbl "llabopaTopum Kacnepckoro" He pekoMeHAYT nepemMeLlaTb NporpamMmmbl U3 rpynmbl
00Bepusi, oNpeaeneHHon asTomaTMyeckn, B Apyryto rpynny gosepus. Bmecto atoro npu HeobxoanmocTu
N3MeHMTE npaBa OTAENbHOW Nporpammbl (CM. pa3gen "PaboTta ¢ npasamu nporpaMm” Ha cTp. 105).

lMpedomepalweHue emopxeHul
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Kak usmeHums epyny doeepus Or1si npoepamMMbl 8 uHmMepdgelice npoepammel

5.
6.

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

B okHe napameTpoB nporpamMel BeibepuTe pa3gen MpoaBuHyTas 3awmuTta — lNpegoTBpalleHue
BTOPXXEHUN.

HaxmuTe Ha kHOMKy YnpaBneHue nporpaMMamu.

OTKpOEeTCS CNNCOK YCTAaHOBIEHHbIX MPOrpaMM.

BbiGepute HyxHyto nporpaMmmy.

B KOHTEKCTHOM MEHI0 NporpaMmmMbl BbiGepuTe MyHKT OrpaHMyeHust — <rpynna JoBepusi>.

COXpaHMTe BHECEHHbIE N3MEHEHUA.

B pesynbTaTte nporpamma byaeTt nepemelleHa B Apyryto rpynny gosepusi. [anee Kaspersky Endpoint Security
ByneT 6nokvMpoBaTb AENCTBUSA NPOrpaMMbl B 3aBUCUMOCTM OT rpyninbl goBepus. MNporpamme 6yaet npuceoeH

cratyc

(3adaHo nonb3oeameriem). [pu nameHeHun penyTtaumm nporpammel B Kaspersky Security Network

KOMMoHeHT lNMpegoTBpaLleHne BTOPXKEHUA OCTaBUT rpynny AOBEPUS AN 3TOW nporpaMmmbl 6e3 nsmMeHeHun.

HacTtpowka npaB rpynnbl goBepus

Mo ymonuaHuio ansa pasHbIX rpynn 4oBepust co3faHbl onTMMarbHbie Npasa nporpaMmm (cMm. pasgen "lMpunoxexuve
2. 'pynnbl goBepusa nporpamm” Ha cTp. 300). MapameTpbl Npae rpynn nporpamm, BXOASALNX B rpynny AOBEpUs,
HacnegyT 3HaYEHUst NapamMeTpOB MpaB rpynn OBEpUS.

Kak usmeHums nipasa epynrbi dogepusi 8 uHmMepghelice rpoepammbl

1.
2.

B rnaBHOM OKHE NporpaMMbl HAXKMUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasgen NMpoaBuHyTasa 3awmta — lNpegoTeBpalueHue
BTOPXXEHUN.

HaxxmuTe Ha KHOMKy YnpaBreHue nporpaMmmamu.

OTKpoeTCs CNUCOK YCTaHOBIEHHbLIX MPOrpamm.

Bbibepute Hy>xHytO rpynny JOBEpPUS.

B KOHTEKCTHOM MeHI0 rpynnbl AoBepus BoibepuTe nyHkT Mogpo6HOCTU 1 NnpaBuna.
OTKpolOTCA CBOMCTBA rpynnbl JOBEPUS.

BbinonHuTe ogHO 13 criedyoLwmx 4encTBum:

o Bribepute 3aknagky ®annbl U CUCTEMHBLIN PeecTp, ECNN Bbl XOTUTE N3MEHUTL MpaBa rpynmnbl
JoBepus, perynupyrouime onepaumm ¢ peectpoM onepaunoHHON CUCTEMBI, hanamm nonb3oBaTens u
napamMmeTpamMmu Nporpamm.

e BbibepuTe 3aknagky Mpa.Ba, ecnu Bbl XOTUTE U3MEHUTL NpaBa rpPynnbl 4OBEPUs], perynupyoLime
AOCTYN K npoLeccam U o6bekTam onepauroHHON CUCTEMBI.

CeTeBylo akTUBHOCTb MPOrpamm KOHTponvpyeT CeTeBol akpaH C MOMOLLbI0 cemesbiX rpasurl.

[nsa Hy>Horo pecypca B rpade COOTBETCTBYHLLENO AEWCTBUS MO NPaBON KNaByuLLIE MbILLKM OTKPOWTE
KOHTEKCTHOE MEHIO U BbibepuTe HyXHbIM NyHKT: HacnenoBatb, PaspewnTb (E’j), 3anpeTutb (III).

lMpedomepalweHue emopxeHul
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8. [Ecnu Bbl XOTUTE KOHTPONMPOBaTb UCMNOfb30BaHNE PECYPCOB KOMMbIOTEPA, BblIOepuTe MYHKT 3anucbiBaTh
B OTYeT (EI).

Kaspersky Endpoint Security 6yget 3anucbiBaTb Hdopmaumio o paboTte komnoHeHTa MNpegoTepalleHme
BTOpXXEeHMN. OTYeTbl cogepkaT MHopMaLuo O BbINOMHEHNM NPOrpamMMoN onepaumin ¢ pecypcamm
KOMMbloTEpPa (pa3peLLeHo 1nu 3anpeLleHo). Takke oT4eTbl CogepXkaT MHOPMaLMo O Nporpammax,
KOTOpble NCMOMNb3YIT KaxablA pecypc.

9. COXpaHMTe BHECEHHbIE NSMEHEHUA.

B pesynbTaTte npasa rpynnbl goBepust OyayT nameHeHbl. [anee Kaspersky Endpoint Security 6ygeT 6nokupoatb

OEeNCcTBUS NporpaMMbl B 3aBMCMMOCTW OT rpynnbl Aoepusi. pynne goeepus 6yaet NpycBOeEH cTaTyc
(Hacmpoliku rnonb3oeamerns).

Bbi6op rpynnbl goBepua Ansi nporpamMm, 3anyckaembix Ao Kaspersky
Endpoint Security

[na nporpamm, 3anywieHHbIX o Kaspersky Endpoint Security, KOHTponpyeTcsi TONbKO ceTeBas akTUBHOCTb.
KOHTpOnb OCyLLLECTBASIETCA COrMacHO CETEBbIM NpaBuiaM, yCTaHOBMEHHbIM B napameTpax CeTeBOro skpaHa.
YUTto6bl yKkasaTb, KakuMu CETEBbIMU NpaBuiaMy AOMMKEH PErynmnpoBaTbCA KOHTPOSb CETEBOW aKTUBHOCTU
Takux nporpamm, HeobxoamMmMo BbIbpaTh rpynny OBEPUS.

Kak ebibpamb epyriny dosepusi 05151 npozpamm, 3aryckaembix o Kaspersky Endpoint Security, 8 uHmepgbetice
rpoepammel

1. B rnaBHOM OKHe NporpaMMbl HBXKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpammsbl Bbibepute pasgen MNpoaBuHyTas 3awmTta — lMpepoTBpawieHme
BTOPXXEHUN.

3. B 6noke Npynna goBepusi ansa nporpamm, 3anyLwweHHbIX 40 Havyana paboTbl Kaspersky Endpoint
Security ana Windows BLiGepute HyxcHyt0 rpynny goeepus (cMm. pasgen "lMNpunoxerne 2. pynnbl
nosepus nporpamm” Ha cTp. 300).

4, CoxpaHuTe BHECEHHbIE NU3MEHEHUS.

B pesynbTate nporpamma, 3anyckaemas go Kaspersky Endpoint Security, 6yaeTt nomeLieHa B gpyryto rpynny
nosepus. Janee Kaspersky Endpoint Security 6yaet 6nokvpoBaTe 4ENCTBMSA NPOrpaMmmbl B 3aBUCMMOCTM OT
rpynnel 4OBEPUS.

Bbi6op rpynnbl goBepust ANsi HEU3BECTHbIX NPOorpamMm

Bo Bpems nepBoro 3anycka nporpaMmMbl KOMMNOHEHT [NpeaoTBpaLleHe BTOPXXEHWI onpeaenseT rpynny AoBepus
(cm. pasgen "lMpunoxeHue 2. pynnbl goBepusa nporpamm” Ha cTp. 300) Ans nporpammbl. Ecnv y Bac otcytcTByeT
goctyn B uHTepHeT unu B Kaspersky Security Network HeT nHcpopmauum 06 aton nporpamme, To Kaspersky
Endpoint Security no ymonyaxuio nomeluaeT nporpammy B rpynny "Cnabbie orpaHnyeHms”. Npn oGHapyXeHun B
KSN nHdopMaLmm o paHee HensBecTHOWM nporpamme Kaspersky Endpoint Security o6HOBMT npaBa nporpammbl.
lMocne aToro Bbl MOXETE U3MEHMTL NpaBa NporpaMMbl BpyYHyto (CM. pasgen "PaboTta ¢ npaBamu nporpamm” Ha
ctp. 105).

lMpedomepalweHue emopxeHul
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Kak ebibpamb epynny doeepusi 071l HEU3BECMHbIX Mpo2pamMm 8 uHmepgelice npospammb|

1. B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}

2. B okHe napameTtpoB nporpammel BeibepuTe pasgen NMpoaBuHyTas 3awmuTta — lNpegoTBpalleHue
BTOPXXEHUN.

3. B 6noke MpaBuna o6paboTku nporpamm BbiGepUTe HY>KHYIO rpynny JOBEpUs.

Ecnu yyactue B Kaspersky Security Network BkntoyeHo (cMm. pasgen "BkrtodeHune v BbiknioveHne
ucnonb3oBaHusa Kaspersky Security Network™ Ha cTp. 89), Kaspersky Endpoint Security otnpasnsiet
3anpoc o penyTtauumn nporpaMmmbl B KSN npu kaxxgoM 3anycke nporpammel. Ha ocHoBe nony4yeHHoro
oTBeTa Nporpamma MoXeT ObITb NepemeLLeHa B rpynny AOBEPUs], OTIIMYHYIO OT 3a4aHHONM B napameTpax
KkoMnoHeHTa lNpegoTepalleHne BTOPXKEHUN.

4. Wcnonbayiite donaxok OGHOBNATL NpaBuna Afns paHee HeM3BeCTHbIX nporpamm u3 KSN, 4tobObl
HaCTpoOUTb aBTOMaTUYeckoe OBHOBMNEHME NPaB HEN3BECTHbLIX MPOrpaMMbl.

5. CoxpaHute BHECEHHbIE U3MEHEHUS.

Bbi60op rpynnbl goBepus Ans nporpaMmm ¢ umdpoBon nognmuchbIo

Kaspersky Endpoint Security Bcerga nomelyaet nporpaMmmbl, nognucaHHble ceptudmkatamm Microsoft unum
ceptudukatamm "labopaTtopum Kacnepckoro”, B rpynny gosepus "[loBepeHHble".

Kak ebibpamp epyny dosepusi 0515 npozpaMm ¢ yughposol rnodnuchio 8 uHmepgbedce npozspammb|

1. B rnaBHOM OKHE NporpaMmmMbl HAXMUTE Ha KHOTKY 103

2. B okHe napameTpoB nporpammbl Bbibepute pasgen MNpoasuHyTas 3awmTta — lMpepoTBpawieHme
BTOPXXEHUN.

3. B 6noke MNpaBuna o6paboTkn nporpamm ncnonb3ynte griaxok JloBepATb NPUNOXKEHUAM, MMEHOLLUM
LMchpoBYO NOANUCH, YTOObI BKIHOUYNTL UMW BbIKIIOYUTL aBTOMATUYECKOE NepeMeLLeHe NporpamMm C
LM poBOIN NOANUCHI0 AOBEPEHHBIX MPpOM3BOAUTENEN B rpynny goepus "[loBepeHHbIE".

LoeepeHHble pousgodumeriu — NPON3BOANTENM, KOTOPbIE BKIMIOYEHbI B CMMCOK AOBEPEHHbIX
"INabopaTtopuen Kacnepckoro". Takke Bbl MOXeTe f00aBUTL cepTUdUKAT NPOU3BOAMUTENS B JOBEPEHHOE
CUCTEMHOE XpaHunuLe cepTndmkaToB Bpy4dHYto (CM. pasaen "/cnonb3oBaHme JOBEPEHHONO CUCTEMHOIO
XpaHunuwa ceptudgukatos” Ha cTp. 207).

Ecnu donaxok cHAT, KoMnoHeHT [NpenoTepalleHme BTOPXKEHNA HE cCYMTaeT nporpaMmmbl ¢ Lincpposomn
NMOAMMWCHIO AOBEPEHHBIMU U pacnpedensieT ux no rpynnam gosepus (cMm. pasgen "Mpunoxexve 2. Mpynnbl
aosepusi nporpamm” Ha cTp. 300) Ha OCHOBaHWM OPYIMX NapameTpoB.

4, CoxpaHuTe BHECEHHbIE NU3MEHEHUS.

PaboTta c npaBamu nporpamm

Mo ymonyaHuio ons KOHTpons paboTbl NporpamMmmbl MPUMEHSIOTCA MpaBa Nporpamm, onpeaeneHHble Ans Ton
rpynnbl gosepus (cm. pasgen "lNpunoxenue 2. 'pynnel goBepus nporpamm” Ha cTp. 300), B koTopyto Kaspersky
Endpoint Security nomectun nporpammy npu nepBom ee 3anycke. [pu HeobXxogUMOCTU Bbl MOXETE U3MEHUTb
npasa nporpamMMm Afsi BCew rpynnbl goBepus (cMm. pasgen "HacTtpovika npas rpynnbl goBepusa” Ha cTp. 103), ans
OTAENbHON NPorpaMMbl UIW FPYNMbl NPOrpamMm BHYTPU FPynnbl 4OBEPUS.

ﬂpaBa nporpamMmm, 3agiaHHble BPYy4HYO, UMEIOT bornee BbICOKUN NPUOPUTET, YEM MNpaBa NnporpamMm, onpeanerieHHble
OnA rpynnbl 4oBepus. To ecTb, ecnu npaea nporpamMmmbl, 3afjaHHbl€ BPY4YHYIO, OTJINHAKOTCA OT NpaB nporpamMm,
onpeneneHHbIX And rpynnbl 4O0BEPUA, KOMIMOHEHT npe,D,OTBpaLLI,EHI/Ie BTOPXEHUA KOHTpOonupyeTt pa60Ty
nporpamMmmbl B COOTBETCTBUKU C NpaBaMu nporpamMmm, 3ajaHHbIMU BPYYHYHO.

lMpedomepaweHue smopxxeHul
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MpaBuna, KOTopble Bbl CO34aeTe Arsi NporpamMm, HacneayTcs AoYepHUMM nporpaMmamMu. Hanpumep, ecnu Bbl
3anpeTunu nobyio ceTeBYO akTUBHOCTb Nporpamme cmd.exe, 3TOT 3anpeT OyAeT pacnpoCcTpaHATCs Ha nporpammy
notepad.exe, ecrnin oHa Bbina 3anyLieHa ¢ nomoLblo cmd.exe. [Npu onocpegoBaHHOM 3anycke nporpammel (ecnu
nporpamma He SIBMsieTCA AoYepHel No OTHOLLEHMIO K MPOrpaMMe, 13 KOTOpOW OHa 3anyckaeTcs), npasuna
yHacnenosaHbl He OyayT.

Kak usmeHumsb nipasa npozpammbi 8 UHMepgelice rnpospamMmmab|

1.
2,

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

B okHe napameTpoB nporpamMel BeibepuTe pasgen NMpoaBuHyTas 3awmuTta — lNpegoTBpalleHue
BTOPXXEHUN.

HaxmuTe Ha KHONKy YnpaBneHue nporpaMmmamu.

OTKpoeTCHa CNNCOK YCTaHOBMNEHHbIX MPOrpamMmM.

Bbibepute HyxHyt0 nporpammy.

B KOHTEKCTHOM MeHIo nporpammbl Boibepute nyHKT NMoapobHocTn u npaBuna.
OTKpolOTCA CBOMCTBA NpOrpammbl.

BbinonHuTe ogHO 13 crieayoLwwmx 4enCTBUN:

o Buibepute 3aknagky ®annbl U CUCTEMHbINA PEeCTp, €CNUN Bbl XOTUTE U3MEHUTb NpaBa rpynnbl
[0BeEpMs, perynupyroLime onepaumm ¢ peectpoM ornepaumoHHON CUCTeMbI, dhannammn nonb3oBaTens 1
napameTpamMu nporpamm.

e Bbibepute 3aknagky Mpaea, ecnv Bbl XOTUTE U3MEHUTL NpaBa rpynnbl LOBEPUS, PETYNNPYOLLME
[OCTYN K npoueccamMm U 06bekTaM onepaunoHHON CUCTEMBI.

[lna Hy>xHOro pecypca B rpache COOTBETCTBYIOLLLErO AENCTBUS NO NPaBON KNaBuLle MbILLN OTKPOUTE

KOHTEKCTHOE MEHI0 N BbibepuTe Hy>XHbIM NYHKT: HacnegoBaTb, Paspewunts (2/), 3anpetutb (II').

Ecnu Bbl XOTUTE KOHTPONUPOBAaTL UCMONb30BaHME PECYPCOB KOMMbIOTEPA, BbIOEPUTE NYHKT 3anucbiBaTb
B OTYeT (@).

Kaspersky Endpoint Security 6yaeT 3anucbiBatb nHdgopmanmio o pabote komnoHeHTa lNpegoTepalleHme
BTOpXXeHUN. OTYeThl cogepXaT MHOPMaLMIO O BbINOIHEHWMM NPOrPaMMON ornepaumi ¢ pecypcamm
KOMMblOTEPa (pa3peLleHo uiu 3anpeLleHo). Takke oTYeTbl CogepXKaT MHpopmaLumio 0 Nporpammax,
KOTOpbIE UCMONb3YIOT KaXXAbIA pecypc.

BbibepuTe 3aknagky UcknoyeHns u HacTponTe AOMNONHUTENbHbIE NapaMeTpbl MporpamMmmel (CM. Tabnuuy
HUXeE).

10. CoxpaHnTe BHECEHHbIE U3MEHEHWS.

lMpedomepalweHue emopxeHul
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Tabnuuya 8.  [ononHumernbHbIe napamempsl rpozpammb|

MapameTp

OnucaHue

He npoBepATb oTKpbIBaeMble chanrnbl

Kaspersky Endpoint Security ncknioyaet 13 nposepku Bce
dhalinbl, OTKpbIBAaEMbIE C MOMOLLbIO NporpaMmel. Hanpumep,
€CIU Bbl UCMOb3yeTe NporpamMmmbl PE3ePBHOIO KOMUPOBaHWS
darinos, pyHKUMSA NO3BONUT CHU3WUTbL NOTPebneHne pecypcoB
komnbtoTepa Kaspersky Endpoint Security.

He KoHTponupoBaTb aKTUBHOCTb
nporpaMmmb|

Kaspersky Endpoint Security He kKOHTponupyeT ¢hannosyto u
CEeTEeBYIO0 aKTUBHOCTM NPOrpaMmmbl B onepaLmoHHON CUCTEME.
KoHTponb 3a akTMBHOCTLIO MPOrpaMMbl BbINOMHSIOT cneayoLwme
KOMMOHEHTbI: AHanu3 nosefeHus (Ha ctp. 94), 3awmTa ot
akcnnonTos (Ha cTp. 98), MNpenoTBpalleHre BTOpXeHUN (Ha

cTp. 100), OTkaT BPeAOHOCHbIX AeCTBUI (Ha cTp. 112) n
CeTeBoMu akpaH.

He HacnepoBatb orpaHu4yeHus
poAuTenbCKOro npouecca
(nporpammbi)

Kaspersky Endpoint Security He npumeHsieT orpaHnyeHus K
npoueccy, KOTopble HACTPOEHbI ANS POAUTENBCKOro npoLecca.
PoguTenbckuin npouecc 3anyckaeT nporpaMmma, 4s KOTopow
HacTpoeHbI NpaBa nporpammbl (cM. pasgen "PaboTa ¢ npaBamu
nporpaMmm” Ha cTp. 105) (MpegoTBpalleHne BTOPXKEHWNIA) 1
ceTeBble npasuna nporpaMmmbl (CeTeBon akpaH).

He KoHTponupoBaTb aKTUBHOCTb
[O0YEePHUX NporpaMmm

Kaspersky Endpoint Security He koHTponupyeT annosyto n
CeTeBYI0 aKTMBHOCTM NPOrpamm, KOTopble 3anyckaeT nporpamma.

PaspewmTb B3anmogencTeme ¢
MHTepdencom nporpaMmmbl

CamosawmTta Kaspersky Endpoint Security (Ha cTp. 218)
BGroKMpyeT BCE MOMNbITKM yNpaBneHus cnyx6ammu nporpaMmmbl ¢
yOaneHHoro komnetotepa. Ecnu dpnaxok ycTaHoOBMEH, TO
nporpamme yaaneHHoro 4ocTyna K KOMMNboTePY paspeLleHo
ynpaensaTtb napameTtpamu Kaspersky Endpoint Security uepes
nHtepdenc Kaspersky Endpoint Security.

He npoBepsATb 3awmncppoBaHHbIN
Tpacmk / He npoBepaTb Becb Tpaduk

Kaspersky Endpoint Security ncknouyaet ns nposepku ceteBomn
TpaduK, NHALMMPYEMbIA NPOrPaMMON. Bbl MOXeTe UCKNIOYNUTL U3
NPOBEPKN BECb TpaUK NNun TOMbKO 3alngpoBaHHbIN TpaduK.
Takke Bbl MOXETE UCKTIOYUTL U3 NPOBEPKN oTaenbHble IP-agpeca
Unn Homepa NopToB.

3awuTa pecypcoB OC 1 nepCoHanbHbIX AAaHHbIX

KomnoHeHT NpenoTBpalleHre BTOPXXEHMI yNpaBnseT npaBamMu NporpaMM Ha onepauuy Hag pasfimyHbIMn
KaTeropusiMm pecypcoB OnepaumoHHON CUCTEMBI M NEPCOHANbHBIX AaHHbIX. CneyunanucTsl "MlabopaTtopuu
Kacnepckoro" Belgenunm npegyCcTaHOBIEHHbIE KaTEropun 3allmLaemMbix pecypcoB. Hanpmumep, B kateropmu
OnepayuoHHasi cucmema ecTb nogkateropuvs lapamempbi asmo3ariycka, rae nepeyncrneHbl Bce KI4Yn peecTpa,
OTHOCSILLMECSH K aBTO3anycKy nporpamm. Bel He MoXeTe N3MeHATbL Unn yaansTb NPeAyCTaHOBMNEHHbIE KaTeropum
3aLLMLLAEMbIX PECYPCOB N OTHOCSILLMECS K HAM 3aLUMLLaeMble Pecypchbl.

lMpedomepalweHue emopxeHul
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Kak 0obasumb 3awjuwaembili pecypc 8 UHmepagbelice ripoepammb|

1. B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}

2. B okHe napameTtpoB nporpammel BeibepuTe pa3gen MpoaBuHyTas 3awmuTta — lNpegoTBpalleHue
BTOPXXEHUN.

3. HaxmuTe Ha KHONKy YnpaBneHue pecypcamu.
OTKpoeTCA CrMCOK 3alLyuLLaeMbIX PECYPCOB.

4. BblbepuTte KaTeropuio 3aLmLLaeMbIX PECYPCOB, B KOTOPYHO Bbl XOTUTE [0GABUTL HOBBI 3aLLULLAEMbIN
pecypc.
Ecnu Bbl XoTUTE A06aBUTL BIIOXEHHYIO KAaTEroputo, HaXkmMuTe Ha kHonky lo6aBuTe — Kateropuio.

5. Haxmute Ha kHonKy [lo6aBUTb 1 B pacKpbiBalOLLLEMCSI CNUCKe BbIOepUTe TUN pecypca, KOTOpbI Bl
xoTute gobasuts: ®ann unu nanky unn Knroy peecrpa.

6. B oTkpbiBLIEMCS OKHe BbIGepuTe dhann, nanky unm Koy peecTpa.

Bbl MOXeTe NnoCcMOTpeTb NpaBa gocTyna nporpaMm K JobaeneHHbIM pecypcam. [nga atoro Beibepute

nob6aBneHHbIN pecypc B neBon Yactn okHa n Kaspersky Endpoint Security nokaxkeT cnucok nporpamm u

npasa 4ocTyna Ans Kaxaon u3 nporpamm. Takke Bbl MOXETE BbIKITHOYUTL KOHTPOMb AEACTBUS NPOrpamMM
)

Ha onepauuun ¢ pecypcamun KHOMKOW (] BbIKNIOYUTD KOHTpoOnb B rpade CraTyc.
7. CoxpaHuTe BHECEHHbIE N3MEHEHUS.

B pesynbTate Kaspersky Endpoint Security 6ygeT koHTponuposaTb A0CTyn K Ao6aBneHHbIM pecypcam
onepaunoHHON CUCTEMBI M NepCoHanbHbIX AaHHbIX. Kaspersky Endpoint Security koHTponupyeT gocTtyn
nporpammbl K pecypcam Ha OCHOBaHUKN MPUCBOEHHON rpynnbl A0BepUsi. Bbl Takke MoOXeTe N3MEHUTb rpynny
[0oBepus Ansi nporpammel (M. pasgen "MameHeHune rpynnbl 4oBepusa ansa nporpammbl” Ha cTp. 102).

YaoaneHue nHdpopmauum o HeMCnonb3yeMbiX MporpammMmax

Kaspersky Endpoint Security koHTponvpyeT paboTy nporpaMmm ¢ NOMOLLbIO Mpae nporpamm. Npaea nporpamMmmbl
onpeneneHsl rpynnon gosepus. Kaspersky Endpoint Security nomewiaeT nporpammy B rpynny gosepus (cm.
pasgen "lMpunoxenue 2. Npynnbl goBepusi nporpamm” Ha cTp. 300) npy nepeom 3anycke. Bbl MoxeTe n3ameHuTb
rpynny 4oBepus Ans nporpammbl Bpy4yHyto (cM. pasgen "PaboTta ¢ npaBamu nporpamm” Ha cTp. 105). Takke Bbl
MOXEeTe HacTpOoMTb NpaBa AN OTAENbHOW NporpaMmMbl BpyYHyto (CM. pasgen "PaboTta ¢ npaBamu nporpamm” Ha
cTp. 105). Takum obpasom, Kaspersky Endpoint Security xpaHuT criegytoLuyto nHcopmaLmio o0 nporpamme: rpynna
J0Bepusi 1 NpaBa NporpamMMbl.

Kaspersky Endpoint Security aBTomaTnyeckn yganset nHpopMaumio 0 HeMCrnonb3yemblx NporpaMmmax ansi
3KOHOMWM pecypcoB komnbloTepa. Kaspersky Endpoint Security yaanaet nicgpopmauuto o nporpammax no
crneayowmnm npasunam:;

e Ecnu rpynna goeepus 1 npasa nporpammbl onpeaeneHsl aBToMatnyeckn, Kaspersky Endpoint Security
yaansieT nHgopmaumio o6 ator nporpamme depes 30 gHeN. I3aMeHuTb BpeMs XpaHeHust HpopmMauum o
nporpaMmme Unwm BbIKITIOYUTbL aBTOMATUYECKOE YAareHne HEBO3MOXHO.

e Ecnv Bbl BpyYHyt0 NOMECTUNu nporpamMMy B rpynny AOBEPUSt UM HACTpounu npasa goctyna, Kaspersky
Endpoint Security yaansieT nigopmaumio o6 ator nporpamme 4epes 60 gHel (3Ha4YeHUe Mo yMO4YaHuto).
Bbl MOXeTe N3MEHUTL BpeEMS XpaHEHNsT MHOPMaLMM O NPOrpaMme Uinn BbIKIMIOYUTE aBTOMATUYECKOe
yaaneHue (CM. MHCTPYKLMIO HUXKeE).

Mpu 3anycke nporpammebl, MHpopMauus o KoTopon bbina yaaneHa, Kaspersky Endpoint Security nccnegyet
nporpaMmy Kak npv nepBoMm 3anycke.

lMpedomepalweHue emopxeHul
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Kak Hacmpoumb asmomamuyeckoe ydaneHue UHGhopMayuu O HeUCrob3yeMbix fpospammax 8 uHmepgelice
npoapamMmel

1. B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

2. B okHe napameTtpoB nporpammel BeibepuTe pa3gen MpoaBuHyTas 3awmuTta — lNpegoTBpalleHue
BTOPXXEHUN.

3. B 6noke MNMpaBuna o6paboTku nporpamMm BhINOSHUTE O4HO U3 CrieayoLwmx JeNCTBUNA;

e Ecnu Bbl xoTuTe HaCTpOuUTb aBTOMaTu4ecKkoe yganeHue, yCtaHoBuUTe cbna>|<0|< Ypanatb npasuna gns
nporpamm, He 3anycCKaBLUMXCA 6onee N gHen U YKaXunTte HYy>XHOe KOJITn4eCTBO OHEen.

Kaspersky Endpoint Security 6yaet yoanats MHdopmMaumio o Tex nporpamMmmax, KOTopble Bbl BPYYHYHO
NMOMECTWNK B rpynny AOBEPUS UK AN KOTOPbIX Bbl HACTPOWUM NpaBa JoCTyna, Yepes 3afaHHoe
konuuyecTBo aHeln. Takke Kaspersky Endpoint Security 6yaet yoanats mHdopmauuio o nporpammax,
ONs1 KOTOPbIX rpynna A0BEPUS U NpaBa NporpaMMbl onpeaeneHsl asBToMmaTnydecku, Yyepes 30 gHen.

e Ecnu Bbl XOTUTE BIKNIOYNTL aBTOMATMYECKOE yaaneHue, cCHumuTe onaxok Yaansatb npaBuna gnsi
nporpamm, He 3anyckaBwumxca 6onee N aHen.

Kaspersky Endpoint Security 6yaeTt xpaHuTb nHdopMaLmio 0 Tex NporpaMmmax, KOTopble Bbl BPYYHYHO
MOMECTUNM B Fpynny AOBepust N Anst KOTOPbIX Bbl HACTPOWMY NpaBa AocTyna, 6e3 orpaHuYeHuin No
BpemeHu. Kaspersky Endpoint Security 6ygeT ygansats nHdopmMaLmio ToNbKO 0 nporpaMmmax, ansi
KOTOpbIX rpynna 4oBepus 1 npasa NporpaMmMbl onpegeneHbl asBTomaTnyeckun, Yepes 30 gHen.

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

MoHuTOopUHr paboTbl NpenoTBpalleHUA BTOPXEHUN

Bbl MOXeTe nony4dartb oT4eThl 0 paboTe KomnoHeHTa lNpegoTepalleHme BTopkeHun. OTYeThl cogepxar
MHopMaLNO O BLINMOMTHEHNM NPOrPaMMON ornepauunii ¢ pecypcaMmm KoMMbioTepa (paspeLleHo uinn 3anpeLleHo).
Takke oT4yeTbl cogepXkaTt MHGOPMALMIO O NPorpaMmax, KOTopble NCMONb3YIT KaxXabIN pecypc.

[na MmoHuTOpMHra paboTbl NpegoTBpalleHNsa BTOPXKEHNN BaM HY>KHO BKITHOUUTL 3anncb B OTYET. Hanpumep, Bbl
MOXXETE BKITHOYMTb OTNPaBKy OTYETOB Arsi OTAENbHbIX MPOrpamMm B napameTpax koMnoHeHTa MpenoTtepalleHne
BTOpXXeHun (cM. pa3gen "Pabota ¢ npaBamu nporpamm” Ha cTp. 105).

Mpwn HacTpoike MOHUTOPUHra paboThl [NpeaoTBpalLeHnst BTOPXKEHUST YYUTbIBANTE HArpy3Ky Ha CeTb Npu
oTnpaske cobbiTuin B Kaspersky Security Center. Takke Bbl MOXETE BKIIOYUTb COXPAHEHME OTYETOB TOSMbKO B
nokanbHoM xypHane Kaspersky Endpoint Security.

3awuTa goctyna K ayauo u BMaeo

3MN0yMBbILLNEHHNKMA MOTYT C MOMOLLBIO CNeLmarnbHbIX MPOrpaMm MNblTaTbCA NONYYNTb AOCTYM K YCTPOMCTBAM 3anucu
ayavo u Buaeo (Hanpumep, MMKpodoHbl unu Beb-kamepsbl). Kaspersky Endpoint Security koHTponupyet
nony4yeHne nporpammMamMm ayguocurHana v BugeocurHana v 3almaeT aHHbIe OT HECAHKLVMOHMPOBAHHOMO
nepexeara.

Mo ymonuanuio Kaspersky Endpoint Security KoHTponmpyeT 4OCTyn NporpamMM K ayauocurHany u BugeocurHany

lMpedomepalweHue emopxeHul
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cneagywwmnm 06pa30M:

"[oBepeHHbIe" 1 "Crnabble orpaHnyeHns" — nonyyeHve ayamocurHana u BugeocurHana ¢ yCTponcTs
paspeLLeHo No YMOIYaHuio.

"CurbHble orpaHnyeHus” n "HegoBepeHHble" — nonydeHne ayanocurHana u BugeocurHana ¢ yCTponucTs
3arpeLleHo Nno yMonyaHuio.

Bbl MOXeTe Bpy4Hyto paspeLuaTtb nporpaMMam nony4atb ayanocurHan u suaeocurHan (cm. pasgen "Pabota c
npasamu nporpammM” Ha cTp. 105).

Oco6eHHOCTH 3aWmThbI ayauocurHana

®yHKUMOHANBLHOCTb 3alUThI ayAMocurHana uMeeT crieqytoLine 0Co6eHHOCTU:

Ons pa6OTbI Ct)yHKLI,MOHaJ'IbHOCTM HeO6XOp.I/1MO, YTOObI ObIN BKMHOYEH KOMMOHEHT npe,El,OTBpaLLLeHI/Ie

BTOpPXeHun (cM. pasgen "BkntodeHune n BoikntoveHne MNpegoTepalleHns BTopxeHnn" Ha cTp. 101).

Ecnu nporpamma Hadana nony4aTtb ayauMocurHan 4o 3anycka KoMrnoHeHTa NpegoTepalleHne BTOPXKEHNIA,
To Kaspersky Endpoint Security paspeluaeT nporpamme nonyvyeHme ayanocurHana n He nokasbiBaeT
HUKaKNX yBe,qOMﬂeHMVI.

Ecnv Bbl nomectunu nporpammy B rpynny "HegosepeHHbie" nnu "CunbHble orpaHnyeHus” nocrne Toro, Kak
nporpaMmma Ha4yana nonyyaTb ayanocurHan, To Kaspersky Endpoint Security paspeluaet nporpamme
nonyyYeHue ayanocurHana u He nokasbiBaeT HUKaKUX YBEAOMITEHUN.

Mpw N3MeHeHUN NapaMeTpPoB AOCTyNa NporpamMmbl K yCTPOMCTBAM 3anuncy 3Byka (Hanpumep, nporpaMmme
ObINO 3anpeLeHo nonyyeHne ayanocurHana (cm. pasgen "Pabota ¢ npaBamu nporpamm” Ha cTp. 105))
TpebyeTcs nepesanyck 3ToN NporpaMmbl, YTOObI OHa nNepecTana nosy4artb aygMocurHarn.

KoHTponb nonyyeHus aygmocurHana ¢ ycTpoMCTB 3anncu 3BykKa He 3aBUCUT OT NapameTpoB AoCTyna
nporpamm K Beb-kamepe.

Kaspersky Endpoint Security 3awmwaeT 4oCTyn TONMbKO K BCTPOEHHbIM U BHELLHUM MuKpodoHam. [pyrue
YCTpOWCTBa Nnepeaayn 3Byka He NoaaepXnBatOTCS.

Kaspersky Endpoint Security He rapaHTupyeT 3almTy aygmocurHana, nepeaaBaemMoro ¢ Takmx YCTpOMCTB,
kak DSLR-kamepbl, nopTaTnBHbIE BUAEOKAMEPDI, 3KLLH-KaMepbI.

Mpn nepBom 3anycke nporpammbl Kaspersky Endpoint Security ¢ MomeHTa ee yctaHoOBKM
BOCMPOM3BEAEHME UMW 3aNNCb aygmo 1 BuAeo MoryT ObiTb NpepBaHbl B NporpammMax 3anvcu uim
BOCMPOW3BEAEHMS ayano 1 BUAEO. ATO HEOOX0OMMO ANs TOro, YToObl BKNoYMack PyHKLUMOHANBHOCTb
KOHTpOMs JOCTyna nporpamMM K yCTPOMCTBaM 3anucu 3syka. CuctemHas cnyxba ynpaeneHunsi cpegctsamm
paboTbl co 3ByKOM OyaeT nepesanyLieHa npu nepeoM 3anycke nporpammbl Kaspersky Endpoint Security.

Ocob6eHHOCTU goCTyna nporpaMmm K Be6-kamepam

®yHKUMOHAmNBHOCTb 3aLlUTLI AOCTYNa K Be6-kamepe UMeeT creayrolmne 0COGEHHOCTM U OrpaHNYEHNS:

Mporpamma KOHTPONUPYyeT BUAEO U CTaTUYECKNE N300paXKeHUs], NoMyYeHHble B pe3ynbtaTte 0b6paboTkm
[OaHHbIX BEO-Kamepbl.

MporpamMmma KOHTPONUPYET ayAnoCUrHarn, eCnu OH sIBMSIETCS YacTbio BUAEOMNOTOKa, Nofy4aemMoro ¢
Beb-kamepbl.

lMporpaMmma KOHTPONUPYET TONbKO BEO-kamephbl, Nogkntovaemble no nitepdgency USB unu IEEE1394 1
oTobpaxaemble B [ncnetyepe yctporicte Windows kak YcTponctesa o6paboTkm nsobpaxKeHun (aHrn.
Imaging Device).

lMpedomepalweHue emopxeHul
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o Kaspersky Endpoint Security nogaepxuaeTt cnegytoLume Beb-kamepbi:
e Logitech HD Webcam C270;
e Logitech HD Webcam C310;
e Logitech Webcam C210;

e Logitech Webcam Pro 9000;
e Logitech HD Webcam C525;
e Microsoft LifeCam VX-1000;
e Microsoft LifeCam VX-2000;
e Microsoft LifeCam VX-3000;
¢ Microsoft LifeCam VX-800;

¢ Microsoft LifeCam Cinema.

"INabopaTopua Kacnepckoro" He rapaHTUpyeT NoaaepXKy Beb-kamep, He yKa3aHHbIX B 3TOM CruCKe.

lMpedomepalweHue emopxeHul
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OTKaT BpeAOHOCHbIX AeUCTBUMN

KomnoHeHT OTkaT BpeAoHOCHbIX AercTBuUi nos3sonsaeT Kaspersky Endpoint Security BbINOMHWUTE OTKaT AEACTBUN,
npounsBegeHHbIX BPe4OHOCHbIMU NporpaMmamu B onepaumoHHON cucteme.

Bo Bpems oTkaTa gencTBuin BpeJOHOCHOW NporpaMMbl B onepaunoHHon cucteMe Kaspersky Endpoint Security
0obpabaTbiBaeT criegytoLmne TUnbl aKTMBHOCTU BPEAOHOCHOW NPOrpaMMbi:

o dannoBas aKTUBHOCTb
Kaspersky Endpoint Security BeinonHseT cnegyrowime encTBus:

e yaandeTt UcnonHdaemble cbaﬁnu, CO343aHHble Bpep.OHOCHOI;I I'IpOFpaMMOI;I (Ha BCeX HOCUTendax, Kpome
ceTeBbIX ,ElMCKOB);

e yaansieT UcnonHsiemble ganrnbl, Co3aaHHble NporpaMMamu, B KOTOpble BHeApUnachb BpeaoHOCHas
nporpamma;

e BOCCTaHaBIMBaeT U3MEHEHHbIE UMW YAaneHHble BPe4OHOCHON NporpaMmon doanneol.
®PyHKLUMOHANBHOCTb BOCCTAHOBMNEHNSA DannoB MMeeT psag orpaHudYeHni.
e PeecTpoBas aKTUBHOCTb
Kaspersky Endpoint Security BeinonHsaeT cnegyrowme oencTBus:
e yaanseT pasfenbl U K4Yu peecTtpa, co3faHHbIe BPeJOHOCHOW NPorpaMMon;

e He BOCCTaHaBnMBaeT M3MEHEHHbIe U yaaneHHble BPeaoOHOCHOW NPOorpaMMoit pasaernbl U KIoum
peecTpa.

e CucteMHas aKTUBHOCTb
Kaspersky Endpoint Security BeiInonHseT cnegyowme 0eNCTBUSA:
e 3aBeplUaeT NpoLecchl, KOTopble 3anyckana BpeAoHOoCHasi Nporpamma;
e 3aBeplUaeT NpoLEecchl, B KOTOPbIe BHeApsiNnack Bpe4oHOCHas nporpaMmma;
e He BO30OHOBMSIET NPOLIECCHI, KOTOPbLIE OCTAHOBMIA BpegoHOCHas nporpaMma.
e CeTeBas aKTUBHOCTb
Kaspersky Endpoint Security BeinonHaeT cnegyowme gencTBus:
e  3arpeLyaeT CeTEBY aKTUBHOCTb BPEAOHOCHON NporpaMmbi;
e 3arpeLlaeT CEeTEBYHO aKTMBHOCTb TEX NPOLIECCOB, B KOTOPbIE BHEAPANACH BPEAOHOCHas nporpaMmma.

OTkaT 4eNCTBMIN BPEOOHOCHON NpOorpaMmbl MOXET ObiTb 3anyLeH KOMNOHEHTOM 3alumTa OT hannoBbixX yrpos (CM.
ctp. 114), AHanu3 noBegeHus (Ha cTp. 94) unu Npu aHTUBUPYCHOW NMPoBepKe (CM. pasgen "AHTMBMPYCHas
npoBepka komnbloTepa" Ha cTp. 49).

OTkaT OencTBUn Bpe4OHOCHOM NPOrpaMmbl 3aTparmBaeT CTPOro orpaHMYeHHbIN Habop AaHHbIX. OTKaT He
OKasblBaeT HEraTMBHOIO BIMSHNUSA Ha paboTy onepauMoHHON CUCTEMbI U LIENOCTHOCTL MHGOPMAaLIMM Ha BalLEM
KOMMbIOTEPE.

Kak ekmodume unu ebIkmoYums komrioHeHm Omkam epedoHOCHbIX delicmeull 8 uHmepdgelice npoepamMmsl

1. B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

2. B okHe napameTpoB nporpammbl BbibepuTe pasgen MpoasuHyTasa 3awmTta — OTKaT BPeAOHOCHbIX
OeACTBUN.

Omkam e8pedoHOCHbIX delicmeull
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3. |/|C|'|Oﬂb3yl7ITe nepekn4yarTerb OtkaTt BpPeAOHOCHbIX OeNCTBUN, YTOObI BKITHOUUTb MU BbIKITOYUTD
KOMIMOHEHT.

4, COXpaHVITe BHECEHHblIE N3MEHEHUA.

B pesynbtate, ecnv OTkaT Bpe4OHOCHbIX AeNCTBUIA BKItoveH, Kaspersky Endpoint Security 6yneT oTkatbiBaTh
OeNcTBUS, KOTOPble BPEAOHOCHbIE MPOorpaMMbl COBEPLUUIU B ONEePaLlMoOHHON cCUCTEME.

Omkam e8pedoHOCHbIX delicmeull
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3awmTa ot haunoBbIX Yyrpos3

KomnoHeHT 3awmTa oT ghaninoBbIxX Yrpo3 No3BonseT n3bexartb 3apaxeHust haninoBow cMcTeMbl kKomnbloTepa. o
YMON4YaHUIO KOMMNOHEHT 3alimuta oT hannoBbIX Yrpo3 NOCTOAHHO HAXOAUTCA B OonepaTUBHOM NaMATH KOMMbLIOTEPA.
KoMMnoHEeHT npoBepsieT dannbl Ha BCex ANCKax KOMMbIOTEPA, a Takke Ha NOAKMYEHHbIX ANcKkax. KOMNOHEHT
obecneymBaeT 3amUTy KOMMbIOTEPA C MOMOLLbIO @aHTUBMPYCHBIX 6a3, obnayHon cnyxobl Kaspersky Security
Network (cm. pasgen "BkrtodeHune v BoiknioveHne ncnonb3oaHns Kaspersky Security Network” Ha cTp. 89) u
3BPUCTUYECKOIO aHanusa.

KomnoHeHT npoBepsieT ainbl, kK KOTOpbIM 0bpaLlaeTcs nonb3oBaTesnb UNu nporpamma. MNpu obHapyxeHun
BpenoHocHoro charna Kaspersky Endpoint Security 6nokupyet onepauuto ¢ cparinom. [Janee nporpamma neuut
Unu yaanseTt BPe4OHOCHbIN dhas, B 3aBUCMMOCTU OT HAaCTPOMKM KOMMNOHEHTa 3alLmTta oT (hannosbiX yrpos.

Mpun oBpaLLeHnn Kk dhainny, CoOAEpPKMMOE KOTOPOro pacrnonoXeHo B obnavyHom xpaHunuiie OneDrive,
Kaspersky Endpoint Security 3arpy>kaeT n npoepsieT cogepxmmoe aToro danna.

B aTtom pasgene

BkntoueHme 1 BbIkITHoUYEHNE 3alUnThl OT PANTTOBDBIX YTPO3B w.uvuuuuieeerrrerernnneeeereressnnnaeeeeeeerennnnnaeeeeseesnmnnns 114
ABTOMaTMYecKasi MPMOCTAHOBKA 3aLUUTbI OT PANIOBBIX YTPO3B ..uuuueeeeereerrrrnseeeerreerennnseeeeeeennennnnaeaaaeeees 117
M3ameHeHne OencTBuMsa KOMNoHeHTa 3awmTa oT annoBbiX yrpo3 Had 3apakeHHbIMK hannamu............ 118
dopmumpoBaHmne obnacTu 3awmTbl KOMNOHEHTA 3almnTa OT PANNOBBIX YTPO3B ..uuueeerreerrreireeeeeereennnnneeees 118
MICNOMb30BAHNE METOLOB MPOBEPKM ....evuueuiiuiiinnntiinetsenieinsnnnsssss s 119
Vicnonb3oBaHWe TEXHOSOMMIA NPOBEPKN B paboTe KOMMNoHeHTa 3awuTa oT annoBbIX Yrpos3................. 120
O T 7Y 17 E= TR = pT o)==y oL (7 I o= 1 o )= T 121
[ [0 o) =TT o] e= WetuTox == o) edo o= 1 3 (o - P 121
M3MeHEeHME PEXNMA MPOBEPKM TIAMITOB ....ceuuuuererineeeeiteeeeati e eeeeataeeeetanaeeeannaeeeannaeesnnaeeesnaeeeasnaeeennnnns 122

Bknro4yeHne n BbiknoYeHne 3awmTbl oT hannoBbIX yrpo3

Mo ymonyaHuio KOMMOHEHT 3alumTa oT hannoBbIX Yrpo3 BKIMIOYEH N paboTaeT B peKOMEHO0BAaHHOM
cneuunanuctamm "Jlabopatopun Kacnepckoro” pexxume. [Inga paboTtbl 3awmTsl oT hannoseix yrpo3 Kaspersky
Endpoint Security npumeHsieT pa3Hble Habopbl HacTpoek. Habopkbl HACTPOEK, COXPaHEHHbIE B MpOrpaMme,
HasbIBalOTCHA yposHsmMuU be3zornacHocmu: Beicokun, PekomeHayembin, Huskun. MNapameTpbl ypoBHS
6e3onacHocTn PekomeHagyeMbIN CHATaOTCS ONTUMarbHbIMU, OHW PEKOMEHAO0BAHbI CreLmanmcTamm
"INNabopaTopun Kacnepckoro" (cm. Tabnuuy Huxe). Bel MoxeTe BbiOpaTe OOUH 13 NpeayCTaHOBIIEHHbIX YPOBHEWN
©e3onacHOCTM UM HacTpOUTbL NapaMeTpbl YPOoBHSA 6e30MacHOCTU camMoCTosATENbHO. ocne Toro Kak Bbl U3MEHUNM
napameTpbl YpoBHS 6€30nMacHOCTK, Bbl BCErga MOXETE BEPHYTLCA K pEKOMEHAYEMbIM NapameTpamM YPOBHS
©e3onacHocTu.

Bawuma om ¢halinosbix yepos
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>

UmobbI eknro4Yume Uu 8bIKIIOYUMb KOMIOHeHmM 3awuma om galiosbix y2po3, 8bInosHume
cnedyrouwjue delicmeus:

1. B rMaBHOM OKHE NPOrPaMMbl HAXKMUTE Ha KHOMKy T
2. B okHe napameTpoB nporpaMmbl BbibepuTe pasnen Basosas sawmra — 3awmTa oT (haiNoBbIX Yrpos.

3. Wcnonbayiite nepeknioyatens 3awmTa oT paiNoBbIX Yrpo3, YToObl BKMOUYMTL UMK BbIKMIOYUTD
KOMMOHEHT.

4. Ecnw Bbl BKIHOYNUIN KOMMOHEHT, B Oroke YpoBeHb 6€30MacHOCTU BbINOMHUTE O4HO U3 CIEAYOLLMX
JEeNcTBun:

e Ecnu Bbl xoTuTe NpUMEeHNTb OOUH N3 NpenyCTtaHOBITEHHbIX ypOBHeﬁ ©e3onacHocTH, Bbl6epMTe ero npu
NOMOLLM NON3YHKa:

e Bbicokui. YpoBeHb 6e3onacHOCTM hannos, NpyM KOTOPOM KOMMOHEHT 3awiuta ot hannosbiX yrpos3
MaKkCMMarbHO KOHTPONMPYET BCE OTKPbIBAEMbIE, COXPAHSIEMbIE 1 3anyckaemble bansbl.
KomMnoHeHT 3awunta oT hannoBbiX yrpo3 NpoBepsieT BCe TUMbl hanrioB Ha BCEX XKECTKUX, CMEHHbIX
N CETEBbIX AUCKAX KOMMbIOTEPA, a TaKKe apXMBbl, YCTAHOBOYHbIE NAKETbI N BIOXEHHbIE
OLE-00bekThI.

o PekomeHayembIn. YpoBeHb Be30nacHOCTU (halinoB, KOTOPbIA PEKOMEHO0BAH AS1S UCNONb30BaHUS
cneumanuctamm "flabopatopum Kacnepckoro". KomnoHeHT 3awuTa ot hannosbix yrpos
npoBepsieT TONbKO (hannbl onpeaeneHHbIX (HOPMaToB Ha BCEX KECTKUX, CMEHHbIX U CETEBbIX
Ouckax KOMNboTepa, a Takke BrnoxeHHble OLE-06bekTbl, KOMMNOHEHT 3awmTa OT hannoBbIX Yrpo3
He NpPoBEepPSET apXuUBbl N YCTaHOBOYHbIE MaKeTbl. 3HAaYEeHUA NapamMeTpoB ANs PEKOMEHAYEMOTrO
YpOBHS 6€30MacHOCTH CM. B Tabnuue Hmnxe.

e Hwuskmn. YpoeHb 6Ge3onacHocTv ainos, napaMmeTpbl KOTOPOro 06ecneynBaoT MakCuMarnbHy
CKOPOCTb NpoBepKU. KOMMOHEHT 3awuTa oT hansoBbIX Yrpo3 NPOBEPSIET TONbKO dannbl C
onpeaeneHHbIMU PacLUMPEHNUSIMU Ha BCEX XKECTKMX, CMEHHbIX U CETEBbIX ANCKAX KOMMbIOTEpPA,
KOMMOHEHT 3awimTa oT (halinoBbIX Yrpo3 He MPOBEPSIET COCTaBHble halnbl.

e Ecnu Bbl XOTUTE HAaCTPOUTb YPOBEHb BE30MACHOCTM CaMOCTOSITENBHO, HAXKMUTE Ha KHOMKY
PaclwumpeHHas HacTpomka 1 3agante napameTpbl paboTbl KOMMOHEHTA.

Bbl MOXXeTe BOCCTAHOBUTL 3HAYEHWUS NPeayCTaHOBMNEHHbIX YPOBHeN 6€30MacHOCTU Mo KHOMKe
BoccTaHOBUTbL peKOMeHAYeMbIA YPOBeHb 6@30MacHOCTU B BEPXHEN YacTu OkHa.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Bawuma om ¢halinosbix yepos
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Tabnuya 9. lNapamempsbi 3awumsl om ¢haliniosbix y2po3, pekoMeHO0B8aHHbIE crieyuanucmamu
"ITabopamopuu Kacrnepckoao"”, (pekomeHO08aHHbIU yposeHb be3ornacHocmu)
MapameTp 3HayeHune OnucaHue
Tunbi channos ®dannbl, Ecnu BbiGpaH aToT napameTp, Kaspersky Endpoint Security
npoBepsieMble Mo npoBepsieT TONbLKO NOTEHUManbHO 3apaxaemble dannel. Mepeq
cdopmary Hayanom nomcka BpeAoHOCHOro Kofa B (hanne BbINonHAeTCS

aHanus ero BHyTPEHHEro 3arofioBka Ha npeameT chopmaTta
danna (Hanpumep, TXT, DOC, EXE). B npouecce npoBepku
y4nTbIBaEeTCA Takke pacumpeHue danna.

ABpuUcTUYECKUN
aHanus

MoBepxXHOCTHLIN

TexHonorus obHapy»xeHus yrpo3, KOTopble HEBO3MOXXHO
OnNpeaennTb C NOMOLLbIO TEKyLLIE Bepcumn 6a3 nporpamm
"NabopaTopuun Kacnepckoro". MNMossonsiet HaxoguTb hannsbl,
KOTOpbl€ MOryT cogepxxaTtb HEen3BeCTHbIN BUpPYyC Ui HOBYHO
MoamMduKaLmio N3BECTHOrO BUpYyca.

Bo Bpems npoBepku daninoB Ha Hannyne BPe4oOHOCHOrO koAa
3BPUCTUYECKUIA aHaNM3aTop BbINOMHAET UHCTPYKLUN B
ncnonHsembix dpannax. Konmyectso MHCTPYKLUMIA, KOTOPbIE
BbINOSHSIET 3BPUCTUYECKUIA aHann3aTop, 3aBUCUT OT 3a4aHHOro
YPOBHSI 3BPUCTUYECKOrO aHanu3a. YpoBeHb 3BpPUCTUYECKOTO
aHanusa obecneuvnBaeT 6anaHc Mexay TWaTeNbHOCTBIO Noucka
HOBbIX YIPO3, CTEMEHbIO 3arpy3Kkn pecypcoB onepaumoHHON
CUCTEMbI N ANUTENBHOCTBLIO 3BPUCTUYECKOIO aHanu3aa.

MpoBepaTb
TOJNIbKO HOBbIe
M N3MEHEHHbIe
¢annbl

Bkn

[MpoBepka TONbKO HOBbLIX hannoB 1 Tex annos, KOTOpbIe
N3MEHWUNMCb Nnocre npeabiayLlen NpoBepku. AT0 NO3BONUT
COKpPaTUTb BPEMS BbINMOSTHEHUSA MPOBEPKUN. TaKON PEXUM
NPOBEPKU PaCNpOCTPAHSIETCS Kak Ha MPOCTble, TaK U Ha
cocTaBHble channbl.

TexHonorus
i Swift

Bkn

TexHonorus, No3BonsALLas yBenmyuTb CKOPOCTb MPOBEPKM 3a
CYET UCKITIYEHNST U3 HEee HEKOTOpLIX dharnos. Gannbl
WCKIMIOYaloTCH M3 MPOBEPKM NO creumansHOMY anroputmy,
yunTbiBaKOLWEeMy aaTy Bbinycka 6a3 Kaspersky Endpoint Security,
JaTy npegbiaylien NnpoBepku anna, a Takke usMeHeHue
napameTpoB npoBepkn. TexHonorus iSwift aBnaeTca pasputTmem
TexHonorun iChecker onsa dgannoeon cuctemsl NTFS.

TexHonorus
iChecker

Bkn

TexHonorus, No3BoiAoLLas yBeNM4YUTbL CKOPOCTb MPOBEPKM 3a
CYET UCKITIOYEHNST U3 Hee HeKOTopbIX dhannos. Gannbl
WCKIMIOYaloTCH M3 MPOBEPKM MO CrneumanbHOMY anropuTmy,
yumTbiBaloLemMy gaTy Beinycka 6a3 Kaspersky Endpoint Security,
JaTy npegbiayuien NpoBepku anna, a Takke U3sMeHeHne
HacTpoek npoBepku. TexHonorust iChecker MMeeT orpaHnyeHue:
OHa He paboTaeT ¢ cdarnamm 6onbLINX pa3mepoB, a KpoMe TOro,
npUMeHNMa TOMbKO K dpaniam ¢ U3BECTHOM Nporpamme
CTpyKTypou (Hanpumep, K bannam cdopmata EXE, DLL, LNK,
TTF, INF, SYS, COM, CHM, ZIP, RAR).

MpoBepaTb
¢hannbl opUCHbIX
¢opmartoB

Bkn

Mposepka darinos Microsoft Office (DOC, DOCX, XLS, PPT u
apymmx). K dharinam ocumcHbIX hopMaToB Takke OTHOCATCS
OLE-06beKTbI.

Bawuma om ¢halinosbix yepos
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MapameTp 3HauyeHue OnucaHue
Pexum UHTennekTyanbHbIN Pexvm npoBepku, Npy KOTOPoM 3alumTa oT dannoBbIX yrpo3
npoBepKMn npoBepsieT 06BbEKT Ha OCHOBaHWM aHanuaa onepawui,

BbINOSHsIEMbIX Hag 06bekToM. Hanpumep, npu paboTe ¢
nokymeHToM Microsoft Office Kaspersky Endpoint Security
npoeepsieT dann Nnpy NEPBOM OTKPbLITUM U NPU NOCNEeAHEM
3aKkpbITMKN. Bce npomMexxyTouHble onepauumn nepesanucy ganna
13 MPOBEPKM UCKINIOYaITCS.

[eicTBre npun NeunTs; yaanars, Ecnu BbiGpaH aToT BapnaHT genctsus, To Kaspersky Endpoint
oGHapyXeHUn ecnu neveHue Security aBTOMaTU4ECKN NbITAeTCA BbINEYUTh BCE
yrpossi HEeBO3MOXHO obHapyxeHHble 3apaxeHHble annbl. Ecnv neyexne

HeBO3MOXHO, To Kaspersky Endpoint Security ux ynanser.

ABTOMaTUUecKasa npuocTaHoBKa 3awmnTbl OT hanoBbIX
yrpos

Bbl MOXETE HACTPOUTL aBTOMATUYECKYH NPUOCTAHOBKY 3allmTbl OT halnnoBbIX Yrpo3 B yka3aHHOE BPEMS Ui BO
BpeMsi paboTbl C onpeaeneHHbIMU NporpamMmmamu.

MpurocTtaHoBka paboTbl 3awnTbl OT PaNNOBLIX YrpoO3 Npu KOHMANKTE C onpedeneHHbIMY nporpammMamMm
SIBIIIETCA SKCTPEHHOM Mepol. Ecnu Bo Bpems paboTbl KOMMOHEHTA BO3HMKAKT Kakne-nmbo KOHMKTI,
pekoMeHayeTcsa obpaTutbest B Cnyx0y TexHnyeckon nogaepxkun "llabopatopumn Kacnepckoro”
(https://companyaccount.kaspersky.com). Cneynanuctbl TOMOryT BaM HanaguTb COBMECTHYH paboTy
KOMMOHeHTa 3alumTa oT (hannoBbiX Yrpo3 C APYrMMy NporpaMmamu Ha Ballem KOMMbITepe.

» 4Ymobbl Hacmpoume asmomamu4yecKyto npuocmaHoeKy pabomsi 3awumsl om halnosbix yepo3,
ebIrnosiIHUMe criedyrouue delicmeusi:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY o}

2. B okHe napameTtpoB nporpammebl BeibepuTe pa3gen basosas sawmTta — 3awmTa oT pannoBbIX Yrpos.
3. Haxwmute Ha kHONKy PacwumpeHHas HacTpouka.
4

B 6noke MNMpuoctaHoBKa 3awmThbl OT (parnoBbIX Yrpo3 rnepergure no ceoike NprnoctaHoBUTHL 3awmTty
oT hannoBbIX yrpos.

5. B oTKpbIBLLEMCSI OKHE HAacTpoWTe NapamMeTpbl NPUOCTAHOBKM paboThl 3almTbl OT hainoBbIX Yrpos:
a. Hactpoiite pacnmcaHne aBToMaTM4ECKOM NPUOCTAHOBKN 3almTbl OT (DannoBbIX Yrpos.

b. CdopmupyiiTe cnmcok nporpamm, Bo Bpemsl paboTbl KOTOpbIX 3awuty oT dannoBbiX yrpo3 cnegyet
npuocTaHaBNMBaTh.

6. COXpaHVITe BHECEHHbIE NSMEHEHUA.
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U3meHeHUue aenctBmna KOMnoHeHTa 3awmuTa oT hannoBbIX
yrpo3 Hap 3apaxeHHbIMu channamm

Mo ymonyaHuio KOMMOHEHT 3alumTa oT danroBbIX Yrpo3 aBTOMaTUYECKN MbITAETCS BbINIEYNTL BCE OOHapPYKEHHbIE
3apakeHHble dhannbl. Ecrnv neyeHne HEBO3MOXHO, TO KOMMOHEHT 3aluuta oT channosbiX Yrpo3 yaanseT aTu
hannel.

» Umobsi usmeHums delicmeue KomrnoHeHma 3awuma om ¢haliosbix yepo3 Had 3apakeHHbIMU
patinamu, ebinonHume cnedyrouwue 0elicmeusi:

1. B rnaBHOM OKHe NpOrpamMMbl HXKMWUTE Ha KHOMKY 1o}
2. B okHe napameTpoB nporpammbl BeibepuTe pasgen bazosas sawmrta — 3awmTta oT ¢panoBbIX Yyrpos.
3. B 6noke fenctBue npu o6HapyKeHUMN Yrpo3bl BbibepuTe HYXXHbIN BapuaHT:

o JleuuTb; yaanaTb, €Cnu nevyeHne HeBO3MOXHO. Ecnu BuIBpaH aTOT BapyaHT AencTBus, TO
Kaspersky Endpoint Security aBTomatnyecku nbiTaeTca Bbl1e4YUTb BCE OOHAPY>KEHHbIE 3apaXeHHbIe
dannbl. Ecnn neyenne HeBo3amoxHo, To Kaspersky Endpoint Security nx yganser.

e JleunTb; GNOKMpoOBaTb, €CNU Nle4eHNne HeBO3MOXHO. Ecnu BbibpaH aTOT BapuaHT AeNCTBUS, TO
Kaspersky Endpoint Security aBTomatnyeckn nbiTaeTcsi BbINEYUTb BCE OOHAPYKEHHbIE 3apaXKeHHbIe
dannbl. Ecnn neyenne HeBo3amoxxHo, To Kaspersky Endpoint Security nob6asnset nHgpopmauuto 06
0BHapy>XeHHbIX 3apaKeHHbIX dpannax B CMUCOK aKTUBHbIX Yrpo3.

e bBnokupoBaTtb. Ecnu BoiGpaH 3TOT BapMaHT OENCTBUSA, TO KOMNOHEHT 3alumTta oT hannoBbIX Yrpo3
aBTOMaTUYECKN BIIOKMPYET 3apaxeHHble harinbl 6€3 NOMbITKMA UX BbINEYNTb.

Mepen nevenvem unu yganeHvem 3apaxeHHoro carnna Kaspersky Endpoint Security popmupyet
€ro pe3epBHy0 KOMWIO Ha TOT CriyyYawn, ecriv BnocrneacTemMm noHagobutcs BOCCTaHOBUTL hann unm
NOSIBUTCS1 BO3MOXXHOCTb €ro BblneynTb (CM. pasaen "BocctaHoBneHve annos 13 pe3epBHOro
XpaHunuwa" Ha cTp. 209).

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

PopmupoBaHme obnacTu 3awiuTbl KOMMOHEHTa 3aliuTa oT
¢dannoBbIX yrpo3

Mopg obnacTblo 3awmnThl NoApa3yMeBalTCs 06beKThI, KOTOpbIE NPOBEPSIET KOMMOHEHT BO BPeEMS CBoel paboTbl.
O6nacTb 3aWuTbl pasHbIX KOMMNOHEHTOB MMEET pa3Hble CBOMCTBa. CBOMCTBaAMUM 061acTh 3aLLUTbI KOMMOHEHTA
3awuTta oT (hannoBbIX yrpo3 ABMASAITCA MECTOMOMNOXEHNE U TUN NpoBepsemMblx dannos. o ymonyaHuio
KOMMOHEHT 3alunTa oT hannoBbiX Yyrpo3 NPOBEPSAET TOMNbKO NOTEHUMANBHO 3apakaemMble hanrnbl, 3anyckaemMble Co
BCEX XECTKUX, CbEMHbIX N CETEBbIX AMCKOB KOMMbIOTEPA.

Bbibvpas Tun npoBepseMbix hannoB, HYXKHO Y4MTbIBaTb CriegyloLLlee:

1. BeposATHOCTb BHEAPEHUSI BPELOHOCHOIO Kofa B (oansbl HEKOTOPbLIX (hOPMAaTOB M €ro nocnenyLLen
aKkTMBaLmm HM3Ka (Hanpumep, dopmat TXT). B To e Bpems CyLLecTByOT bopmaTbl haiinos, KOTopble
copepxat UcrnonHsaemMbln kog (Hanpumep, dopmatel EXE, DLL). Takke MCNONHAEeMbIA kog MOryT
copepxaTtb hbopmaThl hainoB, KOTOpbIe Afst 3TOrO He NpefHa3HadeHbl (Hanpumep, dopmat DOC). Puck
BHEOPEHMS B Takve hainbl Bpe4OHOCHOMO Koa U ero akTMBaLummy BbICOK.
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3MN0yMBbILINEHHUK MOXET OTNPaBUTb BUPYC UK OPYryto NporpaMmMy, NpeacTaBnsioLyo yrposy, Ha BaLl
KOMMbIOTEP B NCMOMNHAeMOM dhaine, neperMeHoBaHHOM B dhaiin ¢ paclumnpervem txt. Ecnu Bbl BbiGpanu
NpoBepKy anrnos Mo pacliMpeHunio, TO B NpoLecce NpoBEpKM nporpamMmma nponyckaeT Takon dann. Ecnu
e BblbpaHa npoBepka hannos no hopmaTy, TO BHE 3aBUCMMOCTM OT paclumpeHus Kaspersky Endpoint
Security aHanusnpyeT 3aronoBok anna. Ecnn B pesynbTaTte BbIACHSAETCS, 4TO hann umeeT hopmaTt
ucnonHsemoro davna (Hanpumep, EXE), To nporpamma nposepsieT ero.

» Umobsi cchopmuposame obriacme 3auwumel, 8biNoHUME criedyroujue delicmeus:

1.
2,
3.
4,

B rmaBHOM OKHe nporpamMMbl HOXXMUTE Ha KHOMKY 103
B okHe napameTpoB nporpamMMel BeibepuTe pasgen basosas sawmTta — 3awmTta oT hannoBbIX Yrpos.
HaxmuTe Ha kHonky PaclumpeHHasa HacTpownka.

B 6noke Tunbl hannoB ykaxxute Tmn oannos, KOTOPblE Bbl XOTUTE NPOBEPSATbL KOMMOHEHTOM 3alumTa oT
hannosbIX yrpos:

e Bce cdannbl. Ecnu BeiGpaH aToT napameTp, Kaspersky Endpoint Security nposepsieT Bce dannel 6e3
UCKnoYeHns (Mobbix hopmMaToB U pacLUMpeHuin).

e dannbl, npoBepsieMble no dopmarty. Ecnu BeibpaH 3ToT napameTp, Kaspersky Endpoint Security
npoBepsieT TONbKO NOTEHUManbHO 3apaxaemble dannbl. [Neped Ha4anom novcka BpegoHOCHOro koga
B (pbaiine BbINOMHAETCS aHanNu3 ero BHYTPEHHEro 3arofioBka Ha npeameT hopmara canna (Hanpumep,
TXT, DOC, EXE). B npouiecce npoBepk/ y4nTbIBAETCS Takke paclumpeHme danna.

e dannbl, NnpoBepsAeMbIe NO pacwumpeHunto. Ecnn BbibpaH aToT napameTp, Kaspersky Endpoint
Security npoBepsieT TONbLKO NOTEHUManbHO 3apaxkaemble dannbl. Popmart danna onpegensieTcs Ha
OCHOBaHWUM €ro pacLUMpeHuns.

Mepengunte no ccbinke U3MeHnTbL 06nacTb 3awmThl.

B oTKpbIBLLEMCS OKHE BblOEpUTE 0O6BbEKTBI, KOTOPbIE Bbl XOTUTE A06aBUTL B 06M1acTb 3almThbl Unn
UCKITIOYUTb U3 Hee.

Bbl HEe MOXxeTe yoanuntb Ui NSMEeHUTb O6'beKTbI, BKIMOYEHHbIE B 00nacTb 3alunTbl NO YMOJTYaHUIO.

Ecnv Bbl xoTnTe fo6aBUTE HOBLIV OOBEKT B 06NacTb 3awwuThl, BbINOMHWTE CrieayoLlme 4enCTBUS:
a. HaxmuTe Ha kHoMnky [lo6aBUTb.

OTkpoeTcsa oepeBo Nnarnokx.
b. Bbibepute 06bekT ana gobasneHns B 06nacTb 3aluThbl.

Bbl MOXXeTe MCKMIOUNTL OGBHEKT 13 MPOBEPKU, HE yaansis ero u3 cnucka obbekToB o6nactu nposepku. [ns
3TOr0 CHUMUTE (PNaKOK PSAOM C HAM.

COXpaHVITe BHeCeHHble NSAMEeHEHUA.

Ucnonb3oBaHne MeToA0B NPOBEpPKU

Bo Bpems cBoen paboTel Kaspersky Endpoint Security ucnonesyet metog nposepku MawmHHoe obyyeHmne n
CcUrHaTypHbIi aHanms. B npouecce curHatypHoro aHanmsa Kaspersky Endpoint Security cpaBHuMBaeT HangeHHbIn
06beKT ¢ 3anucamm B 6a3ax nporpaMmel. B cooTBeTCTBMM C pekoMeHgauusmm cneynanmctos "llabopaTtopum
Kacnepckoro" meTtoa npoBepku MalumHHOe 0by4YeHne 1 CUrHaTypHbIA aHanuM3 BCEraa BKITYEH.
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YTo06bl NOBLICUTL SCbeeKTMBHOCTb 3alnThbl, Bbl MOXXeTe UCMNOoNb30BaTb SBpI/ICTI/ILIeCKI/IIZ aHanus. Bo BpemsA
NnpoBEPKU (baﬁnoa Ha Hann4ne BpegoHOCHOro Koaa SBpMCTMLIeCKMVI aHanms3aTop BbINONTHAET MHCTPYKLUUN B
MCNOJTHAEMbIX cbaﬁnax. Konnuyectso I/IHCprKLLI/IIZ, KOTOpPbI€ BbINONTHAET SBpI/ICTI/NeCKI/IIZ aHanm3artop, 3aBUCUT OT
3ajaHHOIo ypoBHA 3BPUCTUYECKOIo aHanmsa. ypOBeHb 3BPUCTNHECKOro aHanmsa obecneunBaeT 6anaHc mexny
TWAaTeNnbHOCTbIO MOMNCKa HOBbIX YIrpo3, CTENEHbIO 3arpy3kun pecypcoB OI'IepaLLI/IOHHOIZ CUCTEMbI N ONUTENTbHOCTbLIO
3BPUCTNHECKOro aHanunaa.

» UYmobbi Hacmpoumsb UCMnoIL308aHUE 38PUCMUYECKO20 aHanu3a e pabome KkomrnoHeHma 3awuma
om ¢baliniosbix y2po3, ebirofHuUme crnedyroujue 0elicmeusi:

1
2
3.
4

B rmaBHOM OKHe nporpamMMbl HOXXMUTE Ha KHOMKY 1o}
B okHe napameTpoB nporpamMMel BeibepuTe pasgen basosas sawmTta — 3awmTta oT hannoBbIX Yrpos.
HaxmuTe Ha kHonky PaclumpeHHasa HacTpownka.

B 6noke MeTtoabl NpOBepPKMU YyCTaHOBUTE hnaKok IBPUCTUYECKUIM aHaNU3, €CNu Bbl XOTUTE, YTODbI
nporpamMmma ncnonb3oBana 3BPUCTUYECKUI aHanu3 Ans 3awuTbl OT hannosbix yrpo3d. Janee npy nomoLm
NnonayHka 3afanTe YpoBEHb 3BpUCTMYECKOro aHanuaa: NMoBepxHOCTHbIN, CpeaHuin nnu Fnyo6okun.

COXpaHVITe BHECEHHblIE N3MEHEHUA.

Ucnonb3oBaHMe TeXHONMOrMm NnpoBepKn B paboTte
KOMMOHeHTa 3awuTa oT (pannoBbIX yrpo3

» UYmobbl Hacmpoums UCMOb308aHUE MEXHOI02Ull MPOBEPKU 8 pabome KoMrnoHeHma 3awuma om
gpalinosbix yepos, 8binofHUmMe credyrujue delicmeus:

1
2
3.
4

B rmaBHOM OKHE Nporpammbl HOXXMMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen bazoBas sawmta — 3awmTa oT (pannoBbIX yrpos.
HaxxmuTe Ha kHoMnKy PaclumpeHHas HacTpoMKa.

B 6noke TexHONoOrMn npoBepKn yCTaHOBUTE (praXkkM OKOMNO Ha3BaHWUN TEXHOSOMI, KOTOPbLIE Bbl XOTUTE
ncnonb3oBaTh ANd 3aWmnTbl OT (hannoBbIX Yrpos:

o TexHonorus iSwift. TexHonorus, no3sonsoLWwasa yBeNMYNTb CKOPOCTb MPOBEPKM 3a CHET UCKIOYEHNS
13 Hee HeKoTopbix hannos. Pannbl MCKMOYAOTCH M3 MPOBEPKU MO CreunansHoOMYy anropuTmy,
yunTbiBaroLemy gaTy Bbeinycka 6a3 Kaspersky Endpoint Security, gaty npeabigyLien nposepku ganina,
a TaKke N3MeHeHve napamMmeTpoB NPOBEpPKU. TexHornorus iSwift ABnseTca pa3suTnem TeXHONOormm
iChecker ons dannoson cuctemol NTFS.

o TexHonorus iChecker. TexHonorvs, NO3BOMNSAIOLLASA YBENTMYUTL CKOPOCTb MPOBEPKM 3a CHET
UCKIIOYEHNST U3 HEE HEKOTOPbIX dpannos. Panrnbl UCKTHOYATCA N3 NPOBEPKU MO crneunanbHOMY
anropuTMy, yuuTbiBaroLLeMy AaTty Bbinycka 6a3 Kaspersky Endpoint Security, gaty npeabigywien
npoBepkn darna, a Takke N3aMeHeHne HacTpoek nposepku. TexHonorust iChecker umeet
orpaHu4yeHme: oHa He paboTaeT ¢ annamm 6onbLLIMX pa3MepoB, a KPOME TOro, MPMMEHNMA TOMBbKO K
haninam ¢ N3BeCTHOWM NporpaMmme CTPyKTypou (Hanpumep, Kk dpannam dopmata EXE, DLL, LNK, TTF,
INF, SYS, COM, CHM, ZIP, RAR).

COXpaHVITe BHECEHHbIE NSMEHEHUA.
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OnTumunsauma nposepku channos

Bbl MOXeTe onTuMmnaMpoBaTb NPOBEPKY hanroB KOMNOHEHTOM 3alumTa OT hannoBbIX Yrpo3: COKpaTUTbL BpeMs
NPOBEPKN 1 YBENUUUTL CKOPOCTb paboTkl Kaspersky Endpoint Security. 3Toro MoXxHo 4OCTWYb, €Cnu NPoBepATh
TONbLKO HOBbIE (halrnbl 1 Te ainbl, KOTOpblEe U3MEHUMUCL C MOMEHTa UX NpeabiayLero aHanumaa. Takon pexum
NPOBEPKN pacnpoCTpaHAETCS Kak Ha NPOCTble, Tak U Ha COCTaBHble dannbl.

Bbl Takke MOXeTe BKNOYUTb NCMNoNb3oBaHue TexHornorun iChecker n iSwift (cm. pasgen "cnonb3oBaHue
TEXHONOrMIA NPOBepPKN B paboTe KOMMNOHeHTa 3alymTa OT hainoBbiX yrpo3” Ha cTp. 120), KoTopble NO3BONSAOT
ONTUMM3NPOBATb CKOPOCTb NPOBEPKN (harnoB 3a CHET UCKMNIOYEHUS U3 NPOBEPKM PaNIIOB, HE N3MEHEHHbIX C
MOMEHTa MX NOCMeaHEN NPOBEPKU.

» Umobsbi onmumu3uposams rposepKy ¢halinios, ebirnofHUmMe criedyrowjue delicmeus:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE HA KHOMKY 1o}

2. B okHe napameTtpoB nporpammbl BeibepuTe pasgen basosas 3awmTta — 3awmta oT pannoBbIX Yrpos.
3. Haxwmute Ha kHonky PaclumpeHHasa HacTpownka.
4

B 6noke OnTuMusaumsa npoBepkn yctaHoBute donaxok MpoBepATb TONbKO HOBbIE U USMEHEHHbIE
¢annbi.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

lNMpoBepka cocTaBHbLIX hannos

PacnpocTpaHeHHO NpaKTUKOM COKPbITUS BUPYCOB U APYTUX NPOrpaMM, NpeacTaBnsaoLwmx yrposy, siBnseTcs
BHEApPEHME X B COCTaBHbIE pansibl, HANpMMep, apxmebl U 6a3sbl 4aHHbIX. YTO6bI 0OHAPYXNUTb CKPbITbIE TAKUM
obpa3om BUpYCbl 1 Apyr1e nporpammbl, NpeacTaBnsitoLLmne yrpo3y, COCTaBHON haiin Hy>KHO pacnakoBaTb, YTO
MOXXET MPUBECTM K CHUKEHWNIO CKOPOCTU NPOBEPKMN. Bbl MOXETE OrpaHUunTb TUMbl NPOBEPSIEMbBIX COCTaBHbIX
hannos, Takum 06pa3omM YBENMNUYUB CKOPOCTb NMPOBEPKMU.

Cnocob o6paboTkM 3apaKeHHOro coCTaBHOro darna (fieyeHne unm yganeHune) 3aBucut ot Tuna dganna.
KomnoHeHT 3alumTta oT hannoBbIxX Yrpo3 Neunt coctaBHble dannbl hopmatoB RAR, ARJ, ZIP, CAB, LHA n
yoanseT cainbl Bcex ocTarnbHbIX popmaToB (KpoMe NoYvToBbIX 6a3).

» YmobbI Hacmpoumb rPoeepKy cocmasHbix ¢halisios, 8binosiHUMe criedyrouue delicmeus:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 103

2. B okHe napameTtpoB nporpammel BeibepuTe pa3gen basosas sawmTta — 3awmTa oT pannoBbIX Yrpos.
3. Haxwmute Ha kHONKy PacwumpeHHasa HacTpouka.
4

B 6noke MNMpoBepka cocTaBHbIX PANNOB YKaXUTE, Kakne CoCTaBHble Pansbl Bbl XOTUTE NPOBEPSITH:
apXuBbl, YCTAHOBOYHbIE NakeTbl U dannsl 0PUCHbIX HPOPMaTOB.

5. Ecnu pexvm npoBepKM TOMNbKO HOBbLIX M U3MEHEHHBIX (halinioB BbIKNOYEH (CM. pa3gen "Ontumusaums
npoBepkn hannos" Ha cTp. 121), HacTponTe NnapaMeTpbl MPOBEPKM KaXKA0ro TUna COCTaBHbIX hannos:
npoBepka Bcex hannos aTOro TMna unm TosibKo HOBbIX hannos.

Ecnv pexxvm npoBepkn TOMNbKO HOBBIX M 3MEHEHHBIX hannos BkodeH, Kaspersky Endpoint Security
NpoBepsiET TOJTbKO HOBbIE N U3MEHEHHbIE (Dalnbl BCEX TUMOB COCTaBHbIX (halnos.
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6. HacTpowite gononHUTeNbHbIE NAapaMeTpbl NPOBEPKN COCTaBHLIX (haiiroB;
¢ He pacnakoBbiBaTb cocTaBHble (hainbl 6onbLIOro pasmepa.

Ecnu conaxok yctaHoBrneH, To Kaspersky Endpoint Security He npoBepsieT cocTaBHble dhansbl,
pa3Mepbl KOTOPbIX Borblle 3a4aHHOIO 3HAYEHMUS.

Ecnu donaxok cHaT, Kaspersky Endpoint Security npoeepsieT coctaBHble dhannbl Ntoboro pasmepa.

Kaspersky Endpoint Security npoepseT dansnbl 60MnbLUMX pa3MepoB, U3BMEYEHHbIE U3 apXMBOB,
He3aBUCKMMO OT TOro, yCTaHOBIMEH nu donaxok He pacnakoBbIiBaTb cOCTaBHbIe hansibl
6onbLloro pasmepa.

o PacnakoBbiBaTb cocTaBHble pannbl B (POHOBOM pexume.

Ecnu cdonaxok yctaHoBneH, Kaspersky Endpoint Security npegoctaBnseT gOCTYN K COCTaBHbIM
dannam, pasmep KOTopbIX NpeBbilaeT 3afaHHoe 3Ha4YeHne, 40 NPOoBEPKM 3TuX dannos. [pu aTom
Kaspersky Endpoint Security B ooHOBOM pexume pacnakoBbiBaeT Y NPOBEPSIET COCTaBHblE hannbl.

Kaspersky Endpoint Security npegoctaBnseT 4oCTyn K COCTaBHbIM chainam, pasmep KOTOPbIX MEHbLLE
OaHHOro 3Ha4YeHwus1, TOMNbKO NOCIEe pacnakoBKM U MPOBEPKN 3TUX hannos.

Ecnu cdonaxok cHaT, Kaspersky Endpoint Security npegocraensieT 4ocTyn K cocTaBHbIM harinam
TONbKO MOCME pacnakoBKM U NPOBEPKKN hannos noboro pasmepa.

7. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

U3meHeHuMe pexnuma npoBepKu hannos

Moa pexxumom riposepku nofpasyMeBaeTcs yCrioBme, nNpy KOTOPOM KOMMOHEHT 3almTa oT (halinoBbIX yrpo3
HauyMHaeT npoBepATb dannbl. Mo ymonyaHuio Kaspersky Endpoint Security ucnonbsyet nHtennektyanbHbii
pexum npoBepkn annos. PaboTtasa B 3TOM pexnme NpoBepku dhannos, KOMMOHEHT 3almnta oT hannoBbIX yrpo3
NPUHMMAET peLleHNe o NpoBepKe halnoB Ha OCHOBaHWM aHanu3a onepauuii, KOTopble Nornb3oBaTenb, NporpaMmma
OT MMeHWM norb3oBaTens (NoA y4eTHbIMU AaHHBIMU KOTOPOTrO Obln OCYLLECTBIEH BXO B ONEPALMOHHYO CUCTEMY
U1 gpyroro nonb3oBaTens) unm onepaumoHHas cuctemMa BbINonHAET Hag dpavnamu. Hanpumep, paboTas ¢
aokymeHTom Microsoft Office Word, Kaspersky Endpoint Security nposepseT caiin npy nepsom OTKpbITUN 1 Npn
nocrnegHeM 3akpbiTuK. Bce npomexyTouHble onepaumm nepesanvcu daina us NpoBEPKU NCKIHYaoTCs.

» Umobbi uaMeHUMb pexxuM rnpPoe8ePKU ¢halisios, ebirnosiHume credyroujue delicmeus:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY o}

2. B okHe napameTtpoB nporpamMmebl BeibepuTe pa3gen basosas sawmTta — 3awmTa oT pannoBbIX Yrpos.
3. Haxmute Ha kHONKy PacwumpeHHasa HacTpouka.

4. B 6rnoke Pexxum npoBepKn BLIOEPUTE HYXHbIA PEXNM:

o HMHTennektyanbHbIN. Pexvum npoBepku, Npy KOTOPOM 3alumTa OT (haninoBbiX Yrpo3 NpoBepsaeT
0OBEKT HA OCHOBaHWM aHanu3a onepauui, BeINOMHAEMbIX Hag o6bekToM. Hanpumep, npu paboTe ¢
nokymeHTom Microsoft Office Kaspersky Endpoint Security npoepsieT dhann npm nepBom OTKPbITUM 1
npv nocnegHeM 3akpbiTun. Bce npoMexyToyHble onepaunm nepesanvcu davna U3 npoBepKu
NCKIIOYaloTCS.

e [pu goctyne 1 uameHeHUN. Pexnm NpoBepkn, Npu KOTOpoM 3allmTa OT haiinoBbIX yrpo3 NpoBepsieT
06BEKTbI NMPU MOMbITKE UX OTKPbITh UMW U3MEHUTD.
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e [pwu pocTyne. PexumM npoBepku, Npu KOTOpoM 3alluTa OT (halnoBbIX Yrpo3 NpoBepsieT 06 beKThI
TOMbKO MPY MOMbLITKE UX OTKPbITh.

e [pwu BbINoNHeHUU. Pexvim NpoBepku, Npy KOTOPoM 3aLuTa oT aiinoBbIX Yrpo3 NpPoBeEPSeT OGBLEKTI
TOMbKO MPY MOMbLITKE UX 3aMyCTUTb.

5. COXpaHVITe BHECEHHbIE NSMEHEHUA.
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3awuTa oT BeO-yrpos

KomnoHeHT 3awmTa oT Be6-yrpo3 npeaoTBpallaeT 3arpy3ky BPEAOHOCHbIX (DalinoB U3 MHTEPHETA, a Takke
GrokmpyeT BpeAOHOCHbIE N PULLNHIOBbIE BeO-canTbl. KOMNOHEHT obecneynBaeT 3almTy KOMMbOTEPA C MOMOLLBIO
aHTUBUPYCHbIX 6a3, obnayvHon cryx6bl Kaspersky Security Network (cM. pasgen "BkntoveHve 1 BblKodeHne
ncnonb3oBaHusa Kaspersky Security Network™ Ha cTp. 89) 1 aBpuCTMYECKOro aHanumaa.

Kaspersky Endpoint Security nposepsieT HTTP-, HTTPS- u FTP-Tpaduk. Kaspersky Endpoint Security nposepsieT
URL- n IP-agpeca. Bbl MoxeTe 3agatb nopThl, koTopble Kaspersky Endpoint Security 6ygeT koHTponvpoBaTb, (CM.
pa3gen "KoHTponb ceTeBbIx NOPTOB" Ha cTp. 189) unu BoibpaTb BCe NOPThI.

Ona koHTpona HTTPS-Tpaduka Hy>HO BKNIOYUTL NPOBEPKY 3aLLMLLEHHbIX COeaUHEHUI (CM. pa3aen
"HacTpovika napameTpoB NPOBEPKN 3aLMLLEHHBIX COeaUHEHMI" Ha CTp. 146).

Mpun nonbITke NONb30BaTENS OTKPbITh BPEAOHOCHbLIN Unn uwmnHrosbiv Beb-cant, Kaspersky Endpoint Security
3abrokvMpyeT 4OCTYN U NOKaXeT npegynpexgeHne (CM. puc. HKe).

| [Joctyn 3anpelleH

3anpawwvsaeMblii Beb-aapec He MoXeT ObiTh
npeAocTaBieH.

http://kl-test-page.avp.rufeicar/download/eicar.com.txt

MpuunHa:

obbekT 2apaxeH EICAR-Test-File

lkaspersky

PucyHok 17.  CoobLieHre o 3anpeTe gocTyna kK Beb-canty
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BknioyeHune U BbiKrnoYeHue 3awmTbl OT Be6—yrp03

Mo ymonyaHuio KOMMOHEHT 3alumTa OT Be6-yrpo3 BkMOYEH 1 paboTaeT B peKOMEHAOBAHHOM crieuuanmncTamm
"INabopaTopun Kacnepckoro" pexume. na paboTel 3awutsl oT Beb-yrpo3 Kaspersky Endpoint Security
NpUMeHSIET pasHble Habopbl HacTpoek. Habopbl HACTPOEK, COXpPaHEHHbIE B MPOrpamMme, Ha3blBaTCS yPOBHAMU
6esonacHocmu: Beicoknin, Pekomenayembin, Huskuin. NapameTtpbl ypoBHA Be3onacHocTu Beb-Tpaduka
PekomeHAyeMbIN CHMTAOTCA ONTUMAarbHBIMW, OHW PeKoMeHOOoBaHbl cneuuanuctamu "flabopatopun
Kacnepckoro" (cm. Tabnuuy Hwke). Bbl MoxeTe BbiOpaTh OAMH 13 NpedyCTaHOBMNEHHbIX ypoBHEN Ge30nacHOCTH
Beb-Tpadumka, nonyyaembix unu nepegasaembix no npotokonam HTTP u FTP, unu HacTponTtb ypoBeHb
©e3onacHocTn Beb-Tpadumka camocToaTesnbHo. ocne Toro Kak Bbl USMEHWUN NapaMeTpbl YpoBHsSI 6e30nacHoCTU
BeO-Tpadhmka, Bbl BCerga MoxeTte BEPHYTbCA K peKOMeHOyeMbIM napameTpaM ypoBHS 6e3onacHoCTu
Beb-Tpaduka.

»  UYmobbi 8xkIr4YUMb UMU 8bIKIHYUMb KOMIOHEHM 3awuma om 8eb-yepo3 ebinosiHume credyroujue
deticmeusi:

B rmaBHOM OKHe Nporpammbl HOXXMMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen bazoBas sawmta — 3awmrta oT Be6-yrpos.

Vicnonb3ynTte nepeknovaTtens 3awmTra oT Be6-yrpo3s, 4Tobbl BKIHOUYNTL UK BbIKITHOUYNTE KOMMOHEHT.

A WD P

Ecnv Bbl BKIIOYMIM KOMMOHEHT, B 6510Ke YpOBeHb 6€30nacHOCTMU BbINOITHUTE OO4HO U3 CeayLmnx
JEenCcTBUN:

e Ecnu Bbl XOTUTE NPUMEHUTb OOUH 13 NPEeAyCTaHOBMEHHbIX YpOoBHeN 6e3onacHocTH, BbibepuTe ero npu
MOMOLLU MON3yHKa:

o Bbicokun. YpoBeHb Be3onacHocTv Beb-Tpaduka, npy KOTOPOM KOMMOHEHT 3alumTa oT Beb-yrpos
MaKcMMarbHO NpoBepsieT BeO-Tpadmk, NOCTynaoLwmmn Ha kKomnbotep no HTTP- un
FTP-npoTtokonam. 3awmTa ot Beb-yrpo3 AetansHO NpoBepseT Bce 00bekThbl BEG-Tpadmka,
ncnone3ys NonHbl Habop 6a3 NporpamMMbl, @ TAKKE BbINOMHSAET MaKCMMarbHO
rnybOoKMIN 9BPUCTUHECKUA aHanNus.

o PekomeHayembIn. YpoBeHb Ge3onacHocTu BeO-Tpaduka, obecrnevmBaomnii onTuMarnbsHbIn
BanaHc mexay npoussoguTeneHocTbio Kaspersky Endpoint Security n 6esonacHocTbio
BeO-Tpadmka. KomnoHeHT 3awwuta oT Be6-yrpo3 BbIMOMTHAET 3BPUCTUYECKMI aHanmM3 Ha cpegHeM
YPOBHe. OTOT ypoBeHb Ge3onacHocTu Beb-Tpadmka pekoMeHZ0BaH Ans MCNOMb30BaHNS
cneumnanuctamu "Jlabopatopum Kacnepckoro”. 3HayeHns napameTpoB Ang peKOMeHOYEMOro
YPOBHs1 6e30nacHOCTM cM. B Tabnuue Huxe.
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o  Huszkmn. YpoeeHb 6e3onacHocTu BeG-Tpadmka, napameTpbl KOToporo obecneynsatoT
MaKcUMaribHY CKOpOCTb NpoBepkun Beb-Tpadhmka. KomnoHeHT 3awuta ot Be6-yrpo3 BbINOMHAET
3BPUCTUYECKNI aHann3 Ha NOBEPXHOCTHOM YPOBHE.

e Ecnu Bbl xoTuTe HaCTpOUTb YpOBEHb ©e30nacHOCTU CaMOCTOSITENTbHO, HAXXMUTE Ha KHOMKY
Pacumpel-u-la;l HaCTpOVIKa W 3aganTte napamMmeTpbl pa6OTbI KOMMOHEHTA.

Bbl MOXeTe BOCCTaHOBUTL 3HAYEHUS npeaycraHoOBI1€HHbIX ypOBHeVI ©e30nacHOCTU MO KHOMKe
BoccTtaHOoBUTbL peKOMer,yeMblﬁ YPOBEHb 6e3onacHocTU B BerHeIZ 4YacCTu OKHa.

5. COXpaHMTe BHECEHHbIE N3SMEHEHUA.

Tabnuya 10.

lNapamempel Sawumesl om 8eb-y2po3, pekomeHO08aHHbIe crieyuanucmamu
"[Tabopamopuu Kacnepckoao"”, (pekomeHO08aHHbIU yposeHb be3ornacHocmu)

MapameTp

3HauyeHue

OnucaHue

MpoBepAaTbL Be6G-aapec no
0a3e BpeAOHOCHbIX
Beb-apgpecoB

Bkn

MpoBepka cChbiNoK Ha NpUHaaNEeXHOCTb k 6ase
BpPeOOoHOCHLIX BeG-aapecoB No3BoONsieT OTCNeanTb
Beb-caliTbl, KOTOPblE HAXOAATCA B CrIMCKE 3anpeLleHHbIX
Beb-agpecoB. basa BpeaoHOCHbIX BeG-aapecoB
dopmumpyetcsa cneumanuctamm "labopatopum
Kacnepckoro", BXoauT B KOMMNMEKT MOCTaBKW NPOrpaMmbl 1
nononHsieTcst npn obHoeneHmn 6a3 Kaspersky Endpoint
Security.

MpoBepAaTbL Be6-agpec no
6ase pULIMHIOBbIX
Beb-apgpecoB

Bkn

B coctaB 6a3bl QULINHIOBLIX BEG-aapecoB BKITHOUEHbDI
Beb-afpeca N3BECTHbIX Ha HacTosLee BpeMs Be6-CanTos,
KOTOpbIE UCMONb3YOTCS AN MULLIMHT-aTaK.

ba3sy puwmHroBLIx BEG-aapecoB cneumanncTbl
"NabopaTopum Kacnepckoro" nononHsoT Be6-agpecamu,
npegocTaBneHHbIMN MeXayHapogHON opraHmM3auunein no
6opbbe ¢ puwmHrom The Anti-Phishing Working Group.
basa dmwmnHroebix Be6-agpecoB BXOOUT B KOMMIEKT
MoCTaBKM NPOrpamMmbl U NONonHseTcs Npy obHoBRNeHNM 6a3
Kaspersky Endpoint Security.

Ucnonb3oBatb
3BPUCTUYECKMIA aHanu3
(BawmTa ot BeO-yrpos)

CpepgHun

TexHonorma obHapy>XeHUs yrpos, KOTopble HEBO3MOXHO
onpeaenuTb C NOMOLLIbIO TeKyLLer Bepcumn 6a3 nporpamm
"NabopaTopumn Kacnepckoro". lNo3Bonset HaxoauTb daninsl,
KOTOpbl€ MOTYT coAepXaTb HEM3BECTHbIN BUPYC UITN HOBYIO
MoamMdmKaumio N3BECTHOIO BMpYCa.

Bo Bpems npoBepku BeG-Tpadhmka Ha Hann4yne BUPYCOB U
Opyrvx NporpaMmm, NpeacTaBnsAoLWwmx yrposy aBpUCTUYECKIN
aHanun3aTop BbINOTHAET UHCTPYKLMKU B UCTIONHSEMbIX
dannax. Konnyectso UHCTPYKLUNIA, KOTOPbIE BLIMOMHAET
3BPUCTUYECKMIA aHanNM3aTop, 3aBUCUT OT 3a4aHHOMO YPOBHS
3BPUCTUYECKOIO aHanu3a. YpoBeHb 3BPUCTUYECKOTO
aHanusa obecneunBaeT banaHc mexay TWaTenbHOCTbI0
MOMCKa HOBBIX YrpO3, CTEMEHBIO 3arpy3ku pecypcoB
ONepaLVOHHON CUCTEMBI U OJIUTENBbHOCTBIO 3BPUCTUYECKOTO
aHanusa.
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MapameTp 3HayeHune OnucaHue

Ucnonb3oBaTtb Bkn TexHonorusa o6Hapy>eHns yrpo3, KOTopble HEBO3MOXHO
3BPUCTUYECKUIA aHanu3 onpeaennTb C MOMOLLbIO TekyLLen Bepcuu 6a3 nporpaMmm
(AHTU-PULLIKHT) "IlabopaTopun Kacnepckoro". lNMo3sonsieT HaxoanTb chansl,

KOTOpble MOIyT cogepxaTtb HEN3BECTHbIN BMpPYC U1 HOBYHO
MO,EI,I/Id)I/IKaLI,I/IPO M3BECTHOIo BMpyca.

Oewcteure npu 3anpewaTtb Ecnu BbIGpaH 3TOT BapuaHT, TO B criy4ae obHapyXeHus B
OoGHapyXeHun yrposbl 3arpysky BeO-Tpadmke 3apakeHHOro 06bekTa KOMMNOHEHT 3alyuTa oT
BeO-yrpo3 6rokupyeT JOCTyN K 06beKTy 1 NokasbiBaeT
coobueHne B Gpay3sepe.

N3meHeHMne oencTBUA Hag BPpe4OHOCHbIMU OO beKTaMm
BeO-Tpaduka

Mo ymonyaHuio B criydae obHapyxeHus B BeO-Tpadmke 3apakeHHOro o0bekTa KOMNoHeHT 3alumta oT Beb-yrpos3
OnoKMpyeT 4OCTYN K OOBHEKTY U BIBOAUT Ha SKpPaH OKHO YBEe4OMIIEHUS O BrIOKMPOBKE.

» UYmobsi usmeHums Oeticmeaue Had 8pedoHOCHbLIMU 06 bekmamu eeb-mpacghuka, 8bInosIHUmMe
cnedyrouwue delicmeus:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpammebl Bbibepute pasnen basoBas 3awmrta — 3awmra oT Be6-yrpos.

3. B 6noke [encTtBme npu obHapyXeHUn yrpo3bl BbibepuTe BapaHT OencTBus, kotopoe Kaspersky
Endpoint Security BbinonHseT Hag BpeaoHOCHbIMY 00bekTamu Beb-Tpadmka:

e 3anpewartb 3arpy3ky. Ecnu BbibpaH 3TOT BapuaHT, TO B criydae obHapyxeHus B Beb-Tpaduke
3apa)keHHOro 00bLeKTa KOMMNOHEHT 3alumTa oT BeE6-yrpo3 6nokMpyeT 4OCTyn K 0ObEKTY 1 NokasbiBaeT
coobuieHune B Gpaysepe.

e WHdpopmupoBaTtb. Ecnun BoiOpaH 3TOT BapuaHT, TO B crlydae obHapyxeHus B Beb-Tpadmke
3apakeHHoro oobekrta, Kaspersky Endpoint Security paspeluaet 3arpy3ky aToro obbekra Ha
KOMMNbOTEP 1 fobaBNsieT MHOPMaLUIO O 3apaXXeHHOM 0ObEKTE B CMIUCOK aKTUBHbIX YIPo3.

4, CoxpaHuTe BHECEHHbIE U3MEHEHUS.

lNMpoBepkKa cCbISIOK No 6azam PULLNHIOBLIX U
BpeAOHOCHbLIX Beb-aapecoB

lMpoBepKa CChINOK Ha NPUHAAMEXHOCTb K (OULLNMHIOBLIM BeO-aapecam no3sonsieT n3bexartb huiuH208bIX amak.
YacTHbIM NpUMEPOM (OULLIMHIOBBIX aTak MOXET CIY>XUTb COOBLLIEHNE 3MEKTPOHHOM NOYTbI IKOObI OT DaHKa,
KITMEHTOM KOTOPOro Bbl SABMSIETECH, CO CChINKON Ha odumumManbHbI Be6-canT GaHKa B UHTEPHETE.
Bocnonb3oBaBLUXCE CCLINKOW, Bbl MOMagaeTe Ha TOYHYHO Konuio BeG-canTa 6aHka 1 Jaxe MoXeTe BUAETb €ro
BeG-agpec B bpaysepe, 0gHaKO HaxoauTecb Ha PUKTMBHOM Beb-cariTe. Bce Balwm ganbHenwne gencTens Ha
BeO-canTe OTCNeXunBaTCsa U MOryT BbITb MCNOMNBb30BaHbI 1151 KpaXn BalLMX OEHEXHbIX CPEACTB.

MockonbKy ccbinika Ha (PULIMHIOBLIN BEG-CAaNT MOXET COOEPXKaTbCA HE TOMBKO B COOOLLEHNM SITEKTPOHHOM NOYTHI,
HO 1, Hanpumep, B TekcTe |CQ-coobLyeHnsi, KOMNOHEHT 3alymTa oT BeD-yrpo3 OTCreXuBaeT NoNbITKM NEPenTH Ha
PULLIMHIOBBIN BED-CaNT Ha ypOBHE MPOBEpKM BeD-Tpadmka n 6nokupyeT SOCTyn K Takum Beb-canTam. Cnnckm
uIMHroBbIX BEG-aapecoB BKITOYEHbI B KOMNIEKT noctaBkn Kaspersky Endpoint Security.
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» 4Ymobbl Hacmpoume nMposepKy KOMMNoHeHmMom 3awjuma om eeb-y2p0o3 cChIfIoK Mo bazam
puLUH208bIX U 8peOOHOCHbIX 8eb-adpecos, 8birnoiHuUme credyroujue delicmeusi:

1
2
3.
4

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}

B okHe napameTpoB nporpammbl BbibepuTe pasaen basoBas 3awmta — 3awuTa oT Be6-yrpos.

HaxmuTe Ha kHonky PaclumpeHHasi HacTpouka.

BbinonHuTe cnenytolie AencTBuS:

B 6noke MeToabl npoBepku yctaHoBute chraxok NMpoBepATbL Be6-agpec no 6ase BpeAOHOCHbIX
BeG-aapecoB, ecniv Bbl XOTUTE, YTOObI KOMMOHEHT 3aLLmTa OT BeED-Yrpo3 NpoBepsin CCbinkv no 6asam
BpeAoOHOCHbIX BeG-aapecoB. MpoBepka CCbINOK Ha NPUHAAEXHOCTb K 6a3e BpeAOHOCHbIX
Beb-agpecoB No3BOMSET OTCNeauTb BeB-CanThl, KOTOPbIE HAXOOATCSA B CNIUCKE 3anpeLleHHbIX
Beb-agpecoB. ba3a BpegoHocHbIX BeG-agpecos hopmupyeTcs cneuunanuctamu "lMabopatopum
Kacnepckoro", BXoauT B KOMMNEKT MOCTaBKU NpOrpaMMbl U NOMONHAETCA npu obHoBNeHun 6a3
Kaspersky Endpoint Security.

Kaspersky Endpoint Security npoBepseT Bce ccbinku no 6a3am BpeaoHOCHbIX BEG-aapecoB.
MapameTpbl NPOBEPKM 3aLLMLLEHHBIX COEANHEHWUI NPOrPaMMbl HE BMUSIOT Ha MPOBEPKY CCbINOK.
To ecTb, ecnv NpoBepka 3aLlMLLEHHbIX COeAMHEHUI BblKModeHa (cMm. pasgen "HacTtporika
napamMeTpoB NMPOBEPKM 3aLLMLLEHHbIX coeauHeHnn” Ha cTp. 146), Kaspersky Endpoint Security
npoBepsieT CChINkN N0 6a3aM BpegoHOCHbIX BEG-agpecoB, faxe ecrnn ceTeBomn Tpadumk

nepenaeTcd no 3aueHHoOMYy CoeaUHEHMIO.

B 6noke AHTU-®PuuKMHr ycTaHoBuTe hnaxok NpoBepATb Be6-agpec no 6ase PULLMHIOBbIX
Beb-agpecoB, eCnu Bbl XOTUTE, YTOObI KOMNOHEHT 3alimTa OT BED-yrpo3 NpoBepsis CChIfkX Mo

0asam cumwnHroebix Be6-agpecoB. B coctaB 6a3bl pumwmHroBbix Be6-agpecoB BKOYEHbI BEG-agpeca
M3BECTHbIX Ha HacTosiLee BpeMsl BED-CaTOB, KOTOPbIE UCMONb3YIOTCA ANst PULLMHT-aTaK.

Bbasy umwmHroBkix Be6-agpecos cneumanucTsl "fllabopatopumn Kacnepckoro" nonosnHsawoT
Beb-agpecamn, NpeaocTaBneHHbIMU MEXOYHAPOAHOM opraHu3almen no 6opbbe ¢ puimHrom The
Anti-Phishing Working Group. ba3a ¢uwnHroebix Be6-agpecoB BXOOUT B KOMMITEKT NOCTABKM
nporpaMmbl 1 nonosHsieTca npu obHoenenun 6a3 Kaspersky Endpoint Security.

[na npoBepKM CChINOK Bbl TAKKE MOXETE MCNONb30BaThk penyTaLmoHHble 6a3bl Kaspersky
Security Network (cm. pasagen "BkrtoyeHne 1 BbIKIMoYeHne ncnonb3oBaHns Kaspersky Security
Network" Ha cTp. 89).

5. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Ucnonb3oBaHMe 3BPUCTUYECKOIro aHanusa B pabote
KOMMOHeHTa 3awuTa oT Beb-yrpos

YUTo6bl NOBLICUTL 3PPEKTUBHOCTL 3aLLMTLI, Bbl MOXKETE UCMONb30BaTh 3BPUCTUHECKNA aHanm3. B npouecce
aBpucTnyeckoro aHanmaa Kaspersky Endpoint Security aHanuanpyeT akTMBHOCTb, KOTOPYIO NpOrpaMmbl
Npon3BOaAT B ONEPALMOHHON CUCTEME. OBPUCTUHECKMI aHaNM3 No3BONseT 0OHapyXmnBaTh yrpo3bl, 3annucen o
KOTOpbIX eLle HeT B 6a3ax Kaspersky Endpoint Security.
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» Umobbi Hacmpoume UCMNONb308aHUE 38PUCMUYECKO20 aHasu3a, 8blrnosiHuUme credyroujue
deticmeusi:

B rmaBHOM OKkHe NporpamMmmbl HAXXMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasaen basoBas 3awmta — 3awuTa oT Be6-yrpos.

HaxmuTe Ha kHonky PaclumpeHHasi HacTpouka.

P w DR

B 6noke MeToabl npoBepku ycTaHoBuTe chriaxxok Mcnonb3oBaTb 3BPUCTUYECKMIA aHANU3, eCu Bbl
XO0TUTE, YTOObI NpOrpaMma 1cnonb3oBana 3BpUCTUYECKUIA aHan13 Npyu NpoBepke Beb-Tpaduka Ha
Hanuyne BUPYCOB M APYrnx nporpaMmm, npegcrasnsaowmx yrpody. [lanee npm nomoLu nonsyHka sagavre
YpOBEHb 3BpUCTMHECKOrO aHanu3a: NoBepxHOCTHbIN, CpeaHui unu My6okun.

5. B 6noke AHTU-®UWKHr ycTaHoBUTE hriaxkok Mcnonb3oBaTb 3BPUCTUYECKUIA aHANMU3, eci Bbl XOTUTE,
4TOObI NpOrpaMma Mcnorb3oBana 3BPUCTUYECKUA aHaNn3 Npu NPoBepKe BEO-CTpaHUL, Ha Hanuume
PULLNHIOBBIX CChINOK.

6. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

dopmMMpoBaHMe cnmcka AoBepeHHbIX Beb-aapecoB

Bbl MOXxeTe chopmmpoBaTb CNUCOK BED-aapecoB, coaepXaHno KOTOpbIX Bbl JoBepsieTe. KoMnoHeHT 3awmTta ot
BeO-yrpo3 He aHanu3vpyeT MHOPMaLMIO, MOCTYNaKLLYH C A0OBEPEHHbLIX BEG-aapecos, Ha NPUCYTCTBUE BMPYCOB U
OPYrMx nporpamm, NPeACcTaBnsloLWLmX yrpody. Takas BO3MOXHOCTb MOXET ObITb MCNOMb30BaHa, HanpuMep, B TOM
cny4yae, ecnun KOMMNOHEHT 3awmTa oT Be6-yrpo3 NpenaTcTBYET 3arpy3ke harina ¢ n3BecTHoro Bam Beb-canTa.

MNop BeG-agpecom nogpasymeBaeTcs afpec Kak oTaenbHoi Be6-cTpaHuLbl, Tak 1 Be6-caiTa.

» Ymobsi cchopmuposame criucok dogepeHHbIX 8eb-adpecos, 8birnosHume credyroujue 0elicmeusi:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 103

2. B okHe napameTtpoB nporpammebl BeibepuTe pa3gen basosas sawmTta — 3awmTa oT Be6-yrpoas.
3. Haxwmute Ha kHONKy PacwumpeHHasa HacTpouka.

4. YctaHoBute chnaxok He npoBepaTb Be6-Tpahmk ¢ JOBepeHHbIX Be6-aapecoB.

Ecnu conaxok ycTaHOBMEH, KOMMOHEHT 3alumTa OT BeB-yrpo3 He NPOBEPSIET COAEPKUMOE

Beb-cTpaHuy / Be6-canToB, agpeca KOTOpbIX BKMOYEHbI B CMIMCOK JOBEPEHHbIX BE6-aapecoB. Bl MoxeTe
[o06aBnTb B CMNCOK AOBEPEHHBIX BED-aapecoB Kak KOHKPETHLIN agpec Beb-cTpaHuubl / Beb-caliTa, Tak u
Macky agpeca Beb-cTpaHuubl / Beb-canTa.

5. CdopmupywnTte cnnucok agpecoB Beb-cantoB / BEH-CTpaHuWL, COAEPXUMOMY KOTOPbIX Bbl JOBEPSAETE.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWS.
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3awumTa oT NOYTOBLIX Yrpo3

KomnoHeHT 3alumTa OT NOYTOBbIX YrPO3 NPOBEPSET BIIOXKEHNSA BXOOSALUMX U UCXOOALLMX COOOLLEHWNI 3MEeKTPOHHON
NoYTbl HA HanuuMe B HUX BUPYCOB U ApYrMxX Nporpamm, NpeacTaBnsaowmx yrposdy. Takke KOMNOHEHT nposBepseT
coo0LLeHMs Ha Hannyne BpeAoHOCHbIX Y (OULLMHIOBBIX CCbINMOK. [10 yMONYaHWio KOMMOHEHT 3alumTa OT MOYTOBbIX
Yrpo3 NoCTOSHHO HAXOAMTCSl B ONepaTUBHON NaMsaTH KOMMNbIOTEPa M NpoBepsieT BCe COObLLEHUS, nonyYyaemMble unm
otnpaendemble no npotokonam POP3, SMTP, IMAP, NNTP unu B noutosom knueHTe Microsoft Office Outlook
(MAPI). KoMnoHeHT obecneynBaeT 3aLLmTy KOMMbOTEPA C MOMOLLbIO aHTUBUPYCHbIX 6a3, o6nadvHomn cnyxobl
Kaspersky Security Network (cm. pasgen "BkrtoyeHune v BoiknioveHne ncnonb3oBaHuns Kaspersky Security
Network™" Ha cTp. 89) n 3BpMCTUYECKOro aHanu3a.

KomnoHeHT 3alumta OT NoYTOBbIX YIrPO3 HE NPOBEPSIET COOBLLLEHNS, €CMNN MOYTOBLIN KIUEHT OTKPbIT B
Opaysepe.

Mpn oBHapyxeHn BpeaoHoCHoro danna Bo BnoxeHun Kaspersky Endpoint Security meHaeT Temy coobLieHuns:
[CoobueHmre BapaxeHo] <TeMma coobumeHmsa> WU [BapaxeHHED 00BeKT yIajieH] <TeMa CcooOmeHMI>.

KOMMNOHEHT B3anmMoaencTByeT C NOYTOBLIMU KITMEHTaMU, YCTaHOBINEHHBIMU Ha KOMMbOTEPE. [nsi NOYTOBOro
knueHTta Microsoft Office Outlook npeaycmoTpeHo paclmpeHme ¢ AoNONHUTENbHBIMW NapaMmeTpamu. Paclumpexne
KOMMOHeHTa 3almTa OT NOYTOBLIX Yrpo3 BCTpamBaeTcs B NouToBbIN KnneHT Microsoft Office Outlook Bo Bpems
yctaHoBku Kaspersky Endpoint Security.

B aTtom pasgene

BkritoueHre v BbIKMOUEHNE 3aLLMTBI OT MOUTOBBIX YTPOB ..iiieeeiieerterrreeeesssssnrenneereeeesssssnssnrereeesssnnnssneees 130
MI3meHeHWe OeNCTBUA Hag 3apaXXeHHbIMU COODLLEHNAMMN SNMEKTPOHHOM MOUTBI .uvvvnneeeerereiiiineeeeeeeeneennns 133
dopmumpoBaHmne obnacTu 3awmTbl KOMMOHEHTA 3aLnTa OT MOUTOBDBIX YTPO3..uuuuu e eeeererrreineeeeeereennnnneeens 134
[MpoBepka cocTaBHbIX PaNNOB, BMOXEHHbIX B COOOLLEHNS SNEKTPOHHOM MOUTB ..uuuneeeeeeeeiiiiieeeeeeeeenennns 135
dunbTpauuns BMOXEHNI B COOBLLEHNSX ANMEKTPOHHOM MOUTDBI...ccvvvveuiieeeeeeeeeeiiiieeeeeeeesnnnneeeeeseennnnnnneens 136

Bknio4yeHue u Bbikno4vyeHue 3awmnTbl OT NOYTOBbLIX yrpos

Mo ymonyaHuio KOMMOHEHT 3alunTa OT NOYTOBLIX YrPO3 BKIKOYEH U paboTaeT B peKOMEHOO0BaHHOM
cneuunanunctamu "Jlabopatopum Kacnepckoro” pexxume. [Ansa paboTtebl 3awmTtsbl 0T NoyToBbIX Yrpo3 Kaspersky
Endpoint Security npumeHsieT pa3Hble Habopbl HacTpoek. Habopbl HACTPOEK, COXPaHEHHbIE B MpOrpaMMme,
HasbIBalOTCHA yposHsmMuU be3zonacHocmu: Beicokun, PekomeHayembin, Huskun. MNapameTpbl ypoBHS
6e3onacHocTn No4Tbl PeKomeHagyeMbIn CHUTaOTCS ONTMMaribHbIMU, OHWM PEKOMEHA0BAHbI CneumnanmMcTamm
"INabopaTopun Kacnepckoro" (cm. Tabnuuy Huxe). Bel MoxeTe BbiOpaTh OOAUH U3 NPeyCTaHOBIIEHHbIX YPOBHEWN
6e30nacHOCTM MNOYTbI UMK HACTPOUTb YPOBEHb OE30MaCHOCTU MNOYTLI CamMOCTOoATENbHO. [locne TOro Kak Bbl
N3MEHMUIM NapamMeTpbl YpoBHSA 6e30nacHOCTM NOYThI, Bbl BCEr4a MOXETE BEPHYTHCA K PEKOMEHOYEMbIM
napameTpaM ypOBHsi 6€30MacHOCTU NOYTHI.
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»  Umobbi exkmro4YuUmMb UU 8bIKIHYUMb KOMIOHEHM 3awjuma om rno4YmoebiX y2po3 8bInosHUme
cnedyrouwjue delicmeus:

1. B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

2. B okHe napameTpos nporpamMmmbl Bbl6epVITe pasgen BazoBas 3awmTta — 3awmTa OT NOYTOBLIX yrpos.

3. |/|C|'|OJ'|b3yl71Te nepekn4arterb 3awmTa OT NOYTOBbIX yrpos, YTOObI BKMIOYUTL UMW BbIKMIOYUTL
KOMMOHEHT.

4. Ecnw Bbl BKIHOYNIN KOMMOHEHT, B Oroke YpoBeHb 6€30MacHOCTU BbINOMHUTE O4HO U3 CrEAYOLLMX
JEeNcTBun:

Ecnu BbI XOTUTE NpUMEeHNTb OOUH N3 NpenyCTtaHOBITEHHbIX ypOBHeﬁ ©e3onacHocTH, Bbl6epMTe ero npu
NOMOLLM NON3YHKa:

Bbicokun. YpoBeHb 6€30nacHOCTU NOYTbI, MPM KOTOPOM KOMMOHEHT 3alumta OT NOYTOBbIX Yrpo3
MakcMMarnbHO KOHTponupyeT coobuieHuns. KomnoHeHT 3almTta oT NoYTOBbIX Yrpo3 NpoBepsieT
BXOOSLLME N NCXogsLUMe COOBLLEHNS SNEKTPOHHOM MOYThI, @ TakKe BbINOMHAET rny6oKmn
3BPUCTUYECKUI aHann3. Bbicokmin ypoBeHb 6e30nacHOCTM NOYThLI PEKOMEHOYETCHA NPUMEHSATL ANs
paboTbl B onacHom cpefe. [MpMmepomM onacHom cpeabl MOXET CNY>XWUTb MNOAKIYEHNE K OGHOMY U3
B©ecnnaTHbIX NOYTOBLIX CEPBMCOB M3 AOMAaLLHEN ceTn, He obecneynBaroLLen LeHTpann3oBaHHOM
3aLUUTBI NOYTHI.

PekomeHayeMbiNn. YpoBeHb 6e30MacHOCTM NoYThl, 06ecnevmnBaroLLmnin onTMMarnbHbIn 6anaHc
Mexay npomseoguTenbHocTio Kaspersky Endpoint Security n 6e3onacHocTbio noyTbl. KOMNOHEHT
3awmTa OT NOYTOBbLIX YrpO3 NPOBEPSIET BXOASALLME U UCXOASALLME COOBLLEHMSA 3NEKTPOHHOM NOYTHI,
a Takke BbINOSHAET 3BPUCTMYECKNIA aHanM3 CpeaHero YpoBHS. ATOT ypoBeHb Ge3onacHoOCTH
NnoYTbl PEKOMEHAOBAH 4S5 MCNOSb30BaHUA cneunanuctamm "labopatopumn Kacnepckoro".
3HauyeHnss napaMeTpoB 4S5 PEKOMEHAYEMOrO YPOBHSI 6€30MacHOCTM CM. B Tabnuue Huxe.

Hu3kuin. YpoBeHb 6€30nacHOCTM NOYTLI, MPY KOTOPOM KOMMOHEHT 3aliuTa OT MOYTOBbIX Yrpo3
NpoBepsiET TONBbKO BXOASALLME COOBLLEHMS SMNEKTPOHHOM NOYTHI, @ TaKKe BbINOMNHSET
NOBEPXHOCTHbINA 3BPUCTUYECKMIA aHaNM3 U He NPOBEPSAET apXMBbl, BIIOXXEHHbIE B coodLweHus. Ecnin
NCMonb3yeTcst 3TOT YPOBEHb 6€30MacHOCTM NOYThI, KOMMNOHEHT 3aLLMTa OT NOYTOBbLIX Yrpo3
npoBepsieT COOBLLEHNS 3NEKTPOHHOM NMOYTLI MaKCUMarbHO ObICTPO M 3aTpaynBaeT MUHUMYM
pecypcoB onepaumoHHON cuctembl. HU3KMIA ypoBeHb 6€30nacHOCTM NOYThI pEKOMEHOYETCS
NPUMEHATb Ansi paboThl B XOPOLLIO 3alLMLLEHHON cpeae. [pumepom Takon cpefbl MOXKET CIYXUTb
nokanbHasi CETb OpraHM3aLum ¢ LieHTpanu3oBaHHbIM obecneyeHneM 6e30nacHOCTM NOYThI.

Ecnu Bbl XOTUTE HACTPOUTL YPOBEHb 6e30MacHOCTV CaMOCTOATENBHO, HAXKMUTE Ha KHOMKY
PaclumpeHHas HacTpoWKa 1 3afaite napameTpbl paboTbl KOMMOHEHTA.

Bbl MOXXeTe BOCCTAHOBUTL 3HAYEHWS NPeayCTaHOBMNEHHbIX YPOBHEN 6€30MacHOCTU MO KHOMKe
BoccTaHOBUTbL peKOMeHAYeMbIA YPOBeHb 6@30MacHOCTU B BEPXHEN YacTu OkHa.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Bawuma om noymossbix yepo3s

131



lkaspersky

Tabnuuya 11. lNMapamempsbi 3awumbl om nMoYMOoskIX yepo3, pekoMeHOo8aHHbIe crieyuanucmamu
"ITabopamopuu Kacrnepckoao"”, (pekomeHO08aHHbIU yposeHb be3ornacHocmu)
MapameTp 3HayeHune OnucaHue

O6nacTb 3awWmTbI

Bxopsiuue n
ucxoasiiue
coob6LleHunsA

Ob6nacmp 3awjumbi — 3TO 0ObEKTLI, KOTOpbIE NPOBEpPSsieT
KOMMOHEHT BO BpeMsi CBoel paboTbl: BXOAALLME U UCXOAsALLME
COOOBLLEHMS UNK TONbKO BXOASALLME COOBLLEHMS.

[ns 3aWmnTbl KOMNBLIOTEPOB 4OCTAaTOYHO NPOBEPSTH TOMBKO
BXOAsALLME COOBLLEHNS. Bbl MOXETE BKITHOUYUTE NPOBEPKY
UCXOZALMX COOBLLEHWIA AN NpedoTBpaLLeH s OTPaBKu
3apakeHHbIX (ainoB B apxuBax. Bbl Takke MoXeTe BKIMIOYNTL
NPOBEPKY UCXOASALLMX COOBLLEHNI, ECITN Bbl XOTUTE 3aMpPeTUTb
o6MeH cbalinamu onpegeneHHbIXx (opMaToB, HanpumMep, ayamo
Wnn BUAEO.

Moaknouutb
pacwmpeHue gns
Microsoft
Outlook

Bkn

Ecnu cpnaxok yctaHOBNEH, BKIHOYEHa NpoBepka coobLueHnin
ANEKTPOHHOW NOYThI, Nepedarowmuxcsa no npotokonam POP3,
SMTP, NNTP, IMAP Ha cTopoHe pacLumpeHus,
uHTerpmposaHHoro B Microsoft Outlook.

B cnyyae npoBepku NoyTbl C MOMOLLBIO pacLuMpeHns ons
Microsoft Outlook pekomeHayeTCca UCNoNb30BaTh PEXUM
kewmpoBaHusa Exchange (Cached Exchange Mode). bonee
nogpobHYyHo MHpopMaLMo 0 pexnme kelnpoBaHua Exchange m
pekoMeHaLmMKn Mo ero NCnosib30BaHMIO Bbl MOXETE HaNTK B
6ase 3HaHun Microsoft
https://technet.microsoft.com/ru-ru/library/cc179175.aspx.

MpoBepaTb
BNOXEHHble
apxuBbl

Bkn

MpoBepka apxmeoB hopmatoB RAR, ARJ, ZIP, CAB, LHA, JAR,
ICE.

MpoBepaTb
BNOXEHHble
¢annbl
¢opmartoB
Microsoft Office

Bkn

Mpoeepka cannoe Microsoft Office (DOC, DOCX, XLS, PPT un
apyrmx). K dpannam odpucHbIX popmaToB Takke OTHOCSTCS
OLE-06beKTbI.

PunbTp
BNOXEeHUun

NMepeunmeHoOBLIBaTb
BI1IOXEeHUs1
yKa3aHHbIX TUNOB

Ecnu BbIGpaH 3TOT BapmaHT, KOMMNOHEHT 3almTa OT NOYTOBbIX
Yrpo3 3aMeHseT NocneaHN CMMBOM PacLUMPEHNsT BIIOXKEHHbIX
annoB ykaszaHHbIX TUMOB Ha CMMBOS NO4YEPKNBAHMS
(Hanpumep, attachment.doc_). Takum obpasom, 4ToObI OTKPbITH
(hann, nonb3oBaTemNo HY>XHO NepeMMeHoBaTb dhann.

3awuma om no4ymossbIx y2po3
132



https://technet.microsoft.com/ru-ru/library/cc179175.aspx

lkaspersky

MapameTp 3HayeHune OnucaHue
OBPUCTUYECKUIA CpeaHum TexHonormsa o6Hapy>eHUs yrpo3, KOTopble HEBO3MOXHO
aHanus onpeaennTb C MOMOLLbIO TekyLLen Bepcumn 6a3 nporpaMmm

"NabopaTopuun Kacnepckoro". MNMo3sonset HaxoguTb channsbl,
KOTOpble MOTyT codepXXaTb HEM3BECTHbLIN BUPYC U HOBYIO
MoamMduKaLuilo N3BECTHOMO BUpYyCa.

Bo Bpems npoBepku dhannoB Ha Hannyne BPegoHOCHOrO koAa
3BPUCTUYECKUI aHaNM3aTop BbINONHAET UHCTPYKLUUN B
ucnonHsembix dpannax. Konmyectso MHCTPYKLUMIA, KOTOPbIE
BbINOMHSAET 9BPUCTUYECKUIA aHann3aTop, 3aBUCUT OT 3a4aHHOro
YPOBHS 3BPUCTUYECKOrO aHanusa. YpoBeHb 3BPUCTUYECKOTO
aHanu3a obecneunBaeT GanaHc Mexay TLWAaTENbHOCTLIO Novcka
HOBbIX YrpO3, CTEMEHbIO 3arpy3kn pecypcoB onepaunoHHON
CUCTEMbI N ANUTENBHOCTBLIO 3BPUCTUYECKOrO aHanu3sa.

HencTBue npm NeunTb; ypanatb, Mpu obHapy>xeHUn 3apakeHHOro 06beKTa BO BXOOALWEM UMK
OGHapyXeHum ecnu neyeHue ncxogswem coobieHnn Kaspersky Endpoint Security neitaetcs
yrpo3bl HEBO3MOXHO Bble4nTb OBHapyXeHHbIN 06bekT. [Nonb3oBartento byget

[OCTYNHO coobueHne ¢ 6esonacHbIM BrioxeHnem. Ecnm
BblneunTb 06bEeKT He yaanock, Kaspersky Endpoint Security
yoanseT 3apaxeHHbin 06bekT. Kaspersky Endpoint Security
[06aBnNT MHOPMALMIO O BbIMOSTHEHHOM OENCTBUN B TEMY
COOGIJ.I,GHVIHZ [BapaxeHHBM OOBEKT ynajieH] <TeMa COoODUeHMUSI>.

U3meHeHMne gencTBusa Haa 3apaXeHHbIMU COO0LeHuaMHn
3JIeKTPOHHOM NOYThbI

Mo ymonyaHuio KOMMOHEHT 3alLnTa OT NOYTOBLIX YrPO3 aBTOMATUYECKM MNbITAETCS BbleYUTb BCe 0BHapYyKeHHble
3apakeHHble COOOLLEHMS SMNEKTPOHHONM NoYThl. ECnn neyeHne HEBO3MOXHO, TO KOMMOHEHT 3aliuTa OT NOYTOBbLIX
Yrpo3 yaansieT 3apaxeHHble COOOLLEHUS SNTEKTPOHHOMN MOYTbI.

» Umobbi uameHuUMb delicmaue Had 3apaxxeHHbIMU COOBWEeHUSIMU 311EKMPOHHOU 104Ymbl, 8bIMNOSTHUME
cnedyrouwue Oelicmeus:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY o}
2. B okHe napameTtpoB nporpammebl BeibepuTe pa3gen basosas sawmTta — 3awmTa OT NOYTOBLIX Yrpos3.

3. B 6noke OencrtBue npu o6HapyxeHUMU yrpo3bl BbiOepnTe BapuaHT JENCTBUSA, KOTOPOE BbIMOSHAET
Kaspersky Endpoint Security npn o6HapyXeHun 3apaxeHHOro coobLLeHns:

o JleuuTb; yaanaTb, €eCnu fie4eHne HeBO3MOXHO. [pu oBHapyXeHUn 3apakeHHOro o6bekTa BO
BXoAsLeM unm ncxogsiiem coobuierHnmn Kaspersky Endpoint Security neiTaetcs Bbineuntb
0oBHapyXeHHbIn 06bekT. [Nonb3oBaTento OyaeT 4OCTYNHO coobuieHne ¢ 6e30nacHbIM BITOXKEHNEM.
Ecnu BbineunTb 06BbEKT He yaanoch, Kaspersky Endpoint Security yaansieT 3apaxeHHbIi 00bekT.
Kaspersky Endpoint Security o6aBuT nHcopmaumio 0 BbINOSIHEHHOM OENCTBUN B TEMY COOBLLEHUS:

[BapaxeHHBM OOBEKT ymnajieH] <TeMa COODmeHMusa>.
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¢ JleunTb; GNOKMpOBaThL, €CNU Nle4eHUe HeBO3MOXHO. Npyn oGHapyXeHUN 3apaxeHHOro ob6bLekTa Bo

Bxogswem coobuieHnn Kaspersky Endpoint Security nbitaetcs Bblneunts 06Hapy»XeHHbIN 0ObEKT.
Monb3oBaTtento 6yaeT AocTynHo coobLieHne ¢ 6e3onacHbiM BNOXeHUeM. Ecnu BbineunTb 06beKT He
yaanocb, Kaspersky Endpoint Security nobasut npegynpexaeHune K Teme CoobLLEHUS: [Coobmenne
3apaxeHo] <TeMa COODUeHMI>. MNonb3oBarento 6y,u.eT LOOCTYMNHO 0006u.|,eH|/|e C UCXOAHbIM BIOXeHunem.
Mpu o6Hapy>xeHUn 3apaxkeHHOro obbekTa B ucxoagsdiem coobiyeHnmn Kaspersky Endpoint Security
NblTaeTCs BblNeYNTb OOHapY>KEHHbIN 06BbEKT. Ecnn Bbineunts 06beKT He yaanoch, Kaspersky
Endpoint Security 6rokupyeT oTnpaBky COOOLLEHMS, MOYTOBbIV KITMEHT NOKa3biBAET OLLMOKY.

e BnokupoBartb. [1pn obHapyxeHUn 3apaxeHHOro obbekTa BO BXxoAsLLem cooblieHnn Kaspersky

Endpoint Security no6aBWT npeaynpexaeHne K TeMe COOBLLEHNS: [Coobuenne sapaxeHo] <Tema
coo6menusa>. [Nonb3oBartento OyaeT AOCTYNHO COOBLLEHNE C UCXOAHBIM BNOXeHueM. [Npur
obHapyXeHun 3apaxeHHoro obbekTa B ncxogswem coobuieHnn Kaspersky Endpoint Security
GrokMpyeT oTnpaBKy COOOLLEHUS, MOYTOBbIV KNUEHT NOKa3biBaeT OLLMOKY.

4. CoxpaHuTe BHECEHHbIE 3MEHEHMUS.

q)OpMI/IpOBaHVIe obnacTtu 3aWmMTbl KOMMNOHEHTa 3alunTa oT
NMNOYTOBbLIX Yrpo3

Obnacme 3awumel — 3TO OOBHEKTLI, KOTOPbIE MPOBEPSET KOMMNOHEHT BO BpeMsa cBoern paboTel. ObnacTtb 3awmTbl
pa3sHbIX KOMMNOHEHTOB UMEET pasHble cBoncTBa. CBoncTBamMMn 06NacTy 3almTbl KOMMOHEHTa 3alimTa OT NOYTOBbIX
Yrpo3 SBMsSOTCA NapameTpbl MHTErpaLmMm KOMNOHeHTa 3alumTa OT MOYTOBbLIX YrPO3 B NMOYTOBbIE KIUEHTbI, TUM
COOOLLEHMIN SMEKTPOHHOM NOYTLI M NOYTOBbLIE NPOTOKOSbI, TPAMK KOTOPbIX NPOBEPSIET KOMMOHEHT 3alwuuta ot
noyTtoBbIx yrpo3. Mo ymonyanuio Kaspersky Endpoint Security npoepsieT kak Bxoaawme, Tak n ncxogsime
Co00LLEHMA SNEKTPOHHOM NoYThI, Tpaduk noytoBbix NpoTokonoB POP3, SMTP, NNTP u IMAP, a takke
nHTerpupyetcsa B novtoBblr knueHT Microsoft Office Outlook.

» UYmobsi chopmuposampb obriacms 3auumsl KOMIOHEHMa 3awuma om rno4ymosbix yepos,
gbinosiHUMe criedyroujue delicmeus:

1
2
3.
4

B rmaBHOM OKHE NporpaMmbl HOXXMUTE Ha KHOMKY 103

B okHe napameTpoB nporpamMmebl BeibepuTe pa3gen basosas 3awmTta — 3awmTa oT NOYTOBLIX Yrpos3.
HaxxmuTe Ha kHonKy PaclumpeHHas HacTpowmka.

B 6noke ObnacTb 3awmThbl BbibepuTe COOOLLEHNS ANs MPOBEPKU:

e Bxopswue n ncxogawme coobLleHUA.

e Tonbko BxoasiLme coobLIeHUs.

[ns 3aWmTbl KOMNBIOTEPOB AOCTAaTOYHO NMPOBEPATL TONLKO BXOASLINE CO0bLLeHMs. Bbl MoXeTe BKIHOYMTD
NPOBEPKY UCXOOALLMX COOOLLEHMI AN NpeoTBpaLLeHMs OTNPaBKN 3apaXKeHHbIX hannos B apxmBax. Bel
TaKkKe MOXETe BKIMIOYUTb NMPOBEPKY UCXOAALLMX COOBLLEHNIA, €CNX Bbl XOTUTE 3anpeTntb 0OMeH charnnamm
onpeaeneHHbix opmaToB, HAaNpMMep, ayamno unu BUaeo.
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Ecnu Bbl BbI6MpaeTe NPOBEPKY TOJTIbKO BXOOALLNX coobLLeHnn, pekomMmeHayeTca O4HOKPaTHO
NPOBEPUTb BCE UCxXxogdLlmne cooOLeHns, MOCKOJbKY CyLLeCTBYyeT BEPOATHOCTb TOro, YTO Ha BalleM
KOMMbOTEPE €CTb NOYTOBbIE YEPBU, KOTOPbIE NCNOJb3YHKT 3NEKTPOHHYIO MOYTY B Ka4eCTBe KaHala
pacnpocTpaHeHus. 370 No3BoNUT usbexaTtb np06neM, CBA3aHHbIX C HGKOHTpOﬂMpyeMOIZ paCCbIﬂKOIZ
3apaXeHHbIX COODOLLEHWNI C BaLLETO KOMMbOTEPA.

5. B 6noke BCTpaMBaHMe B onepauuoHHYK CUCTeMYy BbINOITHUTE crneayouine nencTBus:

YcraHoBute dpnaxok MpoBepAaTb Tpadmk POP3, SMTP, NNTP, IMAP, ecnu Bbl XOTUTE, YTOObI
KOMMOHEHT 3aLlnTa OT NOYTOBbIX YrPO3 NPOoBepsAN coobLleHns, nepeaatoLmecs no npotokonam POP3,
SMTP, NNTP u IMAP, go ux nony4yeHuns Ha kKomnbloTepe nonbL3oBaTens.

CHumute cpnaxok NMpoBepAaTb Tpadmk POP3, SMTP, NNTP, IMAP, ecnu Bbl xoTuTe, YTOGbI
KOMMOHEHT 3aLlunTa OT NOYTOBbIX YIPO3 HE MPOBEPSAN CO0bLLEHNS, NepeaaloLnecs No NPoOToKoNam
POP3, SMTP, NNTP n IMAP, oo nx nony4eHus Ha KOMMbOTEpe nonb3oBatens. B atom cnyyae
Co0b6LLEeHNSA NPOBEPSET paclumMpeHme KOMNOHeHTa 3awmuTa OT MOYTOBbIX YIPO3, BCTPOEHHOE B
noutosbli knmeHT Microsoft Office Outlook, nocne nx nonyyeHnsa Ha kKoMNbIOTEPE NONb30BaTENS, ECNU
ycTaHoBneH gnaxok Moaknountb pacwmperune ana Microsoft Outlook.

Ecnun Bbl cnonb3yeTte NoYTOBLIN KNMEHT, oTnu4HbIn oT Microsoft Office Outlook, To npu cHsTOM
dnaxke NMpoepaTts Tpacdmk POP3, SMTP, NNTP, IMAP komnoHeHT 3aluTa OT NoYTOBbIX
Yrpo3 He npoBepsieT coobLLEeHNs], NnepeaatroLLmMeca no NnoYToBbiM npotokonam POP3, SMTP,
NNTP u IMAP.

YcraHosute cdonaxok Moaknountb pacwumpenume ansa Microsoft Outlook, ecrnn Bbl XOTUTE OTKPbITh
[OCTYM K HACTPOWKe NapameTpoB KOMMOHEHTa 3almTa OT NOYTOBbLIX Yrpo3 U3 nporpaMmmbl Microsoft
Office Outlook 1 BkNOUNTL NpOBEPKY coobLLeHN, nepenatoLmuxcs no npotokonam POP3, SMTP,
NNTP, IMAP n MAPI, nocne nx nonyyeHnst Ha KOMMbIOTEPE MOMb30BaTENS C MOMOLLbIO PaCLLUMPEHUS,
nHTerpupoBaHHoro B nporpammy Microsoft Office Outlook.

Chumute cpnaxok MogknounTtb pacwupeHue ana Microsoft Outlook, ecniv Bbl XoTuTe 3aKpbITh
[OCTYM K HACTPOWKe NapameTpoB KOMMOHEHTa 3allmTa OT MOYTOBLIX Yrpo3 13 nporpaMmbl Microsoft
Office Outlook u BbIKMOYMTL NPOBEPKY COOBLLIEHMI, NepeaatoLLmxcs no npotokonam POP3, SMTP,
NNTP, IMAP n MAPI, nocne nx nonyyeHnsi Ha KOMMbOTEPE MOMNb30BaTENS C MOMOLLLIO PaCLLUMPEHNS,
nHTEerpmpoBaHHoro B nporpammy Microsoft Office Outlook.

PacLumpeHmne KOMMNoHeHTa 3alymTa OT NOYTOBbIX YIPO3 BCTPaMBaETCs B MOYTOBbIN KIUEHT
Microsoft Office Outlook Bo Bpems ycTtaHoBku Kaspersky Endpoint Security.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

NMpoBepka cocTaBHbIX (pannoB, BIOXEHHbIX B COOOLLEeHUSs
3JIEKTPOHHOM NOYTbI

Bbl MOXeTe BKNIOYUTb UNK BbIKMIOYNUTL NpPOBEPKY 00BEKTOB, BNOXEHHbIX B COOOLLEHUS, OorpaHn4ynTb
MaKCUMarnbHbIN pa3mMep npoBepAeMbIX 00BHEKTOB, BMOXEHHbIX B COODLLEHNUS, U MaKCUMalibHYH ONMUTENTIbHOCTb
NPOBEPKN 00BEKTOB, BNOXEHHbIX B COOBLLIEHMS.
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» Umobbi Hacmpoume rPO8EPKY cocmaesHbix ¢halisios, 8/10XKeHHbIX 8 COOBWEeHUS 3MIEKMPOHHOU
rnoymsl, ebirnonHume credyrouwjue delicmeusi:

1
2
3.
4

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

B okHe napameTpos nporpamMmmbl BbI6epVITe pasgen BazoBas 3awmTta — 3awmTa OT NOYTOBLIX yrpos.

HaxmuTe Ha kHonky PaclumpeHHasi HacTpouka.

B 6noke MpoBepka cocTaBHbLIX (haltyIoB HACTPOWTE NapaMeTpbl NPOBEPKU:

MpoBepAaTb BrnoxeHHble cannbl hopmaToB Microsoft Office. Mposepka dannos Microsoft Office
(DOC, DOCX, XLS, PPT u gpyrux). K doannam odmcHbix doopmaTtor Takke oTHocsATcss OLE-00bekThl.

MpoBepATbL BroxeHHbIe apxuBsbl. [TpoBepka apxmsos popmatoB RAR, ARJ, ZIP, CAB, LHA, JAR,
ICE.

He npoBepsaTb apxuBbl paamepom 6onee N MB. Ecnv donaxok ycTaHOBIEH, KOMNOHEHT 3awuta oT
MOYTOBbLIX YrPO3 UCKMOYAET U3 NPOBEPKN BMOXEHHbBIE B COOOLLEHWS 3NEKTPOHHON MNOYTLl apXyMBbl,
pasmep KOTopbIX BonbLue 3agaHHoro. Ecnv donaxok CHAT, KOMNOHEHT 3alymMTa OT NOYTOBbIX YrPo3
npoBepsieT apxmBbl NIOBOro pasmepa, BMNOXEHHbIE B COOBLLEHNS 3NEKTPOHHOMW NOYTHI.

OrpaHnuuTb Bpems npoBepku apxusa Ao N cek. Ecnv dhnaxok ycTaHOBMNEH, TO BpeMS NPOBEPKN
apXMBOB, BNOXEHHbIX B COOBLLEHUST SrEKTPOHHON MOYTbI, OFPaHNYEHO YKa3aHHbIM NEPUOLOM.

COXpaHVITe BHECEHHble NSMEHEHUA.

PunbTpaUma BNIOXKEHNN B COOOLLEHUAX INIEKTPOHHOM
nouYThbl

(DyHKLI,I/IOHaJ'IbHOCTb (bI/IJ'IpraLI,I/II/I BITIOXKEHUN HE NPUMEHAETCA OAnd Ncxogdawmnx COO6LLI,eHI/II7I 3J'IeKTpOHHOI7I

MOYThbl.

BpenoHocHble NporpaMMbl MOTYT PacnpOCTPaHATLCS B BUAE BIIOXKEHMIN B COOBLLIEHMAX 3NEKTPOHHOM MOYThI. Bbl
MOXETE HacCTPOUTb OUNbTPALIMIO MO TUMY BIIOXEHWUI B COOOLLEHMSAX, YTOObI aBTOMaTU4ECKN NEPEMMEHOBbLIBATb
Unu yaanatb annsl ykasaHHbIX TUNoB. [epenmMeHoBaB BNoxeHWe onpeaeneHHoro tuna, Kaspersky Endpoint
Security MOXeT 3aWMTUTb Ball KOMMbIOTEP OT aBTOMAaTUYECKOro 3anycka BpegoHOCHON NporpaMmei.

» 4UYmobbl Hacmpoums hunbmMpayuro eroxeHud, ebirnosiHuUmMe criedyrowue delicmeusi:

1
2
3.
4

B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}

B okHe napameTpoB nporpammebl BbiGepute pasgen basoBas 3awmra — 3awmTa oT NOYTOBLIX Yrpo3.

HaxxmuTe Ha kHonKy PaclumpeHHas HacTpowmka.

B 6noke ®MNbTP BNOXEHUIN BbINONIHNTE OOHO M3 CNEeayoLmX AENCTBUN:

He npumeHATb hunbTp. Ecnn BbIOpaH 3TOT BapmaHT, KOMMOHEHT 3aluta OT NOYTOBLIX Yrpo3 HE
unbTpyeT dannbl, BIOXEHHbIE B COODLLIEHNS 3NEKTPOHHOW MOYTbI.

MepenmeHOBbLIBaTb BIIOXEHUS YKa3aHHbIX TUNOB. Ecnu BbIOpaH 3TOT BapMaHT, KOMNOHEHT 3awmta
OT MOYTOBBIX YIPO3 3aMEHSET NOCMEAHMI CUMBON PaCLLUMPEHNST BIIOXKEHHbIX (DANMoB yKas3aHHbLIX TUMOB
Ha CcMMBOI NoayepkuBanus (Hanpumep, attachment.doc_). Takum obpasom, 4TOObI OTKPLITL dhann,
Mofb30BaTENO HY>XHO NMEPENMEHOBATL dawis.
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e YpansaTb BNoOXeHusA YKa3aHHbIX TUNOB. Ecnu Bbl6paH 3TOT BapUaHT, KOMIMOHEHT 3awuTa ot
NOYTOBbIX Yrpo3 ygandaeTt n3 cooOLeHni SﬂeKTpOHHOVI NOYTbl BNTOXEHHbIE (*)al7|]'|b| YKa3aHHbIX TUNOB.

5. Ecnu Ha npegbigyLieM Liare MHCTPYKUMKM Bbl Bbibpanu BapmaHT NepeMmeHOBLIBaTb BNOXEHUSs
yKa3aHHbIX TUNOB MU BapuaHT YAanaTb BrOXEHUA yKa3aHHbIX TUMOB, YCTaHOBUTE (DIIaXky HanpoTuB
HY>KHbIX TUNOB (Pannos.

6. COXpaHVITe BHECEHHblIE NSMEHEHUA.

3awuma om no4ymossbIx y2po3
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3awmTa OoT ceTeBbIX Yyrpo3

KomnoHeHT 3awwnta ot ceTeBblx yrpo3s (aHrm. IDS — Intrusion Detection System) oTcnexnBaeT BO BxoasLem
ceTeBOM TpadMKe aKTMBHOCTb, XapaKTepHyto aAns ceTeBbix atak. OBHapyXMB NOMbITKY CETEBOW aTaku Ha
koMnbtoTep nonb3oBatensi, Kaspersky Endpoint Security 6nokupyeTt ceTeBoe coeanHeEHNE C aTaKyoLWwmum
koMnbtoTepom. OnMcaHust U3BECTHbIX B HACTOsILLiEE BpEMS BULOB CETEBLIX aTak U MeToaoB 6opbObl ¢ HUMMK
copepxatcs B 6asax Kaspersky Endpoint Security. Cnuncok ceTeBbIx aTtak, KOTopble 0OHapy>XMBaeT KOMMOHEHT
3awuTta oT ceTeBbIX Yrpo3, NOMNosHseTcs B npouecce obHoBneHus 6a3 u moaynen nporpaMmmbl.

B aTtom pasgene

BkrtoueHre 1 BbIKIMIOYEHNE 3aLLUTBI OT CETEBBIX YIPOB . .uuuuuuuuunnnennennnnnannnnnnssnnsss s e e aeenas 138
BrOKMPOBAHNE aTAKYHOLLETO KOMIBEOTED@ ... .uuueeeeuuessssnsessssnnnsnnnsssssnsssssssssssss s nan 138
HacTporika agpecoB UCKIHOUEHNIA N3 BITOKUPOBAHME ......eevvveeenneeeeeeeeeeetineeeeeeeeeennnnnaeeeeereensnnnneeeseeessnnnns 139
HacTporika 3anThl OT CETEBBIX ATAK MO TUMAM ...uvuuneeeerrererenneeeeereresennneeeeerreensnnnaeeeeereemsnnnaeeeeeeesmnnnns 139

Bknio4yeHue u Bbikno4veHue 3alinTbl OT CeTeBbIX yrpos

Mo ymonuaHumio 3awumta OT ceTeBbIX Yrpo3 BKIKOYEHA U paboTaeT B onTumarnsHOM pexnme. Npu HeobxoanmocTu
Bbl MOXETE BbIKIMHOYMTb 3aluTy OT CETEBbLIX Yrpo3.

»  Umobbi 8KM0HUMB UMU 8bIKTOYUMb 3awumy om cemesbiX yepo3, 8bINosHUme cnedyujue
Oelicmeusi:

1. B rnaBHOM OKHe NpOrpamMMbl HKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpaMmmbl Boibepute pa3gen basoBas 3awmrta — 3awmra oT ceTeBbIX Yrpos.

3. WcnonbayiiTe nepekniovatens 3awmTa oT ceTeBbIX Yrpo3, YTOObl BKIMHOYMTL UK BbIKIIOUYUTL KOMMIOHEHT.
4, CoxpaHuTe BHECEHHbIE U3MEHEHMS.

B pesynbTate, ecnu 3awmTa oT ceTeBbIX yrpo3 BkItoveHa, Kaspersky Endpoint Security otcnexumsaeTt Bo
BXOASILLEM CETEBOM Tpaduke akTUBHOCTb, XapakTEPHYHO A1is ceTeBbix aTtak. OBHapyXvB NOMbITKY CETEBOW
aTaku Ha KoMmnbloTep nonb3oBaTens, Kaspersky Endpoint Security 6nokvpyeT ceteBoe coeguHeHue ¢
aTaKyloLUM KOMMBIOTEPOM.

BnokupoBaHue aTaKkylowero KoMnbTEpPaA

» Umobbi 3abriokuposams amakyrowuli KoMbomep, 8binosiHUme credyrowue oelicmausi:

1. B rnaBHOM OKHe NporpaMMbl HAOXKMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpammbl Bbibepute pasgen basoBas 3awmta — 3awmTa OT CeTeBbIX Yrpos.
3. YcraHoBuTe dnaxok [106aBnATL aTaKylLWMil KOMNbLIOTEP B CNUCOK 6IOKMPOBaHUA Ha N MUH.

Ecnun nepekr4yaTerib BKIMIOYEH, KOMIMOHEHT 3awmra oT ceTeBbIX yrpos pobaengaet aTaKyIOLLI,VIﬂ KOMMbOTEP
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B CMUCOK B6MOKMpOBaHUA. JTO 03HAYaeT, YTO KOMMOHEHT 3aluuTa oT ceTeBbIX Yrpo3 GrokMpyeT ceTeBoe
coefMHEHWE C aTaKyHLUM KOMMLIOTEPOM Mocre NnepBoli MoMbITKM CETEBOIW aTaku B TeYeHne 3aaaHHOro
BPEMEHMU, YTOObl aBTOMaTUYECKM 3aLLMTUTb KOMMbIOTEP MONb30BaTENs OT BO3MOXHbIX OyAYLLUX CETEeBbIX
artak ¢ aToro agpeca.

MuHMManbHOe BpeMs, Ha KOTOPOE aTaKyHLLMIN KOMMbIOTEP MOXHO [006aBWUTbL B CNUCOK BokMpoBaHus,
cocTaBnseT oaHy MUHYTY. MakcumarbHoe — 32768 MUHYT.

Bbl MmoxeTe NOCMOTpPETb CNUCOK 6J'IOKI/1pOBaHM$| B OKHE MHCTpPpYMEHTa MOHMTOpMHF ceTun.

Kaspersky Endpoint Security ouniiaeT cnncok 6nokMpoBaHms Npu nepesanycke nporpamMmmbl 1 Npu
N3MeHeHUn napamMeTpoB 3allnTbl OT CETEBbIX Yrpo3.

4. WN3meHuTe Bpems GNOKMpOBaHMA aTaKylLLEero KOMNbOTepPa B Norie, pacronoXeHHOM crpaBa oT draxka
[ob6aBnATb aTakyroWMI KOMNLIOTEP B CNMCOK OriokMpoBaHusa Ha N MUH.

5. CoxpaHute BHECEHHbIE U3MEHEHMUSI.

B pesynbTate Kaspersky Endpoint Security, 0GHapyvMB NonbITKy CETEBOW aTaku Ha KOMMNbIOTEP
nonb3oBaTens, 6rokMpyeT BCe COeANHEHUS C aTaKyOLUM KOMMbIOTEPOM.

HacTpounka agpecoB UCKNIOYEHUU N3 OJTIOKMPOBaHUA

Kaspersky Endpoint Security MoxxeT pacno3HaTtb ceTeByto aTaky 1 3abnokupoBaTb 6e3onacHoe ceTeBoe
coeanHeHne, No KOTopoMmy nepegaeTcs 60MnbLLIoe KONMMYECTBO NakeToB (HanpuMmep, OT kamep HabnogeHus). Ans
paboTbl C 4OBEPEHHBIMU YCTPONCTBaMM Bbl MOXeTe AobaBuTb |IP-agpeca 3TMx yCTPONCTB B CMMCOK UCKITHOUEHWIA.

» YmobbI Hacmpoume adpeca uckmo4YeHul u3 60KUpo8aHus, 8binonHUMe crnedyrouue 0elicmeus:

B rmaBHOM OKHe Nporpammbl HOXXMMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen bazoBas sawmTta — 3awmTa oT ceTeBbIX Yrpoas.

HaxmuTe Ha ccbinky HacTpouTb UCKIOYeHNA.

1
2
3
4. B OTKpbIBLLEMCSH OKHE HaXMWUTE Ha KHOMKy [lo6aBuUTb.
5. Beegute IP-agpec KomnbloTepa, CeTEBLIE aTaku C KOTOPOro He AOMKHbI BrIoKMpoBaTLCA.
6. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

B

pesynbTate Kaspersky Endpoint Security He oTcnexxuBaeT akTMBHOCTb OT YCTPOWCTB M3 CMNCKA UCKIIOYEHWI.

HaCTpOﬁKa 3allMTbl OT CeTeBbIX aTaK Mo TUNam

Kaspersky Endpoint Security no3sonsieT ynpaBnsaTb 3alUMTON OT CAEeAYILWNX TUMNOB CETEBLIX aTak:

o  Amaka muna VIHmeHcueHble cemesable 3arpochki (aHarn. Network Flooding) — ataka Ha ceTeBble pecypchl
opraHusaumm (Hanpumep, Beb-cepBepbl). ATaka 3aknodaeTcsi B OTnpaBke GOMbLLOro KONMYecTBa 3anpocos
ANS NpeBbILLEHNS NPOMNYCKHOM CNOCOBHOCTM CeTEBbIX peCypcoB. Taknm 06pa3om nofb3oBaTeny He MoryT
NonyYnTb A4OCTYN K CeTeBbIM pecypcam opraHusauum.

e Amaka muna CkaHupogaHue rnopmos 3aknovaetcsi B ckaHmpoBaHum UDP- n TCP-nopToB., a Takke
CETEBbIX CMYX0 Ha KOMNblOTepe. ATaka No3BOMNSET ONpeaennTb CTENEHb YA3BUMOCTY KOMMbOTEpa Nepes

3awuma om cemesbix y2po3
139



lkaspersky

Oonee onacHbIMM BUAAMU CETEBbIX aTak. CKaHMpOBaHMe NOpPTOB TaKXe No3BONAET 3OYMbILUNIEHHUKY
onpenennTb onepaumoHHY0 CUCTEMY Ha KOMMNbOTEPE U BbI6paTb nogxogdilimne and Hee ceTeBble aTaku.

o Amaka muna MAC-cnyguHe 3akniovaetcs B nuameHeHmm MAC-agpeca ceTeBoro ycTponcTea (CeTeBom
kapTbl). B pe3ynbTarte 3noymbILLNEHHMK MOXET NepeHanpaBuTb AaHHble, OTNpaBneHHbIe Ha YCTPONCTBO,
Ha Apyroe yCTpoOWCTBO M MNONYyYnUTb AOCTYN K 3TUM AaHHbIM. Kaspersky Endpoint Security nossonser
6nokmpoBaTb ataku MAC-cnydumHra u nony4vaTb yBegoMrneHnss o6 atakax.

Bbl MOXeTe BbIKIMIOUYNTL OBHapY)KeHNe STUX TUMOB aTak, Tak Kak HEKOTOpPble pa3peLleHHbIe NporpamMmmbl
BbIMONHSIIOT AENCTBUSA, XapaKTepHble ANs Takux atak. Takum o6pa3om, Bbl MOXETe U3bexaTb NOXHbIX
cpabaTtbiBaHWUIA.

Mo ymonuanuio Kaspersky Endpoint Security He oTcnexnBaeTt ataku Tuna IHTEHCUBHbIE CeTEBbIE 3anpochl,
CkaHupoBaHue noptos 1 MAC-crnyduHr.

» Ymobbi Hacmpoume 3awumy om cemeesbix amak o muram, 8birnosHume credyrouwue 0elicmeusi:

1. B rnaBHOM OKHe nporpammbl HXXMUTE Ha KHOMKY 103
2. B okHe napameTtpoB nporpammbl BeibepuTe pasgen basosas 3awmTta — 3awmTta OT cCeTeBbIX Yrpo3.

3. WcnonbayiiTe nepekniovatens Cuntarb atakaMmym CKaHMpoOBaHMe NOPTOB U UHTEHCUBHbLbIE ceTeBbIe
3anpochbl, YTOObI BKMOYUTL UMK BbIKMIOYUTL OOHApYXeHUe aTak.

4. Wcnonbayinte nepekntoyatens 3awmrta ot MAC-cnydumHra.

5. B 6noke MNpwu obHapyxeHun atakm MAC-cnychuHr BbibeprTe 0auH U3 CregyoLmMx BapuaHToB:
e Tonbko yBegoOMNATb.
e YBepomnaTb M ONOKMpPOBaTh.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.
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3awumTa ot atak BadUSB

HekoTopble BUPYCbl U3MEHSIIOT BCTPOEHHOE nporpaMmmMHoe obecnedeHne USB-yCTpONCTB Tak, YToObl
onepaumoHHasa cuctema onpegensna USB-ycTpoicTBO kak knasuaTypy. B pesynbrare BUPYC MOXET BbINONHATL
KOMaHAb! Nog Ballen y4eTHOWN 3anncelo, Hanpumep, 3arpy3uTb BPeAOHOCHYIO MporpaMmy.

KomnoHeHT 3awuta ot atak BadUSB nossonsieT npegoTBpaTTh NOAKMOYEHNE K KOMNBIOTEPY 3apaXKeHHbIX
USB-yCTponCTB, UMUTUPYIOLLKX KraBuaTypy.

Korga k koMmnbioTepy nogkntovaetcss USB-ycTponcTso, onpegeneHHoe onepauroHHON CUCTEMOW Kak KnasmaTtypa,
nporpamMmma npegnaraeT norb3oBaTento BBECTU C 3TOW KnaBuaTypbl UMK C MOMOLLbIO 3KPaHHOW KnasuaTypbl (ecnu
OHa gocTynHa) (cM. pasgen "Vcnonb3oBaHnKM aKpaHHOM KnasumaTypbl Npy asTopmsauumn USB-ycTponcts” Ha

cTp. 143) undpoBoi kog, cPopMUPOBaHHbBIN MPOrpaMMon (CM. pUc. Hke). OTa npouegypa HasbiBaeTcs
aBTopM3aLuen KnasmaTypsbl.

Ecnu ko BBeAEeH NpaBuribHO, NporpamMmma coxpaHsieT ngeHTudukaunoHHsle napameTpbl — VID/PID knasuaTypbl 1
HOMep nopTa, No KOTOPOMY OHa NOAKMYEHa, B CNUCKE aBTOPU3OBaHHbIX Knasunatyp. ABTopusauus KnasmaTypbl
npv ee NOBTOPHOM MOAKMIOYEHUM I Nepesarpyske onepaumoHHON CUCTEMbI He TpebyeTcs.

Mpy NoAKNOYEHUN aBTOPM3OBAHHOM KnaBuaTypbl Yepes apyro USB-nopT komMnbioTepa nporpaMmmMa CHOBa
3anpalunBaeT ee aBTOpM3aLmio.

Ecnu undpoBown kof BBEAEH HENPABUIIBHO, NporpaMmma hopMmnpyeT HOBbIN. Bbl MOXeTe HacTpOUTb YMCO
NnonbITOK AN BBOAA LMPOBOro koga (cm. pasaen "BkrtoyeHne n BoikntoveHne 3awmtel oT atak BadUSB" Ha

cTp. 142). Ecnu undposon ko BBeAEH HENPABUITbHO HECKOSTbKO pa3 Ui 3aKpbiTO OKHO aBTOpM3auun KnaBmaTypbl
(cMm. puc. Hke), NnporpammMa 6r1oKMpYeT BBOA C 3TOW KnaeuaTypsbl. 10 MCTeYeHnn BpeMeHn 6rIOKMPOBKU
USB-ycTpoiicTBa unm nepesarpyske onepawLmMoHHON CUCTEMbI MporpaMma CHoBa Nnpefiaraet NPorUTH aBTopusaumo
KnaBuaTypbl.

Mporpamma paspeluaeT Ucrorb3oBaHNE aBTOPU3OBAHHOW KraBuaTypbl U GITOKMPYET UCMoMb30BaHWe KnaBnaTypsbl,
He npoLleaulen aBTopm3aLmio.
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KomnoHeHT 3awumta ot atak BadUSB He ycTaHaBnuBaeTcst no ymonyaHuto. Ecrnv Bam Hy)XeH KOMMOHEHT
3awuTa oT atak BadUSB, Bbl MoxeTe 006aB/Tb KOMMOHEHT B CBOMCTBAX MHCTAaNMSLMOHHOMO NnakeTa nepeq
YCTaHOBKOW Nporpammbl Ui U3MEHUTE COCTaB KOMMOHEHTOB NPOrpamMmbl MOCE YCTaHOBKM NporpamMMbl.

|( ABTOpW3ALMA KNaBWaTypel - Microsoft : Natural Keyboard Elite

osHapY)KEHD nogknwyYeHne KnaenaTyphbl
Microsoft : Natural Keyboard Elite

[lns aBTOpU2alUnK KNaBnaTypel U ee pa3bnokMpoBaHua
BEEOMTE C HEE CReayWnA Kop;

5840

MokazaTe 2k PaHHYK KnaenaTypy

PucyHok 18.  YBepomneHve o6 aBTopusauum knaesvaTtypbl

B aTtom pasgene
BkntoueHme un BoikrtodeHne 3awmtbl OT aTaK BadUSB ........ooovniiiii e 142

Vicnonb3oBaHWmM aKpaHHOW KnaBmaTypbl Npy aBTOPU3aLIMN USB-YCTPOMCTB. .......uuieeeee e 143

BknoyeHue u BbiknwyeHue 3awmnTthbl oT atak BadUSB

USB-yCTpOVICTBa, onpepneneHHblie OﬂepaLlVIOHHOVI CUCTEMOW KakK KnaBnaTtypbl U NOAKIMOYEHHbIE K KOMMNbOTEPY A0
YCTaHOBKM KOMIMNOHEHTa 3awumrta oT atak BadUSB, cuntatotcs aBTOPU3OBaHHbLIMU MOCIIE€ €ro yCTaHOBKN.
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»  Umobsi ekmrovume unu ebikrHYume 3awumy om amak BadUSB, ebinonHume credyrouwue
deticmeusi:

B rmaBHOM OkHe NporpamMmmbl HAXXMUTE Ha KHOMKY 1o}
B okHe napameTpoB nporpammel BbibepuTte pasgen basoBas 3awmta — 3awmTa ot atak BadUSB.

Vcnonbayinte nepekntoyartens 3awmTa ot atak BadUSB, 4To6bl BKIMHOYMTL UIMK BbIKIMOYUTE KOMMOHEHT.

L

B 6noke ABTopu3saumsa USB-ycTpoMCTB Npu NOAKIMKYEHUM HACTPoiTe NnapameTpbl 6e3onacHoCcTH

BBOJa koga aBTopu3aunm:

¢ MakcnmanbHoe KonnyecTBO NonbITOK aBTopusauun USB-yctponcTBa. ABTomMaTnyeckoe
6nokmpoBaHne USB-ycTpoicTBa, eCnu ko aBTopm3auun BBeAEH HEBEPHO 3aaHHOEe KONMMYECTBO pas.
HoctynHbl 3HaveHus ot 1 go 10. Hanpumep, ecnu Bbl paspelumnu 5 nonbITok BBOAA Koaa
aBTOpU3aLun, Nocne NATOW HeyaAa4YHOW NonbITKM Nporpamma 3abnokupyet USB-ycTponcTso.
Kaspersky Endpoint Security nokaxeT Bpems 6nokmposkm USB-ycTporictea. Mo ncreueHum
yKa3aHHOro BpeMeHu, Bam ByaeT OOCTYMNHO 5 NONbITOK BBOAA KOA4a aBTopm3aunm.

e TanmayT npu [OCTUXKEHUN MAKCUMaribHOro Konm4yecTBa NonbITOK. Bpemsa 6nokupoBkm
USB-ycTpoicTBa nocne 3agaHHOro KonmnyecTsa HeygayvHbIX MonbITOK BBOAA KOoAa aBTOpuU3aLmm.
HoctynHbl 3Ha4eHus ot 1 go 180 (MUHYT).

5. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

B pesynbTaTte, ecnu 3awwmTta ot atak BadUSB BkntoveHa, Kaspersky Endpoint Security TpebyeT aBTopusaumto
nogkntovyeHHoro USB-ycTporcTBa, onpeaeneHHoro onepaumoHHON CUCTEMON Kak knaesuaTtypa. lNonb3oBartenb
He MOXeT UCMOoNb30BaTb HEABTOPM30BAHHYIO KraBuaTypy 40 TeX Mop, Noka oHa He OyaeT aBTopM3oBaHa.

Ucnonb3oBaHMM 3KpaHHOM KnaBMaTypbl NPU aBTOpU3aLum
USB-ycTpouncTs
B03MOXXHOCTb MCNONb30BaTh 3KPaHHYHO KNaBmMaTypy npeaHasHadeHa Tonbko anga asTopmsaumm USB-ycTponcTs, He

noaaep>KMBatoLLMX NMPOM3BOSIbHLIN BBOA CUMBOJIOB (Hanpumep, CKaHepOoB LTPUX-KOAoB). He pekomeHayeTcsa
NCnonb30BaTb 3KpaHHYIO KraBuaTypy A5 aBTopu3almm HensBecTHbIX Bam USB-ycTponcTs.

» Umobbi pa3pewums uniu 3anpemums UCMOIb308aHUE 3KpaHHOU Knasuamyphbl Mpu aemopusayuu,
ebIrnosiIHUMe criedyrouue delicmeus:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY o}
2. B okHe napameTpoB nporpamMmebl Bbibepute pasgen basoBas 3awmTta — 3awmra ot atak BadUSB.

3. WcnonbaynTte pnaxok 3anpeTuTb UCNONb30BaHWE IKPAHHOW KnaBuaTypbl Afsi aBTopu3aumm
USB-ycTpoMrcTB, Y4TOObI 3anpeTuTb UK paspeLLmnTb UCTOMNb30BaHNE SKPAHHOW KIaBuaTypbl AN
aBTopM3auuu.

4, CoxpaHuTe BHECEHHbIE NU3MEHEHUS.

Bawuma om amak BadUSB
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AMSI-3awmTa

KomnoHeHT AMSI-3awmta npegHasHadeH Ansa nogaepxku nHrepdenca Antimalware Scan Interface ot Microsoft.
UHmepgbetic Antimalware Scan Interface (AMSI) no3BonseT CTOPOHHUM NPUMNOXEHUSM ¢ nogaepxkon AMSI
oTnpaBnATb 06bekThl (Hanpumep, ckpuntbl PowerShell) B Kaspersky Endpoint Security ans gononHutensHow
NPOBEPKN 1 NonyyaTtb pe3ynbTaTbl NPOBEPKN 3TUX 06bEKTOB. CTOPOHHUMM NPUINOXKEHUAMU MOTYT ObiTb,
Hanpumep, nporpammbl Microsoft Office (cm. puc. Hwke). MNogpobHee 06 nHTepderice AMSI cm. B dokymeHmauyuu
Microsoft https://docs.microsoft.com/ru-ru/windows/desktop/amsi/antimalware-scan-interface-portal.

AMSI-3aLmuta MoXeT TonbKo 0bHapyXmMBaTh Yrpo3y U yBeAOMMATb CTOPOHHEE NpunoxeHne o6 obHapyXeHHON
yrpo3e. CTOpOHHEE NpUNOXeEHNE Nocne NonyyYeHns ysegomneHms ob yrpose He 4aeT BbINONHUTL BPEOAOHOCHbIE
OencTBuA (Hanpumep, 3aBepLuaeT paboTy).

Microsoft Office

1. MNoposputencsHoe nosefeHue
2. 3anpoc Kaspersky

Makpoc AMSI ' Endpoint
Security
3. MpegynpexgeHne

A~

4. 3aeepuweHue npouecca

KomnoHeHT AMSI-3alumta MoXeT OTKIOHUTb 3anpoc OT CTOPOHHErO NPUOXKEHWs, HanNpuvep, ecnu 3To
NPUNOXeHNe NPEBLICUNO MakcumarnbHOe KONMYEeCTBO 3arnpoCcoB 3a NPOMEXYTOK BpeMeHn. Kaspersky
Endpoint Security otnpasnseT nHdopmauuo 06 OTKIIOHEHMM 3anpoca OT CTOPOHHETO MPUIIOXKEHUSA Ha
Cepaep agMmuHucTpupoBaHus. KomnoHeHT AMSI-3awmTa He OTKITOHSAET 3anpochl OT TEX CTOPOHHMX
NPUNOXEHUA, ONA KOTOPbIX BKOYEeHa (PYHKLUMS NOCTOAHHOIO B3aMMOAENCTBUS ¢ KOMMOHeHToM AMSI-3awmTa
(cm. pasgen "®opmMupoBaHMe CNMCKa OOBEPEHHbIX Nporpamm” Ha cTp. 204).

AMSI-3awuTta gocTynHa Ans criedyoLwmux onepaumoHHbIX CUCTEM paboyunx CTaHUMIA U CEPBEPOB:
e Windows 10 Home / Pro / Pro gnsa pabo4nx ctaHumn / Education / Enterprise;
e Windows 11;
e Windows Server 2016 Essentials / Standard / Datacenter;
e Windows Server 2019 Essentials / Standard / Datacenter;

e Windows Server 2022.

B aTom pasgene

BKITHOUEHME U BBIKITHOUEHUE ANMSI-BaALLIMTBI ...vuuciiiiiieeiiiieee et e e et e e e et e e e e ete e e e e s e e e e et e e s eaaeeeseraneeessaanns 145
MpoBepka cocTaBHbIX PANNOB AMSI-BALLNTOM. ....uuuuiieciiiiiiiiie e e et e e e e e e e e e e e e e e e s b e e e eeaeeereanas 145
AMSI-3awuma
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BknoyeHue u BbiknrovyeHue AMSI-3awmTbl

Mo ymonuanuio AMSI-3awuta BknoveHa.

»  Umobsi ekrovume unu ebikmrodumes AMSI-3awumy, ebinonHume criedyrouue 0elicmeusi:

1
2
3.
4

B rMaBHOM OKHE NPOrPaMMbl HaXMUTE Ha KHOMKy &F.
B okHe napameTpoB nporpaMmbl BoiGepuTe pasgen BasoBas sawmta — AMSI-3awmTa.
Wcnonbayiite nepeknioyatens AMSI-3awmTa, YToGbl BKIHOYNUTL UMK BbIKIMTIOYUTD KOMMOHEHT.

COXpaHMTe BHECEHHbIE N3MEHEHUA.

NMpoBepka cocTaBHbIX hannos AMSI-3awmron

PacnpocTtpaHeHHOM NPakTUKOW COKPbITUSA BUPYCOB U APYrMX NporpaMm, NpeactaBnsiowmx yrposy, aBngetcs
BHeJpeHWe UX B COCTaBHble dhannbl, Hanpumep, apxmsbl. YToObl 06HaPYXMTb CKPbITbIE TakuM 06pa3om BUPYChI U
Apyrve nporpammbl, NpeacTasnsioLwme yrposy, COCTaBHON hann Hy>KHO pacnakoBaTb, YTO MOXET NPUBECTU K
CHWKEHMWIO CKOPOCTU NPOBepKN. Bbl MoXeTe orpaHnynTb Habop TUMOB NPOBEPAEMbIX COCTaBHbIX (DannoB, Takum
06pa3oM yBENNYNB CKOPOCTb NPOBEPKU.

» Ymobbi Hacmpoume MPOBEPKY cocmasHbix ¢hatinoe AMSI-3awumod, ebinoriHume criedyrowjue
deticmeusi:

B rmaBHOM OKHe NporpamMmmbl HAXXMUTE Ha KHOMKY 1o}
B okHe napameTpoB nporpammbl BbibepuTe pasgen basoBasa sawmrta — AMSI-3awmTa.

B 6noke MNMpoBepka cocTaBHbIX (panfioB yKaXnte, kakme cocTaBHble alrnbl Bbl XOTUTE NPOBEPSATH:
apXmBbl, ANCTPUBYTMBBLI UK anbl 0PUCHBIX OpPMaTOoB.

B 6noke OrpaHnyeHue no pasmepy BLINOSHUTE OAHO M3 CrieayroLnX OENCTBUNA;

e  YT06bl 3anpeTuTb kOMNOHEeHTY AMSI-3aluTa pacnakoBbiBaTb COCTaBHble harnbl 6onbLLIOro pasmepa,
ycTaHoBuTe (pnaxok He pacnakoBbIBaTb cocTaBHbIe (hannbl 60nbLIOro pasmepa v B norne
MakcumanbHbIV pa3mep anna ykaxuTe HykHoe 3HavyeHne. KomnoHeHT AMSI-3awuta He 6GygeT
pacnakoBbIiBaTb COCTaBHble (pawrbl 6onblLUe yka3aHHOro pasMepa.

e YT06bI paspewntb KOMNOoHeHTY AMSI-3awmTa pacnakoBbiBaTb COCTaBHble hansnbl 60nbLIOro
pa3smepa, CHUMMTe pnaxxok He pacnakoBbiBaTb COCTaBHble (havnbl 60NbLIOro pasmepa.

KomnoHeHT AMSI-3awmTta npoBepsieT davinbl 60nbLwmx pa3mepoB, N3BMEYEHHbIE N3 apX1BOB,
He3aBUCKMMO OT TOro, yCTaHOBIEH N dpnaxxok He pacnakoBbiBaTb cCOCTaBHble dhansibl 60nbLIoro

pa3mepa.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

AMSI-3awuma
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[MpoBepkKa 3alULeHHbIX COeANHEHUN

Mocne yctaHoBkKn Kaspersky Endpoint Security nobaensiet ceptudukat "flabopatopum Kacnepckoro” B cuctemHoe
XpaHunuLLe JOBePEHHbIX cepTudukaTos (xpaHunuile ceptudukatos Windows). Tawke Kaspersky Endpoint
Security Bknto4aeT NCnonb3oBaHNE CUCTEMHOIO XpaHUNULLEA OBEPEHHBIX cepTudukaToB B nporpammax Firefox un
Thunderbird ans nposepku Tpaduka aTUX Nporpamm.

KomnoHeHTbl Beb-KoHTponb (Ha cTp. 175), 3awmTa oT noyToBbIX yrpo3 (Ha cTp. 130), 3awuTta oT Be6-yrpos (Ha
CTp. 124) moryT paclwmngpoBbiBaTh M NPOBEPATL CETEBOW TpaduK, NepefaBaemblii MO 3aLUULLIEHHbIM COeANHEHUAM
C UCMNONb30BaHWEM CrieayoLMX NPOTOKOMOB:

e SSL 3.0;
e TLS1.0,TLS1.1,TLS1.2, TLS1.3.

B aTtom pasgene

HacTpoiika napamMeTpoB NPOBEPKN 3ALLMLLEHHBIX COBOAMHEHMM ....covvvvveeieeeeeeeeeeaiiieeeeeeeneennnnneeeeeeeeennnnns 146
MpoBepka 3awmLeHHbIX coeanHeHni B Firefox n Thunderbird............ooeiiiiiiiiiiiii e, 148
VckntodeHne 3aLULLEHHBIX COEOUHEHMUMN N3 MPOBEPKM .....uuueeeeeeeeeeiiennns e e e e s 149

HacTtpoinka napameTpoB NpoBEPKN 3aLULLEHHbIX
coeaAMHEeHUuM

» UYmobbi Hacmpoumse napamempsl NPOBEPKU 3aUUULEHHbIX COeOUHEHUU, 8bINoHUMe criedyrouwue
Oelicmeusi:

1. B rmaBHOM OKHE NporpamMmmbl HAXXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpamMmsbl Bbibepute pasgen Ob6wue HacTporku — HacTpomku ceTtu.
3. B 6noke MNpoBepka 3aWwmLLieHHbIX COeAUHEHUN BbIOepUTEe peXxnm NpoBEPKN 3aLLULLEHHBIX COeQUHEHI:

¢ He npoBepsaTb 3awmueHHble coeguHenunsa. Kaspersky Endpoint Security He nmeeTt goctyn kK
coaepXXaHunio canToB, adpec KOTOPbIX HaYMHaeTcs ¢ htips://.

o [poBepATb 3awmLEeHHbIe COeAUHEHNA NO 3anpocy KOMMOHEHTOB 3awmTbl. Kaspersky Endpoint
Security npoBepsieT 3awnMgpoBaHHbIA TPadUK TONBKO MO 3anpocy KOMMOHEHTOB 3alunta oT pannoBbIxX
yrpos, 3awmra oT NnoyToBbIX yrpo3 n Beb-KoHTpons.

e Bceraa npoBepsTb 3awmileHHbIe coeanHeHus. Kaspersky Endpoint Security nposepsieT
3amMdpoBaHHLIN CETEBOM TpadUK, AaKE €CINU KOMMOHEHTbI 3aLUTbl BbIKIHOYEHbI.

lMpoeepka 3awuujeHHbIX coeduHeHul
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Kaspersky Endpoint Security He npoBepsieT 3alLuLLEeHHblE COEAUHEHNS], YCTAHOBIIEHHbIE
[OBEPEHHbIMU NporpaMmamMu, s KOTOPbIX BbIKMOYeHa NpoBepka Tpaduka (cM. pasgen
"®opmMupoBaHMe cnmcka AoBepeHHbIX nporpamm” Ha cTp. 204). Takke Kaspersky Endpoint Security
He NpoBepsAeT 3alULLEHHbIE COeQMHEHNS N3 NPeayCTaHOBNEHHOrO CNMCKa AOBEPEHHbIX CanToB.
MpenycTaHOBMEHHbIN CNNCOK JOBEPEHHbIX CAUTOB COCTaBMSAT crneumanucTbl "Jlabopatopun
Kacnepckoro". 3ToT cnncok 06HOBNAETCHA C aHTUBUPYCHbIMU 6a3amu nporpammel. Bel MoxeTe
NPOCMOTPETL NpeayCTaHOBNEHHbIN CMUCOK JOBEPEHHbIX CanTOB TONbLKO B MHTepdence Kaspersky
Endpoint Security. B koHconu Kaspersky Security Center npocMoTpeTb CMCOK HEBO3MOXHO.

4. Ecnu tpebyeTcs, fobaBbTe UCKITIOYEHMS 13 NPOBEPKU: JOBEPEHHbIE agpeca U NporpaMmmbl (CM. pasgen
"UckntodeHmne 3aluLLeHHbIX CoeqUHEHUn U3 NpoBepkun” Ha cTp. 149).

5. HacTpowite napameTpbl NPOBEPKN 3aLLNLLEHHBIX COeOUHEHWUI (CM. Tabnuuy HUXeE).

6. CoxpaHuTe BHECEHHbIE U3MEHEHUSI.

Tabnuua 12. lNapamempsbi Nposepku 3auiUlLieHHbIX COeOUHEHUU

MapameTp

OnucaHue

Mpu nepexone Ha

OOMEH ¢
HeOBepPEeHHbIM
ceptucgmkaTom

Paspewartb. Ecnu BeiOpaH aTOT BapuaHT, TO Npu Nepexone Ha JOMEH C
HepoBepeHHbIM cepTudnkatom Kaspersky Endpoint Security paspeluaeT ycraHOBKY
ceTeBoOro coeauHeHus. Mpu nepexone Ha JOMEH C HeOOBEPEHHbIM cepTUdMKaTom B
opaysepe, Kaspersky Endpoint Security otobpaxaet HTML-cTpaHuuy ¢
npegynpexgeHnem n nHpopmaumen 0 NpuYMHE, No KOTOPOWN 3TOT JOMEH He
pekoMeHaoBaH Ans noceweHus. Mo cebinke ns HTML-cTpaHuub! ¢
npeaynpexgeHvem nonb3oBaTerb MOXET NONy4YUTb AOCTYN K 3anpoLleHHOMY
Beb-pecypcey. Nocne nepexoga no aton cebinke Kaspersky Endpoint Security B
TeyeHue yaca He ByaeT oTobpaxaTtb npegynpexaeHns 0 He4OBEPEHHOM
cepTudmkaTte Npu nepexoge Ha apyrme Beb-pecypchbl B TOM e JOMEHE.

BnokupoBartb coeguHeHue. Ecnn BbiGpaH 3TOT BapuaHT, TO NpU Nepexoae Ha
[OMeH ¢ HeoBepeHHbIM cepTudukaTtoM Kaspersky Endpoint Security 6nokmnpyet
ceTeBoe coefmHeHue. Mpu nepexone Ha AOMEH C HEAOBEPEHHbBIM CEpTUDMKATOM B
Opaysepe, Kaspersky Endpoint Security otobpaxaet HTML-cTpaHuuy ¢
WMHopmMaLmen o nNpuunHe, No KOTOPON Nepexon Ha 3TOT AOMEH 3abnoKMpoBaH.

B cnyuae
BO3HMKHOBEHUA
OLUMOGKM Npwm
npoBepke
3almiueHHoro
coeguHeHuA

BnokupoBaTb coeguHeHue. Ecnu BbiOpaH 3TOT 3NeMEHT, To Npu
BO3HMKHOBEHMM OLUMOKM NPOBEPKM 3aLLULLEHHOIO coeanHeHns Kaspersky
Endpoint Security 6nokupyeT aTo ceTeBoe CoeMHEHME.

[Jo6aBnuTbL gOoMeH B ucknoveHus. Ecnv BbIbpaH 3TOT aneMeHT, To Npu
BO3HWKHOBEHMM OLLUMOKM MPOBEPKM 3aLLmLLEHHOTO coegmHeHns Kaspersky
Endpoint Security fo6aBnseT 4oMeH, Npy NEPeEXOAEe Ha KOTOPbIA BO3HUKIA
owmbka, B CMNCOK JOMEHOB C OLLIMOKaMu NPOBEPKN Y HE KOHTPONMpyeT
3amMdpoBaHHLIN CETEBOM TpaduK Npu Nepexone Ha 3aToT 4OMeEH. Bbl MoxeTe
NPOCMOTPETb CMUCOK JOMEHOB C OLLUMOKaMy NPOBEPKUN 3aLLULLIEHHBIX
COEeANHEHWI TONbKO B NOKarNbHOM MHTepdenice nporpaMmmbl. YTobbl cOpocnTb
COAEPXXaHMe Cnucka, Hy>HO BblOpaTb anemeHT BnoknpoBaTb coeanHeHune.

BbnokupoBaTtb
coeAVHeHUs no

npotokony SSL 2.0
(pekomeHayeTcs)

Ecnu conaxok yctaHoBneH, To Kaspersky Endpoint Security 6rnokupyeT ceTeBble
COefMHeHMs, ycTaHaBnMBaemble no npotokony SSL 2.0.

Ecnu conaxok cHaT, To Kaspersky Endpoint Security He 6nokupyeT ceTeBble
CoefMHeHMs, ycTaHaBnmBaemble no npotokony SSL 2.0, 1 He KOHTpONUpPyeT CEeTEBON
Tpacumk, nepegaBaemblvi NO 3TUM COEOMHEHMSIM.

lMpoeepka 3awuujeHHbIX coeduHeHul
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MapameTp OnucaHune

PacwudpoBbiBaTh EV-ceptudukatel (aHrn. Extended Validation Certificate) noareepxaatoT noanmMHHOCTb
3awmiieHHoe Beb-caiiToB 1 noBbIWaoT 6e30MacHOCTL coeanHeHus. Bpaysepbl coobLaloT o
coeanHexue c Hannummn Ha Beb-caiTe EV-cepTudurkata ¢ noMoLLblo 3Hayka 3aMka B aapecHoMm
canuTom, cTpoke Bpaysepa. Takke 6Gpaysepbl MOryT MNOMHOCTBLIO UM YacTUYHO OKpaLUMBaTb
ncnonb3yrownm afpecHylo CTPOKY B 3eNeHbINn LBeT.

EV-cepTudukar
Ecnun conaxok yctaHoBneH, Kaspersky Endpoint Security paclwmdpoBbiBaeT 1
KOHTPONMpPYET 3alluLLieHHble coeauHeHuna ¢ EV-ceptudumkatom.

Ecnu dpnaxok cHaT, Kaspersky Endpoint Security He umeeT gocTtyna k cogepXXaHuto
HTTPS-tpaduka. Noatomy nporpamma koHTponupyet HT TPS-Tpaduk Tonebko no
agpecy Beb-canta, Hanpumep, https://facebook. com.

Ecnun Bbl Bnepebie oTKpbiBaeTe Be6-cant ¢ EV-cepTtudmkarom, sawmuieHHoe
coeanHeHne ByaeT paclumdpoBaHO HE3ABMCMMO OT TOrO, YCTAHOBIEH (hraXoK unm
HeT.

lNMpoBepka 3awmeHHbIX coeauHeHun B Firefox u
Thunderbird

Mocne yctaHoBkn Kaspersky Endpoint Security no6aensiet ceptudumkat "flabopatopun Kacnepckoro" B cuctemHoe
XpaHunuLe goBepeHHbIX cepTudmkaToB (xpaHunuiie ceptudgpukator Windows). Firefox n Thunderbird no
YMOJTYaHUIO NCMNOMb3YT COOCTBEHHOE XpaHunuLle ceptudumkatoB Mozilla, a He xpaHunuiie cepTudmrkaToB
Windows. Ecnu B Bawewn opraHusauunm pa3sepHyTo pelwueHune Kaspersky Security Center n k komnbtotepy
npumeHeHa nonutuka, Kaspersky Endpoint Security aBTomaTnyecku BkovaeT UCNOMb30BaHNE XpaHunuLla
ceptudukatos Windows B nporpammax Firefox n Thunderbird ansa npoeepku Tpadumka aTux nporpamm. Ecnu k
KOMMbIOTEPY HE MPUMEHEHA MONMTHKA, Bbl MOXeETe BbibpaTb XpaHunuie ceptudukaTos, KoTopoe byayT
ncnonb3oBaTb Nporpammbl Mozilla. Ecnn Bbl BeiGpanu xpanunuwe ceptudunkatos Mozilla, nobaebTe cepTtundmkar
"NabopaTopum Kacnepckoro" B XxpaHunuLe Bpy4yHyto. To No3BonuT n3bexaTb ownbok npu paboTte ¢
HTTPS-Tpadukom.

[na npoeepkn Tpaduka B 6paysepe Mozilla Firefox n nouytoBom knueHte Thunderbird gomkHa 6bITb
BKITOYEHA NPOBEpKa 3alULLLEHHBIX coOeanHeHun (CM. pasgen "HacTpolika napaMeTpoB NpOBEPKM
3aLLULLIEHHBIX COeanHEHUN" Ha cTp. 146). Ecnn npoBepka 3aLlMLeHHbIX COeaUHEHUI BbIKMtoYeHa, Kaspersky

Endpoint Security He npoBepseT Tpaduk B Opaysepe Mozilla Firefox n noutoBom knueHTe Thunderbird.

Mepen nobaenennem ceptudmkarta B xpaHunuwe Mozilla askcnoptupynte ceptudumkar "Jlabopatopum
Kacnepckoro" us Nanenu ynpaeneHus Windows (ceonctea 6pay3aepa). NogpobHee 06 akcrnopTte cepTndmkara
"ITabopaTopun Kacnepckoro" Bbl MOXeTe y3HaTb B 6a3e 3HaHun Cryx6Obl TEXHNYECKOW NOAAEPKKM
https://support.kaspersky.ru/15816. NogpobHee o gobaBneHun cepTudukaTa B XpaHuUnuLLe cMm. Ha cante Cnyxobl
TexHmyeckon nogaepxkn Mozilla hitps://support.mozilla.org/.

lMpoeepka 3awuujeHHbIX coeduHeHul
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Bbl MoxeTe BbIbpaTb XpaHunuie cepTudmrKkaToB TOMNbKO B NokanbHOM MHTepdence nporpaMmmbl.

» Umobsi ebibpamb xpaHunuwe cepmughukamos 015 Npo8epKU 3auueHHbIX coeOuHeHul 8 Firefox
u Thunderbird, ebinosiHumMe criedyrowue delicmeus:

1. B rnaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 1o}
2. B okHe napameTpoB nporpammbl BeibepuTe pasgen O6wme HacTporkun — Hactponku ceTum.

3. B 6noke Mozilla Firefox n Thunderbird ycraHosuTte cdonaxok Ucnonb3oBaTb BbiGpaHHOE XpaHunuile
cepTudmKkaToB s NPOBEPKU 3alUMLLEHHbIX coeAnHeHMn B npunoxeHuax Mozilla.

4. Bbibepute xpaHunuiie cepTuduKaToB:
¢ MWcnonb3oBatb xpaHunuuwe ceptucdpukatoB Windows (pekomeHayeTtcs). 3TO XpaHunvile, B
KoTopoe KopHeBow cepTudumkat "Jlabopatopun Kacnepckoro" nobaesnsietcs npu yctaHoBke Kaspersky
Endpoint Security.
¢ Wcnonb3oBatb xpaHunuue ceptudpukaroB Mozilla. Nporpammel Mozilla Firefox n Thunderbird
NCMonb3yl0T COBCTBEHHOE XpaHunuLe cepTudmkaToB. Ecnm BbiIGpaHo XxpaHunuie ceptudukaTon

Mozilla, kopHeBon cepTucukaT "flabopatopum Kacnepckoro" Hy>xHO A06aBUTb B 3TO XpaHunuLLe
BPY4HYIO Yepes cBoncTBa bpaysepa.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

WcknioyeHune 3almieHHbIX CoeAUMHEeHUN U3 NPOBEPKU

BonbLluMHCTBO BED-pecypcoB MCMNOMb3YIOT 3allmeHHoe coeanHeHme. Cneunanuctsl "flabopaTtopun Kacnepckoro”
PEKOMEHAYIOT BKITOUYNTL NPOBEPKY 3aLLULLIEHHBLIX COeAMHEHUN (CM. pa3gen "HacTporika napameTpoB NpPOBEPKU
3alMLLEHHbIX coeanHeHnn" Ha cTp. 146). Ecnu npoBepka 3alUMLLEHHbIX COeQMHEHU MeLlLaeT paboTe, Bbl MOXETE
nob6aeuTb BEG-calT B UCKNIOYEHUS, — dogepeHHbIe adpeca. Ecnv goBepeHHas nporpamMmma ucnosnb3yeT
3alLMLLEeHHOe cCoedUHEHNE, Bbl MOXETE BbIKITHOYUTL NPOBEPKY 3aLLMLLEHHbIX COEAUHEHWI 418 9TOW NporpamMmbl
(cm. pasgen "®opmupoBaHMe CnMcka OBEPEHHbIX NporpaMm” Ha cTp. 204). Hanpumep, Bbl MOXETE BbIKMHOYUTD
NPOBEPKY 3aLLMLLEHHBIX COEAMHEHMI NS TPOrpaMM O6MadHbIX XPaHWUIWLL, Tak Kak 3TM NporpamMmmbl UCMOSb3YHOT
OBYX(PaKTOpHYI0 ayTeHTUMKaLUmMIO C COBCTBEHHBIM CEPTUGMKATOM.

» Umobbi uckno4Yums eeb-adpec U3 rMPo8epKU 3auulULLeHHbIX coeOuHeHUl, 8bIrnoIHUmMe credyrouwue
Oetlicmeusi:

B rmaBHOM OKHe MporpamMMbl HXXMWUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen O6wme HacTponkn — HacTtponku cetu.
B 6noke MNMpoBepka 3alMLLIeHHbIX COeANMHEeHUN HaXM1Te Ha KHOMKy [loBepeHHbIe agpeca.

HaxxmuTe Ha kHonky [lo6aBUTb.

a > w D

Beegute nvs gomeHa vnu IP-agpec, ecnu Bbl xoTuTe, 4Tobbl Nporpamma Kaspersky Endpoint Security He
npoBepsna 3alULLEHHbIE COEANHEHWS], YCTaHABMMBaEMbIE NMpU nNepexoae Ha 3Ty Beb-cTpaHuuy.

Kaspersky Endpoint Security nogaepxumBaeT cumBon * A4S BBOAa Macku B UMEHW OMEHa.

lMpoeepka 3awuujeHHbIXx coeduHeHul
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Kaspersky Endpoint Security He nogaepxvBaeT macku ons IP-agpecos. Bbl MoxeTe BBeCTU
OvnanasoH |IP-agpecos B nokanbHOM uHTepdgence nporpaMmmel (Hanpumep, 198.51.100.0/24). Beectun
OvnanasoH IP-agpecos B koHconu Kaspersky Security Center HeBO3MOXHO.

Mpumepsi:

e domain.com — 3anucb BKMOYaET B cebs crniegyowme agpeca: https://domain. com,
https://www.domain.com, https://domain.com/pagel?23. 3anucb UcknoyaeT
nogaoMeHsbl (Hanpumep, subdomain.domain. com).

e subdomain.domain.com — 3anucb BKMOYAET B cebsi cneayowne agpeca:
https://subdomain.domain.com, https://subdomain.domain.com/pagel23.
3anwuck ucknovaet goMeH domain. com.

e *.domain.com — 3anuncb BKINOYAET B ceba crnepyowme agpeca: https://movies.domain. com,
https://images.domain.com/pagel23. 3anMcb UCKMOYaeT JOMEH domain . com.

6. CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

Mo ymonuanuio Kaspersky Endpoint Security He npoBepsieT 3alUuLLEHHblE COEANHEHMWS NPU BOSHUKHOBEHUM
owmnbok n pobaensaet Beb-canT B cneumanbHbIi CNMCOK — OMeHb! ¢ owubkamu nposepku. Kaspersky Endpoint
Security cocTaBnsieT CNMCOK AnS KaXK4oro nonb3oBaTens OTAENbHO U He nepenaeT AaHHble B Kaspersky Security
Center. Bbl MOXeTe BKMOUYUTL BOKMpPOBaHME COEAMHEHUS NPU BO3HUKHOBEHMM OWNOKKM (CM. pasaen "HacTpoika

napameTpoB NPOBEPKM 3aLLUULLEHHBIX COEANHEHMI" Ha CTP. 146). Bbl MOXeTe NpoCMOTPETb CMUCOK JOMEHOB C
owmnBKamMm NPOBEPKM 3aLLULLLEHHBIX COEANHEHMIN TONBKO B NOKarbHOM MHTepderice nporpamMmmbl.

» 4Ymobkl npocMompems Criucok OOMEHO8 C ouwUubKaMu rPOBEPKU, 8bINMOSIHUME criedyrouue
delicmeusi:

1. B rnaBHOM OKHe NporpamMMbl HXMWUTE Ha KHOMKY 1o}
2. B okHe napameTpoB nporpammsbl Bbibepute pasgen Ob6wue HacTporku — HacTpomku ceTu.
3. B 6noke NpoBepka 3aWwmLLieHHbIX COeAUHEHUN HAaXXMUTE Ha KHOMKY [JOMeHbl C olmMbGKaMm NpPOBEpPKHU.

OTKpoeTcs CnMcoK AOMEHOB C OLMbKkamu NpoBepkn. YToObl COPOCUTL CMUCOK BaM HY>XHO BKITHOUUTb
GNOKMPOBaHNE COEAMHEHUSI NPY BO3SHUKHOBEHMU OLLMOKM B MONUTUKE, MPUMEHUTL NOSINTUKY, BEPHYTb
napameTp B UCXOLHOE COCTOSIHME M CHOBA MPUMEHUTbL NOSUTUKY.

CneumnanucTbl "JTabopatopumn Kacnepckoro” coctaBnsoT CMCOK AOBEPEHHbIX BED-canToB, KoTopble Kaspersky
Endpoint Security He npoBepsieT He3aBUCUMO OT NapaMeTPOB NPOrpaMmsbl, — 2/106as1bHbIE UCKITOYEHUS.

» UYmobbl npocmompems 2nobasibHble UCKITHYEHUS U3 MPOBEPKU 3auuUEeHHO20 mpaghuka,
8binosTHUMe criedyroujue delicmeusi:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpamMmbl Bbibepute pasgen Ob6wme HacTpormku — HacTpomku ceTu.

3. B 6noke MpoBepka 3almLLeHHbIX COeANHEHUIA HAXXMUTE Ha CCbINTKY CO CMUCKOM JOBEPEHHbIX
BeO-canToB.

OTKpoeTcs cnncok Beb-canToB, COCTaABMNEHHbIV cneunanuctamm "Jlabopatopun Kacnepckoro”. Kaspersky
Endpoint Security He npoBepsieT 3alnLLEeHHbIE COEAVMHEHUS AN CaWTOB U3 cnncka. Cnncok MoxeT BbiTb
obHoBMeH npu obHoBneHnn 6a3 n mogynen Kaspersky Endpoint Security.

lMpoeepka 3awuujeHHbIX coeduHeHul
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KoHTponb nporpamm

KOHTpOJ'Ib nporpamMm ynpasndaeT 3anyCkoM nporpaMm Ha KoMmnbloTepax nonb3oBartenen. 3To No3BonseT
BbINOJTHUTb NOJTUTUKY ©Ge3onacHocTu opraHu3auunm npum ncnonb3oBaHUn nporpamMm. Takke KOHTpOJ‘Ib nporpamMmm
CHMXaeT PUCK 3apaXXeHna KoMnbkoTepa, orpaHmnydmeaa A0CTyn K nporpamMmmam.

HacTpoliika KoHTpons nporpamMmm COCTOUT U3 CrieayoLLyX 3Tanos:

1. CosgaHue kaTeropuin nporpamMmm.

AOMUHUCTpaTOpP CO3haeT KaTeropmm nporpaMmm, KOTopbiMU aaMUHUCTPATOP XOYeT ynpasnaTh. Kateropuu
nporpamm npegHasHadeHb! Ans Bcex KOMNbIOTEPOB CETU OpraHn3auumn He3aBMCMMO OT rpynn
agMUHUCTpUpoBaHus. [ns cosgaHus kaTeropum Bel MOXETE UCMONb30BaTh CNeayLwme Kputepun:
KL-kaTeropus (Hanpumep, bpaysepsl), xew arna, npousBoanTeNb NporpaMmMbl 1 apyrue.

2. CospgaHue npaeun KoHTtpons nporpamm (cm. pasgen "[o6asneHne npasuna KoHTpons nporpaMmm” Ha
cTp. 160).

AZMUHUCTpaTOpP co3aaeT npasuia KoHTpons nporpamm B NOAUTUKE Afs rpynnbl agMUHUCTPUPOBAHKS.
MpaBuno BkntoYaeT B cebs kaTeropumn NporpaMm M cTaTyc 3anycka Nporpamm U3 3TMX KaTeropuii:
3anpeLLeH Unm paspeLueH.

3. Bbibop pexuma paboTbl KoHTponsa nporpamm (cm. pasgen "Bbibop pexnma KoHTponst nporpamm” Ha
cTp. 157).

AOMUHUCTpaATOpP BbIGMPaEeT pexkum paboThl C NporpamMmMamMm, KOTOpble HE BXOASAT HU B OQHO M3 NpaBwusi
(cnunckm 3anpeLLeHHbIX U pa3peLLEHHbIX NPOorpaMm).

Mpn nonbITke Nonb3oBaTeENS 3anyCTUTL 3anpeLleHHyo nporpammy, Kaspersky Endpoint Security 3abnokunpyet
3anycKk Nporpammbl U MOKAXET YBEAOMIIEHME (CM. PUC. HUXKE).

[na npoeepkn HacTporkn KoHTpons nporpamm npenycMoTpeH mecmossiti pexxum. B aTtom pexnme Kaspersky
Endpoint Security BbINonHsET crneayoLwimne aencTBus:

e paspeluaeT 3anyck NporpaMm, B TOM YMCIle 3anpeLLeHHbIX;

e rokasblBaeT yBeAOMIIEHNE O 3anycke 3anpeLLeHHol nporpamMmbl U 4o6aBRsSIeT MHOPMALMIO B OTYET Ha
KOMMblOTEPE NONb30BaTeNs;

e OTMpaBnsieT AaHHbIE O 3anycke 3anpeLeHHbIX nporpamm B Kaspersky Security Center.

KoHmpornb npoepamm
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Kaspersky Endpoint Security
KoHTPONL Nporpanm

3anyck nporpaMMbl 3anpeLieH

3anyck mcnonHsemora daiina installBen10.exe Gbin
3abnokWpoBaH B COOTBETCTEWW ¢ Npasinom KonTpons
nporpamm.

ViHdopmauwa o 2anycke ncnonHaemoro daina:
KomnbioTep: W20H2-X64-1315

lNpaewno, 3anpelanuies 3anyck MCcnonHaemoro ¢gaiina:

<He ykasano>
Hata v Bpema 3am

3anpocuTb QOCTYN

PucyHok 19.  YBegomnenue KoHTponsa nporpamm

Pexumbl pabotbl KOHTpons nporpamMm

KomnoHeHT KoHTpornb nporpamMmm MOXeT paboTaTb B ABYX peXMMax:

e Cnucok 3anpeLeHHbIX. Pexum, npu koTopom KoHTponb nporpamMmm paspeLlaeT nonb3oBaTensiM 3anyck
nMobbIX NporpamMm, KpoMe Tex, KOTopble 3anpeLleHbl B npaBunax KoHTpons nporpamm.

370T pexkum paboTbl KOHTponsa nporpamMm yCTaHOBIEH NO YMOMYaHUIo.

e Cnucok paspeLueHHbIX. Pexum, npu koTopoM KoHTponb nporpamMmm 3anpeLuaeT nosnb3oBaTernsiM 3anyck
NMobbIX NporpamMm, KpoMe TeX, KOTOopble pa3peLleHbl U He 3anpeLleHbl B npaBunax KoHTpons nporpaMm.

Ecnu paspelatolime npasuna KoHTpons nporpamm chopMUpOBaHbl MakCUMarnbsHO MOMHO, KOMMOHEHT
3anpeLlaeT 3anyck BCeX HOBbIX MPOrpamMm, He NPOBEePEHHbIX aAMUHUCTPATOPOM NoKanbHOW ceTu
opraHusaumm, Ho obecrneymsaeT paboToCNoCOBHOCTL ONepaLMOHHON CUCTEMBI U MPOBEPEHHBIX MPOrpaMm,
KOTOpble HY)XHbI NONb30BaTENAM AN BbINOMHEHWS OOMKHOCTHBIX 0GA3aHHOCTEN.

Bbl MOXXETE 03HAKOMUTLCS C PEKOMEHAALMUAMM MO HACTPOKKe MpPaBWIT KOHTPOIS NPOrpaMM B peXxnume
Crnncka paspeLleHHbIX NPorpaMm.

HacTtpoliika KoHTpons nporpamm anst paboThbl B 3TUX peXXMmax BO3MOXHa KaK B NTOKarnbHOM MHTepderice
Kaspersky Endpoint Security, Tak n ¢ nomoulpbto Kaspersky Security Center.

OpHako Kaspersky Security Center npegocTtaBnseT MHCTPYMEHTbI, HEAOCTYMHbIE B JIOKanNbHOM UHTEpderice
Kaspersky Endpoint Security n Heobxogumble ons criegyroLmnx 3agav:

e Co3sgaHvie kaTeropuii Nporpamm.

Mpaeuna KoHTponsa nporpamm, ccoopmupoBaHHbie B KoHconn agMuHucTpmpoBaHust Kaspersky Security
Center, OCHOBBLIBaAIOTCA Ha CO34aHHbIX BaMW KaTEropusix MporpaMm, a He Ha BKITIOYatoLLMX U
NCKIIoYatoLLMX YCroBUSIX, Kak B nokanbHoM uHtepderice Kaspersky Endpoint Security.

KoHmpornb npoepamm
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e [lony4yeHune MHdOPMaLUM O NporpaMMax, KoTopble YCTaHOBNEHbI Ha KOMMbIOTEPaXx NoKanbHOW ceTu
opraHusaumu.

MoaTomMy HacTpoliky paboTbl KOMNOHEHTa KOHTpOrb NporpaMM pekoMeHAYETCS BbINOMHATL ¢ noMoLlbto Kaspersky
Security Center.

KoHmpornb npoepamm
153



lkaspersky

AnropuTtm pa6oTbl KoHTpons nporpamm

Kaspersky Endpoint Security ucnonesyet anroputm Ans NpUHATUS peLleHns O 3anycke nporpammbl (CM. puc.
HUXe).

<NONb20BATENb> NbITAETCA 3aMY CTHTE
<nporpammy=

r @um pafoTel KoHTponA nporpamm

CNWCOK 3anpeweHHbIX Nporpamm CNWCOK paspELIEHHbIX NPOrpamMm

| |

Her Her
{I'IDUFDﬂMMﬂ},U,UﬁﬂEIﬂEHE B <KaTEercpum=

l Oa l Ha
Her Her
€KETEFU|}HH},U,UﬁﬂEIJ1&HE B=npaguno

<NporpaMmas= qoiaBnera B <kaTeropuin:

<KaTeropus> 4oGaBneHa B <Npaeunc

CNUCKA ZanpeleHHbIX nporpamMm> CNUCKEA pa3pEWEHHbBIX Nporpamm=
HET HET <NONbIDEATEND> pA3PEWEH JENYCE

<NONbLI0BATENH> JANPEIEH 33Ny CK
<NporpamMmbl=

l [la [la
[ -

3anyck <nporpamMmel= 3anpeLeH

. I <

=mporpamMmas 3anyleHa

<MporpaMmbl=

PucyHok 20.  Anroputm paboTbl KoHTponsi nporpamm
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B aTtom pasgene
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OrpaHunyeHuns pyHkuMoHanbHocTu KOHTponsa nporpamm

PaboTa komnoHeHTa KoHTponb nporpamm orpaHuyeHa B cnegyroLwmx cry4dasix:

Mpy 06HOBMNEHNM BEPCUM NMPOrpaMMbl UMMOPT NapamMeTPoB KOMMNOHEHTa KOHTpob nporpamm He
nonfepXxvBaeTcs.

Mpu 06HOBNEHUM BEpCUM NpOrpaMMbl UMMNOPT NapaMeTpoB KOMNoHeHTa KoHTponb nporpamm
nogaepxmBaeTcst TonbkKo npu o6HoBneHnn Bepcumn Kaspersky Endpoint Security 10 Service Pack 2 ansa
Windows u Bbiwe go Kaspersky Endpoint Security 11.8.0 gna Windows.

Mpn oGHOBNEHNM BEpCUI NporpaMmbl, OTNNYHbIX OT Kaspersky Endpoint Security 10 Service Pack 2
ana Windows, onsi BocctaHoBrneHnst pabotocnocobHocTn KoHTpons nporpamm HeOOX0AMMO 3aHOBO
HacTpoOMTb NapaMeTpbl paboTbl KOMMOHEHTA.

Mpwn otcyTcTBUKM coeanHenns ¢ cepepamun KSN Kaspersky Endpoint Security nony4aet nHdopmanmio o
penyTauum nporpaMm 1 X MOgynemn ToMnbKo M3 NoKanbHbIX 6as.

Cnncok nporpamm, ans kotopbix Kaspersky Endpoint Security onpegenset KL-kaTeroputo Apyrue
nporpammbl / Nporpammbl, foBepeHHblIe cornacHo penyTtauuu B KSN, npu Hanvumm coeguHeHus
¢ cepBepamu KSN MoXeT oTnmyaTbCst OT Cnucka nporpamm, ans kotopbix Kaspersky Endpoint
Security onpenensiet KL-kateroputo Opyrue nporpammbl / lporpaMmmbl JoBepeHHble COrnacHo
penytaumun B KSN, npu otcytctBumM coegmHeHuns ¢ KSN.

B 6a3e gaHHbix Kaspersky Security Center MmoxeT xpaHutbcs nHgopmaums o 150 000 o6paboTaHHbIX
chavinos. Npu JOCTUXKEHUN 3TOTO KONMYECTBA 3anncen HoBble davnbl He OyayT obpaboTtaHbl. s
BO30OHOBNEHMS paboTbl MIHBEHTapM3aUmm TpebyeTcsa yaanuTb C KOMMbOTEPA, Ha KOTOPOM yCTaHOBMNEHa
nporpamma Kaspersky Endpoint Security, dannel, yuteHHble B 6a3e gaHHbIx Kaspersky Security Center
paHee B pe3ynbTaTe MHBEHTapM3aLuK.

KoHmpornb npoepamm
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e KOMMOHEHT He KOHTPONUPYET 3amnycK CKPUMNTOB, ECINW CKPUMT NepeaaeTcs MHTEpNpeTaTopy He Yepes
KOMaHOHYH0 CTPOKY.

Ecnu 3anyck uHTepnpeTtatopa paspeLueH npasunamu KoHTposs nporpaMm, To KOMMOHEHT He
GIOKMPYET CKPUMT, 3anyLLeHHbIi U3 3TOro MHTepnpeTaTopa.

Ecnu 3anyck xoTsl Gbl O4HOMO U3 CKPUMTOB, YKa3aHHbIX B KOMaHAHOWM CTPOKe UHTepnpeTaTopa,
3anpelLieH npasunaMm KoHTpons nporpamMm, To KOMMOHEHT GIOKUPYET BCe CKPUMThI, YKasaHHble B
KOMaHAHOW CTPOKe MHTepnpeTaTopa.

e KOMMOHEHT He KOHTPONMPYET 3anyCK CKPUNTOB U3 MHTEPNPETATOPOB, HE NoAAEPXKNBAEMbIX MPOrpaMmMon
Kaspersky Endpoint Security.

Kaspersky Endpoint Security nogaep>xusaeT cnegytoLme NHTepnpeTaTopsbl:
e Java,

o PowerShell.

MoppepxmBaroTca cnegyroLwme TUnbl MHTEPNPETATOPOB:
e  %ComSpec%;

e %SystemRoot%\system32\\regedit.exe;

o %SystemRoot%\regedit.exe;

e 9%SystemRoot%\\system32\\regedt32.exe;
o %SystemRoot%\system32\\cscript.exe;

o %SystemRoot%\\system32\\wscript.exe;

o %SystemRoot%\system32\\msiexec.exe;

e 9%SystemRoot%\\system32\\mshta.exe;

o 9%SystemRoot%\system32\\rundll32.exe;

o 9%SystemRoot%\system32\\wwahost.exe;
o 9%SystemRoot%\syswow64\\cmd.exe;

o 9%SystemRoot%\\syswow64\\regedit.exe;

e 9%SystemRoot%\\syswow64\\regedt32.exe;
o 9%SystemRoot%\\syswow64\\cscript.exe;

o  9%SystemRoot%\\syswow64\\wscript.exe;

o %SystemRoot%\\syswow64\\msiexec.exe;
o %SystemRoot%\\syswow64\\mshta.exe;

o %SystemRoot%\syswow64\\rundll32.exe;

o %SystemRoot%\\syswow64\\wwahost.exe.

KoHmpornb npoepamm
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Bkno4vyeHue v Bbikno4vyeHne KoHTpona nporpamm

Mo YMOIn4aHuo KOHTpOJ'Ib nporpamMmm BbIKITHOYEH.

» UmobhkI eknoHUMb UMU 8bIKAOYUMb KOHMposib npozgpamm ebirnonHume credyrouwjue odelicmeusi:

1
2,
3

4,

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}
B okHe napameTpos nporpamMmmbl Bbl68pMTe pasgen KOHTpOﬂb 6e3onacHocTn — KOHTpOIIb nporpamMmm.
|/|CI'IOJ'Ib3yl71Te nepekn4aTtenb KOHTpOﬂb nporpamm, YTOObI BKNIOYNUTb UMK BbIKIMKOYNTL KOMMOHEHT.

COXpaHMTe BHECEHHbIE N3MEHEHUA.

B pesynbTaTte, ecnu KoHTponb nporpaMm BKOYeH, nporpammMa nepenaet B Kaspersky Security Center
MHGOPMaLMIO O 3anyLLEHHbIX UCMONMHAEMbIX (hannax. Bbl MoxeTe NpoCMOTPeTb CMMCOK 3anyLUEeHHbIX
ucnonHsiembix dpannos B Kaspersky Security Center B nanke UcnonHsiemble ¢annbl. [na nonyyeHns
MHpopmaLum 060 BCcex NCNoNHAEMbIX barnax, a He TONMbKO O 3anyLleHHbIX dhannax, 3anycTute 3agavy
UHeeHmapu3ayusi.

Bbi10op pexxuma KoHTponsa nporpamm

» Umobkl ebibpamb pexum KoHmMposs rnpogpaMm, 8binosiHUme criedyrouiue delicmeusi:

B rmaBHOM OKHe Nporpammbl HAXXMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHtponb 6e3onacHoct — KOHTponb nporpamm.
B 6noke Pexxum KOHTpons 3anycka nporpaMmm Bbibepute 0auH 13 crnegylowmnx BapnaHToB:

e Cnucok 3anpeLeHHbIX. Ecnu BoiOpaH aToT BapuaHT, KOHTponb nporpamMmm paspeLuaeT BCEM
nornb3oBaTensam 3anyck NtobbIX MporpaMmm, KPOMe Cry4aeB, yAOBETBOPSOLLMX YCIOBUSM
3anpewyatowmnx npaesun KoHTpons nporpamm.

e Cnucok paspelueHHbIX. Ecnu BoiOpaH aToT BapuaHT, KOHTpornb nporpamMm 3anpeLaeT BCEM
nonb3oBaTensm 3anyck NtobbIX MporpamMm, KpOMe Cry4vaeB, YAOBETBOPSIIOLLMX YCIOBUSM
paspeluaroLmx npasun KoHTpons nporpamm.

Onsa pexmma Cnncok paspeLUeHHbIX NporpaMM M3HadanbHo 3agaHel npasuna Mporpammbl OC v
[loBepeHHbIe NporpaMmmbl OGHOBEHUA. 3Tu NpasBuna KoHTponsa nporpaMmm COOTBETCTBYIOT
KL-kaTeropusim. B KL-kateroputo "lMporpammbl OC" BXoaAT nporpammbl, obecnevveatoLime
HOopMarbHyt0 paboTy onepauMoHHOM cuctembl. B KL-kaTeropumto "[loBepeHHble NporpaMmbl
O0BHOBIEHNS" BXOAAT NporpaMmMbl OGHOBIEHNST HAMDOMEe N3BECTHBIX MPOU3BOAUTENEN
nporpamMmmHoro obecnedeHus. Bbl He MOXeTe yaanuTb 371 npasuna. MNapameTpbl 3TMX NpaBun
HEeAOCTYMHbI AN n3meHeHus. o ymonyanmio npasuno Mporpammbl OC BKHOYEHO, @ NPaBUo
[oBepeHHbIe NporpaMmMbl OGHOBIEHUA BhIKTHOYEHO. 3anyck nporpamMmm, COOTBETCTBYHOLLUX
ycrnoBusM cpabaTtbiBaHust 3TUX NpaBusl, paspeLLeH BCEM NOMb30BaTENSIM.

Bce npaeuna, cdhopmmnpoBaHHbIe Mpy BbIGpaHHOM peXxmMme, COXPaHSoTCS NMocrne CMeHbl pexuMa ans
BO3MOXHOCTU VX MOBTOPHOrO UCMONb30BaHUs. YToBbl BEPHYTLCS K MCMONb30BaHMI0 3TUX NpaBur,
[OCTaTOYHO BbIOpaTb HYXKHbIN PEXUM.

KoHmpornb npoepamm
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4. B 6noke [leicTBMe Npu 3anycke 3anpeLueHHbIX NporpamMmm BbIGeEpUTE, Kakoe AEACTBUE KOMMOHEHT
[OJDKEH BbINOMHATE NPU MOMbITKE NoMb3oBaTess 3anycTUTb NporpaMMy, 3anpeLleHHyo npasunamm
KoHTpons nporpamm.

5. YctaHoBuTe cnaxok KoHTponupoBaTb 3arpy3ky DLL-mogynemn, ecnu Bbl XoTuTe, 4TOOLI Nporpamma
Kaspersky Endpoint Security koHTponuposarna 3arpysky DLL-mogynen npu 3anycke nonb3osarensamm
nporpamm.

WHdopMaumsi o mogyne v nporpaMme, 3arpy3uBLUeit 3TOT MoAynb, ByAeT coxpaHeHa B OTYeT.

Kaspersky Endpoint Security koHTponupyeT Tonbko DLL-mogynu u gpaneepsl, 3arpyeHHble ¢ MOMeHTa
yCcTaHOBKU donaxka. [Nepesarpysute KOMMNbIOTEP NOCNe YCTaHOBKU donaxka, eCnu Bbl XOTUTE, YTOObI
nporpamma Kaspersky Endpoint Security koHTponuposana Bce DLL-mogynu v gpainBepsbl, BKNo4vas Te,
KOTOpble 3arpyxatotca oo 3anycka Kaspersky Endpoint Security.

Mpw BKNIOYEHUN DYHKLUMM KOHTpOns 3arpy3ku DLL-mogynen n gpaneepoB ybeamTecs, 4To B
napameTpax KoHTpons nporpamm BKIHOYEHO NpaBurio no ymonyaxuto NMporpammel OC vnu gpyroe
npaeuno, kotopoe coaepxut KL-kateropuio "[oBepeHHble cepTudmkathl" 1 obecrnedmBaeT 3arpysky
posepeHHbix DLL-moaynen n gpansepoB Ao 3anycka Kaspersky Endpoint Security. BkntodueHne
KoHTpons 3arpy3ku DLL-mogynen n gparisepoB npu BbikrtodeHHoM npasune Mporpammbl OC moxeT
NPVBECTU K HECTaBUNBHOCTAN ONepaLMOHHON CUCTEMBI.

PekomeHayeTcsa BKMIOUNTL 3alnTy naponem (cm. pasgen "BknoveHne 3awutel naponem” Ha

cTp. 195) Ans HACTPOWKK NapameTpoB NPOrpaMmbl, YTOObI MMETb BO3MOXHOCTb BbIKIMHOUYNTD
3anpeLlaroume npasuna, brokupyroLmne 3anyck Kputuieckn BaxkHolx DLL-mogynen n gpariBepos, He
N3MeHsAa npu 3ToM napameTpbl nonutukn Kaspersky Security Center.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWSI.

HOenctBua c npasunamm KoHtponsa nporpamm B
UHTepdence nporpaMmmbl

Kaspersky Endpoint Security KoHTponunpyeT 3anyck nporpaMmM Mosnb30BaTensiMu ¢ MOMOLLbIO Npaswn. B npasune
KoHTpons nporpaMm cogepxaTcs ycnoBus cpabaTtbiBaHUs U 4ENCTBUSA KOMMOHEHTa KoHTponb nporpamm npwm
cpabaTtbiBaHUM npaBuna (pa3peLleHme nnm 3anpeLleHme nonb3oBaTensm 3anyckaTe NporpaMmmy).

Ycnosus cpabaTbiBaHus npaBuna

Ycnosue cpabaTbiBaHMSA NpaBunia npegcraBnseT cobon COOTBETCTBUE "TUM YCIOBUS - KPUTEPUIA YCNOBUS -
3HayeHue ycnosus". Ha ocHoBaHum ycnosun cpabatbiBaHus npasuna Kaspersky Endpoint Security npumenseT
(Mrv He NMpUMEHsieT) NPaBUIo K NporpaMmme.

B npaBunax ucnonb3yTcs crienyoLime Tunbl YCroBUM:

o Bxmovarowue ycriosusi. Kaspersky Endpoint Security npumeHsieT npaBunio K nporpaMmmMe, ecrniv nporpaMmma
COOTBETCTBYET XOTS Obl O4HOMY BKMHOYAIOLLEMY YCIOBUIO.

o Uckmoyaroujue ycriosus. Kaspersky Endpoint Security He npumeHsieT npaBuno K nporpaMmme, ecrnv
nporpamMmma COOTBETCTBYET XOTS Obl OQHOMY UCKIHOYAIOLLEMY YCITOBUIO UITU HE COOTBETCTBYET HU OOQHOMY
BKITHOYAIOLLLEMY YCITOBUIO.
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Ycnosusa cpabaTbiBaHuUsi npasuna (opMMpYOTCa C NOMOLLBIO KpuTepmeB. Ona hopMUpoBaHMs yCrioBuii B
Kaspersky Endpoint Security ucnonbeaytotca cnegyrowme Kputepum:

e MyTb K Nanke ¢ UCNosHseMbIM haiyioMm NporpamMmmel UM MyTb K UCMONMHAEMOMY dhaiiny nporpammel;

. MeTagaHHble: Ha3BaHWe UCNONMHAEeMOro cbaﬁna nporpamMmmbl, BEpCUA NCNOJTHAEMOro ¢)a|71na nporpamMmmebl,
Ha3BaHue nporpamMmmbl, BEpCUA nporpamMmmbl, Npon3BoanTeENb NporpamMmmbl;

e  Xell ucnonHsiemoro darina nporpaMmbl;

e cepTUdVKaT: nsgaTesnb, CYObEKT, OTNEeYaTok;

e MpYHaAneXxHocTb NporpamMmmel K KL-kateropuu;

e pacrnornoXxeHue UCMONHAEMOro daina NporpaMmmel Ha CbEMHOM JMCKE.

[na kaxgoro KpuTepusl, UCNonb3yemoro B YCroBMKM, HYXXHO ykasaTb ero 3HadeHue. Ecnvn napameTpsl 3anyckaemMon
nporpaMmmbl COOTBETCTBYIOT 3HAYEHNSM KPUTEPUEB, YKa3aHHbIX BO BKITHOYAIOLLEM YCNOBMKU, NpaBuno cpabaTtbiBaer.
B aTom cnyyae KoHTponb nporpaMm BbINOSHSAET AeNCTBUe, NponvMcaHHoe B npasune. Ecnu napameTpol
nporpaMmmbl COOTBETCTBYIOT 3HAYEHUSM KPUTEPUEB, YKa3aHHbIX B UCKMOYatoLLeM ycrnosun, KOHTponb nporpaMmm He
KOHTpOMnUpYyeT 3anyck NporpaMmmei.

PeweHunsa komnoHeHTa KoHTponb nporpamm npu cpabatbiBaHMU NpaBuna

Mpu cpabatbiBaHuM npaBuna KoHTponb nporpaMmM B COOTBETCTBUM C NPaBWUIIOM pa3peLuaeT Unum 3anpeLLaet
nonb3oBaTensam (rpynnam nosnb3oBaTenen) sanyckaTb NporpamMmmbl. Bbl MoxeTe BbiOMpaTh OTAENbHbIX
nornb3oBaTenen unu rpynnbl Nofb3oBaTernen, KOTOPbIM PaspeLLIEH UMK 3anpeLLeH 3amnyck NporpamMmm, Anst KOTopbIX
cpabatbiBaeT npaBuIio.

Ecnu B npaBune He ykasaH HU OAMH NONb3oBaTeNb, KOTOPOMY PaspeLLeH 3anyck NporpamMm, yaoBNeTBOPSIHOLLMX
npaewvny, NpaBuUIo Ha3bIBaeTCs 3anpewaruum.

Ecnu B npaBune He ykasaH HW OAMH NOMNb30BaTeNb, KOTOPOMY 3anpeLLeH 3anyck NporpaMM, YO0BIeTBOPSOLLMX
npaeuny, NPaBUIo Ha3bIBAETCS paspelarouium.

MpuopuTeT 3anpeLatoLLero Npasmna Bbille NpuoputeTa paspeLuaroLlero npaesuna. Hanpumep, ecnv gns rpynnol
nonb3oBaTenen HasHa4YeHo paspeluaroee npasuno KoHTponsa nporpaMmmbl U Ansi 0OGHOMO 13 Morb3oBaTenien 3Ton
rpynnbl Ha3Ha4YeHo 3anpeLlatollee npasuno KoHTponsa nporpaMmmel, To 3TOMY Nonb3oBaTento 6yaeT 3anpeLleH
3anyck nporpammsi.

Craryc paboTbl npaBuna

MpaBuna KoHTpons nporpaMM MOryT MMETb OAWH M3 CreayoWwmux cTaTycoB paboThbl:

e BknioueHo. CTaTyc 03Ha4aeT, YTo NPaBUIIO UCMONb3yeTcs BO BpeMsl paboTbl KOMMNOHeHTa KoHTponb
nporpamm.

e BblkntoyeHo. CtaTyc 03HayYaeT, YTo NPaBUIIO HE UCTMONb3yeTcs BO BpeMs paboTbl KOMNoHeHTa KoHTporb
nporpamm.

e TectnpoBaHue. CtaTyc o3Ha4vaeT, 4To Kaspersky Endpoint Security paspeluaeT 3anyck nporpamm, Ha
KOTOpble pacnpoCTpaHsAeTcs AENCTBME NpaBuia, HO 3aHOCUT MHCpOpPMaLUIO O 3amycKe 3TMX NporpaMm B
OTYeT.

KoHmpornb npoepamm
159



kaspersky

B aTtom pasgene

[o6aBneHvie NpaBuna KOHTPOMS MPOTPAMM .........ccuuieiureeirreesieeesseeessseeassreesseeesssaeassssessssessseeesseesssees 160
[o6aBneHve ycnosus cpabaTbiBaHWs B NpaBuiio KOHTPOMSA MPOMPAMM............cevvreerivresiieeesireeseeeesnnens 161
MN3meHeHne cTaTtyca npaBuiia KOHTPOMS MPOTPAMM .........ccuveeivreeiireeeieeesieeassreesseeesseesssseesseeesseeessnes 162

Oo6aBneHne npaBuna KoHTponsa nporpamm

» 4Umobebl dobasums ripasusio KoHmMpons npogpamm, 8binosHUme credyruue delicmeus:

1. B rnaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpaMmmebl Boibepute pasgnen KoHtponb 6e3onacHoctu — KoHTponb nporpamm.
3. Haxmute Ha kHONKy 3anpeLeHHble nporpaMmmbl unu PaspelleHHbIe NporpaMmmbil.
OTkpoeTca cnmcok npasun KoHTpons nporpamm.
4. HaxmwuTte Ha kHornky [lo6aBuUTb.
OTkpoeTcs OKHO € napameTpamu npasuna KoHTpons nporpamm.
5. Ha 3aknagke O6wme HaCTPOMKM 3a4anTe OCHOBHbIE MapameTpbl NpaBuna:
a. B none HasBaHue npaBuna BBegMTe Ha3BaHWe Npasuna.
b. B none OnucaHue BBEOMTE ONMCaHWE NpaBuna.

c. 3apanite NN N3MeHUTE CMMCOK Nonb3oBaTenen 1 / Nnu rpynn nonb3oBaTenen, KOTOPbIM paspeLleHo
Unn 3anpeLleHo 3anyckaTb Nporpammebl, yAOBNETBOPSOLLIME YyCroBusAM cpabaTbiBaHns npasuna. Ans
3TOro HaXxXmuTe Ha kHornky JlobaBuTb B Tabnuue CybbeKkTbl U UX NpaBa.

Mo ymonuaHuio B CNMCOK nonb3oBaTenen gobaeneHo 3HadeHve Bee. [enctere npasuna
pacnpocTpaHseTcs Ha BCEX NONb30BaTENE.

Ecrime Ta6J'II/ILLe HE yKa3aH H/ O4WH MOoJib30BaTeslb, NMNpaBuUiio HE MOXET ObITb COXpaHeHo.

d. B tabnuue CybbekTbl U MX NpaBa onpegennTe npaeo Nonb30oBaTenen Ha 3anyck nporpamm ¢
MOMOLLIbIO NepeKnoYaTens.

e. YcraHoBuTe hnaxok 3anpeTuUTb ocTarnbHbLIM MONb30BaTeNsAM, €CMy Bbl XOTUTE, YTODLI Mporpamma
3anpeLllana 3anyck nporpaMmm, yaoBrneTBOPSIOLLMX YCNOBUAM cpabaTbiBaHUsA npaBurna, BCeEM
nonb3oBaTensiM, KOTOpbIE He yKka3aHbl B Tabnvue Cy6beKTbl M UX NpaBa ¥ He BXOAAT B rpynnbl
nonb3oBaTenen, ykasaHHble B Tabnuue CybbeKTbl N UX npasa.

Ecnu dnaxok 3anpeTutb ocTanbHbIM nonb3oBatenamMm cHAT, Kaspersky Endpoint Security He
KOHTPOSMPYET 3anyck NporpaMmm nofib3oBaTensamu, KOTopble He yka3aHbl B Tabnvue CyObeKkTbl U
MX NpaBa 1 He BXOASAT B rpynnbl Nofb3oBaTesien, ykasaHHble B Tabnuue CybbeKkTbl U UX NpaBa.

f. YcTtaHoBuTe chrnaxok [loBepeHHbIe NporpaMmMbl OGHOBMEHUs1, ECNY Bbl XOTUTE, YTOObI NPOrpammbl,
yOOBETBOPSOLMNE ycnoBusam cpabaTtbiBaHust npasuna, Kaspersky Endpoint Security cuntan
[OBEPEHHBbIMM MporpaMMamMy 0GHOBITEHUSI C NPABOM CO3[aBaTth ApYrue UcnonHsemble davnbl, 3anyck
KOTOpbIX B AanbHenwem bygeT paspeLueH.
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6. Ha 3aknagke YcnoBus cchopmupynte (cM. pasgen "[obaeneHne ycnosus cpabaTbiBaHMS B NPaBuUIio
KoHTponst nporpaMm” Ha cTp. 161) unu namMeHuTe CNncoK BKIOYaOLWKUX YCNOBUIA cpabaTbiBaHUS npasuna.

7. Ha 3aknagke UcknioveHus copMuUpyiiTe Unm M3MeHUTE CMMCOK UCKITIOYaloLLMX YCIOBUI cpabaTbiBaHUs
npaeuna.

Mpun murpaummn napametpos Kaspersky Endpoint Security ocywecTBnsgeTca Takke Murpaumus cnmcka
NCMONHsAeMbIX (pannoB, co30aHHbIX 4OBEPEHHBIMU NporpaMMamMy 0GHOBMNEHUS.

8. COXpaHMTe BHECEHHbIE N3SMEHEHUA.

HNo6GaBneHue ycnoBusi cpabatbiBaHUA B npaBuno KoHTponsa nporpamm

>

Umobsi dobasume Hogoe ycriogue cpabambigaHus 8 rpasusio KoHmMporis rnpoapamm, 8binoHume
cnedyrowue delicmeus:

1. B rnaBHOM OKHe nNporpammbl H&XXMUTE Ha KHOMKY 1o}
2. B okHe napameTpoB nporpammbl Boibepute pasgnen KoHtponb 6e3onacHoctu — KoHTponb nporpamm.
3. Haxmute Ha kHONKy 3anpeLeHHble nporpaMmmbl unu PaspelleHHble NporpaMmmbil.
OTkpoeTca cnucok npaeun KoHTponsa nporpamm.
4. BbibepuTe npaBunio, Ang KOTOporo Bbl XoTute Aob6aBnTb ycrioBne cpabartbiBaHus.
OTkpotoTcsa ceoncTBa npaeuna KoHTpons nporpamm.
5. Tlepengute Ha 3aknagky YcnoBus unv UcknroyeHUs n HaxxmuTe Ha KHonKy [lo6aBuUTb.
6. Bbibepute ycnosus cpabatbiBaHus npaBuna KoHTpons nporpamm:

e YcnoBusi n3 CBOMCTB 3anyCKaBLUMXCA nporpamm. Bbl moxeTe BbiGpaTh NporpaMmbl, K KOTOPbIM
OyneT npuMmeHeHo npaBuno KoHTporns nporpaMm, U3 cnvcka 3anyLleHHbIX nporpamm. Kaspersky
Endpoint Security Tarke gobaBnseT B 3TOT CNMCOK NporpamMmbl, KOTopble Koraa-nnbo 6binm 3anyLeHbl
Ha KoMnbloTepe. Bam Hy)XHO BbIGpaTh KPUTEPUIA, HA OCHOBE KOTOPOrO Bbl XOTUTE CO34aTb OAHO Unn
HEeCKONbKO ycnoBui cpabatbiBaHusa npasuna; Xew cpanna, Ceptudmkar, KL-kateropus,
MeTtapaHHble nnm MyTb K ¢panny nnu nanke.

e Ycnousa "KL-kateropua". KL-kamezopusi — chopmmnpoBaHHbIN crieumanmctamm "flabopatopun
Kacnepckoro" cnncok nporpamm, obnagarowmx odwmmMm TeMaTtuieckuMmm npmsHakamm. Hanpumep,
KL-kaTeropusi "OdoucHble nporpammbl” BKITtovaeT B cebsi nporpammbl 13 naketoB Microsoft Office,
Adobe® Acrobat® u gpyrue.

e YcnoBue Bpy4HyH0. Bbl MOXeTe BbIOpaTh daiin nporpammbl 1 BbibpaTe O4HO U3 YCIOBUM
cpabatbiBaHus npasuna: Xew c¢panna, Ceptucumkar, MetagaHHbie unu MyTb K hanny nnm nanke.

e YcnoBue no Hocuteno ¢panna (cbeMHbIN gUck). [Npasnno KoHTpons nporpamMmm npMMeHsaeTcs
TOMbKO K (hannam, KoTopble 3anyckatoTca Ha CbEMHOM AUCKE.

e YcnoBus u3 cBoMCTB hansioB ykazaHHoW nanku. [paBuno KoHTpons nporpaMm NpuMeHsieTcs
TOMbBKO K (hannam, KoTopble pacrnonoXeHbl B ykaszaHHOMW nanke. Bbl Takke MoXeTe BKMIOYUTL Unn
UCKMIOYMTb hairnbl N3 BAOXEHHbIX Nanok. Bam Hy>kHO BbIOpaTh KpUTEPWIA, HA OCHOBE KOTOPOrO Bbl
XOTUTE CO3aaTb O4HO UMW HECKONBLKO YCroBun cpabaTeiBaHus npasuna: Xew c¢panna, Ceptudmkar,
KL-kaTeropus, MetapgaHHble nnu MyTb k doarny unu nanke.

7. COXpaHVITe BHECEHHbIE NSMEHEHUA.

KoHmpornb npoepamm
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Mpu no6aBneHnn ycroBuii yuuTbiBaiiTe cregyolime ocobeHHoOCTU paboTel KOHTpons nporpamm:

Kaspersky Endpoint Security He nogaepxuvsaeT MD5-xeww channa n He KOHTPONUPYET 3anyck NPUNOXEHUN
Ha ocHoBe MD5-xewwa. B kayecTBe ycrnoBus cpabatbiBaHusi npasuna ncnonbdyetca SHA256-xeLu.

He pekoMmeHOyeTcAa UCnosib3oBaTh B Ka4eCTBe yC.I'IOBI/IIZ Cpa6aTbIBaHMF| npaBui TONbKO KpUtepun
Uspatenb 1 Cy61=.e|<T. Mcnonb3oBaHune aTux Kputepumnes ABNAETCA HeHa4eXHbIM.

Ecniu Bbl UCMonb3yeTe CUMBOSbHYIO Cebiriky B none MyTsb Kk dpaitny unu nanke, pekomeHayeTcs
pa3BepHyTb CUMBOJSILHYIO CChINKY Ans KOPPeKTHOW paboTbl Npaemna KoHTpons nporpamm. Ans aTtoro
Ha)XMUTE Ha KHOMKy Pa3aBepHYTb CUMBONBLHYIO CChISKY.

N3meHeHMe cTaTyca npaBuna KoHTponsa nporpamm

» Ymobsi usmeHumes cmamyc npasusia KoHmpors npozgpamm, ebirnosiHume credyrowue oelicmeus:

B rmaBHOM OKHe NporpamMmmbl HAXXMMUTE Ha KHOMKY 1o}

B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHtponb 6e3onacHoct — KOHTponb nporpamMmm.
HaxmuTe Ha KHONKy 3anpeLweHHble nporpaMmmbl unu PaspelleHHble NporpaMmmbil.

OTkpoeTca cnucok npaeun KoHTponsa nporpamm.

B rpadhe CtaTyc OTKpONTE KOHTEKCTHOE MEHIO U BbIDEPUTE OAMH N3 CNEeaYHLNX MYHKTOB:

e BknroyeHo. Ctatyc o3Ha4yaeT, YTO NpaBUIIO UCMOMb3yeTCs BO Bpemsi paboTbl KOMNOHeHTa KoHTponb
nporpamm.

e BbIkntoyeHo. CTaTyc 03Ha4aeT, YTo NpaBuIo HE UCNOMb3yeTcs BO BpeMsi paboTbl KOMMNOHEHTA
KoHTponb nporpamm.

e TectupoBaHue. Ctatyc o3Ha4vaeT, 4To Kaspersky Endpoint Security Bceraa paspeluaet 3anyck
nporpamm, Ha KOTOpble pacnpoCTpaHsAeTCs AENCTBUE STOro NpaBuna, Ho 3aHOCUT MHGPOPMAaLNIO O
3anycke 3TMX NporpamMmm B OTYET.

COXpaHVITe BHeCEeHHble NSBMEHEHUA.

TecTupoBaHue npasun KoHTpona nporpamm

UTtobbl ybeguTbes, 4To npaBuna KoHTpons nporpaMm He B610KMpYHOT NporpaMmbl, HeobxogvMmble aAnst paboTsl,
pekoMeHayeTCs Nocrne co3naHusl NpaBui BKIIOYNTb TECTMPOBaHWE Npasun KoHTponsa nporpamm u
npoaHanunampoBaTtb ux paboTy.

[nsa aHanusa paboTbl npaeun KoHTponsa nporpaMm TpebyeTcs nayuntb cobbiTusi No pedynbtatam padoTbl
koMmnoHeHTa KoHTponbe nporpamm, npuxogswme B Kaspersky Security Center. Ecnv gns Bcex nporpamMmm, Kotopble
HeobxoaMMbl AN paboTbl NOMb30BATENO KOMMbLIOTEPA, OTCYTCTBYIOT CODObLITMSA O 3anpeTe 3anycka B TECTOBOM
pexuMe, TO co3AaHbl BEpHbIE NMpaBura. B npoTMBHOM cryvyae pekoMeHayeTCsl yTOYHUTb NapaMeTpbl CO34aHHbIX
BaMu Npasui, co3aaTtb AOMNOMHUTENbHbIE UMW YOanNuUTb CyLLECTBYOLLME NpaBuna.

KoHmpornb npoepamm
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» UmobkI ekntoHumMb mecmuposaHue npasusi KoHmposs npogpamm umu ebibpame 6rioKupyrouee
Odeticmeue KoHmporns rpoegpamm, ebinosiHume credyrouwue delicmeusi:

5.

B rmaBHOM OKHe nporpamMMbl HOXXMUTE Ha KHOMKY 103

B okHe napameTpoB nporpaMmmbl BbibepuTe pasaen KoHtponb 6e3onacHocT — KoHTponb nporpamm.
HaxxmuTe Ha KHonky 3anpeLeHHble nporpaMmmbl unv PaspelleHHble NporpaMmmbl.

OTkpoeTca cnucok npasun KoHTpons nporpamm.

B rpacbe Ctatyc BbibepuTe nyHKT TecTupoBaHue.

Cratyc o3HavaeT, 4to Kaspersky Endpoint Security Bcerga paspeluaeT 3anyck nporpamm, Ha KOTopble
pacnpocTpaHsieTcs A4eNCTBME STOrO Npasuna, Ho 3aHOCUMT MHAOPMAaLIMIO O 3amnycke 3TUX NporpamMm B
OTYeT.

COXpaHI/ITe BHECEHHblIE N3MEHEHUA.

Kaspersky Endpoint Security He 6ygeT 6nokupoBaTb NporpamMmmbl, 3anyck KOTOPbIX 3anpeLeH KOMMNOHEHTOM
KoHTponb nporpamm, HO ByaeT oTnpaBnsaTb yBeaomreHnsa ob nx 3anycke Ha Cepep agMUHUCTPUPOBAHKS.

MOHUTOPUHI aKTUBHOCTU NpPOrpamm

MoHumopuHe akmueHOCmU fpo2pamMm — 3TO MHCTPYMEHT, NpeaHa3HayYeHHbI 4N npocMoTpa MHpopmauum o6
aKTMBHOCTW NpOrpaMM Ha KOMMbOTEPE NOMb30BATESNS B PEXUME PearibHOro BPEMEHM.

Onsi pa6oTbl MOHWUTOPUHIa aKTUBHOCTM NPOrpamMM BaM HY>KHO YCTaHOBUTb KOMMOHEHTbI KOHTponb nporpamm
n MNpenoTBpalleHne BTOPXKEHWUI. ECnn 3T KOMMOHEHTbLI HE YCTAHOBIEHbI, B IMIAaBHOM OKHE NMporpammbl (CM.
pasgen "Htepdenc nporpammbl” Ha cTp. 39) pazaen MOHUTOPUHI aKTUBHOCTU MPOrpaMm CKpbIT.

» 4Ymobnsl 3arnycmums MoHUmMopuHe akmugHocmu rpozgpamm,

B [MaBHOM OKHe Nporpammbl B pasgerie MOHUTOPUHI HaxXMUTe Ha MNUTKy MOHMTOPUHI aKTUBHOCTH
nporpamm.

OTkpoeTcs OKHO AKTUBHOCTb Nporpamm. B aTom okHe nHdopmMaums 06 akTMBHOCTM Nporpamm Ha
KOMMblOTEPE MoNb30BaTeNs NpeAcTaBreHa Ha Tpex 3aknagkax:

Ha 3aknagke Bce nporpammbl oTobpaxaetcsa nHpopmMauus o Bcex nporpaMmmax, yCTaHOBMEHHbIX Ha
KOMMbIOTEPE.

Ha 3aknagke PaboTatrowme otobpaxaeTca nHdopmaums o noTpebneHnm pecypcoB KOMMbIOTEPa KaxKaon
N3 NnporpaMm B pexmme pearnbHOro BpeMeHn. Ha aTon 3aknagke Bbl MOXETe, a Takke NepenTu K
HacTpPOMKe paspeLleHnit Ans OTAENbHON NporpamMMel.

Ha 3aknaake 3anyckaemble npu ctapTe oTo6pa)kaeTcs ClMCOK NporpaMmM, KOTopble 3anyckatTcs npu
cTapTe onepaLMOHHON CUCTEMBI.

Ecnu BbI XOTUTE CKpPbITb JaHHbIE 00 aKTUBHOCTM nporpamMmm Ha KOMMNbTEPE NOJib30BaTES1A, Bbl MOXETE
OrpaHnynTb OOCTYN NoJNib3oBaTeNA K UHCTPYMEHTY MOHI/ITOpI/IHr AKTUBHOCTU NporpamMm.
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Kak ckpbimbs MoHumopuHa akmusHocmu rpoepamm 8 uHmepghetice rpoepammel yepe3 KoHcorb
aomuHucmpuposarusi (MMC)

1. Ortkpownte KoHconb agmuHucTpupoBanuns Kaspersky Security Center.

2. B nanke YnpaBnsiemble ycTporcTBa AepeBa KoHconu agMUHUCTPUPOBaHUSI OTKPOIATE nanky ¢
Ha3BaHMEM rpynnbl aAMUHUCTPUPOBAHWS, B COCTaB KOTOPOW BXOAAT HYXKHbIE KITMEHTCKME KOMIMbIOTEPDI.

B paboueit obnacTtu BbibepuTe 3aknagky MonuTukm.
BbiGepuTe HyXKHYIO NMONMUTUKY U OTKPOMTE CBOMCTBA MOMUTUKM OBONHBLIM LLENYKOM MbILLW.

B okHe nonuTtukn Beibepute O6LWMe HacTporkn — UHTepdeiic.

I

|/|CI'IOJ'II:>3yl71Te Ct)J'IG)KOK CKpI:ITI: pas3gen MOHMTOpMHF AKTUBHOCTMU Nporpamm, YTOObI BKNIOYNUTL UM
BbIKITIO4YNTb O0CTYN K UHCTPYMEHTY.

7. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

NMpaBuna chopMmmMpoBaHMsA Macok UMeH hanoB Mnu nanok

Macka umeHu ¢batina unu nanku — 370 NpeacTaBneHne MMeHN Nankn Unn UMeHN 1 paclumpenns ganna c
NCMNoNb30BaHMEM OOLLIMX CMMBOJIOB.

[na dpopmmnpoBaHusa Macku MMeHun harina nnm nanku Bbl MOXETE UCNONb30BaTh criegytolmne obLme CMMBOIbI:

e CumBOnN *, KOTOPbIN 3aMeHSIET NobOoM HAabop CMMBOSIOB, B TOM YKUCIEe NYCTOW. Hanpmumep, Macka C:\* . txt
OyaeT BkoYaTh BCe NyTU K charnam ¢ paclumpeHmeM txt, pacnonoxeHHbIM B Nankax 1 nognankax Ha
aucke (C:).

e CwumBon 2, KOTOPbIN 3aMeHSIET NOOOM OANH CUMBOJ1, KPOME CUMBOJSIOB \ U / (pasgenuten nMeH dairnos 1
nanok B NyTsAX K dpannam u nankam). Hanpumep, macka C: \Folder\???.txt OygeT BKAOYaTb NyTM KO BCEM
pacnonoXeHHbIM B Nanke Folder dainam ¢ paclumpeHnem txt n MeHeM, COCTOSALLIM U3 TPEX CUMBOJOB.

U3meHeHUue wabnoHoB coobweHnn KoHTpona nporpamMmm

Korga nonb3oBaTtenb NbiTaeTcs 3anyCcTuUTb NporpaMmmy, 3arnpeLleHHyo npasunomMm KoHTpons nporpamm, Kaspersky
Endpoint Security BbiBOguT coobuieHre o 6rnokupoBke 3anycka nporpammbl. Ecnv 6riokmpoBka 3anycka
nporpaMmebl, N0 MHEHMIO MOMNb30BaTENA, MPOM3OLLINA OLWMOOYHO, MO CChINKE U3 TEKCTa coobLyeHns o BrokmpoBke
nonb3oBaTenb MOXET OTNPaBUTb COOOLLEHVNE aAMUHUCTPATOPY JTOKarnbHOW CETU OpraHmn3auum.

[nsa coobleHns o 6riokMpoBke 3anycka nporpaMmMbl U COOOLLEHNS aAMUHUCTPATOPY NPeayCMOTPEHbI LWabMnoHbI.
Bbl MOXeTe n3aMeHsATb LWabrnoHbl COOOLLEHWUIA.

» Ymobbi usmeHumMs WwabrioH coobuweHus, 8binosTHUMe criedyroujue delicmeusi:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpaMmbl Beibepute pasnern KoHtponb 6e3onacHoctu — KoHTponb nporpamm.
3. B 6noke LLa6noHbl HacTponTe WabnoHbl coobLleHnn KoHTpons nporpaMmmbl:

e CoobGLieHue o 6nokupoBke. LLIabnoH coobLeHns, KoTopoe NosiBNsAeTcs Npu cpabaTbiBaHUM NpaBuna
KoHTpons nporpamm, 6rokMpytoLLero 3anyck nporpaMme.
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e Coo6LeHune agMuHucTpaTopy. LLlabnoH coobLueHns Ans oTnpaBkv agMUHUCTPaTOpPY JIoKansHOM CeTu
opraHvsaumu B criyyae, ecriv GrokMpoBKa NporpaMmbl, MO MHEHMIO MOMNb30BaTenNsl, NPoU3oLLa OLNGOYHO.

4, COXpaHVITe BHECEHHblIE NSMEHEHUA.

CMm. Takxe:
MiaMeHeHMe WabnoHOB COOBLLEHNN BEO-KOHTPOMA. ... .uuiiiiii s 185
iaMeHeHWe WabnoHOB COOBLLEHN ALANTUBHOIO KOHTPOMS @HOMAIMM ....uuveeeeeeee e e e e e e 173
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ALOanTBHbLIN KOHTPOJNb aHOMarumn

OTOT KOMMOHEHT AOCTYNEeH Tonbko Ans peleHnn Kaspersky Endpoint Security ons 6usHeca PaclumpeHHbIn
Kaspersky Total Security ona 6usHeca. lNogpobHee o pelleHusax Kaspersky Endpoint Security ans 6usHeca
CM. Ha catime "[labopamopuu Kacriepckozo"
https://www.kaspersky.ru/business-security/small-to-medium-business.

OTOT KOMMOHEHT A0CTyNeH, ecnu nporpamma Kaspersky Endpoint Security yctaHoBneHa Ha koMnbloTepe Noj
ynpasrneHmem onepauunoHHor cuctembl Windows ans paboumnx ctaHumi. 3TOT KOMMOHEHT HEAOCTYNEH, eCnn
nporpamma Kaspersky Endpoint Security yctaHoBneHa Ha KOMNbOTEPE NOA ynpasreHUeM onepaunoHHON
cuctembl Windows anga cepBepos.

KoMnoHeHT AganTMBHbBIA KOHTPOSb aHOManun oTcrnexmesaeT n 6NoKNpyeT AENCTBUS, HEXapaKTepHbIe A1s
KOMMbIOTEPOB CETU OpraHu3aunn. [ins oTcnexvnBaHns HexapakTepHblX AeNCTBMUA AQanTUBHbIN KOHTPOIb
aHomanwui ncnone3yeT Habop npasun (Hanpumep, npasuno 3anyck Windows PowerShell uz ogpucHol
npoepammei). NpaBuna co3gaHbl cneynanuctamum "fllabopatopumn Kacnepckoro" Ha OCHOBE TUMUYHBIX CLIEHapUeB
BPEAOHOCHOM aKkTMBHOCTU. Bbl MOXeTe BbIOpaTb noBeaeHne AganTMBHOMO KOHTPOMSA aHOManun ans Kaxagoro 13
npaswn u, Hanpumep, paspewwntb 3anyck PowerShell-ckpunToB Ans asTomatmMsaumm pelleHms KopnopaTuBHbIX
3apad. Kaspersky Endpoint Security o6HoBnsieT Habop npasun ¢ 6azamu nporpammbl. O6HOBNEHNE Habopa
npaBuI HY>XHO MOATBePXAaTb BPYYHYIO (CM. pasgen "lMpumeHeHne obHoBeHUN ons npaswi AganTUBHOMO
KOHTpoOns aHomanuin'" Ha cTp. 173).

HacTtponka AganTMBHOro KOHTPOJIA aHOManum

HacTtpoiika AqanTMBHOIo KOHTPOSIS aHOMarui COCTOUT U3 CeaYLLMX STarnoB.:

1. O6y4eHne AganTUBHOIO KOHTPOSS aHOMasuin.

Mocne BkNoYeHUa AganTMBHOIO KOHTPOMA aHOManui npasuna paboTtatoT B obydarowem pexume. B xoae
00y4yeHna AganTUBHbLIN KOHTPOSb aHOMarnun OTCneXxmeaeT cpabaTbiBaHWe NpaBuIl U OTNpaBnaeT coobiTus
cpabatbiBaHusa B Kaspersky Security Center. Kaxxgoe npasuno nmeeT CBOW CPOK AeNCTBUA 00yyatoLLero
pexuma. Cpok AencTBMA oby4datoLLero pexxmmMa ycTaHaBnmBaroT cneumnanucTbel "MabopaTtopum
Kacnepckoro". O6bl4HO CPOK AENCTBMSI ODyYaloLLEro peXxmmMa CoCTaBnsieT 2 Hegenu.

Ecnu B xoge 06y4eHuns npaBuno HK pasy He cpaboTtano, AQanTUBHbIA KOHTPOMNb aHoManuni 6ygeT cuntatb
OEeNCTBUS, CBA3aHHbIE C 3TUM NpaBuioM, HexapakTepHbiM. Kaspersky Endpoint Security 6yget
GroknpoBaTb BCe OENCTBUSA, CBA3AHHbIE C 3TUM NPaBUIIOM.

Ecnu B xoge oby4eHus npasuno cpabotano, Kaspersky Endpoint Security pernctpmpyet cobbiTusi B
oT4eTe o0 cpabaTbiBaHMAX NpaBun (cM. pasgen "lMNpocmoTp oT4eToB AJanTUBHOMO KOHTPOMS aHoManui'" Ha
cTp. 174) n B xpanunuuie CpabarbiBaHue npaBun B COCTOSHUM UHTennekTyanbHoe obyyeHue.

2. AHanus otyeTa 0 cpabaTtbiBaHMM NpaBun.

AOMUHUCTPATOP aHanNu3MpyeT OT4eT O cpabaTbiBaHWAX npasun (cM. pasgen "MNpocmoTp oT4eToOB
AJanTMBHOIO KOHTPONS aHoOManun'" Ha cTp. 174) unu cogepxaHune xpaHunuwa CpabaTtbiBaHue npaBvn B
cocTtosiHm UHTennektyanbHoe ob6y4yeHue. [lanee agMuHMCTpaTop MOXET BblOpaTh NoBeaeHne
AJanTMBHOIO KOHTPOISA aHOManun Npu cpabdaTbiBaHWM NpaBunia; OrokMpoBaTh UK paspeLwmnTb. Takke
aOMVHUCTPaTOP MOXET NPOAOIKUTE OTCNEXnBaTb cpabaTbiBaHWe nNpasuna n npoanutb pabdoty
nporpamMmbl B oby4atoLiemM pexume. Ecnn agMMHUCTpaTop He NpeanpyHUMAET HUKaKNX Mep, nporpamma
TakKe NpPoAomknUT paboTtaTe B obOyvaroem pexmme. OTCHET Cpoka OencTBMs obyyatoLwero pexuma
Ha4YMHaeTCs 3aHOBO.

AdanmueHbIl KOHMPOsb aHoManul
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HacTtpoiika AqanTUBHOIo KOHTPOSS aHoOManui NPoUCXOAnT B pexume peansHoOro BpemeHn. Hactponka

ApantusHoro KOHTpOIA aHomanumn OCyLleCTBNnAeTCA no cneayrouwmnm KaHanam:

Mpu nonbITke Bpe4OHOCHOW NporpaMmbl BeINOMNHUTL gencTteue, Kaspersky Endpoint Security 3abnokunpyet

AZanTUBHbLIN KOHTPOMNb aHOManwuit aBToMaTUYeCcKn HadMHaeT GNoKMpoBaTh OENCTBUSA, CBA3aHHbIE C
npaeunamu, KOTopble He cpaboTanu B TedeHne obyyatoLlero pexma.

Kaspersky Endpoint Security nobaBnsieT HoBble NpaBuna Unu ygansieT HeakTyarsbHble.

AOMUHMCTpaTOp HacTpavBaeT paboTy AQanTUBHOMO KOHTPOSSl aHoManwuii nocrne aHanusa ot4yeTa o
cpabaTbiBaHWK NPaBWN U COAEPXKMMOTo XpaHunuwa CpabaTbiBaHUe NpaBuIl B COCTOSIHUM
WHTennekTyanbHoe oGy4yeHune. PekoMeHayeTcs NpoBepATb OTYET O cpabaTbiBaHuM Npasun v
cofepxumoe xpaHunuiia CpabaTbiBaHue NpaBun B cOCTOsiHMM UHTennekTyanbHoe o6yyeHue.

OEeNCTBUE U NOKaXKeT yBeJOMITEHNE (CM. PUC. HDKE).

Kaspersky Endpoint Security
ANENTWBHBIA KOHTPONE AHOMANWA

NeiicTene npouecca sabnokupoeaHo

VHbopmauwa o nogo3pUTenbHoM OERCTEMN:
KomnobroTep: W20H2-X64-1332

MonbsoeaTens: <He ykazaHo=

lMpaewno, 3anpellanlles ELNONHEHWE
nofo3puTenbHoro geicTens: [TestRuleMame]

[aTta w BpemA BHINONHEHWA NOLO3PUTENBHOMC OeACTENA:
1/1/0001 3:00:00 AM

MNogpobHee 3anpocuTe AocTyn

PucyHok 21.  YBegomneHne AganTMBHOIO KOHTPONS aHOManumn

AdanmueHbIl KOHMPOsb aHoManul
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Anroputm pa6oTbl ABanTUBHOIO KOHTPOJISi aHOManum
Kaspersky Endpoint Security npuHumaeT peLueHne o BbINOMHEHUN OENCTBUSA, CBA3aHHOMO C NpaBusioMm, rno
cnegyoLemy anroputmy (CM. pUc. HUXeE).

<AQMUHUCTRETOR> BT HMUN <NpaBmo>
ARANTWEHOTD KOHTPONA aHOMaNWi

l

=npasno> paboTaere Uﬁwﬂmw,em\_

pERUME / -

50 OByuenme ~ 2 Hefeny

Het

<npasno: cpaforano

Ha

Y

aspersky Endpoint Security perncrpupye’
cofbiTHe cpabaTuiBaHua

b A

Het
<agMUHUCTRaTOp= obpafaTeiEaeT OTYET O

cpafaTolBaHNAX Npasun

Ha

Y

<AMUHHCTRATOR> BoiBNpaET geicTBHE NpH
cpalaTeiEaHuK <npasunas=

BnokMpoBaTh ¥Ben oMNATE WHTEN NekTyan eHoe

' !
— []2] |2

HeicTenA, CBA3AHHLE C HeicTenA, cBAzaHHbE C
<MpaBrnom=, 3anpeLeHsl =Npasunom=, paspell eHbl

PucyHok 22.  Anroputm paboTbl AGanTUBHOrO KOHTPONS aHOManum
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B aTtom pasgene

BkntoyeHue 1 BbIktodeHne AanTUBHOMO KOHTPOMSA @HOMATIMM .......uuuuuuuniiiiiiinniss s 169
BkntoyeHue u BbIKtoYeHne npasuna AGanTUBHOMO KOHTPONA @HOMAIMUM .......uuuuerei e 169
M3meHeHne aelicteus npu cpabaTtbiBaHuy npasunia AJanTUBHOIO KOHTPOMS @HOMAMNM ..........ccueveeeee.. 170
CospgaHue ucknoveHns ansg npasuna AanTUBHOIO KOHTPOMS @HOMAMMUM .....ceeeeeeieieeeeeiiieieeeeeeeeeeeeeeeee 171
OKCMopT U MMNOPT UCKIMOYEHWUIA AN npaBunn AJanTUBHOMO KOHTPOSS @HOMAMMUM .......ceeeveeeeeeeeeeeeeeeeeen, 172
MpumeHeHne 06HOBNEHUIA AN NpaBun AQANTUBHOTO KOHTPOMS @HOMATMMM. .....ceveeeeeaiiieieeeaaaeaeaaeneeeeees 173
ViaMeHeHWe WabnoHOB COOBLLEHNA ALANTUBHOIO KOHTPOMS @HOMAIMM ....uvveeeeeeeeeeeeee e e e 173
MpocMOoTp 0TYETOB AZANTUBHOMO KOHTPOMSA AHOMATIMM ... s 174

Bkno4yeHue U Bbikno4vyeHue AganTMBHOIO KOHTPOA
aHoManuu

Mo ymonyaHunio AganTyBHbBIA KOHTPOMb aHOManui BKIOYEH.

»  Umobbi exkro4YumMb Uu 8bIKMYUMb AdanmueHbIl KOHMPOJIb aHoMasud, ebinosiHuUme credyrouwue
Oelicmeusi:

1. B rmaBHOM OKHe NporpaMmmMbl HAKMUTE Ha KHOTKY 103

2. B okHe napameTpoB nporpamMmmebl Bbibepute pasnen KoHTponb 6e3onacHoct — AganTUBHBbIN
KOHTPOJIb aHOMaruM.

3. Wcnonb3ynte nepekniovarens AganTUBHbIN KOHTPOJSIb aHOMarMM, YTobbl BKIIOYUTL UMK BbIKIMIOYUTD
KOMMOHEHT.

4, CoxpaHuTe BHECEHHbIE U3MEHEHUSI.

Bkno4yeHue U BbiKn4YeHUe npasuna AganTtMBHOro
KOHTPONA aHOManumn

»  Umobbi 8KIHYUMb UMU 8bIKIYUMb fpasusio AdarnmueHO20 KOHMPOJsIs aHoMasiul, 8bINMosHuUMme
cnedyrouwue delicmausi:

1. B rnaBHOM OKHe NporpaMMbl HAOXKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpamMmsbl Bbibepute pasnern KoHTponb 6e3onacHoctu — AganTUBHBbIN
KOHTPOIlb aHOMarM.

3. B 6noke MpaBuna Haxmute Ha kHonky UsmeHUTb npaBuna.
OTkpoeTcs cnucok npasun AQanTMBHOIO KOHTPOSS aHoMarui.

4. B 1tabnuue BbibepuTe Habop NpaBwn (Hanpumep, AKMUBHOCMb OGOUCHBIX Mpo2paMmM) U pa3BepHUTE Habop.

AdanmueHbIl KOHMPOsb aHoManul
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Bbibepute npasuno (Hanpumep, 3anyck Windows PowerShell uz oghucHbIx npozpamm).

Vcnonbayite nepekntoyarterns B rpade CocToiHMe, YTOObI BKIMOUYUTE UMK BbIKITKOYXTL NPaBuIio
ALanTUBHOrO KOHTPOSIS aHOMasun.

COXpaHVITe BHECEHHbIE NSMEHEHUA.

NU3meHeHne aencTBusa nNpu cpabartbiBaHuM npaBuna
AQanTMBHOIo KOHTPONS aHOManNun

» UYmobsi usmeHumes Oeticmeue rpu cpabamsigaHuu npasuna AdanmueHO20 KOHMPOsIs aHomarnud,

8birnosiHUMe criedyrouue delicmeus:

B rmaBHOM OKHE Nporpammbl HAXXMMUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHTponb 6e3onacHocTn — AganTUBHbIN
KOHTPOJSb aHOMasnuMm.

B 6noke MNMpaBuna HaxmuTe Ha kHONKy U3meHUTb npaBuna.
OTkpoeTtca cnucok npaeun AganTUBHOIO KOHTPOSIS aHOMasuin.

B Tabnvue BbibepuTe npasBuo.

Haxmute Ha kHomnky U3MeHUTD.

OTKkpoeTcs OKHO CBOMCTB NpaBuna AganTUBHOIO KOHTPOSIS aHOMaruin.
B 6noke [lenctBue BbibepnTE OOMH N3 CNEayOLWMX NYHKTOB:

e WHTennektyanbHoe. Ecnu BoiOpaH 3TOT BapMaHT, TO NpaBunno AganTMBHOIMO KOHTPOMS aHOManun

paboTaeT B obyyatoLLEM pexume B TEYEHE nepuoga, onpeaeneHHoro cneynanmuctamm "flabopatopum

Kacnepckoro". B aTom pexxume npu cpabatbiBaHUM Npasuna AganTMBHOIO KOHTPONS aHOManum
Kaspersky Endpoint Security paspeluaeT akTMBHOCTb, NognagaroLLyto No4 3To NpaBuno, U cosgaeT
3anuckb B XxpaHunuuie CpabaTtbiBaHMe NpaBun B COCTOSAHMMN UHTennekTyanbHoe obyyeHune
CepBepa agMmnHucTpupoBaHus Kaspersky Security Center. o ncreuenun nepmoga pabotbl
obyyarowlero pexunma Kaspersky Endpoint Security 6noknpyeT akTuBHOCTb, nognagatoLLyto nog
npaBuno AganTUBHOIO KOHTPOMS aHOMaru i, 1 CO34aeT B XXypHane 3anvcb, CoaepaLLyto
NMHpopmaLno 06 3TON aKkTUBHOCTMW.

e BnokupoBartb. Ecnu BeiGpaHo 3TO AelncTBMe, TO Npu cpabaTbiBaHUM NpaBuna AganTUBHOIO KOHTPOIS

aHomanwui Kaspersky Endpoint Security 6rnokmpyeT aktTuBHOCTb, NoANagaioLLyo Nog 370 NpaBsusio, u
€03[JaeT B XypHarie 3anvcb, Cogepxallyo MHpopMauuo 06 aToM akTUBHOCTMW.

¢ WH¢popmupoBaTtb. Ecnu BoiOpaHo 3To AeNCTBUE, TO Npu cpabaTbiBaHUM NpaBuna AganTUBHOIO
KoHTponsi aHomanui Kaspersky Endpoint Security paspeluaet akTMBHOCTb, NognagaroLLyto nog 31o
npaBuro, 1 Co34aeT B XypHare 3anucb, CoaepKaLlyo MHOopMaunio 00 3TON aKTUBHOCTMW.

7. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

AdanmueHbIl KOHMPOsb aHoManul
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Co3pgaHue UcknrYeHns anga npasuna AganTUBHOro
KOHTPONA aHOManumn

[ns npaBmn AganTMBHOIO KOHTPOIS aHOManum HeBO3MOXXHO co3aaTb 6onee 1000 nckntodeHnin. He
pekomeHayeTcs co3gaBaTb 6onee 200 ncknoyeHun. YTobbl yMeHbLLIUTb KONIMYECTBO MUCMOMb3yeMblX
NCKMIOYEHNI, PEKOMEHAYETCS UCNOMb30BaTh Macku B napameTpax UCKIIOYEHNI.

VckntodeHre ans npasuna AganTUBHOMO KOHTPOSSA aHOManui BkitoYaeT B cebsi onMcaHne NCXoOHbIX U LieneBbiX
06BbeKTOB. Mcx00HbIl 06bekm — 0OBEKT, KOTOPLIN BLINONHAET AeNcTBuS. Llerregoli 06bekm — 0b6bekT, Hag
KOTOPbIM BbINOMHAKTCA AencTsuda. Hanpumep, Bbl OTKpbIu hann £ile. x1sx. B pesynbTaTe B namMaTb
komnbloTepa Obina gobaeneHa 6ubnuoTeka ¢ pacwmpeHmem dll, KOTopyto ucnonb3yeT 6pay3ep (MCMONHAEMbIN
gann browser .exe). B gaHHOM npumepe file.x1sx —uncxogHbIn 06bekT, Excel — ncxogHbIn npouecc,
browser.exe — LueneBon obbekT, Browser — Leneson npouecc.

» Ymobkl coz0amb uckniodeHue Ons npasuna AdanmueHo20 KOHMPOJIs aHoMarud, 8bIrnosiHuUme
cnedyrowue delicmeus:

1. B rnaBHOM OKHE NporpaMMbl HBXKMUTE Ha KHOMKY 1o}

2. B okHe napameTpoB nporpammbl Boibepute pasnen KoHtponb 6e3onacHoctu — AganTUBHbIN
KOHTPOJlb aHOMasmM.

3. B 6noke MNpaBuna HaxmuTe Ha kHONKy A3MeHUTbL npaBuna.
OTkpoeTcsa cnucok npaeun AganTUBHOIO KOHTPOIISt aHOMarmi.
4. B Ttabnuue BbibepuTe npasuso.
5. HaxmuTe Ha KHonky A3mMeHnTb.
OTkpoeTcsa OKHO CBONCTB NpaBuna AqanTUBHOIO KOHTPOSIS aHOMaruin.
6. B 6noke UcknroueHus HaxmuTe Ha kHornky Jlo6aBUTb.
OTKpOETCS OKHO CBOMCTB UCKIIOYEHUS.

7. Bbibepute nonb3oBatens, Ansi KOTOPOro Bbl XOTUTE HACTPOUTbL UCKITHOYEHNE.

AJanTUBHbIVA KOHTPOSb aHOMarnumn He NoaAepPXKMBaAET UCKMOYEHMS AN rpynn nonb3oBaTtenen. Ecnu
Bbl BblbepuTe rpynny nonb3oBatenen, Kaspersky Endpoint Security He MPUMEHUT UCKITHOYEHNE.

8. B none OnucaHue BBeauTe onncaHme UCKNoYeHus.
9. 3apante napamMeTpbl MICXOQHOIO OOBbEKTA UM MCXOQHOrO NpoLecca, 3anyLeHHbIX 06 beKTOM:

¢ WcxopHbin npouecc. MyTb unu macka nytu K doanny unu nanke ¢ gannamm (HanpumMep,
C:\Dir\File.exeunmDir\*.exe).

o Xew ncxogHoro npouecca. Xew canna.

o WcxopHbin 06beKT. [yTb MM Macka nyTu K dhanny nnu nanke ¢ bannamm (Hanpumep,
C:\Dir\File.exe unu Dir\*.exe). Hanpumep, nyTb K panny document .docm, KOTOPbIN
3anyckaeT ueneBble NpoLecChl C MOMOLLbIO CKpMMNTa Uim makpoca.

AdanmueHbIl KOHMPOsb aHoManul
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Bbl Takke MoxeTe ykasaTb Apyrne o6bekTbl AN UCKNOYEHWs, HanpumMep, BeG-agpec, makpoc,
KOMaHZy B KOMaHAHOW CTPOKe, MyTb peecTpa 1 Apyrve. YkaxuTte o6bekT no creayroLlemy wabnoHy:
object://<obvexT>, rge <o6bekT> — Ha3BaHWe obbekTa, Hanpumep,
object://web.site.example.com, object://VBA, object://ipconfig,
object://HKEY USERS. Bbl Takke MOXeTe UCMONb30BaTb Macku, Hanpumep,
object://*C:\Windows\temp\*.

Xeww ucxoaHoro ob6beKTa. Xeww ganna.

I'IpaBMno ApantusHoro KOHTpOIA aHoManum He pacnpocTpaHAeTCd Ha OENCTBUS, BbINOSTHAEMbIE
00BEKTOM, UNK Ha npouecchl, 3anyueHHble 00BEKTOM.

10. 3agaiiTe napameTpbl LiIENeBoro 0GbekTa Unu LienesbIX NpPoLEeccoB, 3anyLleHHbIX Haa 00 bEeKToOM.

Llenesown npouecc. INyTb v macka nytu K channy nnu nanke ¢ dannamu (Hanpumep,
C:\Dir\File.exeunuDir\*.exe).

Xew uweneBoro npouecca. Xew cavina.

LleneBon o6bekT. KomaHaa 3anycka LieneBoro npowuecca. YKaxuTe KoMaHay no cnegyowemy
WwabnoHy object://<xomauma>, Hanpumep, object://cmdline:powershell -Command
"Sresult = 'C:\Windows\temp\result local users pwdage.txt'". Takke Bbl
MOXETe UCNOoNb30oBaTb Macku, Hanpumep, ocbject://*C:\Windows\temp\ *.

Xew uweneBoro o6bekTa. Xew danna.

MpaBuno AganTMBHOrO KOHTPOMNS aHOManui He PacnNpPoOCTPaHSIETCS HA OENCTBUA Haa OOBbEKTOM UMK Ha
npouecchl, 3anyLeHHble Hag 06 bEKTOM.

11. CoxpaHuTe BHECEHHbIE N3MEHEHMS.

JKCNOPT U UMNOPT UCKNIOYEHUU Ana npasun AganTUBHOIO
KOHTPOSIAA aHOMarnuu

» UYmobbi skcriopmuposame Uiu UMIOPMUPO8amb CrUCOK UCKIOYeHUU 07151 8bI6paHHbIX npasur,
ebinosiHUMe criedyrouue delcmeusi:

1. B rnmaBHOM OKHE NporpaMMbl HABXKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpamMmmbl Boibepute pasgern KoHTponb 6e3onacHoct — AganTUBHBbIN
KOHTPOJlb aHOMarmM.

3. B 6noke MNMpaBuna HaxmuTe Ha KHONKy U3meHUTb npaBuna.

OTkpoeTcs cnucok npasun AQanTMBHOIO KOHTPOJS aHOMarwil.

4. [nqa skcnopTa crnmucka UCKMIYEHU BbINONHUTE cnegyowmne encTBUs:

a.
b.

BbiGepuTe npaBuna, UCKIOYeHWs NSt KOTOPbIX Bbl XOTUTE SKCMOPTUPOBATD.
Haxxmute Ha KHOMKy DKCMopT.

B oTkpbIBLLEMCS OKHE BBEOUTE UMSA hainna chopmata XML, B KOTOpbI Bbl XOTUTE SKCMOPTUPOBATb
CMMCOK MCKITIOYEHU, a Takke BbIDepUTE Narnky, B KOTOPOWN Bbl XOTUTE COXPaHWUTL 3TOT chann.

nOﬂTBepDMTe, YTO Bbl XOTUTE SKCNOPTUPOBATb TOJIbKO Bbl6paHHbIe NCKITIOYEHUA, nnn SKCHOpTMpyVITe
BeCb CIMUCOK.

CoxpaHuTte dann.
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5. [Ona umnopTa cnucka UCKITIOYEHUA, BbIMNONHUTE criegyloLine 4encTBuS:
a. Haxmute Ha kHonky UmnoprT.

b. B oTkpbiBwemcs okHe BbibepuTe XML-cbann, n3 kKotoporo Bbl XOTUTE MMNOPTUPOBATL CMMCOK
UCKIIOYEHNI.

c. OrTkpowte cann.

Ecnu Ha komnbloTepe yxe ecTb cnncok ucknoderHun, Kaspersky Endpoint Security npegnoxut
yOanutb AeNCTBYIOLWMIA CNUCOK U Ao6aBuTbL B HEro HoBble 3anuncu n3 XML-darina.

6. COXpaHMTe BHECEHHbIE N3MEHEHUA.

NMpumeHeHne o6HOBNEHMN ansa npasun AganTUBHOro
KOHTPOSMSA aHOMarnuu

HoBble npaBuna AganTMBHOIO KOHTPOSS aHOManuim MoryT ObiTb 4o6aBneHbl B Tabnvuy NpaBun u CyLecTByroLmne
npaeuna AganTMBHOIO KOHTPOMsSl aHOManui MoryT 6biTb yaaneHsl U3 Tabnuubl Npasuni Mo pesynbTaTty
obHoBNeHUsa aHTMBUPYCHbIX Ba3. Kaspersky Endpoint Security BblgensieT ygansiemble n gobasnsemble npasuna
A[anTUBHOIO KOHTPONS aHOManun B Tabnuue, ecnu A4nsa aTux npasun o6HOBNEHME He BbINo NPUMEHEHO.

o Tex nop, noka obHoBMeHMe He NnpuMmeHeHo, Kaspersky Endpoint Security otobpakaeTt yganeHHble B
pesyrnbTate 0OHOBNEHUA npasuna AganTMBHOIO KOHTPOS aHOManun B Tabnuvue npasun n npuceamBaeT
3TUM NpaBunam cTaTyc BbikioyeHo. A3MeHeHne napameTpoB 3TUX MpaBusm HEBO3MOXHO.

» Ymobsbi npumeHumes 0bHo8eHUs Oris pasusl AdanmueHO20 KOHMPOIIsi aHoOMarslul, 8bInosiHuUme
cnedyrouwue delicmeus:

1. B rnaBHOM OKHe NporpaMMbl HABXKMUTE Ha KHOMKY 1o}

2. B okHe napameTpoB nporpamMmmebl Bbibepute pasnen KoHTponb 6e3onacHoct — AganTUBHBbIN
KOHTPOJib aHOMasrmM.

3. B 6noke MNMpaBuna HaxmuTe Ha KHONKy U3meHUTb npaBuna.
OTkpoeTca cnncok npaewn AganTUBHOIO KOHTPOMsSi aHOMarnumin.
4. B OTKpbIBLLEMCS] OKHE HaXXmMuTe Ha kHornky MoaTBepanTbL OGHOBNEHUS.

KHorka MoaTrBepanTb 06HOBNEHUA JOCTYNHA, €CriM AOCTYNHO OB6HOBNEHWE AN npaBun AganTyBHOIO
KOHTPONS aHOMarsnuin.

5. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

N3MeHeHune wabnoHoB coobweHumn AganTMuBHOro
KOHTPONA aHOManumn

Korga nonb3oBaTtenb NbiTaeTCs BbIMNOMHUTL AENCTBUE, 3anpeLLeHHoe npaBuinaMmn AganTMBHOIO KOHTPONS
aHomanwui, Kaspersky Endpoint Security BeiIBoaut coobLieHne o 6rioknpoBke NOTEHLUMANBHO ONACHbLIX JENCTBUN.
Ecnun 6noknpoBka, N0 MHEHUIO NOJb30BaTeNs, NPou3oLLia onboYHo, No CCbINKe N3 TekcTa coobLLEeHNst O
GrOKMPOBKE NOMb30BaTENb MOXET OTNPAaBUTb COOOLLIEHNE afMUHUCTPATOPY JTOKanbHOW CETU OpraHM3aumm.
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Ons coobLeHns o 6J'IOKMpOBKe noTeHUManbHO onacHbIX AeNCTBUA U COOBLLIEHMS aMUHUCTPaTopy
npeaycMoOTpEHbI LWabnoHbl. Bbl MOXeTe U3MEHSITb LLIAONOHbLI COOBLLIEHUIA.

» Umobsi usmeHums wabrioH coobweHus, 8binosiHUMe criedyrouue delicmeus:

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

B okHe napameTpoB nporpammsbl BbiGepute pasgen KoHTponb 6esonacHocT — AOanTUBHbLINA
KOHTPOMb aHOManumn.

B 6noke LLa6noHbl HacTponTe WabnoHbl coobLeHMn AganTUBHOMO KOHTPOSS aHOMarnuii:

e CoobueHune o 6nokupoBke. LLlabnoH coobLeHns ans nonb3oBaTens, KOTOPoe NOSIBASIETCS Npu
cpabaTbiBaHUM NpaBuna AganTUBHOMO KOHTPONS aHOMaruii, GrOKUPYIOLLErO HEXapaKkTepHoe
aewncrene.

¢ Coo06LeHne agmuHucTpartopy. LLlabnoH coobLieHns ons oTnpaBky agMUHUCTPATOPY NOKanbHON
CeTu opraHu3aLmu B criyyae, ecrniv 6rokMpoBka OeiCTBMSA, MO MHEHMIO MONb3oBaTens, NpounsoLuna
OLWMBOYHO.

4. CoxpaHuTe BHECEHHbIE 3MEHEHMUS.

CMm. Takxe:
M3ameHeHMe abnoHOB COOBLLEHNN BEO-KOHTPOMSA. ....cciiieiiiii e e e 185
M3ameHeHne wabnoHoB cooBLLEHNIN KOHTPOMSA MPOTMPAMM ....uuuiiieeeereeeiriieeeeeeeeeennnnseeeeeeerensnnneeeeeseessnnnns 164

NMpocmoTp oTyeTOB A ANTUBHOIO KOHTPONA aHOMarium

» Ymobbl npocmMompems omyemsl AGarnmueHo20 KOHMPOJIsi aHoMasud, ebinofHume credyrouwue

Oelicmeusi:

OTtkponte KoHconb agmnHucTpupoBaHusa Kaspersky Security Center.

B nanke YnpaBnsiemble ycTponcTBa gepeBa KoHCoONn agMMHUCTPUPOBaHUS OTKPOMTE nanky ¢
Ha3BaHMeM rpynnbl aAMUHUCTPUPOBaHUS, B COCTaB KOTOPOW BXOOAT HYXKHbI€ KITMEHTCKNE KOMMbIOTEPHI.

B paboueit obnactu BeibepuTe 3aknagky Monutukm.

BbIGepute Hy>XHYHO NOMUTUKY U OTKPOWTE CBOMCTBA MOSIMTUKN ABONHBIM LLENYKOM MbILLN.

B okHe nonutukn Bibepute KoHTponb 6e3onacHocT — AQanTUBHbIN KOHTPOJSib aHOMasMM.
B npaBoli 4yacTn okHa oTobpassaTcs napameTpbl KOMMNOHEHTa AJANTMBHBLIA KOHTPOSb aHOMaIuin.
BbinonHuTe ogHO 13 crieyoLwmx 4encTBUi:

e Ecnu Bbl XOTUTE NPOCMOTPETL OTYET O NapameTpax npaBun AJanTUBHOIO KOHTPOSS aHOMarnwi,
HaXXMUTE Ha KHOMKy OTYeT O COCTOAHMM NpaBun AganTUBHOTO KOHTPOJIA aHOManui.

e Ecnu Bbl xotuTe NMPOCMOTPETb OTHET O CpﬁGﬁTblBaHVIFIX npasun ApanTtuBHOro KOHTpPOIIA aHomanun,
Ha>XMUTE Ha KHOMKY OT1yet O CpaGaTbIBaHMﬂX npasuvn ApantuBHoOro KOHTpONA aHoManum.

7. 3anycTtuTtcs npouecc hopMUPOBaHNUSA oTyeTa.

OTyeT oTOOpasnTCs B HOBOM OKHE.
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Beb6-KoHTponb

Beb-KoHTponb ynpaensieT 4OCTyNnoM nonb3oBaTternei k Beb6-pecypcam. 3TO NO3BONAET YMEHbLUUTL Pacxon
Tpaduka 1 COKpaTUTb HeLerneBoe Ucnonb3oBaHue pabodero BpemeHu. Mpu nonbITke NoNb3oBaTeENs OTKPbITb
Beb-canT, 4OCTyn K kKoTopoMy orpaHudeH Be6-KoHTponem, Kaspersky Endpoint Security 3abnokvpyeT goctyn nnum
nokaxeT npeaynpexaeHne (CM. puc. Hxe).

Kaspersky Endpoint Security koHTponupyeT Toneko HTTP- u HTTPS-Tpaduk.

Ona koHTpona HTTPS-Tpaduka HY>KHO BKNIOYUTL NPOBEPKY 3aLLMLLEHHbIX COeAUHEHUI (CM. pa3aen
"HacTporika napameTpoB NPOBEPKN 3aLLMLLEHHBIX COeaUHEHMI" Ha CTp. 146).

Cnocobbl ynpaBneHUsa 4OCTYNOM K Beb6-cantam

Be6-KoHTponb no3BonsieT HacTpamBaTb AOCTYN K Be6-cantam crneayrowmmm cnocobamu:

o Karteropusa Beb6-canta. Kateropmsaumio Beb-cantor obecneudmaeT obnadHas cnyxba Kaspersky Security
Network, aBpucTuyeckmn aHanus, a Takke 6asa U3BeCTHbIX Be6-canToB (BXoAUT B cocTaB 6a3
nporpamMmmsbl). Bbl MOXeTe orpaHMunTb 4OCTYN NOMb3oBaTenen, Hanpuvep, K kateropun "CoumanbsHble
cetn" unu gpyrmm kateropusm (https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm).

e Twun gaHHbIX. Bbl MOXeTe orpaHnyYnTb 4OCTYN NONb30OBaTENEN K AaHHbIM Ha BED-canTe u, Hanpumep,
CKpbITb rpadpmnyeckue nsobpaxeHus. Kaspersky Endpoint Security onpegensiet Tun gaHHbix no dopmarty
danna, a He Mo pacLUNPEHNIO.

Kaspersky Endpoint Security He npoBepsieT dainnbl BHyTpKn apxmBoB. Hanpumep, ecnu cannsl
n3obpaxeHun nomeLleHsl B apxme, Kaspersky Endpoint Security onpegenut tun gaHHbix "Apxusbl”, a
He "['padunyeckune dannbl”.

e OtpenbHbIN agpec. Bbl MoxeTe BBeCTU BeG-agpec nnm ncnosnb3oBatb Macku (cM. pasgen "lMpasuna
dhopMMpPOBaHMS Macok aapecoB Beb-pecypcoB” Ha cTp. 186).

Bbl MOXeTe ncnonb3oBaTb O4HOBPEMEHHO HECKONBbKO CNocoboB perynnpoBaHus goctyna K Beb-cantam.
Hanpumep, Bbl MOXeTe OrpaHnM4MTb OCTYN K TNy AaHHbIX "Pannbl 0UCHBIX Nporpamm” TONbKO A1 KaTeropmm
Beb-canToB "Beb-noyta”.

MpaBuna poctyna Kk Be6-cantam

Beb-KoHTponb ynpaBnseT 4oCTynoM nonb3oBaTtenen k Beb-cantam ¢ nomoLlbto rmpasus docmyra. Bel moxeTte
HacTpouTb criegdytoLine JOMNofNHUTeNbHbIE NapamMeTpbl Npasuna 4ocTyna K Beb-cavtam:

e [lonb3oBaTtenu, Ha KOTOPLIX PACMPOCTPAHAETCA NPaBUIIO.

Hanpumep, Bbl MOXETe OrpaHM4nTb SOCTYMN B MHTEPHET Yepe3 bpaysep A5 BCeX nonb3oBaTenemn
opraHusaumn, kpome IT-otgena.

e PacnucaHue paboTbl NpaBuna.

Hanpumep, Bbl MOXeTe orpaHndMTb AOCTYN B UHTEPHET Yepes Gpaysep ToNnbko B paboyee Bpems.

Beb-KoHmpornb
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MpuvopuTeTbl NpaBun gocTyna

Kaxgoe npaBuno numeet npuoputeT. Yem Bbille NpaBurio B CNMcke, TEM Bbille ero npuoputeT. Ecnn Be6-cant
nobaeneH B Heckonbko npaeur, Beb-KoHTponb perynvpyeT AocTyn k BeG-cantam no npasBuiy C BbICLLUM
npuoputeTom. Hanpumep, Kaspersky Endpoint Security moxeT onpenenutb KopnopaTyBHbIA NopTan Kak
coumanbHyo ceTb. YTobbl orpaHnyYnTL OOCTYN K coLMarbHbIM CETAM U NpeaocTaBUTbL AOCTYN K KOPropaTUBHOMY
BeG-nopTany, co3gainTe ABa NpaBuna: 3anpeLuarollee npaBuno ans kateropun seb-cavtos "CoumanbHele cetu" n
paspeLualoLLiee NpaBumo Ans KopnopaTuBHoro Beb-noptana. MNMpaBuno 4ocTyna k kopnopaTMBHOMY Be6G-nopTtany
OOIKHO UMETb MPUOPUTET BbILLIE, YEM NPABMUIIO AOCTYNA K COLMArbHbIM CETAM.

3anpalwneaeman eeb-cTpaknLa He MOXET DbiTe NPEA0CTaBNSHA.

Aapec: hitp://kaspersky.ru/.

BeG-cTpaHuua 2abnokmupesaHa npasvacm "kasp".

MprumHa: NpUHaANexXHOCTL Bed-pecypca K kateropui(am)
coaepxaHua "HeunzeectHoe cogepixadue” 1 kateropun(am) Tmna
NaHHBbIX "Heu3BeCTHbIE AaHHbIE".

3707 BeD-pecypc 3anpelueH B oprasvsaunu. B cayuae cwmdouHoi
SNOKWMPOBKK U / van HeCBXOAMMOCTY A0CTYNa K BeD-pecypcy
oBpaTuTech K 3AMUHUCTPATOPY NOKaNbHOW CETH OpraHuaaumu
(3anpocute AocTyn).
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B aTom pasgene

BkntoveHue 1 BbiktoueHne Beb-KoHTpons

[HelicTtBns ¢ npaBunamm gocTyna Kk Beb-pecypcam

OKCnopT 1 MMMOPT crmcka

MOHUWTOPUHI aKTUBHOCTM NOMb30BaTENEN B UHTEPHETE

MameHeHure WwabnoHoB coobLieHnn Beb-KoHTpons

Mpasuna gopmmpoBaHus

Beb-KoHmpornb
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3anpalwmreaseman Bed-CTPaHKLE, BO3MOXHO, HeBe30nacka uau He
pazpelueHa NOANTMKON CPraHmMzaumn,

Appec: hitp://kaspersky.ru/.
Beb-cTpanuvua zabnokmposaHa npasuncm “kasp”.

MprunHa: NpUHaaNexXHOCTE Beb-pecypca K kateropum(am)
coaepxaHua "HeunzeectHoe coaepxaHue” n kateropum(am) Tmna
AaHHBIX "HeuseecTHbIe 4aKHbIe".

MepeiauTte no cceinke http://kaspersky.ru/, uToBsl OTKPEITE
3aNPCLEHHYKD BeB-CTPaHMLY.

MepevanTe no ceeinke http://kaspersky.ru/* ans nonyueHmna goctyna
KO BCEMY COAEPXKMMOMY BeD-CaliTa, H3 KOTOROM PACNCAOXEHA
3aNpPOLLUSHHaA Beb-CTpaHMua.

MepedanTe no ccoinke *//* kaspersky.ru/* Ana noayueHWA 4ocTyna Ko
BCEM CYLUECTEYHOLLMM AOMEHAM YPOBHA, HUXE WAV PABHOTO YPOBHHD,
OTMEUEHHOr0 «*».

[ocTyn K nepeuncneHHeiM seb-pecypcam DYAET pazpeluseH B PpaMKax
TeKyLWwen ceccum padoTsl NpOrpamMmel.

B cayuae owwnbouHoro npeaynpexassna oBpatmTecs K
3AMUHUCTPATOPY NCK3NLHOW CeTH oprakusaumy (3anpocute Aoctyn).

PucyHok 23.  CoobuweHns Beb-KoHTpons

AOPECOB BED-PECYPCOB. .....cceiieieeeieeeeeeeee e e e e e e e e e e e e e aaaaaaaaaaaeas

MACOK a0 PECOB BED-PECYPCOB.......cceeiieieeeeiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeaaeaaaaaeaaaaaaes



lkaspersky

BknroyeHue u BbiknoyeHne Bebo-KoHTponsa

Mo ymonyaHuio Be6-KoHTponb BKMOYEH.

»  Umobsi exkro4Yume uniu ebikYums Beb-KoHmporib, ebinoniHume criedyrowjue delicmeus:

1. B rnaBHOM OKHe nNporpammbl HXXMUTE Ha KHOMKY 1o}

2. B okHe napameTpoB nporpammbl BeibepuTe pasgen KoHTponb 6e3onacHoctu — Be6-KoHTponsb.
3. Wcnonbayite nepekntoyartens Be6-KoHTponb, 4ToObI BKNHOYNTL UITK BbIKMTHOYUTL KOMMOHEHT.
4

COXpaHMTe BHECEHHbIE N3MEHEHUA.

OencTBuUsA ¢ npaBunamMmm goctyna K Beb-pecypcam

He pekomenayeTcs co3gaBaTb 6onee 1000 npasun goctyna Kk Beb6-pecypcam, NOCKOSbKY 3TO MOXET
npmnBecCTU K HecTabuUINbHOCTU CUCTEMBI.

MpaBuno goctyna k Be6-pecypcam npeacraenset cobor Habop hpunbTpoB u gencrene, kotopoe Kaspersky
Endpoint Security BbINOMHSET Npy NOCELLEHUN NONb30BaTENSIMU ONMMUCaHHbIX B NpaBune Beb-pecypcos B
yKa3aHHOE B pacnuncaHum paboTbl npasuna Bpems. PunbTpbl NO3BONAIOT TOYHO 3aAaTh Kpyr Be6-pecypcoB, JOCTyn
K KOTOPbIM KOHTPONUPYET KOMMNOHEHT Beb-KoHTponb.

HocTynHbl crnepyowme unbTpb:

e ®dunbTp No copepxaHuto. Beb-KoHTponb pasgenseT BebG-pecypchbl NO KaTeropmsim cCogepikaHns
(https://support.kaspersky.com/Legal/WebCategories/ru-RU/206917.htm) n kateropuam Tuna gaHHbIX. Bbl
MOXeTe KOHTPOMNMPOBaThb AOCTYN Nofb3oBaTernen K pa3meLLeHHbIM Ha Beb-pecypcax AaHHbIM,
OTHOCSALLMXCS K ONpeaeneHHbIMM STUMK KaTeropusiMy Tunam AaxHblX. [1py nocelleHnn nonb3oBaTensiMu
BeO-pecypcoB, KOTOpblIE OTHOCATCS K BbIOpaHHOW KaTeEropumn CoaepXXaHms u / unu kateropumn tuna gaHHbIX,
Kaspersky Endpoint Security BeinonHseT gencTene, ykasaHHOEe B NpaBuIe.

o ®unbTp NO agpecam Beb-pecypcoB. Bbl MOXxeTe KOHTpONMpoBaTh AOCTYM NoMb3oBaTeNemn KO BCEM
agpecam BeG-pecypcoB uUnm K oTAeNbHbBIM agpecam Beb-pecypcoB v / unu rpynnam agpecos
Beb-pecypcos.

Ecnv 3agaH 1 ounbTp no cogepkanuio, n unbTp No agpecam Beb-pecypcoB, U 3agaHHbIe agpeca
BeO-pecypcoB u / unu rpynnbl aapecoB Be6-pecypcoB NpuHaanexar K BbIopaHHbIM KaTeropmsm
COAEPXXaHWSA UNK KaTeropmusiM Tuna gaHHelx, Kaspersky Endpoint Security KoHTponupyeT 4ocTyn He KO
BCeM Beb-pecypcam BbIOpaHHbIX KaTEropu CoaepXaHnst 1 / unmn kKaTteropmi Tmna gaHHbIX, @ TONMbKO K
3aJaHHbIM agpecam Beb-pecypcoB v / unu rpynnam agpecoB BebO-pecypcos.

e ®unbTp NO UMeHaM Nonb3oBaTternie U rpynn nonb3oBaTternied. Bol MOXeTe 3agaBaTb Nonb3oBaTenei
1 / unu rpynnbl norib3oBaTenen, Ans KOTopbIX KOHTPONMPYeTCcs AOCTYN Kk Be6-pecypcaM B COOTBETCTBUM C
npaBuioMm.

o PacnucaHue paboTbl npaBuna. Bel MoxeTe 3agaBatb pacnmcaHue paboTtel Nnpasuna. Pacnucanve
paboTbl NpaBuna onpegenset BpeMs, koraa Kaspersky Endpoint Security koHTponupyeT gocTyn K
BeG-pecypcam, ykasaHHbIM B NpaBune.

Mocne yctaHoBku nporpammbl Kaspersky Endpoint Security cnucok npaeun komnoHeHTa Be6-KoHTponb He nycT.
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npeﬂ,yCTaHOBﬂeHbl ABa npasuna:

e [lpaBuno "CueHapuu 1 Tabnuvupbl cTUnen”, KOTOpoe paspeLlaeT BCeM MNonb3oBaTensm B Nobdoe BpeMs
AOCTyn K Beb-pecypcam, agpeca KOTOpbIX cogepXaT Ha3BaHUs dalnos ¢ pacLUMpeHneM css, js, vbs.
Hanpumep: http://www.example.com/style.css, http://www.example.com/style.css?mode=normal.

e "MMpaBuno no ymonyaHu". 3To NpaBuIio B 3aBUCMMOCTU OT BbIOPaAHHOIO AENCTBUSI paspeLuaeT unm
3anpeLlaeT BCeM MOMb30BaTeNsM JOCTYN KO BCeM Beb-pecypcam, KOTopble He nonagatoT nog gencTeue
Opyrux npaswn.

B aTtom pasgene
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HNo6GaBneHue npaBuna goctyna K Be6-pecypcam

» Ymobbi dobasume unu usmMeHUMs ripasusio docmyna K eeb-pecypcam, ebirnonHuUme credyrowjue

deticmeusi:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE HA KHOMKY 103

2. B okHe napameTpoB nporpamMmmsbl Bbibepute pasgen KoHTponb 6e3onacHoct — Beb-KoHTponb.
3. B 6noke HacTtpomku Haxxmute Ha kHomnky NMpaBuna gocrtyna K Be6-pecypcam.

4. B oTKpbIBLLEMCS] OKHE HAaXXMUTE Ha KHOMKY [lo6aBUTD.

OTtkpoeTcs okHo MpaBuno gocryna K Be6-pecypcam.

o

B none HasBaHue npaBuna BeBeguTe Ha3BaHWe npasuna.
6. YcTaHoBuWTE CTaTyC NpaBura JocTtyna k Beb-pecypcam AKTUBHO.

Bbl MmoxeTe B ntoboe Bpemsi BbIKNOYMTE NpaBuio 4ocTyna K Beb-pecypcam (CM. pasgen "BkntoveHne
BbIKMIOYEHME NpaBuna gocTtyna K Beb-pecypcam” Ha cTp. 181) C MOMOLLLIO NepeknoyaTens.

7. B 6noke [enctBue BbIDEPUTE HY>KHbBIA BapuaHT:

o Paspewarb. Ecnu BibpaHo 310 3HaueHne, To Kaspersky Endpoint Security paspelwaet goctyn K
BeO-pecypcam, yaoBMETBOPSAOLNM NapameTpamM npasuna.

o 3anpewaTtb. Ecnu BbIGpaHo 3710 3Ha4YeHue, To Kaspersky Endpoint Security 3anpewaeTt goctyn K
Be6G-pecypcaM, yooBneTBOPSOLMM NapameTpam npasuna.

o [Mpepynpexpartb. Ecnn BbIOpaHO 370 3Ha4YeHWe, TO NpY NOMbITKE 4OCTyNa k Beb-pecypcam,
yooBneTeopsiowum npasuny, Kaspersky Endpoint Security BbiIBoguT npegynpexgeHne o Tom, 4To
BeO-pecypc He pekoMeHA0BaH ANng nocelleHus. o cebinkam n3 coobLLeHna-NpeaynpexaeHms
nornb3oBaTenb MOXET NMONy4YuUTb AOCTYM K 3anpoLleHHOMY BeO-pecypcey.
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8. B 6noke Cogepxumoe hunbTpa BbiGepuTe HyXHbI (hUNbTP N0 coaepXKaHuLo:

Mo kaTeropusim cogepxaHua. Bl MoXxeTe KOHTpONMpoBaTb AOCTYN Nonb3oBaTenen k Beb-pecypcam
no kateropusam (https://support.kaspersky.com/Legal/\WWebCategories/ru-RU/206917.htm) (Hanpumep,
kateropus CoyuarsHble cemu).

Mo TMnam paHHbIX. Bbl MOXeTe KOHTpONMpoBaTb AOCTYN Nofb3oBaTtenen kK Beb-pecypcam no
pa3meLLeHHbIM AaHHbIM, OTHOCALLUXCA K onpedernieHHbIM TUnamM AaHHbIX (Hanpumep, paguyeckue
u3obpaxeHusl).

[N HacTpolku nnbTpa No CoaepXaHuio BbINOMHUTE CreayoLime AeUCTBuUs:

a. Haxwmute Ha ccbinky HactpouTb.

b. YcrtaHoBuTe dhnaxkn HaNPOTUB Ha3BaHWI XenaemMblX KaTeropun cogep>kanuns n / nnm Tmnos
JaHHbIX.

YcTaHoBKa hnaxka HanpoTMB Ha3BaHUSA KaTeropmm cogepxaHus v / nnum Tuna gaHHbIX o3HavaeT,
yTo Kaspersky Endpoint Security, B COOTBETCTBMM C NPaABUIIOM, KOHTPONMPYET AOCTYN K
Beb-pecypcam, NpuHaanexalimm K BolopaHHbIM KaTeropmsM cogepKanunst U / unv Tunam SaHHbIX.

c. BepHuTecb B 0kHO HacTpoiku npaBuna gocTyna Kk Beb-pecypcam.

9. B 6noke Anpeca BbibepuTe HyXHbIN UNbTP No agpecam Beb-pecypcos:

Ko Bcem agpecam. Be6-KoHTponb He omnnbTpyeT Be6-pecypchl No agpecam.

K otpenbHbIM agpecam. Beb-KoHTponb ounbTpyeT Tonbko agpeca Beb-pecypcoB u3 cnvcka. [ans
C03JaHusi CNNCOK afpecoB BeEO-pecypcoB BbIMNONHUTE CReayoLmMe 4ENCTBUS:

a. Haxmute Ha kHonky [lo6aBuTb agpec nnu [lo6aBuThL rpynny agpecos.

b. B oTKpbiBLIEMCS OKHE CCOOPMUPYNTE CMIMCOK afapecoB Beb-pecypcoB. Bbl MOXeTe BBECTH
BeG-agpec nnun ncnonb3oBatb Macku (cM. pasgen «lpaBuna dopMmMpoBaHMsi MacoK agpecoB
Beb-pecypcoB» Ha cTp. 186). Takke Bbl MOXETE IKCMOPTMPOBATL CMMCOK afgpecoB Beb-pecypcoB
n3 TXT-cbarna (cMm. pasgen «3KCNopT U MMMOPT Cnucka agpecoB BeG-pecypcoBy» Ha CTp. 182).

c. BepHuTecb B OKHO HACcTpOViku Npasuna goctyna k Beb-pecypcam.

Ecnu MNMpoBepka 3alumLleHHbIX COeanHEeHN OTKMYeHa (CM. pasgen "lNpoBepka 3auLLeHHbIX
coeamHeHmn" Ha cTp. 146), ons npotokorna HTTPS gocTtynHa omunbTpaums Tonbko Mo MMEHU
cepsepa.

10. B 6noke Monb3oBaTenu BoibepuTe Hy>XHbIM PUNBLTP ANS Nonb3oBaTenen:

Ko Bcem nonb3oBatensim. Be6-KoHTponb He hunbTpyeT Be6-pecypchbl 4518 OTAENbHbIX
nonb3osaTenen.

K otgenbHbIM nonb3oBarensam u / unu rpynnam. Be6-KoHTponbe hmnbTpyeT Be6-pecypchl TONBKO
ONsl OTAENbHbIX Nonb3oBaTenen. [Ina co3gaHns cnucka nonb3oBaTenen, K KOTOPbIM Bbl XOTUTE
NMPUMEHUTL NPaBUIIO, BbINOMHUTE CeAyoLmMe AeNCTBUS:

a. Haxwmute Ha kHonKy [lo6aBUTb.

b. B oTKpbIBLLEMCSI OKHE BbIGEPUTE NONb30BaTENEN UMW MPYMMbI NMoNb3oBaTenei, K KOTOPbIM Bbl
XOTUTE NPUMEHNUTL NpPaBUIo AOCTyNa K BeG-pecypcam.

C. BepHuTechb B OKHO HacTpoiiku NpaBuna AocTyna K Beb-pecypcam.
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11. Bbl6epVITe M3 pacKpbiBatoLLlerocqa Crimcka PacnucaHune pa60Tb| npaBuia HasBaHWe HYy>XHOro pacnmncaHud

nnn ccbopMMpyﬁTe HOBO€E pacnucaHne Ha oCHoBe Bbl6paHHOF0 pacnucaHuna paGOTbI npasuna. [nsa atoro
BbINONHUTE cneaywwne nencTeus:

a. HaxmuTe Ha kHonky U3ameHUTb unu go6aBuTb HOBOE.

b. B OTKpbIBLUEMCS OKHE HaXXMUTE Ha KHOMKy [Jo6aBUTb.

c. B oTkpbiBLUEMCS OKHE BBELMTE Ha3BaHWE pacnucaHus paboTbl NpaBsuna.
d. Hactpolite pacnucanune goctyna kK Beb-pecypcam Anisi nonb3oBaTenen.

e. BepHuTeck B OKHO HacTpoiku nNpaBua AocTyna k Be6-pecypcam.

12. COXpaHMTe BHECEHHbIE N3MEHEHUA.

HasHauyeHune npuopuTeTa npaBunam gocTtyna K Be6-pecypcam

Bbl MOXeTe Ha3HaUUTb NPUOPUTET KaXKOOMY NpPaBuIy U3 Cricka NpaBwn, PacrnorioXuB UX B ornpeaeneHHoOM
nopsiake.

» Ymobsi HasHa4Yume npasunam docmyna K eeb-pecypcam npuopumem, 8birnosiHUme credyrouwue
deticmeusi:

a > D PRE

B rmaBHOM OKHe Nporpammbl HXXMMUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHtponb 6e3onacHoctn — Beb-KoHTponb.
B 6noke HacTtpowmkn HaxxmuTe Ha kHonky MpaBuna goctyna Kk Be6-pecypcam.

B oTKpbIBLLUEMCS OKHE BbIGEPUTE NPABUIO, MPUOPUTET KOTOPOTO Bbl XOTUTE U3MEHUTD.

C nomouupbto kHonok BBepx 1 BHM3 nepemecTuTe NpaBuiio Ha HY)XHYIO NO3MLUMIO B CIUCKE NpaBun ocTyna
K Beb-pecypcam.

COXpaHVITe BHeCEeHHble NSMEHEHUA.

BknroyeHue 1 BbIKNOYEeHMe NnpaBuna gocrtyna Kk Beb-pecypcam

» Umobbi 8KkMOHUMB UMU 8bIKITKOYUMb rpasusio docmyna K eeb-pecypcam, 8birnosiHuUme credyrowue
Oetlicmeusi:

a > wn e

B rmaBHOM OKHe MporpamMMbl HXXMWUTE Ha KHOMKY o}

B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHtponb 6e3onacHoct — Beb-KoHTponsb.
B 6noke HacTporkn Haxxmute Ha kHornky lMpaBuna gocrtyna k Be6-pecypcam.

B oTkpbIBLLIEMCS OKHE BbIGEPUTE MPaBUITO, KOTOPOE Bbl XOTUTE BKITHOYUTD WUIW BIKIMOYUT.

B rpache CocTosiHMe BbINOMHUTE crieqyloLwme JeNCTBUS:

e Ecnu Bbl xoTWTE BKNIOYMTE MCNOMB30BAHNE NpaBuna, Belbepnte 3HadeHne AKTUBHO.

o Ecnu Bbl XOTUTE BLIKMIOYNTL NCMONb30BaHWE NpaBuna, BeibepuTe 3HavyeHne He akTMBHO.

COXpaHVITe BHECEHHbIE NSMEHEHUA.

Beb-KoHmpornb

181



lkaspersky

MpoBepka paboTbl NpaBun gocTyna K Beb-pecypcam

YT06bI OLEHUTb, HAaCKOMbKO cornacoBaHbl npasuna Be6-KoHTpons, Bbl MoxeTe npoBepuTb uUx paboTy. [ns atoro B
pamMkax komnoHeHTa Beb-KoHTponb npegycmoTpeHa dpyHkums "OuarHoctuka npasun'.

» Umobsi nposepumes pabomy ripasus docmyrna K eeb-pecypcam, 8birnoiHuUme credyrouue

deticmeusi:

1. B rnaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 1o}

2. B okHe napameTpoB nporpammbl BeibepuTe pasgen KoHTponb 6e3onacHocty — Be6-KoHTponb.

3. B 6noke Hactpomku HaxmuTe Ha ccbinky AuarHoctvka npaswun.

OTtkpoeTcs okHO [uarHocTuKa npaBuIl.

4. YctaHoBWTe (pnaxok YKaxuTte agpec, ecriv Bbl XOTUTE NpoBepuTb paboTy npasuin, B COOTBETCTBUU C
koTopbimu Kaspersky Endpoint Security koHTponupyeT gocTyn kK onpegeneHHomy Beb-pecypcey. B none
HWKe BBeauMTe agpec Beb-pecypca.

5. Bapgante cnucok nomnb3oBatenen 1 / unu rpynn nofb3oBaTternien, ecnun Bol XOTUTE NPOBEPUTL paboTy
npaeur, B COOTBETCTBUU C koTopbiMu Kaspersky Endpoint Security koHTponupyeT goctyn kK Be6-pecypcam
AN onpeaeneHHbIX Nonb3oBaTenen 1/ unu rpynn nonb3oBaTenen.

6. YcraHoBuTe dhriaxok PUnbTPOBaTb CoAEp)KaHUE 1 B PaCKpbIBAKOLLLEMCS CNIUCKE BbIGEPUTE HYXKHbIV
anemeHT (Mo kaTeropusm cogepxaHus, Mo TMnam gaHHbIX unu Mo Kateropusam copgepXxaHua U TUNam
AaHHbIX), ECINX Bbl XOTUTE NPOBEPUTL paboTy NpaBun, B COOTBETCTBMM C KOoTOopbiMKn Kaspersky Endpoint
Security KOHTpoNUpyeT OOCTYN K BeO-pecypcam onpeaeneHHbIX KaTeropuim coagepkaHms u / unu kateropum
TUNa AaHHbIX.

7. YcrtaHoBuTe briaXXok YYMTbIBaTb BPeMSA NONbITKM AOCTYMNa, ECIM Bbl XOTUTE NPOBEPUTL paboTy NpaBun
C Y4eTOM AHS HEeLEenv n BpeMeHn CoBepLUEHMS MOMNbITKM JOCTyna K Beb-pecypcam, ykasaHHbIM B YCIOBUSAX
AwnarHocTuku npasun. [lanee ykaxute geHb Hegenu n Bpemsi.

8. Haxmute Ha kHonky MpoBepuTb.

B pesynbTaTe npoBepku BbiBOAUTCA coobLleHne o aencteum Kaspersky Endpoint Security B cootBeTcTBUM C
nepBbiM cpaboTaBLLMM NPaBUIIOM MpPKU NOMNbITKe AOCTYyNa K 3agaHHOMY Beb-pecypcy (paspeLueHve, 3anper,
npegynpexaexue). NepebiM cpabaTbiBaeT NpaBuio, KOTOPOE HaxoauTcs B cnncke npasun Beb-KoHtpons
BbILLIE APYrMX NpaBw, yAOBNETBOPSIOLLUX YCIOBUAM AuarHocTukn. CoobLieHne BLIBOOUTCH CipaBa OT KHOMKK
MpoBepuTb. B Tabnuue Hwke BLIBOOMTCHA CIMCOK OCTarnbHbIX cpaboTaBLUMX NpaBui C yKka3aHWeM OENCTBUS,
koTopoe BbinonHseT Kaspersky Endpoint Security. MNpaBuna BbiBogAaTcs B nopsake yobiBaHWA npuopuTeTa.

AKCNOPT U UMNOPT CNUCKa aapecoB Be6G-pecypcoB

Ecnu B npaBune goctyna k Be6-pecypcam Bbl CHOPMUPOBANM CNMCOK aapecoB BEH-pecypcoB, Bbl MOXETE
aKcnopTupoBaTb ero B hann cpopmata TXT. B ganbHenwem Bbl MOXETE MMMOPTMPOBaTb CMMCOK U3 3TOro danna,
4YTOObI NPM HACTPOMKE NpaBuna He co3gaBaTb CMUCOK agpecoB BeO-pecypcoB Bpy4YHYH0. BO3MOXHOCTb akcnopTa u
nMnopTa cnncka agpecoB BeO-pecypcoB MOXET NOHagobuTbCH, HanpyMMep, ecnu Bbl CO34aeTe npasuna co
CXOAHbIMUX NapameTpamu.
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»  Umobsi umnopmuposams UU IKCopmuposams Criucok adpecos 8eb-pecypcoes 8 ¢halir,
8bIrosiIHUMe criedyrouue delicmeus:

1. B rnaBHOM OKHe NpOrpamMMbl HXMWUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpammbl BbibepuTe pasgen KoHTponb 6e3onacHocty — Be6-KoHTponsb.
3. B 6noke HacTpomkn Haxkmute Ha kHornky MpaBuna goctyna k Be6-pecypcam.
4

BbibepuTe npaBuno, cnncok aapecos Be6G-pecypcoB KOTOPOro Bbl XOTUTE 3KCMOPTMPOBAaTL UMK
UMNOPTUPOBaTb.

5. [ns akcnopTa crnvcka oBepeHHbIX Beb-pecypcoB B 6rioke Agpeca BbiNofHWTE cregylowmne 4encTBus:
a. BblbepuTte agpeca, KOTOpbIE Bbl XOTUTE SKCMOPTMPOBATD.
Ecnu Bbl He BbiGpanu HU ogHoro agpeca, Kaspersky Endpoint Security akcnopTupyeT Bce agpeca.
b. Haxmwute Ha kHoMKy JKcnopT.

c. B oTkpbiBLEMCS OKHe BBeauTe nms davina popmata TXT, B KOTOPLIV Bbl XOTUTE 3KCNOPTUPOBaTh
CNMCOK agpecoB Beb-pecypcoB, a Takke BbibepuTe narnky, B KOTOPON Bbl XOTUTE COXPaHUTb 3TOT
dann.

d. CoxpaHute dann.
Kaspersky Endpoint Security skcnopTupyet cnucok agpecos Beb-pecypcos B TXT-cawn.
6. [nsa umnopta cnmcka Beb-pecypcos B 6rioke Agpeca BbINOoNHUTE crnegyowmne encTBus:
a. Haxmure Ha kHonky UMnopT.

B oTkpbiBLLIEMCS OKHE BbiDepuTe TXT-halin, n3 KoToporo Bbl XOTUTE UMMNOPTUPOBATL CMNCOK
Beb-pecypcos.

b. OrtkpovTte dann.

Ecnu Ha komnbloTepe yXXe ecTb cnucok agpecos, Kaspersky Endpoint Security npegnoxut yganutb
OEeNCTBYIOLLNIA CNNCOK 1N Ao6aBuTb B HEro HoBble 3anucu 13 TXT-danna.

7. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

MOHVITOpVIHF aKTUBHOCTM NoOJsib30BaTesfien B nHTEepHeTe

Kaspersky Endpoint Security no3sonsieT 3anucbiBaTbe JaHHbIE O MOCELLEHUN MONb30BaTENSAMN BCEX BEO-CanToB, B
TOM 4YMCne 1 paspeLleHHbIX. Takum obpa3om, Bbl MOXETE MONMyYnTb MOJTHYH UCTOPMIO MPOCMOTPOB B HGpaysepe.
Kaspersky Endpoint Security otnpaBnseT cobbiTusi akTuBHOCTU nornb3oBaTtens B Kaspersky Security Center,
nokanbHbI XypHan Kaspersky Endpoint Security (cm. pasgen "PaboTta ¢ otyeTamun” Ha cTp. 214), )xypHan
cobbiTvn Windows. [nsa nonyyeHus cobbituin B Kaspersky Security Center Hy>xHO HAacTpouTb napameTpbl COObITUI
B nonuTuke B KoHconu agmunHuctpupoBanus nnm Web Console. Takke Bbl MOXETE HAaCTPOUTb OTMPaBKY COObLITMN
Beb-KoHTpons no anekTpoHHOM noyTe N 0TobparkeHne yBeAOMINEHWIN HA 3KpaHE KOMMbIOTEPA MOSb30BaTENS.

Kaspersky Endpoint Security cosgaeT cnegytowine cobbITvs akTUBHOCTW MOSb30BaTENS B UHTEPHETE:
e OnokupoBka Beb-canTa (ctatyc Kpumudeckue cobbimusi |I|);
e [oceLleHne HepekoMeH4oBaHHOro Beb-canta (ctartyc lpedynpexdeHus — );

e riocelleHWe paspelleHHoro Beb-caiTa (ctatyc MHopMauUoHHbIE COOBUeHUS @).
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Mepen BKNHOYEHNEM MOHUTOPUHIA aKTUBHOCTM MOSb30BaTenen B UHTEPHETE HEOOXOAUMO BLINONHUTE CreaytoLme
JencTBus:

e BHegpuTe B Tpaduk CKpUNT B3anMOAENCTBNSA ¢ BeB-CTpaHnLamm (CM. MHCTPYKLMIO Huxe). CkpynT
No3BONSAET perncTpupoBaTb cobbiTua paboTbl Beb-KoHTpons.

e [1na koHTpona HTTPS-Tpaduka HyXXHO BKNIOYMTE NPOBEPKY 3aLlLMLLEHHbIX COEAUHEHUI (CM. pa3gen

"HacTpoiika napameTpoB NPOBEPKN 3aLLULLEHHBLIX COEAMHEHMNI" Ha CTp. 146).

» UYmobkl sHEOPUMBb 8 mpachbuk ckpunm e3aumodelicmausi ¢ eeb-cmpaHuuamu, 8bIrNnoJIHUMe
cnedyrowjue delicmeus:

1. B rnaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpammbl BeibepuTe pasgen O6wme HacTporkn — Hactponku ceTum.

3. B 6noke ObpaboTtka Tpadmka yctaHoBuTe doniaxxok BHeapAaTb B TpadmMk CKpUNT B3aMMoaencTBus ¢
Beb-cTpaHuuamm.

4. CoxpaHuTe BHECEHHbIE U3MEHEHMUS.

B pesynbTate Kaspersky Endpoint Security BHegput B Tpaduk CKpMnT B3anMOZencTBNs ¢ Beb-cTpaHnLamm.
CKkpunT no3sonseT peructTpupoBaTtb cobbliTns paboTbl Beb-KoHTponsa ang xypHana cobbiTuin nporpammbl,
XypHana cobbitun OC, otyeToB (cM. pasgen "PaboTa ¢ otyeTamun” Ha cTp. 214).

» YmobbI Hacmpoums 3anuck cobbimuti Beb-KoHmporis Ha KoMrsbromepe nosib308ameris,
ebinosiHUMe criedyrouue delicmeus:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpaMmmbl Bbibepute pasgen Obwue HacTporku — UHTepdenc.
3. B 6noke YBegomneHusi Haxxmute Ha kHonky Hactponka yBegomMneHui.
4. B oTkpbiBLIEMCS OKHE BbibepuTe pasnen Beo-KoHTponb.
OTkpoeTtca Tabnuua cobbiTnn Beb-KoHTponsa n cnocoboB yBeAOMIEHWNNA.

5. HactponTte ansa kaxgoro cobbiTua cnocob ysegomneHus: CoxpaHaTb B NIOKaNbHOM OTYeTe U
CoxpaHAaTb B XXypHane cobbitun Windows.

Onsa 3anucy cobbITuiA NoceLeHnst pa3peLleHHbIX BEG-CaiTOB HY>XHO AOMOMHUTENBHO HACTPOUTL
Be6-KoHTporb (CM. MHCTPYKUMIO HUXKE).

Takke B Tabnuue cobbiTIA Bbl MOXETE BKIOYNTL YBEOOMITEHNE HA SKpaHe 1 yBEOOMIIEHME MO
3MNEKTPOHHOW noyTe. [1na oTnpaBkv yBe4OMIEHMI MO NOYTE HY)XXHO HacTpoutb napameTpbl SMTP-cepBepa.
MogpobHee 06 oTrnpaBKke yBegoMIIeHWI No novTe cM. B cnpaBke Kaspersky Security Center
https://support.kaspersky.com/KSC/13.2/ru-RU/.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

B pesynbrate Kaspersky Endpoint Security HauMHaeT 3an1cbiBaTb COObITUS aKTUBHOCTM NONb30BATENS B MHTEPHETE.
Be6-KoHTponb otnpaBnseT cobbiTusi akTMBHOCTU Nnonb3oBatens B Kaspersky Security Center cnegytoym obpasom:

o Ecnn Bbl ucnoneayete Kaspersky Security Center, Be6-KoHTpornb otnpasnsieT cobbiTvsa no Bcem obbekTam, 13
KOTOpPbIX COCTOUT BeG-CcTpaHuua. MNoatomy npu 6noknposaHum ogHon Be6-CTpaHuLbl MOXeT BbiTb CO3a4aHo
HeCKonbKo cobbITniA. Hanpumep, npy 6nokmpoBaHmmn BeG-cTpannupl http://www.example.com Kaspersky
Endpoint Security moxeT oTnpaBnTb cobbiTusi Mo cnegytowmum obbektam: http://www.example.com,
http://www.example.com/icon.ico, http:/mww.example.com/file.js n Tak ganee.
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e Ecnu Bbl ncnonbsyete Kaspersky Security Center Cloud Console, Be6-KoHTponb rpynnupyeT cobbiTusi u
OTnpaBnseT TONbKo NPOTOKON 1 AOMEH Beb-canTa. Hanpumep, ecnv nonb3oBaTerb NoceTun
HepekoMeHOoBaHHble BeO-cTpaHuubl http://www.example.com/main, http://www.example.com/contact,
http://mww.example.com/gallery, To Kaspersky Endpoint Security oTnpaBut Tonbko ogHO cobbiThe ¢
obbekTom http://mww.example.com.

» UYmobbi ekno4ums 3anuck cobbimuli rnoceuweHuUst paspeuleHHbix 8eb-calimos, 8bIrnosHuUme
cnedyrowjue delicmeus:

1. B rnaBHOM OKHe nNporpammbl H&XXMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpammbl BeibepuTe pasgen KoHTponb 6e3onacHoctu — Be6-KoHTponb.
3. B 6noke ononHUTenbHO HaXMUTE Ha KHOMKY [lonoNHUTeNbHble HACTPOMKM.
4

B oTkpbIBLLEMCS OKHE yCTaHOBUTE hniaok 3anucbIiBaTb AaHHbIE O NOCELEHUN pa3peLleHHbIX
CTpaHuL B XXypHan.

5. CoxpaHute BHECEHHbIE U3MEHEHMUS.

B pesynbTarte Bam GyaeT AOCTyNHa NonHasi UICTOpYs NPOCMOTPOB B Gpay3aepe.

U3meHeHuMe wabnoHoB coobweHnn Beb-KoHTpons

B 3aBncMMoOCTM OT JENCTBUS, 3a4aHHOro B CBOMCTBax npaeun Be6-KoHTpons, npy nonbiTke Nonb3oBartenem
nonyyunTb goctyn k Beb-pecypcam Kaspersky Endpoint Security BbiBoguT coobLieHne (nogMeHsieT oTBeT
HTTP-cepepa HTML-cTpaHuuen ¢ cooblieHmemM) ogHOro 13 cnegylowmx TUnoBe:

e CoobLeHne-npeaynpexaeHune. Takoe coobLueHne npeaynpexgaeT norb3oBaTens 0 TOM, YTO NOCeLeHne
Beb-pecypca He pekomMeHAyeTcs 1 / UM He COOTBETCTBYET KOPNOPaTUBHOM NonmMTuke 6e3onacHocCTy.
Kaspersky Endpoint Security BbIBogUT cOOOLLEHNE-NPeaynpexaeHne, ecnu B napameTpax npasuna,
onucbiBaroLLLEro aToT BeG-pecypc, BbibpaHo aenctene MNMpegynpexaatb.

Ecnun, no MHeHUto nonb3oBaTtens, npeaynpexaeHme oWnboYHo, MO CChifike U3 NpeaynpexaeHus
nonb3oBaTernb MOXET OTNPaBUTL Yke CHOPMMUPOBaHHOE COOBLLEHME aMUHUCTPATOPY FOKarbHOM ceTu
opraHusaumm.

o CoobueHne o bnokuposke Beb-pecypca. Kaspersky Endpoint Security BeiBoaut coobuieHne o 6rioknpoBke
BebG-pecypca, ecnu B napameTpax npasusa, KOTOPOe ONuChIBaeT 3TOT BeEG-pecypc, BbIOpaHo AeicTBue
3anpewatb.

Ecnu 6nokvpoBka goctyna kK Beb-pecypcy, No MHEHUIO norb3oBarerns, bbina owmnboyHa, No CebIfke 13
coobLeHns o brioknpoBke BeG-pecypca nonb3oBaTerb MOXET OTNPaBUTb yke chopMUpOBaHHOE
coobLLieHe agMUHUCTPATOPY FoKarnbHOW CETU OpraHu3aLuu.

[nsa coobweHna-npeaynpexaeHnsi, coobLeHnst o GrokMpoBKe JocTyna K Be6-pecypcy n coobLieHus ans
OTNpaBkM adMUHUCTPATOPY NOKarbHOM CETW opraHM3auum NpeayCcMoTpPeHb! WabnoHbl. Bl MOXeTe M3MEHSATL X
coaepkaHue.

» Ymobbi usmeHums wabroH coobueHuli Beb6-Konmpors, ebinonHume credyrowue 0elicmaus:

1. B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {5}

2. B okHe napameTpoB nporpammbl Bbibepute pasaen KoHTponb 6esonacHoctu — Beb-KoHTponb.
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3. B 6noke labnoHbl HacTponTe WwabnoHbl coobuweHnn Beb-KoHTpons:

o [pepynpexpeHue. None BBOAA cooepXXnT LWIABMOH COOOLLEHNS, KOTOPOE NOSIBNSAETCSA Mpu
cpabaTtbiBaHUM NpaBuna, NpegynpexaaoLero o NnomnbITKke 4OoCTyna K HepeKkoMeH4OoBaHHOMY
Beb-pecypcy.

e CoobLeHune o 6rnokupoBke. [lone BBoAa coaepXuT WabnoH coobLLeHNs, KOTOpPOe NOoABNAETCA Npu
cpabaTtbiBaHUM NpaBuna, 6roKMpyoLLLero 4oCTyn Kk BeG-pecypcey.

o Coo06LweHne agMmuHucTpaTtopy. [lone BBoga coaepkmT WabnoH coobLleHns Ans oTnpaBku
agMUHUCTpATOpY NOKarnbHOW CEeTM OpraHu3aummn B crny4dae, ecnu 6rokMpoBka gocTyna k BeG-pecypcey,
Mo MHEHUIO MNONb30BaTENS, NPOM30LLIIa OLLMBOYHO.

4, COXpaHMTe BHECEHHbIE N3SMEHEHUA.

CmMm. Takxke:
M3ameHeHre WwabnoHoB COOBLLEHNN KOHTPOMS MPOMPAMM .......uuuuuiiiniiiiniiiiiiiinas s 164
M3meHeHne WwabnoHoB coobLeHnn AQanTUBHOIO KOHTPOSS QHOMAIUM ......cevvvvvernneeeeeeeeeennnnneeeeeeeennennns 173

NMpaBuna hopmmpoBaHUA MacoK agpecoB Beb-pecypcoB

Vicnonb3oBaHune macku adpeca 8eb-pecypca (oanee Takke "Mackv agpeca") MoXeT ObiTb YA0OHO B criyyasx, Koraa
B NnpoLecce co3gaHus npasuna goctyna k Beb-pecypcam TpebyeTcs BBECTU MHOXECTBO CXOXUX apecoB
BebO-pecypcoB. OfgHa rpamMoTHO ChOpMUPOBaAHHAsA Macka agpeca MOXET 3aMEHUTb MHOXECTBO aJpecoB
Beb-pecypcos.

Mpu popmmrpoBaHMM Macku agpeca criedyeT UCMonb3oBaTh crieaytoLye npasuna:

1. CwumBon * 3aMeHsieT nodyo nocneaoBaTenbHOCTb U3 Hynst UM 6onee CUMBOIOB.

Hanpumep, npy BBOAE Macku agpeca *abc* NPaBUMO AOCTYNa K Be6-pecypcamM NPUMEHSIETCS KO BCEM
agpecam, cogepxalluM nocrnegosaTtenbHocTe abce. Mpumep:
http://www.example.com/page 0-9abcdef.html.

2. TocnepoBaTenbHOCTb CUMBOMIOB * . MO3BOSSET BbliOpaTh BCe 4OMEHbI agpeca — Macka 0omeHa. Macka
JOMeHa *. TpaKTyeTcs Kak noboe nvsi JoMeHa, MMs No4AO0MEHa Uu NycTas CTPoKa.

Mpumep: noa gencTeme Macku * . examp le . com nonagaroT cneayowme agpeca:
e http://pictures.example.com—Macka AOMEHa * . NPUMEHEHa ANS pictures..

e http://user.pictures.example.com— Macka JOMEHa *. NPUMEHEHa ANs pictures. U

user..
e http://example.com— Macka AOMEHA * . TPAKTYETCS KaK NycTas CTpoka.
3. TlNocnepoBaTenbHOCTb CUMBOMOB www . B HaYare Macku agpeca TpakTyeTCcs Kak nocneoBaTenbHOCTb * ..

Mpumep: macka agpeca www . examp le . com TPaKTyeTCd Kak * . example . com. [log aencrasme macku
nonagarT agpeca www2 .example.comMwww.pictures.example.com.

4. [Ecnu Macka agpeca HaudMHaeTcsl He C CUMBOJa *, TO CoAepXKaHne Macku agpeca 3KBUBaNeHTHO TOMY e
cofepXaHuio ¢ NpedUKcoMm * ..
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5. Ecnu macka ajpeca 3akaH4MBaeTCca CMMBOJIOM, OT/TIUYHbLIM OT / UK *, TO coAepXXaHne Macku agpeca
9KBMBAJIEHTHO TOMY Xe coepXXaHUo C I'IOCTCbI/lKCOM /*.

Mpumep: nog gencTeme macku agpeca http://www.example.com nonagatT agpeca Buaa
http://www.example.com/abc, rge a, b, ¢ — nobble CUMBONbI.

6. Ecnu macka ajpeca 3akaH4MBaeTCa CMMBOJIOM /, TO cCOAepXaHne Mackn agpeca 3KkBMBaNEHTHO TOMY e
cogepxaHuw C I'IOCTd.)I/lKCOM /*.

7. TlMocnepoBaTenbHOCTL CUMBOSIOB /* B KOHLE MacKu agpeca TpakTyeTCs Kak /* Uin nyctas CTpoka.
8. [MpoBepka agpecoB BebG-pecypcoB No Macke agpeca ocylecTensieTcs ¢ yyeTom cxembl (http unu https):

e Ecnu ceteBor NPOTOKOIT B MaCke agpeca OTCYTCTBYyeT, TO NoA OencTene mackm agpeca nonagaet
aapec c nobbIM ceTeBbIM NPOTOKOJ10OM.

Mpumep: nog gencTeme macku agpeca example . com nonagalT agpeca http://example.com u
https://example.com.

e Ecnu ceTeBor NpoTOKON B Macke agpeca NpUCyTCTBYET, TO No4 AeNCTBME MACKu agpeca nonagaroT
TONbKO apeca C TakMM >xe CETEBbIM NPOTOKOMOM, Kak y Macku agpeca.

Mpumep: noa gencTeme macku agpeca http://* .example.com nonagaeT agpec
http://www.example.com 1 He NonagaeT agpec https://www.example.com.

9. Macka agpeca, 3akntoveHHas B ABONHbIE KaBbl4YKW, TPAKTyeTCsl 6e3 yueTa Kakmx-nmbo 4OoNnoSTHUTENbHbIX
MOACTAHOBOK, 3a UCKMIOYEHNEM CMMBOSA *, €CMM OH M3HaYarbHO BKIOYEH B COCTaB Macku agpeca. Ons
MacoK agpeca, 3aKnioYeHHbIX B ABOVHbIE KaBblYKW1, HE BbIMOMHAKTCS npasuna 5 n 7 (cM. npumepsbl 14 — 18
B Tabnuue Huxe).

10. lNpwn cpaBHEHUN C Mackomn agpeca Beb-pecypca He yYnTbiBatOTCA UMS MOfb30BaTENs M Naposb, NOpT
COeaVHEHNS N PErMCTP CUMBOJSIOB.

Tabnuua 13. lMpumepbl NpumeHeHUs rpasur hopMupO8aHUsI Macok adpecos

Ne | Macka agpeca MpoBepsiembIn agpec YnosnetBopsieT | KommeHTapumn
Beb-pecypca mm
npoBepseMbIn
agpec macke
agpeca
1 *.example.com http://www.123example.com Het Cwm. npasuro 1.
2 *.example.com http://www.123.example.com | [da Cwm. npasuro 2.
3 *example.com http://www.123example.com Oa Cwm. npasuro 1.
4 *example.com http://imww.123.example.com | [Oa Cwm. npasuro 1.
5 http://mww.*.example.com http://imww.123example.com Het Cwm. npasuro 1.
6 www.example.com http://mww.example.com Oa Cwm. npaBuna 3,
2, 1.
7 www.example.com https://www.example.com Oa Cwm. npasuna 3,
2, 1.
8 http://mww.*.example.com http://123.example.com Oa Cwm. npasuna 3,
4,1.
9 www.example.com http://imww.example.com/abc | [Oa Cwm. npasuna 3,
5, 1.
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Ne | Macka agpeca MpoBepsemMbIn agpec YpnoBnetBopsieT | KommeHTapum
Beb-pecypca mm
npoBepsieMbIn
agpec Macke
agpeca
10 example.com http://imww.example.com Oa Cwm. npasuna 3,
1.
11 http://example.com/ http://example.com/abc Oa Cwm. npasuna 6.
12 http://example.com/* http://example.com Oa Cwm. npasurno 7.
13 http://example.com https://example.com HeTt Cwm. npasurno 8.
14 "example.com" http://mww.example.com Het Cwm. npasurno 9.
15 "http://mwww.example.com" http://imww.example.com/abc Het Cwm. npasurno 9.
16 "* example.com" http://mww.example.com Oa Cwm. npasuna 1,
9.
17 "http://www.example.com/*" http://imww.example.com/abc | [a Cwm. npasuna 1,
9.
18 "www.example.com" http://www.example.com; Na Cwm. npaBuna 9,
https://www.example.com 8.
19 www.example.com/abc/123 http://www.example.com/abc Het Macka

agpeca cooepxuTt
BonbLue
MHdpopmaLun,
yeMm agpec
Beb-pecypca.
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KoHTponb ceTeBbIX NOPTOB

Bo Bpemsi paboTbl Kaspersky Endpoint Security komnoHeHTbl Be6-KoHTponb (Ha cTp. 175), 3awmTa OT No4TOBbIX
yrpos (Ha cTp. 130), 3awmTa o1 Beb-yrpo3 (Ha cTp. 124) KOHTPONUPYIOT NOTOKWU AaHHbIX, NepedaBaemMble No
onpeaeneHHbIM NPOTOKONaM U NpoxogsLune Yyepes onpeneneHHble oTkpbiTble TCP- 1 UDP-nopThl KOMMbOTEpPa
nonb3oBaTend. Hanpumep, KOMNOHEHT 3aluTa OT NOYTOBbLIX Yrpo3 aHanNu3npyeT nHopMaLmio, nepeaaBaemMyto
no SMTP-npoTokony, a KOMNOHEHT 3aLyMTa oT Beb-yrpo3 aHanusupyeT MHpopMauuto, nepegaBaemyto No
npotokonam HTTP un FTP.

Kaspersky Endpoint Security nogpasgenset TCP- n UDP-nopTbl koMnbloTEpPa NONb30BaTENS Ha HECKOMbLKO rpynn
B COOTBETCTBUW C BEPOSATHOCTbIO X B3noma. CeTeBble NOPTbl, OTBEAEHHbIE NS YA3BUMbIX CryX0, pekomeHayeTcst
KOHTponupoBaTb 6onee TwaTenbHO, Tak Kak 3TN ceTeBble MOPTbl C HONbLUEN BEPOATHOCTLIO MOTYT ABNSATLCA
Lenblo ceTeBol atakv. Ecnu Bbl ucnonb3yete HecTaHAAPTHbIE CYXObl, KOTOPbIM OTBEAEHbI HECTaHAAPTHbIE
ceTeBble MOPTbl, 3TU CETEBbIE NOPThI TAKKE MOTYT ABNSATLCS LENbIO A1 aTakyloLwero komnbiotepa. Bel MmoxeTe
3afaTb CMUCOK CETEBbIX MOPTOB U CMUCOK NPOrpamm, 3anpallnBatoLLMx CETEBOW AOCTYM, Ha KOTopble

KOMMOHeHTbI 3aLymTa OT NoYTOBbLIX Yrpo3 1 3awmTa oT Be6-yrpo3 JomkHbl obpalyate 0coboe BHMMaHWe BO BPeMS
CrexXeHus 3a ceTeBbIM TpauKoM.

B aTtom pasgene

BKNHOUYEHNE KOHTPOSS BCEX CETEBDBIX MOPTOB. ...eevvtuuuneeeeerrrsrsnnsseesereesnsnnnaeeereeeenssnnaaeeeeeeemnnnaaeeesermmnnnnn 189
dopmupoBaHme CNNCKa KOHTPOMUPYEMbBIX CETEBBIX MOPTOB.....cceeeiiieeeeeeeeeeeeeeeeeeeeeeeeeeaeeaae e e e e e e e e aeaaaaaaaaaeas 189
dopmupoBaHme cnncka Nporpamm, A5 KOTOPbIX KOHTPOMMPYHOTCH BCE CETEBBIE NMOPThI ....cceeeeeeeeennnnn.. 190

BknoyeHue KOHTPOJIA BCeX CeTeBbIX MNOPTOB

»  Umobbl 8KMIOYUMb KOHMPOSIb 8CEX CEMESbIX M0PMO8, 8bINoHUMe criedyroujue delicmeusi:

1. B rnaBHOM OKHe NpOrpamMMbl HXKMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpamMmsbl Bbibepute pasgen Ob6wme HacTpormku — HacTpomku ceTu.

3. B 6noke KoHTponupyemsbie nopTbl Beibepute BapuaHT KoHTponupoBaTb Bce ceTeBble NOpPThl.
4,

COXpaHVITe BHeCeHHble NSAMEeHEHUA.

dopmMupoBaHUe cnUcka KOHTPOJNTIMPYEMbIX CeTeBbIX
NnopToB

» Umobbi chopmuposamp CriiCOK KOHMPOJIUPYEMbIX CEMEBLIX MOPMO8, 8bINoHUMe criedyrujue
Oeticmeusi:

1. B rnaBHOM OKHe NporpaMMbl HAXXMUTE Ha KHOMKY 1o}
2. B okHe napameTpoB nporpammbl Bbibepute pasgen O6wme HacTponku — HacTtporiku ceTu.

3. B 6noke KoHTponupyembie nopTbl BbiGepute BapraHT KOHTponupoBaTb TONbKO BbiOpaHHbIe
ceTeBble NOPTLI.

Konmporib cemeabix nopmos
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4. HaxwmwnTe Ha kHonky BbiOpatb.

OTKpOeTCH CNMCOK CeTEBbIX MOPTOB, KOTOPblE 0OLIYHO MCMOMNb3YTCA ANA Nepeayn 3NeKTPOHHOM NoYThbl U
CeTeBOro Tpaduka. STOT CNMCOK CeTEBbLIX NOPTOB BKMOYEH B noctaBky Kaspersky Endpoint Security.

5. Wcnonbayiite nepekntoyatens B rpage CtaTyc, YToGbI BKMIOYUTL UK BbIKMIOYNTL KOHTPOIb CETEBbIX
nopToB.

6. Ecnu ceTeBol NopT OTCYTCTBYET B CNUCKE CETEBLIX NOPTOB, A06aBbLTE €ro creayoLmm obpasom:
a. HaxmuTte Ha kHOMNKy [lo6aBUTb.
b. B oTKpbiBLIEMCHA OKHE BBEOMTE HOMEP CETEBOrO NopTa U KOPOTKOE OnuncaHue.
C. YcTaHoBMTe CTaTyC KOHTPONSA ceTeBoro nopta AKTMBHO nnn HeakTusHo.

7. COXpaHVITe BHECEHHbIE N3SMEHEHUA.

Mpun paboTe npotokona FTP B nacCMBHOM pexnme coeguHEHNE MOXET YyCTaHaBNMBATLCA Yepes CriyvanHbl
CEeTeBOW NOPT, KOTOPLIA HEe [O0BAaBMEH B CMMCOK KOHTPONUPYEMbIX CETEBbIX NOPTOB. YTOObI 3aLymiLiaTh Takme
coefMHeHNs, BKNIOYMTE KOHTPOIb BCEX CETEBLIX MOPTOB (CM. pasaen "BkroyeHne KOHTPOMs BCEX CeTeBbIX
nopToB" Ha cTp. 189) unmn HacTpowrTe KOHTPOSIb CETEBLIX NOPTOB Ars NPOrpamMm, C MOMOLLbIO KOTOPbIX
ycTaHaBnuBaetcs FTP-coegmHeHmne (cM. pasgen "®opmupoBaHme cnmncka nporpamm, A5 KOTOpbIX
KOHTPOJSIMPYHOTCA BCE ceTeBble NOPThI" Ha cTp. 190).

dopmMupoBaHme cnucka nporpamMmm, ons KOTopbIx
KOHTPOJIMPYIOTCA BCe ceTeBble NopThbl

Bbl MOXxeTe chopmmpoBaTb CUMCOK Nporpamm, ans kotopbix Kaspersky Endpoint Security koHTponupyeT Bce
ceTeBble NOPThI.

B cnvcok nporpamm, ans kotopbix Kaspersky Endpoint Security KOHTponmpyeT Bce ceTeBble NopThl,
peKoOMeHAYeTCS BKMOYNTb MPOrpaMMbl, KOTOpPbIE MPUHMMAKOT UK NepedaroT AaHHble no npotokony FTP.

» UYmobbl chopmuposame CriucoK npozpamm, Orisi KOmMopPbIX KOHMPOIUPYHMCS 8Ce cemesblie rnopmal,
8binosTHUMe criedyroujue delicmeusi:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY o}
2. B okHe napameTpoB nporpamMmbl Bbibepute pasnen Ob6wue HacTpormku — HacTpomku ceTu.

3. B 6noke KoHTponupyembie nopTbl Bbibepute BapuaHT KOHTponupoBaTb TONbKO BbIOpaHHbIe
ceTeBble NOPThI.

4. YcrtaHoBuTe (hnaxok KoHTponupoBaTb BCce NOPThI ANA NporpaMm U3 cnucka, pekoMmeHA0BaHHOIo
«JlTabopaTtopuen Kacnepckoroy.

KoHmporb cemesbix nopmos
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Ecnu yctaHoBneH aToT dpnaxok, Kaspersky Endpoint Security koHTponuvpyeT Bce nopThl ANs CheayoLmnx
nporpamm:

e Adobe Reader.

e Apple Application Support.
e Google Chrome.

e Microsoft Edge.

e Mozilla Firefox.

e Internet Explorer.

e Java.

e miRC.
e Opera.
e Pidgin.
e Safari.

e AreHT Mail.ru.
e Anpgekc.bpaysep.
5. YcrtaHosuTte dnaxok KoHTponupoBaTb Bce NOPThl A4NA YKa3aHHbIX NporpaMmm.
6. HaxmuTe Ha kHOnKy BblOpaTb.
OTKkpoeTcsa cnucok nporpamMm, ceTeBble MOPTbI KOTOPbIX KOHTponupyeT Kaspersky Endpoint Security.

7. Wcnonb3ynte nepekntodartens B rpade Cratyc, YToObl BKIMOUYNTD UMK BbIKMOYUTD KOHTPOSb CETEBLIX
MopTOB.

8. [Ecnu nporpamma oTCyTCTBYET B CNUCKE Nporpamm, 4obaBbTe ee cnegyrowmm obpasom:
a. Haxmure Ha kHonKy [lo6aBUTD.
b. B oTKpbIBLLEMCH OKHE YKaXXUTE MyTb K UCMOMHSAEMOMY (hanny NporpaMmbl 1 KOPOTKOE ONMUCaHKE.
C. YcTaHOoBMWTE CTaTyC KOHTPONS ceTeBblX NOPTOB AKTUBHO 1nn HeakTueBHO.

9. CoxpaHnTe BHECEHHbIE U3MEHEHWS.

Konmporib cemeabix nopmos
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3awumTa napornem

[nsa sBepcun nporpammel Kaspersky Endpoint Security gns Windows 11.1.0 v Bbilwe nopagok paboTbl 3awuThbl
naponem nameHurics. B Kaspersky Endpoint Security gns Windows 11.1.0 Bbl MOXeTe orpaHuyinTb AOCTYN K
nporpaMmme oTAenbHbIM MoSib30BaTENSM U HE UCMONb30BaTh OA4HY YYETHYIO 3anuck. [pn oGHoBNEHUN C
npeabiayLmnx Bepcuii nporpammel, ecnu 3alumrta napornem BkrtodeHa, Kaspersky Endpoint Security
COXpaHs€eT paHee 3afiaHHbIN Naponb. [ns nepBoro u3MeHeHUs napameTpoB 3aLlMTbl NaposieM UCNONb3ynTe
nma nonb3oBatens KLAdmin v paHee 3agaHHbIA Naporib.

KomnbloTep MOryT MCMONb30BaTh HECKOMbKO NOMb30BaTerner ¢ pasHbiM YPOBHEM KOMMbIOTEPHOW rPaMOTHOCTY.
HeorpaHuyeHHbI gocTyn nonb3oBaTenen k Kaspersky Endpoint Security n ero napametpam MoXeT NpuBeCTM K
CHWKEHMIO YPOBHS 6e30nacHOCTM KOMMbIOTEpPa B LernoM. 3aliuta naporemM no3sBonseT orpaHnynTb OCTYynN
nonb3oBaTenen k Kaspersky Endpoint Security B cooTBeTCTBUM C NpegocTaBreHHbIMU paspeLLeHnsMu (Hanpumep,
paspeLueHne Ha 3aBepLueHne paboTbl NporpamMmmbl).

Ecnun nonb3oBatens, koTopbi 3anyctun ceccuto Windows, (CecCUoHHbIU rnonb3oeamerib) UMEET paspeLleHne Ha
BblnonHeHne gencteus, Kaspersky Endpoint Security He 3anpalwuvBaeT umsa nonb3oBaTens 1 Naposnb Unu
BPeMeHHbIN naporb. [Nonb3oBaTtens nonyyaeT goctyn k Kaspersky Endpoint Security B cootBeTcTBUM C
npeaocTaBneHHbIMY paspeLLeHNsIMU.

Ecnu y ceccMoHHOro nonb3oBaTens OTCYTCTBYET paspeLleHne Ha BbINoSIHEHWE AeACTBUS, MoMb3oBaTelb MOXeT
MONy4nTb AOCTYM K NPOrpaMmMe criegyroLmmMm crnocobamu:

o BBog umeHu nonb3oBatens u napons.

3710T cnocob ynobeH ansa noBcegHEeBHOM paboTbl. [N BbINONHEHNUS 4EACTBUS, 3aLMLEHHOrO Naponem,
TpebyeTcs BBECTU JaHHbIE AOMEHHOMW YYETHOM 3anucK Norb3oBaTens ¢ He06X0AMMbIM pa3peLleHNEM.
Mpu 3TOM KOMMbBIOTEP AOMKEH ObITh B lOMEHE. ECnv KOMMNbIOTEP HE B JOMEHE, Bbl MOXETE UCMONb30BaTh
y4yeTHyto 3anucb KLAdmin.

e BBop BpeMeHHOro naporns.

3T10T cnocob ygobeH, ecrnu Nonb3oBaTeNlb HAXOAUTCSA BHE KOPNopaTUBHOM CETU N HEOOXO4MMO
NpegoCTaBUTb EMY BPEMEHHOE pa3peLleHne Ha BbINOTHEHUE 3anpeLLeHHOro AeNCTBUst (Hanpuvep,
3aBepLMTb paboTy nporpammel). o ncteyeHmn cpoka JENCTBUSA BPEMEHHOMO MapOns UM UCTEYEHUM
ceccum nporpamma Bo3BpallaeT napameTpbl Kaspersky Endpoint Security B npexHee cocTosHme.

Mpun nonbITke NONb30BaTENS BLIMNOMHUTL AENCTBUE, 3alumeHHoe naponem, Kaspersky Endpoint Security
NPEANOXMT NONb30BaTEN0 BBECTU MM NOMb30BaTENS Y MApOfb MW BPEMEHHbIV MAPOrib (CM. PUC. HUXKE).
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B okHe BBOga napons s13blk BBOAA MOXHO MOMEHSATb TOMbKO C NMOMOLLbIO OAHOBPEMEHHOIO HaXaTus KnaBuLL
ALT+SHIFT. Npn ncnonb3oBaHuu Apyrnx KOMOUHaLIMIA KraBuLL, AaXe eCrnn OHU YCTaHOBIEHbI B
onepaumoHHON CUCTEME, CMEHA s3blka BBOAA HE NMPOUCXOOMT.

Kaspersky X

Bbl AEHCTBMTENBHO XOTUTE M3MEHWTDL
HacTpoWkKu?

KA nonescearens:

BeeawTe napone:

He JanpaneEaTe NOATEEPHAEHHWE B TEHEHNE:

He erifpano ~

[na neperntouenna A3eika BEoAa wononesyiTe ALT+5SHIFT.

MoaTeepanTte Ormena

PucyHok 24.  3anpoc napons ans goctyna k Kaspersky Endpoint Security

Uma nonb3oBartens u naposb

Ona poctyna k Kaspersky Endpoint Security Heobxogumo BBeCTM JaHHbIE JOMEHHOW y4EeTHOM 3anucu. 3awwmTa
naponem nogaepxmeaeT paboTy CO cregyroLWmMMn YY4ETHbIMI 3anncamum:

KLAdmin. YyeTHasa 3anucb agMmMHUcTpatopa 6e3 orpaHnyeHni goctyna k Kaspersky Endpoint Security.
YyeTHas 3anucb KLAdmin nveeT npaBo Ha BbINOMHEHME N0O0ro 4eNCTBUS, 3alMLLEHHOIO Naposem.
OTMeHuTb paspeluenne gnsa ydetHom 3anncm KLAdmin HeBoamoxHo. Kaspersky Endpoint Security
TpebyeT 3agaTe naponb Ansg yyetHon 3anucu KLAdmin Bo Bpems BktoveHns 3almntbl Naponem.

Mpynna "Bce". CtangaptHas rpynna Windows, koTopas BKroYaeT B cebsi BCEX NONb30BaTeNen BHyTpH
KopnopaTusHon ceTu. [Nonb3osaTenu us rpynnsl "Bee" MOryT nony4nTtb AOCTYN K porpaMmmMe B
COOTBETCTBUU C NPELOCTABMNEHHBIMY PA3PELLEHUAMMU.

OTaenbHbIe NONb30OBaTeNv UK FPYNNbI. YYETHbIE 3aMMCy NONb3oBaTeNeN, A1 KOTOPbIX Bbl MOXETE
HacCTpouTb OTAEeNbHbIE pa3pelleHus. Hanpumep, ecnu ansa rpynnsl "Bee" BbINONHEHNe OenCTBUSA 3anpeLLeHo,
TO Bbl MOXETE pa3peLLmnTb BbINONTHEHWE AENCTBMS 118 OTAENBHOIO NONb30BaTENd Unu rpynnebil.

CecCHOHHbIN NoJib30oBaTeslb. YYeTHasi 3anMch NONb30BaTENS, KOTOpbIV 3anycTun ceccuto Windows. Bel
MOXETE CMEHUTbL CECCMOHHOIO MONb30BaTENS BO BPEMS BBOAA Napons (oniaxok 3anoMHUTbL Naponb Ha
TeKyLUyto ceccuto). B atom crnyqae Kaspersky Endpoint Security HasHauyaeT ceccvoHHBIM NONb3oBaTeNneMm,
YYETHbIE JaHHbIE KOTOPOrO Bbl BBEMNW, BMECTO NOMNb30BaTENSs, KOTOpbIN 3anycTun ceccuto Windows.

Bawuma naponem
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BpeMeHHbIN naponb

BpeMeHHbIM naporib NO3BOMSET NPeAoCcTaBnUTb BpeMeHHbIN gocTyn kK Kaspersky Endpoint Security anst otgensHoro
KOMMbIOTEPA BHE KOPMOPaTUBHON ceTU. AOMUHUCTPATOP CO3AaeT BPeMEHHbIN Naposb AN OTAeNbHOro
komnbtoTepa B Kaspersky Security Center B cBocTBax KOMMnbloTepa nornb3oBaTens. AOMUHUCTpaTop BbiGupaeT
OEeNCTBUSA, Ha KOTOopble OyaAeT pacnpoCTPaHSATLCA BPEMEHHbIV Naporib, Y CPOK AEACTBUSA BPEMEHHOTO Naporsi.

Anroputm paboTbl 3awmTbl Naponem

Kaspersky Endpoint Security npyHumaeT pelueHue o BbINONHEHUN AeACTBUS, 3aLLMLLIEHHOrO Naposiem, no
cnegyoLemy anropmtmy (CM. pUc. HUXeE).

<NONE30BATENL> NBTASTER BLNONHHTE
<gefcrenes

Oa
<QeiCTBMES PasPEEHD NA rpynne “Boe”
l Her
. Oa
<QeilCTBiE> paspelleHo ANA CECCHOHHOTD
nonL30BaTENA
l Her
MA Nonb30EaTENS W NApoNG 4—< Kas;zr:?uggggfﬁséz?nty >—b BpeMenHblil naponk
Oa [a
e Monesoeatens KLAdmin BpemMeHHbIA Napont NPOCPOYsH
l Het l Het
Het Her |
=NONL30BATENL> WMEET PasPELLEHNE Ha o 7)) | _ BpemeHHbIii napent NpegocTag seT
BhiNONHEHNE <AeCTENA> 1. r| - PasPELLEHHE HA ELINONHEHNE <Oeii CTBHA=
BenonHeHne <aeicTenA=
Oa 3anpeleHo Ja

:ug:

<[0elcTBHUe> BbINONHEHO

PucyHok 25.  Anroputm paboTbl 3awmTbl naponem

B aTtom pasgene

BKITHOUEHME BaALLMTBI TTADPOITEM ... . ciiieeiiiieeieeeeeeeetttteeeeeeeeeettta e eaeeeseasstannaaeeesessssnanaaeeeeessssnnnnaeeeeessrnnnns 195
MpenocTtaBneHve paspeLlleHnin Ans OTAerbHbIX MOMb30BATENEN NUIMU TPYMM..cceuuuuineeeeeeeeeiiiiaeeeeeeeenennns 196
Vicnonb3oBaHne BpeMEHHOro Naporns A4Sl NPeAOCTABNEHNS] PA3PELLUEHUM ..........uueeeeeeeeeeiiiiieeeeeeeeeseennns 197
OCcoBEHHOCTN pa3peLUEHNA SALLUTBI MAPOTIEM ... ..cceeeeieiiiieeeeeeeeeettiiaeeaeeeeeeasttaaaeesresarnnaeeeeeersrsnnnns 198
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Bkno4yeHue 3awmnTtbl naponem

3awuTta naporieM No3BonseT orpaHNYnTbL JOCTyN nonk3oBaTenew k Kaspersky Endpoint Security B cooTBeTcTBMM C
npeaocTaBneHHbIMI paspeLleHnsiMu (HanpuMmep, paspeLleHne Ha 3aBeplueHne paboTbl NporpamMmmbl).

» Umobkl eknrodumMb 3awumy naposem, ebinofHume credyrouwue delicmeus:

1
2
3.
4

5.

B rmaBHOM OKHE NpOorpaMmbl HAXXMUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasaen O6wme HacTtponkun — UHTepdenic.
Vcnonb3yiTe nepeknoyaTtens 3awmTa naponem, YTobbl BKITHOYNUTL UMK BbIKIMHOYUTE KOMMNOHEHT.
3apawTte naponb ansa ydetHoun 3anucu KLAAmin u noareepauTte ero.

YyeTHas 3anucbe KLAdmin nmeeT npaBo Ha BbiNOnHeEHWe noboro 4encTBus, 3aLMLEeHHOro naposiem.

Ecnu komnbtoTep paboTtaeT nog ynpaBneHnemM nosnTUKK, adMUHUCTPATOP MOXET COpOCUTbL Naporsb
ans yyetHon 3anucu KLAdmin B cBocTBax nonutuku. Ecnn komnbloTep He noakntoveH K Kaspersky
Security Center 1 Bbl 3a0binu naponb Angd yvyetHon 3anncu KLAdmin, BOCCTaHOBUTL Naporb
HEBO3MOXHO.

HacTtpoiTte paspelueHnsa ans Bcex nonb3oBaTesnien BHYTPU KOpNopaTuBHON CETU:
a. B Tabnuue y4yeTHbIX 3anmMcen OTKPOMUTE CMMCOK paspeLueHnn ansa rpynnel "Bee" no kHonke U3MeHUTb.

lpynna "Bce" — ctangaptHas rpynna Windows, koTopasi Bknto4aeT B cebs BCex norb3oBartenemn
BHYTPUW KOPMOPaTUBHOM CETU.

b. YcraHoBuTE hnaxkn HaNpPoTUB TEX AENCTBUI, KOTOpbIE ByayT OOCTYMHbI Nofb3oBaTensiM 6e3 BBoaa
naponsi.

Ecnu donaxok CHAT, Nonb3oBaTensiM 3anpeLLeHo BbINOMHATbL 3To AencTeue. Hanpumep, ecnv donaxok
HanpoTMB pa3peLleHns 3aBepLlueHne paboTbl NporpaMmmbl CHAT, Bbl MOXeTe 3aBepuntb paboTy
NporpaMmbl TOSIbKO C MOMOLLIbIO y4eTHoW 3anucyu KLAdmIn, oTAenbHON y4eTHOM 3anncu ¢ HyXXHbIM
paspelleHnem (cMm. pasgen "lpegocTaBneHne paspeLlleHnin 4ns oTaenbHbIX Nonb3oBaTenemn unm
rpynn" Ha cTp. 196) unmn ¢ NomoLLbio BpeMEHHOro napons (cm. pasagen "cnonb3oBaHne BPEMEHHOIO
napons ans npenocTaBrieHus paspeleHni” Ha cTp. 197).

Paspelenns 3awntbl naponem MMerT pag ocobeHHocTel (cM. pasaen "OcobeHHOCTH
paspelueHnii 3awmnTbl naponemM" Ha cTp. 198). Y6eautecn, 4To Anst goctyna k Kaspersky
Endpoint Security BbinonHeHbl Bce ycrnoBus.

6. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Mocne BkMoYeHMs 3almTbl NAporieM NporpamMmma orpaHnYnT 4oCTyn nonb3oBatenen k Kaspersky Endpoint
Security B COOTBETCTBMM B paspeLueHnsamn ans rpynnel "Bee". Bbl MOXeTe BbINONHNUTL 3anpeLleHHble A
rpynnel "Bce" 4erncTBUA TONbKO C NOMOLLBIO yyeTHoM 3anucu KLAdmin, oTaenbHON y4eTHOW 3anncu ¢
HY>KHbIMU pa3pelueHusamun (cMm. pasgen "lMpegocTaBnenve paspeLllenHnii Ansg oTAenbHbIX NONb3oBaTenen unm
rpynn" Ha cTp. 196) nnm ¢ NomMoLL b0 BpEMEHHOTO napors (cM. pasgen "Mcnonb3oBaHNe BPEMEHHOIO Naposs

AN NpegocTaBneHns paspeLleHnin’ Ha cTp. 197).
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Bbl MOXeTE BbIKNIOYUTL 3aLlUTy naponem TOMbKO C MOMOLLbIO yyeTHoW 3anucyu KLAdmiIn. BeikniounTb 3awmTy
napornem ¢ NOMOLLbIO APYron y4eTHON 3anmucu Unm ¢ NOMOLLLbI0 BPEMEHHOIO Naporst HEBO3MOXHO.

Bo Bpemsi npoBepkM Naposns Bbl MOXETE YCTAaHOBUTL (briaxkok 3anoMHUTb Naposib Ha TeKyLLyr ceccuio. B atom
cny4vae Kaspersky Endpoint Security He 6yneT TpeboBaTb BBOZA Naposisi Npu NonbITKe Nob3oBaTens BbIMOMHUTD
OpYyroe paspeLleHHOe OelCcTBYe, 3allMLLEHHOEe MaponeM, B TEYEHNE CECCUN.

lNMpenoctaBneHue paspeweHnn Ang oTaeribHbIX
nosfib3oBartesien Unu rpynn

Bbl MoxeTe npegocTtasutb gocTyn k Kaspersky Endpoint Security ons otaensHbIX nonb3osBaTenemn unu rpyn.
Hanpumep, ecnu rpynne "Bce" 3anpelyeHo 3aBepiatb paboTy nporpaMmmebl, Bbl MOXETE NPEAOCTaBUTb
oTOenbLHOMY Nonb3oBaTento pa3spelleHve 3aBeplueHne paboTbl nporpaMmmel. B pesynbTate Bbl MOXeETE
3aBepLUMTb paboTy NporpaMMbl TOMBKO C MOMOLLLbIO YHETHOW 3anmncy 3TOro Nonb3oBaTens Unu y4eTHoOM 3anmcu
KLAdmin.

Bbl MOXeTe ncnonb3oBaTth JaHHbIE YYETHOM 3anucu Ans AocTyna K nporpamMmmMe, TOSbKO ecrii KOMMbloTep B
OoMeHe. Ecnu komnboTep He B OMEHe, Bbl MOXETE MUCMONb30BaTh y4eTHYo 3annce KLAdmin vunn
BPEMEHHbIN napornb (cM. pa3gen "Mcnonb3oBaHne BpEMEHHOMO Napons Ang npegocTaBNeHns paspeLleHnin’
Ha cTp. 197).

» 4Ymobkl npedocmasume paspeweHue 05151 omoersibHbIX Mofib3ogamerned umu 2pyrir, 8bINoIHUMe
cnedyruwue delicmeus:

1. B rmaBHOM OKHE NPOrpamMmbl HXKMUTE Ha KHOMKY 1o}

2. B okHe napameTpoB nporpaMmmbl Bbibepute pasgen Obwue HacTporku — UHTepdenc.
3. B 1abnuue y4eTHbIX 3anucen HaxxmmnTe Ha kHornky [lo6aBuThb.

4. B OTKpbIBLLEMCH OKHE HaXMWUTE Ha KHOMKy BbiOpaTb nonb3oBaTens unu rpynny.

OTtkpoeTtca ctaHgapTHoe okHo Windows ang Bbibopa nonb3oBaTtenen nnm rpynm.

o

Bbibepute nonb3oatens vunv rpynny B Active Directory n nogrsepanTte cBou BbIGoOp.

6. B cnucke PaspelweHusi yctaHoBMTE OraxKky HAaNpOTUB TeX AENCTBUN, KOTOpble OyayT AOCTYMHbI
AobasneHHOMY nonb3oBaTento unu rpynne 6e3 BBoga napons.

Ecnu donaxok cHAT, nonb3oBaTesnisiM 3anpeLLeHo BbIMOSHATbL 3TO AencTBme. Hanpumep, ecnn pnaxok
HanpoTMB pa3peLleHns 3aBeplueHne paboTbl NporpaMmMbl CHAT, Bbl MOXETE 3aBepLunTb paboTy
nporpaMmMbl TOMbKO C NOMOLLbIO y4eTHoM 3anucu KLAdmIn, oTAenbHON yY4eTHOM 3anncu ¢ HyXHbIM
paspelueHnem (cM. pasgen "lNpegocTaBneHne pa3peLleHnn AN OTAENbHbIX Nonb3oBatenen wnv rpynn”
Ha cTp. 196) unm ¢ NoMOLLbI0 BpEMEHHOTO napons (cMm. pasgen "Mcnonb3oBaHne BpeMEHHOMO Naporns Ans

npeaocTaBneHvs paspelleHnii” Ha cTp. 197).
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PaspelleHns 3awmntel naponem MMeKT pag ocobeHHocTel (cM. pasaen "OcobeHHOCTU paspeLleHnii
3awmTbl naponem” Ha cTp. 198). Y6eautech, 4to Ang goctyna k Kaspersky Endpoint Security
BbIMOSIHEHbI BCE YCITOBUSI.

7. COXpaHVITe BHECEHHbIE NSMEHEHUA.

B pesynbTate, ecnu ans rpynnel "Bce" gocTyn k nporpamMme orpaHuyeH, nofb3oBaTeny nony4ar gocTyn K
Kaspersky Endpoint Security B COOTBETCTBUM C pa3peLLeHNaMUN 1S 3TUX NoNb3oBaTenen.

Ucnonb3oBaHMe BpeMeHHOro napons ansa

npeaocTtTaBlieHUsA pa3peLlleHnun

BpemeHHbIM naponb No3BoNSeT NpeaocTaBuTb BpeMeHHbIM gocTyn k Kaspersky Endpoint Security ons otgenesHoro
KOMMblOTEPA BHE KOPMOPATUBHOM CETU. DTO HYXKHO, YTOObI paspeLLmnTb BbINOMIHEHUE 3anpeLleHHOro AencTens 6e3

nepegayn nonb3oBaTento ydeTHbIX gaHHbIX KLAAmIn. [1ns ncnonb3oBaHusa BpEMEHHOMO Naponsi KOMNbTEP
JormkeH 6b1Tb AobaeneH B Kaspersky Security Center.

» Umobbi npedocmasume Mob308amero pas3pelieHuUe Ha 8bIrNosIHeHUe 3anpeweHHoeo Oelicmeusi ¢
MMOMOWbIO 8PEMEHHO20 MapoJis, 8bliMnofIHUMe credyruue delicmeaus:

1. Ortkpownte KoHconb agmuHncTpupoBanns Kaspersky Security Center.

n

B nanke YnpaBnsiemble ycTponcTBa gepesa KoHconm agMMHUCTPMpOBaHMS OTKPOWTE Narnky ¢
Ha3BaHWEM rpynnbl aAMUHUCTPUPOBAHMS, B COCTaB KOTOPOM BXOOSAT HYXHbIE KITUEHTCKME KOMMbIOTEPDI.

B paboueit obnacTtu Beibepute 3aknagky YcTpomcrTBa.
OTkpoiTe CBOMCTBA KOMMbOTEPA ABOVHbLIM LLETYKOM MbILLN.

B okHe cBOICTB KOoMMbloTepa Bbibepute pasaen MNMporpammebl.

o g &~ w

B cnncke ycTaHOBNEHHbIX Ha koMnbloTepe nporpamm "flabopatopun Kacnepckoro" Boibepute Kaspersky
Endpoint Security ans Windows 1 oTkpoiTe cBONCTBa NporpamMmmbl ABONHbLIM LLLEMYKOM MbILLIN.

B okHe napameTpoB nporpammbl BbibepuTe pasgen O6wme HacTponkn — UHTepcpenc.
7. B 6noke 3awmTta naponem Haxmute Ha kHorky HacTpoika.
8. B oTkpbiBLIEMCS OKHE B 6rioke BpemeHHbIM naponb HaxmuTe Ha kHornky HacTtpomka.
OTkpoeTtcsa okHo Co3gaHue BPpeMeHHOro naporns.
9. B none daTta nctevyeHua yCTaHOBUTE CPOK AENCTBUA BPEMEHHOIO Napors.

10. B tabnvue Obnactb 4eMcTBMSA BPEMEHHOIo Naposis yCTaHoBUTE (hraXky HaNnpoTUB TeX OENCTBUN,
KoTopble 6yayT AOCTYMNHbLI NOMbL30BaTENO NOCHE BBOAA BPEMEHHOIO Napossi.

11. HaxmuTe Ha kHoMnky Co3paTh.

OTKpOETCHA OKHO C BPEMEHHBIM MAapofieM (CM. PUC. HUXKE).
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12. CkonupynTte 1 nepegante Nnonb3oBaTento naporb.

EpemeHHbIA napone

POD1000046EI2C2543281 FE4BDETFSTA43282DCCITDT41FTD3FTBCEEF1ETAS1FEDC
TACTFB1B531D633A9E2TI372BB0EESTZD05ED3E3 CATFADSCZ2E81D61 ABBAAEABDTTD
2D3A0D2TEE2ZF3681055607398EFA1180348065003830C0487 642 ATEES4B4ES5275228
FD7e262190EASTBCE4965F05A44BECE0DC2983ER13D971 CA4R0FBE330F231 D224CE
FAAD2B635TF2FE621050839D CECCARS1A43482B033FATOEEDDF481ES9FTEZS960E
IADEEEDDCSF254ESFE544430366EAFEE135568F4TECD23D7FE225D1 507 CEDE1ADE
28309267e905262ETF91D5B1 20F73ACFSFDOCEEE1 CAD3D4TeER0ZFDAF26CETTFODOE
4D6EF4D9638F53367T4E58C2FT15A176Y 101 CB28558D Co20208340000004413E9209C
1539904007 57B51 C58TACACEDRIZASA21 723963 57DAESS3EC291 044D AS285F03DEBA
20471926C4E20144880271661CC

3aKpLITL

PucyHok 26.  BpeMeHHbI naposb

OcobeHHOCTU pa3pelueHun 3alWnTbl Naponem

PaspelueHunsa 3awutel naponem MMeKT psig 0COGEHHOCTEN U OrpaHNYEeHNIA.

MapameTpbl nporpaMmmebl

Ecnu komnbloTep nonb3oBatens paboTaeT nog ynpaeneHnemM nonunTukn, yoeauTech, YTo HyXHble NapamMeTpbl B

NONUTUKE AOCTYMNHbI ANs1 U3MEHeHUs (aTpubyThbl 1l OTKpbITbI).

3aBepLieHMe paboTbl NporpaMmmsbl

OcobBeHHOCTEN 1 OrpaHNYEHUI HET.

BbIKkntoYyeHMe KOMNOHEHTOB 3aLWMTbl

MpepocTaBuTbL paspeLlleHne Ha BbIKITFOYEHNEe KOMMNOHEHTOB 3aLLMThl AN rpynnbl "Bce" HEBO3MOXHO.
UTo6bl pa3pellnTb BbIKITIOYEHNE KOMIMOHEHTOB 3alUNThl HE TOoNbko nonb3oBatento KLAdmiIn, HO u gpyrim
none3oBaTensM, fobaBbTe nonb3oBaTens unu rpynny (cm. pasgen "lNpegocraeneHve paspeLleHnin ons
OTAEenNbHbIX Nonb3oBaTtenen unm rpynn” Ha cTp. 196) ¢ paspelwleHremM BbiknioyeHne KOMMNOHEHTOB
3aWwmThbl B napameTpax 3aluTbl Naponem.

Ecnu komnbloTep nonb3oBaTtens paboTaeT nog ynpaeneHnem nonutukv, y6eamTech, YTo HyXHbIe
napameTpbl B MONUTUKE AOCTYMHbI AN UBMEHEHUS (aTpUByThI 0 OTKpbITbI).

NS BbIKIMOYEHNS KOMMOHEHTOB 3aLUMThLI B MapameTpax nporpaMmbl Mosib30BaTenb A0MKEH UMETh
paspeLleHne HacTpoiika nporpaMmbi.

[N BbIKMIOYEHNUS KOMMOHEHTOB 3aLLMTbI U3 KOHTEKCTHOTO MeHto (NyHKT MpuocTaHOBUTL 3almTy)
nornb30BaTerb, KPOME paspelleHns BbiknioueHMe KOMMOHEHTOB 3aWMThI, JOIKEH UMETE paspeLleHne
BbiknioyeHMe KOMMNOHEHTOB KOHTPOSIA.
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Bbiknio4yeHMe KOMNOHEHTOB KOHTpOnNnsA

o [lpenoctaBuTb paspeLleHne Ha BbIKMoYEeHUEe KOMMOHEHTOB KOHTPOMS ANg rpynnbl "Bce" HEBO3MOXHO.
YTobbl pa3pelunTb BbIKIIOYEHNE KOMIMOHEHTOB 3aLLMTbLI HE TONbKo nonb3osaTtento KLAdmiIn, Ho 1 gpyrum
none3oBaTensM, fobaBbTe Nonb3oBaTens unu rpynny (cm. pasgen "lMpegocTaenexHve paspeLLeHnii 4ns
OTAenbHbIX Nonb3oBaTenen unu rpynn” Ha ctp. 196) ¢ paspelleHnem BbiknovyeHne KOMNOHEHTOB
KOHTPOJSIA B NapameTpax 3aluTbl naponem.

o Ecnu komnbloTep nonb3oBaTtens paboTaeT No4 ynpaeneHneM nonuTukn, yoeantech, YTo HyXKHble

napameTpbl B MONUTHKE AOCTYMNHbI AN U3MEHEHUs (aTpubyThbl 1l OTKPbITbI).

e [1ns BbIKNOYEHNUS KOMNOHEHTOB KOHTPONS B NapamMeTpax NporpaMMbl Nonb3oBaTtenb OOMKeH UMeTb
pa3pelleHne HacTpolika nporpaMmbi.

e [1ns BbIKMOYEHUS KOMNOHEHTOB KOHTPOSSI U3 KOHTEKCTHOIO MeHH (MyHKT MpnocTaHOBUTL 3aLLMTy)
norb3oBaTerb, KpoMe paspelleHnst BbiknioyeHne KOMMNOHEHTOB KOHTPONA, AomkeH obnagatb
pa3pelleHneM BblknoyeHMe KOMMNOHEHTOB 3alUUThbI.

BuikntoyeHue nonutukn Kaspersky Security Center

MpepocTaBuTb paspeLleHne Ha BbiknoYeHne nonutukn Kaspersky Security Center ana rpynnel "Bee”
HEBO3MOXHO. YTOObI paspeLlmnTb BbIKMoYEHWE NOMUTUKN He TONbKO nonb3osaTtento KLAdmin, HO 1 gpyrum
nonb3oBaTenam, 4obaBbTe nonb3oBatensa unu rpynny (cM. pasgen "lNpegoctaeneHne paspeLueHnn gnsi
OTAENbHLIX Nonb3oBaTenen unu rpynn” Ha ctp. 196) ¢ paspelieHnem BbikntovyeHne nonutuku Kaspersky
Security Center B napameTpax 3awMTbl Naponem.

YananeHue knroua

OcobBeHHOCTEN 1 OrpaHNYEHWUI HET.

YpaneHue /| nameHeHue / BOCCTaHOBIEHUE NMPOrpamMmbl

Ecnu Bbl NnpeaocTaBunu paspeLleHne Ha yganeHme, UBMeHeHe 1 BOCCTaHOBIEHME nporpamMmmbl ans rpynnsl "Bee",
Kaspersky Endpoint Security He 6ygeT TpeboBaTb BBOAA Napons Npu NornbITKe Nosfib3oBaTeNs BbINOMHUTL 3TW
onepauun. Takum obpasom, nodor nonb3oBaTenb, BKIOYas Nofib3oBaTenen BHe JOMEHA, MOXET YCTaHOBUTb,
N3MEHWUTb UM BOCCTaHOBUTL NpOrpamMmy.

BoccTaHoBneHue AocTyna K AaHHbIM Ha 3almndpoBaHHbIX yCTPONCTBax

Bbl MOXXeTe BOCCTaHOBUTb AOCTYN K AaHHBIM Ha 3alIMPOBaHHbLIX YCTPOMUCTBAX TOMbKO C MOMOLLLIO YY4ETHOMN
3anucu KLAdmin. PaspelwmnTb 9To AerCTBME APYroMy Nonb3oBaTernto HEBO3MOXHO.

MpocmoTp oTyeTOB

OcobBeHHOCTEN 1 OrpaHNYEHWNI HET.

BoccTaHOBMEHMe M3 pe3epBHOro XpaHunuiya

OcobBeHHOCTEN 1 OrpaHNYEHUI HET.

Bawuma naponem
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JloBepeHHas 30Ha

LlosepeHHasi 30Ha — 3TO ChOPMMPOBAHHbIN a4MUHUCTPATOPOM CUCTEMBI CMIUCOK OOBEKTOB 1 MPOrpaMMm, KoTopble
Kaspersky Endpoint Security He koHTponupyeT B npouecce paboTbl.

[loBEpEHHYI0 30HY afMUHUCTPATOP CUCTEMbI POPMUPYET CaMOCTOATENBHO B 3aBUCUMOCTU OT 0COBEHHOCTEN
06beKTOB, C KOTOpbIMU TPebyeTcst paboTaTb, a Takke OT NPOrpaMm, yCTaHOBMNEHHbIX Ha KoMMbloTepe. BkntoyueHne
0BGBHEKTOB U NporpaMM B LOBEPEHHYHO 30HY MOXeT notpeboBaTtbesi, Hanpumep, ecnu Kaspersky Endpoint Security
GroKMpPYeT JOCTYN K KAaKOMY-Nnbo 06bEKTY 1 Nporpamme, B TO BPEMS Kak Bbl YBEPEHbI, YTO 3TOT OOLEKT uUnn
nporpamma 6e3BpefHbl. Takke aaMUHUCTPATOP MOXET paspeLlnTb Norb3oBaTento hopMMpoBaTh COBGCTBEHHYIO
rioKanbHy0 JOBEPEHHYIO 30HY Ans OTAENbHOro KoMnbtoTepa. Takum o6pa3om, KpoMme 06LLel JOBEPEHHOW 30HbI,
chopMUpPOBaHHOWM B NOMUTUKE, NOMb3oBaTeNb MOXET Co34aBaTb COOCTBEHHbIE JTOKamNbHbLIE CMINCKMA UCKIIOYEHUI 1
[OBEPEHHbIX NporpamMmm.

B aTtom pasgene

Co30aHNE UCKITIOUEHUS U3 TIPOBEPKM ..ot e e e e e e e e e e e e e e e e e 200
3anyck n octaHoBKa PaboTbl UCKIIOMEHMS U3 MPOBEPKU ....ceeeeeieeeeieeeeeeeeeee e 203
BbIGOP TUMOB OBHAPYKNBAEMBIX OB BEKTOB ...ttt s 204
PopMMPOBaHNE CMINCKA JOBEPEHHDBIX MPOMPAMM.....cciiiiierrreerereesssasnnnnreeeeeessassnnrneeeeeessasassnnrnereeeeesaannnn 204
BkritoveHve v BbIkMYeHNe AeUCTBUSA NpaBun JOBEPEHHON 30HbI Ha NporpaMMy M3 Cnncka AOBEPEHHbIX

0T 071 206
Vcnonb3oBaHne 4OBEPEHHONO CUCTEMHOMO XPAHUITULLA CEPTUMMKATOB ......evvrreeeeeeerairnnreeeeeeeesnnennnneens 207

Co3pgaHue UCKIKYEeHUs U3 NMPOBEepPKU

UcknoyeHue U3 rposepKu — 3TO COBOKYMHOCTb YCITOBWUIA, NMpK BbINONHEHUN koTopbix Kaspersky Endpoint
Security He NpoBepsieT 0OBLEKT Ha BUPYCbI U ApYrMe NporpamMmbl, NPeacTaBnsowme yrposy.

VcknodeHns n3 npoBepkn No3BonsoT paboTaTh C neranbHbIMU NporpaMmMamMm, KOTopble MOTyT ObiTb
NCMNOMb30BaHbl 3M10YMbILLIIEHHKAMW 4151 HAHECEHUS BPeAa KOMMbIOTEPY UMK AaHHBIM Nonb3oBaTtend. Takue
nporpaMmmbl camu no cebe He NMeT BPeOOHOCHbIX (PYHKLWUIA, HO 3TU NporpaMMbl MOTYT BbiTb MCMOMNb30BaHbI
3royMbiLfieHHnKkamu. MogpobHyo MHopMauuo O feranbHbIX NPorpaMmMax, KOTopble MOTyT BbiTb MCNOSb30BaHbI
3M10YMbILLSIEHHUKAMM A1 HaHEeCEHMS Bpeda KOMMNbIOTEPY MW OaHHbIM NOfb30BaTens, Bbl MOXETE NOfy4MTb Ha
cante BupycHon sHumknonegum "labopatopun Kacnepckoro”
https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/.

B pesynbTaTte pabotbl Kaspersky Endpoint Security Takue nporpammbl MOryT ObiTb 3a6110KMpoBaHbl. YT00bI
n3bexaTb GrOKMPOBaHUS, ANs UCNOMb3yEeMbIX MPOrPaMM Bbl MOXETE HAaCTPOUTb UCKITHOYEHUS 13 NpoBepky. Ons
3TOro HYXXHO [00aBUTb B JOBEPEHHYIO 30HY HA3BaHME UIM MACKy Ha3BaHUSA No knaccudukauum BupycHon
aHumknonegum "flabopatopum Kacnepckoro". Hanpumep, Bbl 4acTo ucnonb3yeTe B CBOEN paboTe nporpaMmmy
Radmin, npegHasHavyeHHyto Ans yaaneHHoro ynpasneHus KoMnbloTepamn. Takas akTMBHOCTb MporpaMmbl
paccmaTpuBaetcsa Kaspersky Endpoint Security kak nogo3sputensHas n MOXeT ObiTb 3abnokMpoBaHa. YTobbl
NCKMIOYMTb BNOKMPOBKY MPOrpamMMbl, HY>KHO COOPMUPOBATL UCKITHOYEHUE N3 NPOBEPKU, FAe yKkaszaTb Ha3BaHME Unu
MacKy Ha3BaHusl Mo knaccudmkaumm BupycHon sHumknonegum "lNabopatopun Kacnepckoro™.
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Ecnu y Bac Ha koMMblOTEpPEe yCTaHOBIEHA NporpaMma, BbiMorHSoLWasa coop 1 oTnpasky MHOpMaLmm Ha
06paboTky, Kaspersky Endpoint Security moxeT knaccudunumpoBaTth Takylo NporpaMMy Kak BpeOHOCHY0. YToObl
n3bexarb 3TOro, Bbl MOXETE UCKIIOYMTL NporpaMmmMy 13 nposepku, HacTpoms Kaspersky Endpoint Security
cnocobom, ON1caHHbIM B 3TOM JOKYMEHTE.

WcknoueHus m3 NpOoBEPKN MOTYT UCMNOJb30BaTbCA B XO4e paGOTbI cneayrwmx KOMNOHEHTOB M 3aAdad nporpamMmmebl,
3afaHHbIX adMUHNCTPATOPOM CUCTEMBbI:

AHanus nosegeHus (Ha cTp. 94).

3awuTta oT aKkcnnonToB (Ha cTp. 98).
MpepoTBpalLeHne BTopxxeHu (Ha cTp. 100).
3awuTa oT hannosbIxX yrpo3 (Ha ctp. 114).
3awmTa ot Beb-yrpos (Ha ctp. 124).
3awuTta oT NoYTOBbLIX Yrpo3 (Ha cTp. 130).

3apayn nposepkmn (cM. pasgen "AHTMBMPYCHasA NpoBepka KoMmnbioTepa” Ha cTp. 49).

Kaspersky Endpoint Security He npoBepseT 00bekT, ecnun nNpu 3anycke o4HON U3 3aday NPoBepku B 06nacTb
NPOBEPKM BKITKOYEH ANCK, HA KOTOPOM HaxoauTcs 0ObeKT, Unu narka, B KOTOPOW HaxoanTcs oobekT. OgHako
npw 3anycke 3agadn BbiIGOPOYHONM NPOBEPKN MMEHHO ANs 3TOro 00bekTa UCKMOYEHME U3 MPOBEPKM He
npuMeHsieTcs.

Kak cozdamp UCKIoHYeHUe U3 NnposepKu 8 uHmepgelice npozpamMmma|

a r w Do

B rmaBHOM OKHe Nporpammbl HAXXMUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasgen Obwme HacTpONKN — Yrpo3bl U UCKITHOYEHUS.
B 6noke UcknroveHns nepengnte no cebinke HacTpouTb UCKNOYEHUA.

Haxmute Ha kHonky [1o06aBUTD.

Ecnv Bbl XxOTWTE UCKMIOYNTL U3 NPOBEpKK hann unu nanky, Bbidepute gan unu nanky, Haxxas Ha KHOMKY
O630p.

Takke Bbl MOXETE BBECTU MyTb Bpy4dHyto. Kaspersky Endpoint Security nogaepxvsaeT cumonbl * u ? ans
BBOAa MacKu:

e CwumBon *, KOTOPbIN 3aMeHseT Ntobon Habop CUMBOOB, B TOM YUCIIE MYCTOW, KPOME CUMBOSIOB \ U /
(pasgenutenv umeH annos 1 Nanok B NyTHAX K chavinam 1 nankam). Hanpymep, Macka C:\*\ *. txt
OyaeT BktovaTh BCe NyTu K pannam ¢ pacumpeHunem txt, pacnonoxeHHbiM B nankax Ha gucke (C:), HO
He B nognankax.

o [IBa BBeAEHHbIX NOAPS CMMBOMA * 3aMeHs0T Niobon Habop CMMBOMNOB, B TOM YNCAE NYCTON, B UMEHU
davina unu nanku, BKIYasi CMMBOJbI \ 1 / (pa3genutenu nMeH painos 1 nanok B NyTsX K hannam u
nankam). Hanpumep, Macka C: \Folder\**\*.txt ByAeT BKNOYaTb BCE NyTU K hannam ¢
paclumpeHmem ixt B nanke Folder M BNOXEHHbIX Nankax. Macka JormkHa BKYaTb XoTs 6bl oguH
YpOBEeHb BROXEHHOCTU. Macka C:\**\*.txt He paboTaeT.

e CwumBON 2, KOTOPbINA 3aMeHSET NMOON OANH CUMBOJ, KPOME CMMBOSOB \ U / (pa3genuteny uMeH
dannoB 1 nanok B NyTsX K dpannam v nankam). Hanpumep, macka C:\Folder\?2?2?.txt OygeT
BKIMOYaTb MYTW KO BCEM PaCNONOXEHHbIM B Narke Folder harinam c pacwmpeHmem txt n nmeHem,
COCTOSILLIMM M3 TPEX CUMBOJSIOB.
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10.

11.

Ecnu Bbl XOTUTE MUCKMIOYUTD U3 NPOBEPKM TN OOBEKTOB, B Nofie O6bEKT BBeauTe Ha3BaHve Tuna obbekTa
no knaccudukauum SHumknoneamm "Kacnepckoro"
https://encyclopedia.kaspersky.ru/knowledge/classification/the-classification-tree/ (Hanpumep, Email-Worm,
Rootkit UMW RemoteAdmin).

Bbl MOXeTe Mcnonb3oBaTe Macku ¢ cMMBONamu ? (3ameHsieT Nobon cumBon) 1 * (3ameHsieT ntobble
HEeCKONbKO CMMBOMOB). Hanpumep, ecnuv ykasaHa macka Client*, Kaspersky Endpoint Security nckniovaet
13 npoBepkn 06bekTbl TUNoB C1lient-IRC, Client-P2P N Client-SMTP.

Ecnv Bbl XOTUTE UCKMNIOYNTL U3 NPOBEPKU OTAENbHbIN hann, B none Xew danna BeegnTte xeww darina.

Ecnu dpaiin namenuTcs, xeww cpaiina Toxxe 6yaeT nameHeH. B pesynbtaTe namMeHeHHbI dhaiin He byaet
[o0aBneH B UCKNIOYEHUS.

B 6rnoke KOMNoOHeHTbI 3aWuThl Bbl66pI/ITe KOMMOHEHTbI, Ha pa60Ty KOTOPbIX OOJIKHO pacnpoCTpaHATLCA
MCKIoYeHne 13 npoBepKun.

Ecnun Heobxoaumo, B none KoMmmeHTapun BBeAUTE KPATKUIN KOMMEHTApPUIA K CO34aBaEMOMY UCKIHOYEHMWIO
N3 NPOBEPKMU.

YcTaHoBUTE cTaTyc ANst UCKMoYeHUst AKTUBHO.

Bbl MoxeTe B ntoboe Bpemsi OCTaHOBUTL paboTy ucknodeHns (CM. pasgen "3anyck u octaHoBka paboThbl
WCKINOYEHNST U3 NPOBEPKN” Ha CTp. 203) C MOMOLLbIO NepeknoyaTens.

COXpaHVITe BHECEeHHble NSMEHEHUA.
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Myt k dpannam, pacnonoxeHHbIM B Mobov M3 Nanok:

Macka * .exe ByaeT BKIOYaTb BCE MYTU K dpaiinam ¢ pacluMpeHnem exe.

Macka example* BygeT BkmovaTb BCe NyTH Kk dpannam c umeHem EXAMPLE.

MyTn Kk bannam, pacnonoXXeHHbIM B yka3aHHOW narke:

MyTtn

Macka C:\dir\*.* OygeT BKNoYaTb Bce NyTu K dharinam B nanke C:\dir\, Ho He B nognankax nanku C:\dir\;
Macka C:\dir\* OygeT BknoyaTb Bce NyTu K dparinam B nanke C:\dir\, Ho He B nognankax nanku C:\dir\;
Macka C:\dir\ OyaeT BkmovaTb BCe Nyt K cpannam B nanke C:\din\, Ho He B nognankax nanku C:\dir\;

Macka C:\dir\*.exe OygeT BKoYaTb BCE NYTU K ¢paiinam ¢ paclumpeHneM exe B nanke C:\dir\, HO He B
nognankax nanku C:\dir\;

Macka C:\dir\test OygeT BknoYaTh Bce NyTU K pannam ¢ umeHem test B nanke C:\dir\, Ho He B
nognankax nanku C:\dir\;

Macka C:\dir\*\test OyaeT BKMoYaTb BCE NyTH K harinam ¢ umeHem test B nanke C:\dir\ n B nognankax
nanku C:\dir\.

K dpaiinam, pacnonoXeHHbIM BO BCEX Markax ¢ yka3aHHbIM UMEeHeM:

Macka dir\*.* BygeT BKMoYaTb BCe NYTU K harinam B nankax ¢ MMeHeMm dir, Ho He B nognankax aTmx
nanok;

Macka dir\* bygeT BKIoYaTb BCe NyTW K hannam B nankax ¢ umeHem dir, HO He B nognankax aTux nanok;
Macka dir\ BygeT BknoYaTb BCe NyTU K parinam B nankax ¢ umeHem dir, HO He B nognankax 3TMx nanok;

Macka dir\*.exe OyA4eT BKNoYaTb BCE MyTK K dhannam ¢ pacLUMpeHneM exe B nankax ¢ umeHem dir, HO He
B noAnankax 3Tux narok;

Macka dir\test OyaeT BKMOYaTb BCe NyTu K pannam ¢ nmeHem test B nankax ¢ umeHem dir, HO He B
nognankax aTux narnok.

3anyck n ocTaHOBKa paboTbl UCKITHOYEHUS U3 NPOBEPKU

» Umobbi 3anycmume unu ocmaHosumes pabomy UCKIOYEHUS U3 MPOo8ePKU, 8bINOIHUMEe credyruue
Oeticmeusi:

o g &~ w N PE

B rmaBHOM OKHe MporpamMMbl HXXMWUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasgen Obwme HacCTPONKN — Yrpo3bl U UCKITHOYEHUS.

B 6noke UcknroueHns nepenanTte no ccbinike HacTpouTb UCKIOYEHUA.

B cnucke ncKnoYeHnn n3 NpoBepPKM BbIOEPUTE HYXKHOE UCKITIOYEHKE.

Vicnonb3ynTte nepeknoyartens psgomM ¢ 06bekToM, YTOObI BKIYNTL UK UCKITIOYMTE OO BEKT M3 MPOBEPKM.

COXpaHVITe BHECEHHbIE NSMEHEHUA.
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Bbi6op TMNOB 0OHapyXuBaeMbIX 00 HLEKTOB

»  Umobsi ebibpamb muribl 06HapyxugaeMbix 06bEKMOo8, 8birnosHUMe credyroujue 0elicmeusi:

1. B rMaBHOM OKHE NMPOrPaMMbl HAXKMUTE Ha KHOMKy T
2. B okHe napameTpoB nporpaMmbl BoibepuTe pasaen O6wme HacTPOMKN — Yrpo3bl U UCKIHOYEHUS.

3. B 6noke Tunbl 06HapyXMBaeMbiX 06LEKTOB yCTaHOBUTE haxku A TUNOB OObEKTOB, KOTOPbIE
JomxkeH obHapyxwuBaTtb Kaspersky Endpoint Security:

e Bupychl n yepBuy;

¢ TposiHCKMe nporpamMmbl (B TOM YMcre NporpaMmmbi-BbiMoOrarenu);
e BpenoHocHble yTUNUTHI;

¢ PeknamHble nporpammsl;

e [lporpammbl aBTOQ03BOHA;

o OOHapyxuBaTb Apyrue nporpamMmbl, KOTOPbIe MOTYT ObITb UCNOJIb30OBaHbI
3M0yMbILWIEHHUKaMN ONs HAHeCEeHUA Bpeaa KOMNbIOTepy UMK AaHHbIM NoNb3oBaTens;

e YnakoBaHHble 06bLEKTbI, CNOCO6 YNaKOBKU KOTOPbLIX MOXeT MCMNOoJIb30BaTbCA ANA 3alnTbl
BpeaAOHOCHOro Kkoaa;

e MHOXeCTBEHHO ynakoOBaHHbl€ OO BbEKTbI.

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

dopmMupoBaHMe crnucka AOBepPeHHbIX NporpamMmm

Criucok dosepeHHbIX rnpoepamMm — 3TO CMUCOK NporpamM, y koTopbix Kaspersky Endpoint Security

He KOHTpONUupyeT annoByo 1 CEeTEBY aKkTUBHOCTL (B TOM YMUCIE U BPEAOHOCHYH0), a Takke obpalleHnsa aTux
nporpaMmm K cucteMHomy peectpy. o ymonuanuto Kaspersky Endpoint Security npoBepsieT 06bekThl,
OTKpbIBaemble, 3anyckaemMble UM COXpaHaeMble MobbIM NPOrpaMMHbIM NMPOLLECCOM, a Takke KOHTponmpyeT
aKTMBHOCTb BCEX Nporpamm 1 cosgaBaembln umn ceteBon Tpaduk. Kaspersky Endpoint Security nckntoyaet us
NpOBeEpPKN NporpammMy, 406aBNeHHyY0 B CMMCOK AOBEPEHHbBIX NPOrpamm.

Hanpumep, ecnu Bbl cuntaete o6beKThIl, ucnonb3dyemble nporpammont Microsoft Windows BriokHoT, 6e3onacHsiMm
1 He TpebyoLw MMM NPOBEPKN, TO ECTb JOBEPSIETE ITOW Nporpamme, Bam criegyet gobasuTe nporpammy Microsoft
Windows BnokHOT B CNNCOK JOBEPEHHbIX MPOrpaMm, YTobbl HE NPOBEPSATb OO BEKTLI, MCNONb3yeMble 3TON
nporpaMmon.

Kpowme Toro, HekoTopble AencTBus, koTopble Kaspersky Endpoint Security knaccugpumumpyeT kak nogo3puTenbHble,
MoryT 6bITb 6e30MacHbl B paMkax PyHKLMOHaNbHOCTK psifa nporpamMm. Hanpumep, nepexeart TeKCTa, KOTOPbIN Bbl
BBOAUTE C KIlaBMaTypbl, ABMSETCH LUTAaTHbIM AENCTBMEM NPOrpamMM aBTOMAaTUYECKOro NEPEKITYEHMS packnagok
knaeuatypbl (Hanpumep, Punto Switcher). UTobbl yuyecTb cneuundmky Takmx NporpaMmm 1 OTKMOUNTb KOHTPOITb MX
aKTMBHOCTU, peKOMeHAyeTCcst 4OOaBUTb MX B CMMCOK JOBEPEHHBIX MPOrpamMm.

VIcknodeHne JOBEPEHHbBIX MPOrpamMM M3 NPOBEPKM MO3BONSET n3bexaTtb Nnpobnemsl coBMmecTumocTn Kaspersky
Endpoint Security ¢ gpyrvmn nporpammamu (HanpvumMep, npobnemsl 4BOVHON NPOBEPKM CETEBOrO Tpadumka
cTopoHHero komnbloTepa Kaspersky Endpoint Security n gpyron aHTMBMPYCHOM NPOrpaMmon), a Takke yBenuuuTb
NpOM3BOAMTENBHOCTD KOMMbIOTEPA, YTO OCOOEHHO BaXKHO MPU UCMONb30BaHMM CEPBEPHBIX NPOrpamM.
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B 10 e Bpems ucnonHaeMbIv dpainn 1 NnpoLecc 4OBEPEHHON NporpaMmmbl No-nNpexHeMy NpoBepsitoTCS Ha Hanuune
B HMX BUPYCOB M ApYruxX Nporpamm, npeacrtaBnsiowmnx yrpo3dy. [ns nofnHoro UCKMoYeHns nporpaMmmMbl U3 NpoBEpKU
Kaspersky Endpoint Security cnegyeT nonb3oBaTbCsa UCKITIOYEHUAMN U3 MPOBEPKU.

Kak 0obasums ripoepamMmy 8 criucok 0o8epeHHbIX 8 uHmepgelice ripoepamMmms|

B rnaBHOM OKHe NporpaMmmMbl HAXXMUTE Ha KHOMKY 1o}
B okHe napameTpoB nporpammbl BbiGepute pasgen O6wme HaCTPOUKN — Yrpo3bl U UCKITKOYEHMUS.
B 6noke UcknioueHns nepeingnte no ccbinke YkazaTb AOBEePeHHbIe NPUNOXEeHUS.

B OTKPbIBLUEMCA OKHE HAXXMUTE Ha KHOMKY ,uosaBVITb.

o w0

BbiGepuTe ncnonHaeMbI gann Ao0BEPEHHON NPOrpamMmb.

Takke Bbl MOXeETe BBECTU NMyTb BPy4YHYyto. Kaspersky Endpoint Security noggepxveaeTt nepemMeHHble
cpebl U CUMBONbI * U ? ANS BBOAA MaCKM.

Kaspersky Endpoint Security nogaep>xusaet nepemenHble cpefbl. [pn atom Kaspersky Endpoint
Security KOHBEPTUMPYET NyTb B fIOKanNbHOM MHTepdence nporpaMmmbl. TO €CTb, €CNK Bbl BBENU NYTb K
ganny suserprofile%\Documents\File.exe, byaet gobasneHa 3anucb
C:\Users\Admin\Documents\File.exe. YTOBObl NPUMEHUTL 3aNUCh KO BCEM YYETHLIM
3an1csiM, Bbl MOXETE MCNONb30BaTb CMMBON * (Hanpumvep,
C:\Users\*\Documents\File.exe).

Mpun fobaBneHnn HOBOM NEPEMEHHON CPeabl HY>KHO Nepe3anyCcTuTb NporpaMmy.

6. B OkHe CBOWCTB AOBEPEHHOW MporpamMmMbl HACTPONTE AOMNONHUTENBbHbIE MAapaMeTpbl (CM. Tabnuuy Hmke).

7. Bbl MOXeTe B Nto6oe BpeMS UCKMYMTb NporpamMmmMy n3 4OBEPEHHON 30HbI (CM. pasgen "BkrioveHue n
BbIKITIOUEHME OENCTBUSA NPaBu JOBEPEHHOW 30HbI HA MPOrpaMmMy M3 cnvcka fOBEPEHHbIX Nporpamm” Ha
cTp. 206) ¢ NOMOLLIbIO NepekoYyaTens.

8. CoxpaHuTe BHECEHHbIE U3MEHEHWS.

Tabnuua 14. [Napamempbi 0ogepeHHOU rpospammebl

MapameTp OnucaHwue
He npoBepAaTb Kaspersky Endpoint Security nckniodaeT 13 NpoBepku Bce dhansbl,
OTKpbiBaeMbie danbl OTKpbIBaeMble C MOMOLLbIO Nporpammbl. Hanpumep, ecnuv Bbl Ucnonb3yeTe

nporpaMmmbl pe3epBHOro KonupoBaHus oansos, PyHKUMSA NO3BOMUT CHU3UTL
notpebneHne pecypcoB komnbtoTepa Kaspersky Endpoint Security.

He konTponupogatb Kaspersky Endpoint Security He KOHTPONUPYET haNNoBYIO U CETEBYIO
aKTUBHOCTb NporpaMmbl aKTVBHOCTM NPOrpaMMbl B ONEpaLMOHHON cucTeme. KOHTPOmb 3a aKTUBHOCTLIO
NPOrpaMMmbl BbINOMHSIOT CrieayoLLMe KOMMOHEHTbI: AHann3 noseaeHns (Ha

ctp. 94), 3awmTa ot akcnnonTtoB (Ha cTp. 98), MpepoTBpalLeHne BTopxkeHnn (Ha
ctp. 100), OTkaT BpeaoHOCHbIX AencTBui (Ha cTp. 112) n CeteBon akpaH.

He HacnepoBaTb Kaspersky Endpoint Security He MTpuMeHsieET orpaHMYeHMs K NpoLieccy, KOTopble
orpaHuyeHus HaCTpOeHbl AN POAMTENLCKOro npouecca. PoanTtenbckuii npolecc 3anyckaeT
poAuTEenbCKOro npouecca | nporpaMmma, ANnsi KOTOPOW HAacTPOeHbl NpaBa nporpamMmbl (M. pasaen "PaboTa ¢
(nporpammbI) npaeamu nporpamm” Ha cTp. 105) (MpenoTBpalleHne BTOPXKEHNIA) N CETEBLIE

npasuna nporpamMmmel (CeTeBow aKkpaH).

LosepeHHasi 30Ha
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MapameTp

OnucaHue

He koHTponupoBaTb
aKTUBHOCTb AO0YEPHUX
nporpamm

Kaspersky Endpoint Security He koHTponupyeT channoByto 1 ceTeByto
aKTMBHOCTW NporpaMm, KOTopble 3anyckaeT nporpamma.

PaszpewmTb
B3aumMopaencTeme ¢
MHTepdencom nporpaMmmb|

Camosawmra Kaspersky Endpoint Security (Ha cTp. 218) 6nokupyeT Bce MOomnbITKN
ynpaBneHus cnyx6amu nporpaMmMbl ¢ yaaneHHoro komnbtotepa. Ecnm donaxok
YCTaHOBIEH, TO NporpamMmme yaaneHHoro 4oCTyna K KOMMboTepy paspeLleHo
ynpaensaTtb napameTtpamu Kaspersky Endpoint Security yepes untepdenc
Kaspersky Endpoint Security.

He 6nokupoBaTtb
B3aumogemncTeme ¢
KOMMOHEHTOM
AMSI-3awmTa

Kaspersky Endpoint Security He KOHTponMpyeT 3anpockl 4OBEPEHHOWN
nporpammbl Ha NPOBEPKY 06BEKTOB KOMNOHeHTOM AMSI-3awuTa (cM. pasgen
"AMSI-3awmTa" Ha cTp. 144).

He npoBepsATb ceTeBOM
Tpadumk

Kaspersky Endpoint Security nckniouyaet n3 nposepku ceteson Tpaduk,
WHULMUPYEMbI NporpamMmmoi. Bl MOXxeTe UCKNIoYMTb U3 MPOBEPKM BeCb Tpaduk
UM TONbKO 3alwmndpoBaHHbIN TpaduK. Takke Bbl MOXETE UCKITHOUNTD U3
npoBepkn oTaenbHble IP-agpeca nnn Homepa NnopToB.

KommeHTapumn Ecnn Heobxoanmo, Bbl MOXETE BBECTM KPATKUIN KOMMEHTapUIA K JOBEPEHHON
nporpamme. KomMMeHTapuin No3BonsieT ynpoCcTUTb MOUCK U COPTUPOBKY
[OOBEPEHHbIX NPOrpamMm.

Crartyc CTtaTtyc goBepeHHON nporpamMmmbl;

e AKTMBHO — NporpammMa B JOBEPEHHOWN 30HE.
¢ HeakTnBHO — nporpamma McKn4YeHa n3 JOBEPEHHOW 30HbI.

Bknio4yeHue U BbIKNOYeHUe AeUCTBUA NpaBus AoBepeHHOMN
30HbI HA NpoOrpaMmMy M3 CNMCKa AOBEPEHHbIX NporpamMmm

» Umobhbi koYUM UMU 8bIKIOYUMB Oelicmeue rpasusl 008epeHHOU 30HbI Ha MpoepaMmMy U3 criucka
0oBepeHHbIX MpoepamMM, 8binosIHUMe credyrowue delicmeusi:

a > e

3 NPOBEPKM.

B rmaBHOM OKHe MporpamMMbl HXXMWUTE Ha KHOMKY 103

B okHe napameTpoB nporpammbl BbibepuTe pasgen Obwme HacTPONKN — Yrpo3bl U UCKITHOYEHUS.
B 6noke UcknroveHna nepengnte no cebifike YKasaTb JOBepeHHble NPUNOXeHUs.

B cnucke goBepeHHbIX NporpamMm BelibepUTE HYXXHYHO JOBEPEHHYIO MPOrpamMMy.

WcnonbayiiTe nepeknodaTens B rpade CtaTtyc, YToObl BKIMHOYNTL UM UCKITIOYNTE JOBEPEHHYI0 NporpaMmMy

6. COXpaHVITe BHECEHHbIE NSMEHEHUA.

[osepeHHas 30Ha
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Ucnonb3oBaHMe 4OBepPEeHHOro CUCTEMHOIo XpaHunuiya
ceptucdpumkartoB
Mcnonb3oBaHne cUCTEMHOIO XpaHunuiia CepTVICbMKaTOB Nno3BoJ1AeT UCKN4YaTb N3 aHTI/IBI/IpyCHOIZ NpPOBEPKU

nporpamMmebl, NOANMCaHHbIE AOBEPEHHON LndpoBon noanuceto. Kaspersky Endpoint Security aBTomatuyecku
nomeLlaeT Takue nporpammel B rpynny JosepeHHnle.

» Ymobbi Ha4ame UC0Ib308aMb 0BEPEHHOE CUCMEMHOE XpaHUuue cepmughukamos, 8birnojiHuUme
cnedyrowjue delicmeus:

1. B rMaBHOM OKHE MPOrPaMMbl HAXKMUTE Ha KHOMKy ToF.
2. B okHe napameTpoB nporpaMmbl BbibepuTe pasaen O6wme HaCTPOMKu — Yrpo3bl U UCKIHOYEHUS.

3. B packpbiBatowiemcsa cnvcke [loBepeHHOe CUCTeMHOe XpaHunuwie ceptucmkaToB Boibepute, kakoe
cuctemHoe xpaHunuwie Kaspersky Endpoint Security gomkeH cuMtaTb AOBEPEHHBIM.

4. CoxpaHuTe BHECEHHbIE N3MEHEHMUS.

[osepeHHas 30Ha
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PaboTa ¢ pe3epBHbLIM XpPaHUIULLEM

Pe3epsHoe xpaHunuuje — 310 XpaHUnuLle pe3epBHbIX KOMUI hainos, KOTopble ObINN N3MEHEHLI B NPOLIEcce
neyeHusa unu yaaneHsl. PesepeHas Konus — Konus arina, Kotopas co3faeTca A0 NevYeHns unmn yganeHus aToro
danna. PesepBHble konuu hannos XpaHATCA B cneumansHoM doopMaTe U He NpeacTaBnsioT ONacHOCTH.

PesepBHble konuu darnos xpaHaTca B nanke C: \ProgramData\Kaspersky Lab\KES\OB.

MonHble npaBa gocTyna K 3TOW narke npegocTasneHbl Nonb3oBaTensam rpynnsl "AgMuHUCTpaTopb!”.
OrpaHuyeHHble Npasa 4oCcTyna K 3ToW narke npegocTaBneHbl Nonb30BaTernto, Nof y4eTHON 3anmncblo KOTOPOro
BbInosiHAnack ycraHoska Kaspersky Endpoint Security.

B Kaspersky Endpoint Security oTcyTCTBYEeT BO3MOXHOCTb HAaCTPOMKM MpaB JOCTyna nofnb3oBaTenem K
pe3epBHbIM KONMnAM hannos.

WHorga npu nevyeHnn hannos He yaaeTcsa COXpaHUTb X LeNnoCTHOCTb. Ecnu BbinedeHHbIn dhann cogepxan
BaXKHYIO MHGOPMaLMIO, KOTOpas B pedynbTaTe neyveHus ctana nonHOCTbI0 UM YaCTUYHO HEAOCTYMHA, Bbl MOXETE
nonbITaTbCA BOCCTAHOBUTL (hain 13 ero pe3epBHON KONUW B Nanky MCXOOHOro pasmMelleHuns danna.

Ecnu Kaspersky Endpoint Security pabotaeT nog ynpaeneHmem Kaspersky Security Center, To pe3epBHble konum
dannos mMoryT 6bITb NepeaaHa Ha Cepeep agMuHucTpupoBaHusa Kaspersky Security Center. Nogpo6bHee o paboTte
pe3epBHbIMK KonuamMn doannos B Kaspersky Security Center moxHo npounTtaTh B CripaBo4yHon cucteme Kaspersky
Security Center.

B aTtom pasgene

HacTpolika MakcumManbHOro cpoka XpaHeH st PannoB B PE3EPBHOM XPAHUIULLE .........cccvvvvrieeeeeeeeenennns 208
HacTpoiika MakcumarnbHOro pa3Mepa PE3EPBHOTO XPAHMITULLLA «....vuvrreeeeesrerrrrrrreeeessssssnnnnereeeesssnnsnsnneees 209
BoccraHoBneHne hannoB U3 PE3EPBHONO XPAHUITALLI . .......uuuureeeeeererrnunneeeeeeeesnnnnnaaeeeesesnnnnnnaeeeesesssnnnns 209
YaaneHne pe3epBHbIX KON aNIioB U3 PE3EPBHOTO XPAHMUITULLLA ......ceeeveeerriiieeeeeeeeennnnneeeeeeeeennnnnnnens 210

Hactpouka makcumanbHOro cpoka xpaHeHus ¢bauvnos B
pe3epBHOM XpaHUnuLie

Mo ymonyaHunio MakcumarbHbIA CPOK XpaHeHUs1 Konuin bairnos B pe3epBHOM XpaHunuuie coctasndaet 30 gHen. Mo
NCTeYeHnn MakcmarnbHoro cpoka xpaHeHust Kaspersky Endpoint Security yoanset Hanbonee ctapble gainbl u3
pe3epBHOr0 XpaHunuLia.

» UmobbI Hacmpoumb MakcuMaribHbIl CPOK XpaHeHUs (halisiog 8 pe3ep8HOM XpaHusnuuwe,
8bInonHuUme crnedyrouwue oeticmeusi:

1. B rnaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

2. B okHe napameTpoB nporpammbl Bbibepute pasgen O6wme HaCTPONKN — OTYETbI U XpaHUMULLE.

Paboma ¢ pe3epsHbiM xpaHunuwem
208



kaspersky

3. B 6noke Pe3sepBHOe xpaHunuiye yctaHoBute donaxok XpaHuTb 06bekTbl He 6onee N gHen, ecnu
XOTUTE OrpaHNYnUTb CPOK XPaHEHMS KOMUI hainoB B pe3epBHOM XpaHunue. YKaxnte MakcuMarnbHbIin
CPOK XpaHeHUs KoNuin ¢pannos B pe3epBHOM XpaHUNuLLE.

4, COXpaHVITe BHECEHHbIE NSMEHEHUA.

HacTpoiika MakcumanbHOro pasmepa pe3epBHOro
XpaHunuua

Bbl MOXXeTe ykasaTb MakcUMaribHbI pa3aMep pe3epBHOro XxpaHunuwa. Mo ymonyaHuio pasmep pe3epBHOro
XpaHunuiia He orpaHunyeH. MNMocne goctTukeHnsa makcumansHoro pasmepa Kaspersky Endpoint Security
aBTOMaTUYECKM yaansieT Hambonee ctapble dainbl U3 pe3epBHOIO XpaHUNuLLA.

» Ymobbl Hacmpoume MakcuMarsibHbIU pasmep pe3ep8HO20 XpaHunuwa, ebinosiHUme credyrujue
Oetlicmeusi:

1. B rnaBHOM OKHe NporpamMmmbl H&XXMUTE Ha KHOMKY 103
2. B okHe napameTtpoB nporpammbl BeibepuTe pasgen O6uwme HacTponkn — OTYETbI U XpaHUNULLe.

3. B 6noke Pe3epBHOe xpaHunuule yctaHoBute doriaxxok OrpaHnyunTb pasmep xpanHunuiia go N MB, ecnin
Bbl XOTUTE OrpaHN4nTb pasMep PE3EPBHOMO XPaHWUIMLLA. YKaXKUTE MaKCUMarbHbIA pa3Mep pe3epBHOro
XpaHunumLia.

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

BoccTtaHoBneHue ¢hannoB U3 pe3epBHOro XxpaHunuiya

Ecnu B channe obHapyxeH BpeaoHOCHbIN kod, Kaspersky Endpoint Security 6nokupyeT dain, npucsamBaeTt emy
cTatyc 3apaxeH, NOMeLLaeT ero Konuo B pe3epBHOE XpaHWUIULLIE U MbiTaeTcsa NpoBecTn neveHne. Ecnu cdann
yOaeTcs BbIiNeunTb, TO CTATyC pe3epBHOM KOMuK doanna nameHseTca Ha BoeineyeH. ®ann cTaHOBUTCSA OOCTYMEH B
nanke UcxogHoro pasmellenuns. Ecnu dann He ygaeTtca BbineunTb, To Kaspersky Endpoint Security ygansieT ero
13 Narkn UCXOAHOro pasmelleHns. Bbl MOXeTe BOCCTaHOBUTL hain U3 ero pe3epBHOM KONUK B Manky UCXo4HOro
pasMeLleHuns.

dannel co ctatycom bydem ebinieqeH npu nepesazpy3Ke KOMIMbIOMepa BOCCTAHOBUTbL HEBO3MOXHO.
Mepesarpyante KOMNbLIOTEP U CTaTyC panna NMeHnTcs Ha BobiievyeH nnn YoaneH. INpu 3ToM Bbl MOXeTe
BOCCTaHOBUTb (pain 13 ero pesepBHON KONUKU B Manky UCXOQHOro pasmeLLeHus.

B cnyyae oGHapyXeHus BpeAOHOCHOrO KoAa B hanne, KOoTopbli SBASIETCA YacTblo Npunoxenns Windows
Store, Kaspersky Endpoint Security He nomelLaeT Konuo dpanna B pe3epBHOE XpaHunuvLe, a cpasy yaanser
ero. [pyn 3TOM BOCCTaAHOBUTb LIeNOCTHOCTb npunoxeHns Windows Store Bbl MoxeTe cpegctBamm
onepaumoHHon cuctembl Microsoft Windows 8 (nogpobHyto MHpopmaLmnio 0 BOCCTAHOBIIEHUUN NPUMNOXKEHWS
Windows Store uutaite B CripagoyHol cucmeme k Microsoft Windows 8).

Habop pe3epBHLIX konuin hanos npeacTaeneH B Buae tadbnuupl. [Ansa pesepBHOM konuu doanna otobpaxaeTtcs
NyTb K Nanke UCXo4Horo pasMeLleHns atoro carna. lNMyTb K nanke MCXOQHOro pa3meLLeHnst harina MoxeT
copepXaTb NepcoHarbHbIE OAHHBIE.

Paboma ¢ pe3epsHbiM xpaHunuwem
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Ecnu B pe3epBHOE XpaHunuLLe NOMELLEHO HECKOMNbKO PacronoXeHHbIX B O4HOW 1 TOM Xe nanke dainnos ¢
OO MHAKOBbLIMU MMEHaAMM N pasfMyHbIM COO4EPXKMMBIM, TO AFsi BOCCTAaHOBEHUS AOCTYMEH TONbKO TOT dhaiin,
KOTOpbIN ObIn NOMELLEH B pe3ePBHOE XPaHUIULLE MNOCNEOHNM.

» Umobkl soccmaHosumb halisibl U3 pe3ep8HO20 XpaHunuwa, ebirnosHume credyroujue delicmeusi:

1. B rmaBHOM OKHe nporpamMmmbl B pasgene MOHVITOpMHr HaXXMUTe Ha NInTKy Pe3epB|-|oe XpaHunuiie.

2. B oTkpbiBLUIEMCS CNMCKe (haiiNoB pe3epBHOro XpaHunuila Belibepute gainbl, KOTOpbIE Bbl XOTUTE
BOCCTaHOBUTb, U HAXMUTe Ha kKHoMky BoccTaHOBUTB.

Kaspersky Endpoint Security BocctaHOBUT thalinbl n3 BbIOpaHHbIX pe3epBHbIX KOMUIA B Mankuy X UCXOAHOrO
pa3mMeLLeHuns.

YnoaneHue pe3epBHbIX KOnuu ¢pannoB N3 pe3epBHOro
XpaHunuuia
Kaspersky Endpoint Security yaansiet pesepeHble konuu annos ¢ nobbiM CTaTyCoOM U3 Pe3epBHOIO XpaHunumuia

ABTOMAaTUYECKN MO UCTEYEHUN BPEMEHW, 3a4aHHOIO B MapamMeTpax nporpammebl. Takke Bbl MOXeTe
CaMOCTOATENbHO yAanuTb N0GY0 konuo doarna n3 pe3epBHOro XpaHunuLia.

» Ymobkl ydanumb pe3epeHbie Konuu ¢halsios u3 pes3epeHo20 XpaHusuuja, 8birnosHume credyroujue
Oelicmeusi:
1. B rmaBHOM OKHe nporpammbl B pa3gene MOHUTOPUHI HaxXMuTe Ha NNUMTKy PesepBHOe XpaHunuLye.

2. B oTkpbIBLIEMCS CriMCKe hanfioB pe3epBHOro XpaHunuila Boelbepute ainbl, KOTOpble Bbl XOTUTE yOanuTb
N3 Pe3epPBHOIO XpaHWUmM1LLA, U HAXXMUTE Ha KHOMKY YaanuTb.

Kaspersky Endpoint Security yaanut BbibpaHHble pe3epBHbIe kKonum oannoB U3 pe3epBHOr0 XpaHunuLa.

Paboma ¢ pe3epsHbiM xpaHunuwem
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Cnyx06a yBeaoMIieHUU

B npouecce paboTbl Kaspersky Endpoint Security Bo3HMKalOT pasnmyHoro poga cobbiTvs. YBeaoMreHus 06 aTnx
COBbITUAX MOTYT UMETL MHAPOPMALIMOHHBIN XapakTep U HECTU BaXkHYHO MHGOopMaumtio. Hanpumep, yBegomneHue
MOXeT MHCpOopMMpOoBaTb 06 yCNeLLHO BbIMONTHEHHOM 0BHOBNEHMN 6a3 1 Moayner NporpaMmMebl, a8 MOXeT
hukcrpoBaTb OLWMOKY B paboTe HEKOTOPOro KOMMOHEHTA, KOTOPYIO BaM TpebyeTcs yCTpaHUTb.

Kaspersky Endpoint Security no3sonsiet BHOCMTb MHGOPMaLMIO O CODbITUSIX, BO3HUKAIOLLNX B paboTe nporpaMmmel,
B >)XypHan cobbiTuin Microsoft Windows v / nnu B xxypHan Kaspersky Endpoint Security.

Kaspersky Endpoint Security MoxeT 4OCTaBNsATb yBe4OMIIEHNS CrieayoLWmMMn cnocobamu:
e  C MOMOLLbIO BCMIbIBAKOLLUX YBEAOMIIEHMI B 0bnacTu yBegomnennii naHenu sagad Microsoft Windows;

e 10 3NEKTPOHHOW MoYTe.

Bbl MOXeTE HAacCTpoUTbL CNOCoObI AOCTaBKkM yBegoMeHuin. Cnocob JoCTaBkM YBEOOMIEHU yCTaHaBNMBaeTCa Ans
KaXkgoro tuna coObITUIA.

PaboTas ¢ Tabnuuen cobbITun AnNa HAaCTPOKMKN CrY>KObl yBEAOMITEHUI, Bbl MOXETE BbIMOMHATL CrieaytoLmne
DencTBus:

e unbTpoBaTb COOLITUA CYXXObl YBEAOMITEHMI NO 3HAYEHMAM rpad Unmn no yCroBmUsiM CIIOXXHOro punbTpa;
®  1CMNOMb30BaTh PYHKLMIO MOMCKA COObITUI CriyXObl yBEOOMIEHWIA;
e  COpPTMpOBAaTb COOLITUA Cry>XObl YyBELOMMNEHUN;

®  M3MEHATb NOpPSAOoK 1 Habop rpady, oTobpaxaeMbiX B CUCKE COBLITUI CNyXObl yBELOMMEHNA.

B aTtom pasgene

HacTporika NapamMeTPOB KYPHATOB CODBITUM .......uuuuieeeeeieetiiiieeeeeseeesutnnseeeeeeessnnnnnaaeeeessssnnnnaeeeeseessnnnns 211
HacTporika oTOGpaXXeHNs1 N AOCTABKN YBEOAOMITEHUM. .......ccuuuuneeeeeereeeeiiiieeeeeeeeeesnnnseeeeeeresnsnnnaaeeeseesnnnnns 212
HacTtpolika oToGpaxeHunsi npeaynpexXaeHnin 0 COCTOSTHUM NporpamMMbl B 06n1acT yBe4OMIEHUMN ........... 213

HacTtpouka napameTpoB XXypHasrioB cOObITUN

» Ymobbl Hacmpoums napamempsl XypHanoe cobbimudl, ebinosHUMe credyrowue delicmausi:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY &
2. B okHe napameTpoB nporpaMmbl Beibepute pasgen O6wue HacTporku — UHTepdenc.
3. B 6noke YBepgomneHusa HaxmuTe Ha KHOMNKy HacTponka yBegomMneHun.

B neBon yactu okHa npeAcTaBneHbl KOMMOHEHTLI 1 3aaaun Kaspersky Endpoint Security. B npason yactu
OKHa oToDOpakaeTcsi CMMCOK COObITUIA, CHOPMUNPOBAHHBIN A5 BbIOPAHHOIO KOMMOHEHTA UK BbIOPaHHON
3agayn.

Cnyx6a ysedomneHul
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CobbITust MOryT cogepxaTtb crieaytolime AaHHble Nonb3oBaTens:

e nyTu K channam, nposepseMbiM ¢ nomoLbio Kaspersky Endpoint Security;

e MyTM K KIMo4aM peecTpa, M3meHsieMbIM B xoae paboTel Kaspersky Endpoint Security;
e uMsa nonb3oBaTensa Microsoft Windows;

e agpeca BeG-CTpaHUL, OTKpbIBaEMbIX NOMb30BaTENEM.

B neBoit YacTu okHa BbIGEPUTE KOMMOHEHT WK 3adady, 4SSl KOTOPOK Bbl XOTUTE HACTPOUTL NapameTpsl
XKYpHarnoB coGbITUiA.

B rpachax CoxpaHsaTb B nokanbHOM ot4yeTe 1 CoxpaHsTb B XXypHane cobbitun Windows yctaHoBute
dhnaxky HaNPOTUB HYXHbIX COOBITUNA.

CobbITus, HANPOTUB KOTOPbIX YCTaHOBIEH chnaxok B rpacde CoxpaHATb B NOKaribHOM OT4eTe,
oToGpaxaloTca B oT4eTax nporpaMmmbl (CM. pasgen "Pabota ¢ otyetamun” Ha cTp. 214). CobbiTus,
HanpoTMB KOTOPbIX YCTaHOBIEH (briaxkok B rpacdhe CoxpaHATb B XXypHane cobbitun Windows,
oTobpaxatoTca B xxypHanax Windows B kaHane Application.

COXpaHVITe BHECEHHblIE N3MEHEHUA.

HacTtpounka oTtobpaxeHuss n 4OCTaBKU yBeOAOMITEHUN

» Ymobsi Hacmpoume omobpaxkeHue u docmasky ysedomreHul, ebinofHuUmMe criedyrouue delicmeus:

B rmaBHOM OKHe NporpamMmmbl HXXMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen Obwme HacTponkn — UHTepcpeic.
B 6noke YBegomneHunsa HaxmuTe Ha kHonky HacTponka yBegoMneHun.

B neBo 4Yactn okHa npeacTaBreHbl KOMNOHEHTLI 1 3agadn Kaspersky Endpoint Security. B npason yactn
OKHa OoTODOpakaeTcsi CNMMCOK COObITUIN, CHOPMUPOBAHHbBIN AN BbIOPaHHOIO KOMMOHEHTa U BbIGpaHHOM
3agaun.

CobbITnst MOryT cogepaTb crieaytoLime gaHHble nofb3oBaTens:

e MyTu K hannam, npoeepsembiM ¢ nomowyblo Kaspersky Endpoint Security;

e MyTK K KIlOYaM peecTpa, M3meHsieMbIM B xoge paboTel Kaspersky Endpoint Security;
¢ nms nonb3oatens Microsoft Windows;

e agpeca Beb-CTpaHuL, OTKPbIBAEMbIX NMOMb30BaTENEM.

B neBon 4yactu okHa BbIGepUTE KOMMOHEHT UIK 3adady, AN KOTOPOW Bbl XOTUTE HAaCTPOUTb AOCTaBKy
yBEeIOMITEHUN.

B rpacdhe YBegomnaTb Ha 3KkpaHe yCTaHOBUTE (DIIaXKKM HAMPOTUB HYXXHbIX COObITUNA.

MHdpopmaumst o BbIbpaHHbIX COObITUSIX OTOBpaXxaeTcs Ha aKpaHe B BUAE BCMIbIBAKOLMX YBEAOMIIEHUIA B
obnacTtu yBegomneHmn naHenu 3agad Microsoft Windows.

B rpacdhe YBeaoMnATL N0 No4Te YCTAHOBUTE (OIIAXKKM HAMPOTUB HYXXHbIX COObLITUIA.

MHd)OpMaLI,VIFI o Bbl6paHHbIX coObITUSAX gOoCTaBnNsieTcs rno SJ'IeKTpOHHOIZ no4yTte, ecrnn 3agaHbl napamMmeTpbl
OO0CTaBKM MOYTOBbLIX yBeﬂOMﬂeHMVI.

Haxmute Ha kHonky OK.

Cnyx6a ysedomneHul

212



lkaspersky

8. Ecnu Bbl BKMIOYMNM yBEAOMIIEHNSA MO MOYTE, HACTPOWTE NapaMeTpbl AOCTaBKM 3NTEKTPOHHBLIX COOBLLIEHNIA:
a. HaxmuTe Ha kHonky HacTpoika noYToBbIX YBeAOMIEHUN.

b. YcrtaHoBuUTe hnaxok YBeAOMNATb O COOLITUAX, YTOOLI BKIIOYMTL 4OCTaBKy MHbopMauum o
cobbITuAX B paboTe Kaspersky Endpoint Security, oTMe4YeHHbIX B rpacdhe YBeAOMNATbL NO nouyTe.

C. YKkaxuTe napameTpbl JOCTaBKM NOYTOBbLIX YBEAOMMEHUN.
d. Haxmute Ha kHonky OK.

9. COXpaHMTe BHECEHHbIE NSMEHEHUA.

Hactpounka oTobpaxeHus npeaynpexgeHnm o COCTOAHUMN
nporpamMmmbl B 06ractm yBe4OMIeHUN

» UYmobbi Hacmpoume omobpaxkeHue rpedynpexx0eHul 0 COCMOSHUU rpogpamMmbl 8 obrnacmu
ysedomrieHul, 8binosHUMe credyruwue delicmeus:

1. B rnaBHOM OKHe NporpamMmmbl H&XXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpaMmmbl Beibepute pasgen O6wue HacTponku — UHTepdenc.

3. B 6noke OTobpaxaTb COCTOSIHME NPUITOXKEHNA B 06NacTM yBeAOMIEeHUN YCTaHOBUTE (hIIaXxKu
HaNpPOTMB TEX KaTeropuin cobbITUA, yBEAOMIEHNSA O KOTOPLIX Bbl XOTUTE BMAETb B 0611aCTN yBEAOMINEHNN
Microsoft Windows.

4, CoxpaHuTe BHECEHHbIE NU3MEHEHUSI.

Mpn BO3HNKHOBEHMM COBOBLITUIN, OTHOCALLIMXCS K BbIOpaHHbLIM KaTeropusiM, 3Ha4oK NporpamMmmbl (CM. pasgen

"3Ha4yok nporpaMMbl B 06nact yBegomMneHuin”" Ha cTp. 41) B o6nactv yBeaoMneHun byget MeHaTbes Ha |
unn k& B 3aBMCUMOCTUN OT BaXXHOCTW NPEAYNPEXOEHMSI.

Cnyx6a ysedomneHul
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Paborta c otyeTamum

MHdopmaumsa o paboTe kaxgoro komnoHeHTa Kaspersky Endpoint Security, 0 cobbiTusax wndpoBaHust 4aHHbIX, O
BbIMONIHEHUW KaXKO0W 3a4aqm NpoBepKU, 3ada4vn 0GHOBMNEHNS U 3a4a4m NPOBEPKM LIeNOCTHOCTH, a Takke o paboTe
nporpaMmel B LEMNOM COXPaHAETCS B OTHETaXx.

OtueTbl xpaHaTcsa B nanke C: \ProgramData\Kaspersky Lab\KES\Report.

OT14eTbl MOryT cogepXxaTtb cneayruie gaHHble Nofib3oBaTenA:

nyTn K pannam, nposepsiemMbiM ¢ nomoLLbio Kaspersky Endpoint Security;

nyTW K KrNto4am peecTpa, M3aMeHsieMbiM B xofe paboTbl Kaspersky Endpoint Security;

nms nonb3osartensa Microsoft Windows;
e afpeca Beb-CTpaHuL, OTKpbIBAEMbIX MONb30BaTENEM.

[aHHble B oTyeTe nNpeacTaBneHbl B Buae Tabnuubl. Kaxxaas ctpoka Tabnuubl COaepXuTt nHdopmarmio ob
OTOENbHOM COBbITUM, aTpUByYThl COBLITUA HaxoaaTcs B rpadax Tabnuubl. HekoTopble rpadbl ABRAOTCS
COCTaBHbIMW N coaepXaT BOXKEHHbIe rpadbl ¢ 4ONONHUTENBHLIMU aTpubyTamun. YTo6kLI NPOCMOTPETL
OOMNOMHUTENbHbIE aTPUBYThI, HAXKMUTE Ha KHOMKY psaoM ¢ HasBaHueMm rpadbl. CobbITus, 3aperncTpupoBaHHble
B paboTe pasHbIX KOMMOHEHTOB UM NP BbINOMHEHUW pa3HbIX 3a4ad, UMEKOT pasHbli Habop aTpmbyToB.

HocTynHbl cneayoLume oT4eTbl:

e Otyet Ayaut cuctembl. CogepxuT MHpopmMaLmio 0 CoBbITUSAX, BO3HMKAIOLLMX B NpoLecce
B3aMMOAENCTBUS NONb3oBaTeNs C NPOrpaMMoNn, a Takke B Xofe paboTbl NporpaMMbl B LIENIOM U He
OTHOCALLMXCSA K KAaKUM-NTMDO OTAEeNbHBIM KOMMOHEHTaM nnn 3agavam Kaspersky Endpoint Security.

e Ortyetbl 0 pabote komnoHeHTOB Kaspersky Endpoint Security.
e OrtyeTbl 0 BbiNonHeHnn 3agad Kaspersky Endpoint Security.

e Ortyet WUudpoBaHme gaHHbIX. CooepxmMT MHOOPMAaLIMIO O COOLITUAX, BO3HMKAOLWMX NPy WnpoBaHnn 1
pacngpoBKe AaHHbIX.

B oTyeTax npMMeHsaITCA crieqyoLimne ypoBHU BaXKHOCTU COOLITUN:

® UHdopmaLmnoHHble coobleHnsa. CobbiTust CpaBOYHOro Xapakrepa, Kak NpaBuiio, He Hecylme BaXKHOM
MHdopMauuu.

MNpepynpexaeHns. CobbITWS, Ha KOTOPbIE HYXXHO 0OPaTUTL BHUMaHMWE, NMOCKOINbKY OHW OTPaXaloT BaXKHbIe
cutyauum B pabote Kaspersky Endpoint Security.

II' Kputnyeckne cobbiTns. CobbITUSA KpUTUHECKOW BaXXHOCTK, YKasbiBaloLLne Ha npobrnemsl B paboTte
Kaspersky Endpoint Security unu Ha ysi3BMMOCTM B 3aLLMTe KOMMNbIOTEPa Nofb3oBaTens.

Ins ynobcTBa paboThl C OTYHETAMM Bbl MOXETE U3MEHSTb NPEACTaBNEHME AaHHbBIX Ha SKpaHe crneaywnumm
cnocobamu:

e  (unbTPOBaTb CMNCOK COBBLITUIA MO Pa3NNYHbIM KPUTEPUSIM;

e 1CMONb30BaTb (PYHKLIMIO NMOUCKA ONPEaeNieHHOro CobbITHS;

e MpocmaTpuBaTb BbibpaHHOe cobbiTe B OTAENbHOM GIIOKe;

e  COpPTUPOBATb CMMUCOK COGLITUI MO Kaxaon rpade oT4yeTa;

e OTOBpaxaTb U CKPbIBaTb CrPYNMNMPOBAHHBLIE C MOMOLLLIO PUNbTPa cobbIThA No kHorke

e U3MEeHSATb NopsSiAoK U Habop rpad), oTobpaXkaeMbIX B OTYETE.
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Mpyn HEOBXOQUMOCTM Bbl MOXETE COXPaHUTb CCHOPMUPOBAHHbIA OTYET B TEKCTOBLIN hbann. Takke Bbl MOXeETE
yaansaTb MHopMaLmio n3 ot4eToB (CM. pasgen "YaaneHve nHdopmaumm u3 ot4eToB" Ha cTp. 217) no
komnoHeHTaMm 1 3agadam Kaspersky Endpoint Security, 06 beanHeHHbIM B rpynnebi.

Ecnun Kaspersky Endpoint Security paboTtaeTt nog ynpaenexnvem Kaspersky Security Center, To nidopmanms o
cobbITnsAX MOXeT ObITb NepefaHa Ha Cepeep agMuHUCTprpoBaHus Kaspersky Security Center (nogpoGHee cm. B
cripaske Kaspersky Security Center https://support.kaspersky.com/KSC/13.2/ru-RU/).

B aTtom pasgene

1o oo Lot o T o1 15 =1 o] TSR 215
HacTpoika MakCUMarnbHOrO CPOKA XPAHEHMSA OTUETOB .......uuuuuuuuunnnnnnnnnnnnnnnnnnns e 215
HacTpoika MakCUMarnbHOrO Pa3MEPa (PANIIA OTUETE .....uuuuuuununniiiiiiiniii s 216
COXPAHEHME OTUETA B (DA ..o i it 216
YAaneHNE MHADOPMALMMN N3 OTUETOB ....eereeeerirnnneeeerreeeetsnnseeeseeeennssnnaeeeeeeeenssnnnaaeeeeeeennnneeeeeeeemmsnnnneees 217

NMpocmoTp oTyeTOB

Ecnn ana nonb3osartens OOCTynNeH NnpocMoTp OTHETOB, TO AJ1A4 3TOro nosib3oBatesid AO0CTYyrNneH NpoCMOTP BCEX
CO6bITI/II7I, OTpaKeHHbIX B OTYETaX.

» UYmobbkl npocmompems omyemsl, 8binosIHUMe cnedyrouue delicmeus:

1. B rnaBHOM okHe nporpamMmbl B pasgerie MOHUTOPUHI HaxMuTe Ha nnuTky OTyYeTbl.
2. B cnucke KOMMNOHEHTOB M 3afay BbibepuTe KOMMOHEHT UNK 3adavy.

B npaBoii 4yacTtn okHa oTobOpasnTCca OTYET, COAEPKALLMIN CNIMCOK COOLITMI MO pe3ynbTatam paboThbl
BbIGpaHHOro KOMMOHEHTa unu BeibpaHHon 3agaym Kaspersky Endpoint Security. Bel moxeTe
OTCOPTMPOBATb COOLITUS B OTHETE MO 3HAYEHUAM B sidelikax OAHOM 13 rpad.

3. Ecnu tpebyetcsa npocmoTpeTb nogpobHyo MHopMaLmio o cobbiTum, BeibepUTE B OTYETE HYXHOE
cobbiThe.

B HWKHen yacTn okHa oTobpa3suTcs 6rok co cBOgHON MHopMaunei o cobbiTuu.

HacTpoinka makcumManbHOro cpoka XxpaHeHuUsi OT4eTOB

Mo ymonyaHuio MakcMarbHbI CPOK XpaHEHUS OTYETOB O COObITUAX, omkcupyembix Kaspersky Endpoint Security,
coctaenset 30 gHen. Mo ncredeHmn atoro Bpemenn Kaspersky Endpoint Security aBTomatuyecku yganset
Hambornee cTapble 3anncu n3 darina oTyeTa.
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» Umobbl Hacmpoume MakcuMarsibHbIl CPOK XpaHeHUss om4yemos, ebIrnosiHume credyrouwue
Oelicmeusi:

1. B rMaBHOM OKHE NPOrPaMMbl HAXKMUTE Ha KHOMKy ToF.
2. B okHe napameTpoB nporpaMmbl BoibepuTe pasaen O6wme HacTponkn — OTYeTbl U XpaHUnuULIe.

3. B 6noke OTyeTbl ycTaHoBUTE (onaxok XpaHUTb oT4yeTbl He 6onee N gHen, ecnun XoTuTe OrpaHNYnNTb
CPOK XpaHEHUS OTYETOB. YKaXnTe MakCumasbHbI CPOK XPaHEHUS1 OTHETOB.

4, COXpaHMTe BHECEHHbIE N3MEHEHUA.

HacTtpounka makcumanbHoOro pasmepa panna otyeTra

Bbl MOXeTe ykasaTb MakcuMarbHbIn pasMep hanna, cogepxallero otyet. [1o ymonyaHuio MakcumarnbHbIA pasMmep
havna otyeTa coctasnseT 1024 MB. Nocne gocTxeHns MakcumansHoro pasvepa davina otyeta Kaspersky
Endpoint Security aBTomatuyeckun yganaet Hanbonee ctapble 3anvcy u3 anna ot4eta Takmum obpasom, 4Tobbl
pa3smep harina oT4eTOB HE NPEBbILLIAN MaKCUManNbHOro 3HaYEeHNS.

» Umobkl Hacmpoume MakcuMmasnbHbIU pasmep ¢haltna omyema, 8binosiHUmMe credyroujue 0elicmeusi:

1. B rnaBHOM OKHe NpOrpamMMbl HXMWUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpaMmmbl Boibepute pasgen O6wme HacTporMkm — OTYeTbl U XpaHUnuLe.

3. B 6noke OTyeTbl ycTaHoBuTe hnaxok OrpaHnunTb pasmep cdamna otvyetoB go N MB, ecnu xotute
orpaHn4MTbL pasmep darna otyeTa. YKaxute MakcumanbHbi pasmep anna otyera.

4, CoxpaHuTe BHECEHHbIE U3MEHEHMUSI.

CoxpaHeHue oTyeTa B (hamn

Monb3oBaTerb caM HeceT OTBETCTBEHHOCTb 3a obecneyeHne 6e30nacHOCTU MHGOPMAaLMK U3 COXPaHEHHOTO
B (paiin oT4yeTa U, B YaCTHOCTU, 3a KOHTPOSb U OrpaHUYeHne 4OCTyna K 3ToN MHGopMaLuu.

CdhopmmnpoBaHHbI OTHET Bbl MOXETE COXPaHUTb B dparin TekctoBoro oopmara TXT mnmn CSV.

Kaspersky Endpoint Security coxpaHseT cobbiTe B OTYET B TOM BUAE, B KAakoM cobbiTMe oTobpaxkaeTcs Ha
3KpaHe, TO eCTb C TEM e COCTaBOM M C TOW Xe NocneaoBaTenbHOCTLI0 aTpubyToB COBbITUS.

» 4Ymobkl coxpaHumb omyem 8 ¢halis, ebironiHume credyrouiue 0elicmeusi:

1. B rnaBHOM OKHe nporpamMmmbl B pasaene MOHVITOpVIHr HaXMUTE Ha NITNTKY OT1yeTbl.
2. B OTKpPbIBLLUEMCHA OKHE Bbl66pVITe KOMMOHEHT Unun 3agady.

B npaBow 4yactu okHa oTobpasnTCcs OTYeT, coaepXaLlmii CNMCOK cobbITUI O paboTe BbIGpaHHOro
KoMMoHeHTa nnu 3agaym Kaspersky Endpoint Security.
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Ecnu TpebyeTcs, nameHute npeacTtaBneHne AaHHbIX B OTYETE C MOMOLLbIO CEAYOLMX CNOCOO0B:
e  (unbTpauns cobbITUNR;

e Mnouck cobbITuN;

®  M3MEHeHWe pacnonoxXeHus rpad;

e  COpPTMPOBKa COOLITUIA.

HaxmuTe Ha kHonky CoxpaHUTb OTYeT, PacnosiOKEHHY0 B BEPXHEW NpaBov YacTu OKHa.

B OTKpbIBLLUEMCS OKHE YKaXKuTe narky, B KOTOPYIO Bbl XOTUTE COXPaHUTb hann oTyeTa.

Beeaute HasBaHue ¢anna otyeTa.

BbiGepuTe HyxHbIM chopmaT charna otyeta: TXT unmn CSV.

COXpaHVITe BHECEHHblIE N3MEHEHUA.

YpaneHue nHpopmaumm n3 ot4eToB

» Umobbi ydanume UHOPpMayUo U3 om4yemos, 8birnonHume credyroujue 0elicmeus:

1
2
3.
4

B rmaBHOM OKHe NporpamMmmbl HXXMMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen O6wme HacTponkn — OTYeTbl U XpaHUnuLye.
B 6noke OT4eTbl HAXXMUTE Ha KHOMKY OUYNCTUTD.

Ecnu BkntodeHa 3awmrta naponem (cMm. pasgen "BkntoveHune 3awmtbl naponem” Ha cTp. 195), Kaspersky
Endpoint Security moxeT 3anpocuTb y4eTHble AaHHble nonb3oBaTens. [porpamma 3anpalumBaeT yYeTHbIE
OaHHble, ecrnin y nosfb3oBaTens HeT HE0OX0AMMOro paspeLLEHHs.

Kaspersky Endpoint Security yganut Bce oT4eThbl Ansi BCEX KOMMOHEHTOB U 3a4ay NporpaMmmbl.
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Camo3zawumTta Kaspersky Endpoint

Security

CamosawmTta npefoTBpaLlaeT BbiMONMHEHNE APYrMMUK NMporpaMmMamMu 4encTBUIN, KOTopble MOTYT HapyLnTb paboTy
Kaspersky Endpoint Security u, Hanpumep, yganute Kaspersky Endpoint Security ¢ komnbtoTepa. Habop
OOCTYMHBIX TEXHOMOrMn camosawwnTel Kaspersky Endpoint Security 3aBucut oT paspsaHOCTU onepaumoHHON
cUCTEMbI (CM. Tabnuuy Huxe).

Tabnuya 15. TexHonoauu camozawjumsl Kaspersky Endpoint Security
TexHonorm OnucaHue Komnbio Komnbto
] Tep Ha Tep Ha
6ase 6ase
x86 x64
MexaHusm TexHonorusa 6nokupyeTt 4OCTYN K CReayloLWwnuM KOMMOHEHTaM v o
camo3almTbl nporpaMmmei:
e pawinbl B nanke yctaHoBkn Kaspersky Endpoint Security n
apyrve dannbsl nporpammel;
e paspgen peectpa C KryamMu NporpaMmbl;
e MpOLECChI, KOTOPbIE 3anyckaeT nporpaMmma.
AM-PPL TexHonorua 3awmwaet npoueccol Kaspersky Endpoint Security W -
(Antimalware OT BPEAOHOCHbIX aencTteuii. [NogpobHee o TexHonorm AM-PPL
Protected cM. Ha cante Microsoft
Process (https://docs.microsoft.com/ru-ru/windows/win32/services/protecti
Light) ng-anti-malware-services-/).
TexHonornsa AM-PPL goctynHa gns onepaumoHHbIX CUCTEM
Windows 10 Bepcumn 1703 (RS2) n Bbiwe, Windows Server
2019.
MexaHunsm TexHornorus 6riokMpyeT nporpaMmam yaaneHHoro v -
3awmTbl oT aAMUHUCTPUpOBaHKs AocTyn K Kaspersky Endpoint Security (kpome
BHEWHero (Hanpumep, nporpammbl TeamViewer unu RemotelyAnywhere). Windows
ynpaBneHusi 7
B aTtom pasgene
BkritoyeHme 1 BBIKITIOYEHNE MEXAHUSMA CAMOSBALLIMTD ....vu.venireenieeneeteeenseaneenessnsssssseeanssasenessnsenessneeanees 219
BkritoueHne 1 BbIKITHOYEHNE NOAAEPKKN AM-PPL. ... ..o e 219
BkrtoyeHre 1 BbIKIMIOYEHME 3aLUUTLI OT BHELUHETO YIIPABIIEHMSI. .. .uuuueeenniiiiiniinninnnssssssssssssnsssssnsnssnnnnns 220
ObecneveHune paboTbl NPoOrpaMmM yaaneHHOro agMUHUCTPUPOBAHMST ...cceeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaaaaeens 221
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BkrnioyeHne U BbIKIIOYEHUE MexaHn3ma camMmo3alUThl

Mo ymonyaHuio MmexaHnsm camosalumtbl Kaspersky Endpoint Security BkntoyeH.

»  UmobhkI 8kIOHUMb UU 8bIKIOYUMb MeXaHU3M camMo3alumel, 8binosiHUmMe crnedyrouwue delicmeusi:

1. B rMaBHOM OKHE NPOrPaMMbl HAXKMUTE Ha KHOMKy ToF.
2. B okHe napameTpoB nporpamMmbl BoibepuTe pasaen O6wme HacTpokn — HacTpoiku nporpaMmbi.

3. Wcnonbayiite pnaxok BKNOUYUTL caMo3awmTy, YTOObI BKITHOUUTE UMW BIKMIOUYUTE MEXaHNU3M
caMo3aLLUTbl.

4, COXpaHMTe BHECEHHbIE N3MEHEHUA.

BknroyeHune U BbiKnYeHue nogaepxkm AM-PPL

Kaspersky Endpoint Security nogaep»xusaet TexHonormio Antimalware Protected Process Light (nanee "AM-PPL")
ot Microsoft. AM-PPL 3awmwaet npouecchl Kaspersky Endpoint Security 0T Bpe4OHOCHbIX AeNCTBUIA (HanpuMep,
3aBepLueHne paboTel nporpammbl). AM-PPL pa3peluaet 3anyck TonbKo AoBepPeHHbIX npoLeccos. [Npouecchl
Kaspersky Endpoint Security nognucanbl B cootBeTCTBUM C TpeboBaHuaMu 6esonacHoctn Windows, noatomy
SABNAIOTCA goBepeHHbIMU. MNogpobHee o TexHonorun AM-PPL cm. Ha canTe Microsoft
(https://docs.microsoft.com/ru-ru/windows/win32/services/protecting-anti-malware-services-/). Mo ymonyaxuto
TexHonorns AM-PPL BkntoueHa.

Kaspersky Endpoint Security Takke nmMeeT BCTPOEHHbIE MEXaHM3MbIl 3aLMTbl MPOLECCOB Nporpammbl. MNogaepxka
AM-PPL nossonsieT genermpoBaTb PyHKUMM 3aLLUTLI NPOLIECCOB ONepaLMoHHON cucteme. Takum obpasom, Bbl
yBenuyneaeTe ObICTPOAENCTBME NPOrpaMMbl U YMEHbLLAETE NOTPeBEHNE pecypcoB KOMMbIOTEPA.

TexHonorua AM-PPL gocTtynHa ansa onepaumoHHbix cuctem Windows 10 Bepcun 1703 (RS2) 1 Bbiwe,
Windows Server 2019.

TexHornorna AM-PPL gocTynHa TorbKo Ang KOMMbTEPOB Nof ynpasneHneM 32-paspsaHbiX onepaunoHHbIX
cucteMm. [1na KoMnbloTePOB MoA yrpaBneHnem 64-pa3pagHbix onepaumMoHHbIX CUCTEM TEXHOMOMMS
HeJoCTynHa.

» UmobbI eknroYUMb UU 8bIKIOYUMb 1000epXKy mexHonnoauu AM-PPL, ebinonHume criedyroujue
delicmeusi:

1. BbiknounTe MeEXaHM3M Camo3aLuThbl NporpaMmmbl (CM. pasgen "BkroyeHre n BbIKITIOYEHNE MexaHm3ma
camo3almTbl" Ha cTp. 219).

MexaHn3m camo3almTbl NPegoTBPALLAET U3MEHEHNE U yaaneHre NpoLeccoB NporpaMmMbl B NamATh
KOMMblOTEpPa, B TOM Yncne nameHeHune crtatyca AM-PPL.

2. 3anyctute MHTEpNpeTaTop KOMaH4HOW CTPOKM cmd OT MMEHU agMUHMCTpaTopa.
3. [lepenawnTe B Nanky, B KOTOPOW pacnonoxeH ucnonHsembin dann Kaspersky Endpoint Security.
4. B koMaHOHOW CTPOKe BBEOAUTE:

e klpsm.exe enable — BKNYeHe Nogaepxkm TexHonorun AM-PPL (cm. puc. Huxe).

e klpsm.exe disable — BblKIYeEHNE NOAOEPXKKM TexHoNorn AM-PPL.
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5. TMepesanyctute Kaspersky Endpoint Security.

6. Bo3obHoBuTe paboTy MexaHW3mMa caMo3alLuThl NporpamMmbl (CM. pasgen "BknoyeHune 1 BbiKioYeHve
MexaHu3Ma caMmo3alumTbl” Ha cTp. 219).

Administrator: Command Prompt

c:\Program Files (x86)\Kaspersky Lab\Kaspersky Endpoint Security for Windows>klpsm.exe enable
Protection level modified successfully. Restart AVP service to apply the change.

c:\Program Files (x86)\Kaspersky Lab\Kaspersky Endpoint Security for Windows>klpsm.exe stop_avp_service
The operation completed successfully.

c:\Program Files (x86)\Kaspersky Lab\Kaspersky Endpoint Security for Windows>klpsm.exe start_avp_service

The operation completed successfully.

c:\Program Files (x86)\Kaspersky Lab\Kaspersky Endpoint Security for Windows>_

PucyHok 27.  BkntodeHune nogaepxku texHonorn AM-PPL

BkrnoyeHne U BbIKIMKOYEeHUE 3alinUTbl OT BHELUHero
ynpaBneHus

3awmTa oT BHELUHEro ynpaBneHnsa 6nokMpyeT nporpaMmmaM yganeHHoro agMUHUCTPUPOBaHNs aocTyn K Kaspersky
Endpoint Security (Hanpumep, nporpammbl TeamViewer nnn RemotelyAnywhere). TexHonorus BkntovaeT B cebs

cnepyrowme hyHKUUM 3aLnUTbl OT BHELLIHETO YIpPaBreHus:
e 3awwmTa oT uameHeHust Hactpoek Kaspersky Endpoint Security.
e Bawwmra cnyx6 Kaspersky Endpoint Security (Hanpumep, cnyx06bl avp).

e 3awmTta npoueccoB NporpaMmmbl.

3alwuTa oT BHELLHErO yrpaBreHnsa JOCTYNHa TONbKO AN KOMMbIOTEPOB NOA ynpaBrneHnem 32-paspsagHbix
onepaumoHHbix cuctem, kpome Windows 7. [ina Windows 7 TexHonorna goctynHa ans 32- n 64-paspsagHbix
OMepPaLUNOHHbIX CUCTEM.

»  Umobbi 8KMHOYUMB UMU 8bIKITFOYUMb 3alumy Om 6HeWHe:20 yrpaesrieHus, 8birnosHUme crnedyrujue
Oeticmeusi:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY o}
2. B okHe napameTpoB nporpaMmbl Bbibepute pasnen Ob6wue HacTporMku — HacTporku nporpamMmbil.

3. Wcnonbaynte pnaxok Paspewntb ynpaBneHne Hactponkamu Kaspersky Endpoint Security yepes
nporpamMmbl yAaneHHOro ynpaBneHUs, YToObl BKITHOUMTD MMM BbIKIMIOYUTE 3aLLUTY OT BHELLHETO

ynpasJieHuA.

Ecnv dponaxok BKMOYEH, Bbl MOXETE C MOMOLLIbIO MPOrpaMM yaarneHHoro agMUHUCTPUPOBaHKS
HacTpauBaTb napameTpbl Kaspersky Endpoint Security, ynpasnaTe cnyx6amu 1 npoueccamm NnporpaMmmei.
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5.

Ecnu donaxok CHAT, TEXHOMNOrNS 3aLmThbl OT BHELLHEro ynpaBreHus 6rnokMpyeT nporpammam yaaneHHoro
agMuHUCTpuUpoBaHus goctyn k Kaspersky Endpoint Security. Bel MoXeTe paspeluunTs ynpasneHue
HacTponkamun Kaspersky Endpoint Security Ans otaenbsHbIX nporpammam yganeHHoro
aAMUHUCTPUPOBaHUS. [nsa 3Toro BaM Hy>HO J06aBWTb NporpamMmmy yaaneHHoro agMUHUCTPYPOBaHUS B
CNUCoK AoBepeHHbIX (cM. pasaen "ObecneyeHne paboTel NporpamMmm yaaneHHoOro aaMUHUCTPUPOBaHNS" Ha
CTp. 221). MNpwn 3TOM TEXHOMOMMA 3alLMTbl OT BHELLHEro ynpasneHus 6yaet 6nokupoBaTb Nporpamme
yAaneHHoro agMMHUCTPUPOBaHNA JOCTYN K cryx6am n npoueccam Kaspersky Endpoint Security.

Wcnonb3ywte donaxok BknoyYMTb BO3MOXHOCTb BHELUHEro yNpaBlieHUs CUCTEMHbIMU cnyXb6amu,
4YTOObI BKIMIOYUTL UMK BbIKNIOUUTb 3almTy cnyx6 Kaspersky Endpoint Security oT BHeluHero ynpasneHus.

[ns 3aBepLueHns paboTbl NporpaMmMbl U3 KOMaH4HOW CTPOKM Heo6XoAMMO, YTOObI 3awuTa ot
BHeLLHero ynpasneHus cnyxbamm Kaspersky Endpoint Security 6bina BbikntoveHa.

COXpaHVITe BHECEHHbIE N3MEHEHUA.

B pesynbTaTte, ecnu 3aliuta oT BHELLHEro ynpasneHns BkrtoveHa, Kaspersky Endpoint Security 6nokupyet
HaBeLeHVe Kypcopa Ha OKHO nporpamMmel. Mpy NonbITKe yaaneHHoro nonb3oBaTensi OCTaHOBUTL paboTy
cnyx6bl NporpaMmbl 0TOOpaXXaeTcsl CUCTEMHOE OKHO C OLLIMOKON.

OGecneyeHue paboTbl NporpamMmm yaaneHHoOro
aAMUHUCTPUPOBAHUA

Hepenko BO3HMKAOT CUTyaLW, KOTAa Npu UCMOSIb30BaHUM MEXaHM3Ma 3aLMThbl OT BHELLHEro yrpaBreHus
BO3HMKAET HEOBXOAMMOCTb MPYMEHUTb NPOrpaMMbl YAANEHHOo agMUHUCTPUPOBAHUS.

» Ymobsi obecrieyums pabomy npoepamm ydarneHHo20 adMUHUCMPUPOBaHUS, 8bINMOSTHUME
cnedyrouwue delicmeus:

a r wDnh e

B rmaBHOM OKHe nporpamMMbl HAXXMWUTE Ha KHOMKY 1o}

B okHe napameTpoB nporpammbl BbibepuTe pasgen Obwme HacTpONKN — Yrpo3bl U UCKITHOYEHUS.
B 6noke UcknroyveHna nepengnte no cebinike YKasaTb JOBepPeHHble NPUNOXeHUs.

B oTKpbIBLLEMCS OKHE HaXXMUTE Ha KHOMKy [lo6aBUTb.

Bbibepute ncnonHsembin dann nporpaMmmbl yganeHHOro agMMHUCTPUPOBAHUS.

Takke Bbl MOXETE BBECTU NMyTb Bpy4YHyto. Kaspersky Endpoint Security noggepxvBaeTt nepeMeHHble
cpedbl U CUMBOSbI * U 2 AN BBOAA MAcKM.

YcTaHoBUTE (hnaxxok He KOHTpONMUMpoBaTb aKTUBHOCTb NPOrpaMmMmbl.

COXpaHVITe BHeCeHHble NSAMEeHEHUA.

Camoszawuma Kaspersky Endpoint Security
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[MpounsBogutenbHocTb Kaspersky
Endpoint Security n coBmectumocTtb
C APpyrMmMu nporpamMmmamu

Mop nponsBoanTenbHocTbio Kaspersky Endpoint Security noapasymeBaeTcs KONMYeCTBO OOHapYXMBaAEMbIX TUMOB
0BGBHEKTOB, KOTOPLIE MOFYT HAHECTU BPEL, KOMMbLIOTEPY, a Takke NOTpebreHne aHepPrnm 1 pecypcoB KOMMbioTepa.

Bbi6op TMNOB 06Hapy1MBaeMbIX 06 LEKTOB

Kaspersky Endpoint Security no3sonsieT rubko HacTpavMBaTth 3aLMTy KOMMbOTEPA M BbIOMPATb TUMbl 0GBHEKTOB (CM.
pa3gen "Bbibop TMnoB o6HapyXmnBaemMbix 06BEKTOB" Ha cTp. 204), koTopble NporpamMmma obHapyX1BaeT B xofe
paboTbl. Kaspersky Endpoint Security Bcerga nposepsieT onepaunoHHyo CUCTEMY Ha Hannymve BUPYCOB, YepBen 1
TPOSIHCKUX Nporpamm. Bbl He MoXXeTe BbIKMIOYNTL MPOBEPKY 3TUX TUMNOB 06BHEKTOB. TakvMe nporpaMmmbl MOryT
HaHeCTU 3HaYMTENbHbIN Bpea KOMMNboTepy nonb3oBaTtend. Ytobbl obecneunts 6onbLuyto 6esonacHoCcTb
KOMMbIOTEPA, Bbl MOXETE PaCLUMPUTL CMMCOK OBHApY>XMBaeMbIX TUMOB OOBEKTOB, BKIMOYMB KOHTPOSb AENCTBUIN
neranbHbIX NPOrpaMm, KOTopble MOryT ObITb MCMOMb30BaHbI 3M0YMbILLNTEHHUKOM OJ151 HAaHeCeHus Bpeaa
KOMMbIOTEPY UMK AaHHBLIM NoNb3oBaTenNs.

Ucnonb3oBaHue pexuma 3HeprocbepexeHus

Bo Bpems paboThbl Ha MOPTaTUBHbLIX KOMMNbIOTEPAX NOTPEONEHNe nporpammMammn 3HEPropecypcoB nveet ocoboe
3HadeHue. 3ayacTyto 3agayu, kotopble Kaspersky Endpoint Security BeINONHAET No pacnucaHuto, TpedyoT
3HAYUTENBHOIO KONMYECTBA PecypcoB. MNpy NUTaHUK KOMMNbIOTEPA OT akKyMyrnsTopa Ansi SKOHOMUU ero 3apsiaa Bbl
MOXXETE MCMNONb30BaTh PEXUM SHEProcOEepeXeHs.

Pexxum aHeproctepexeHusi Mo3BoNseT aBTOMaTUYECKM OTKaAblBaTb BbINOSIHEHWE 3aaady, Ans KOTOpbIX
YCTaHOBJIEH 3aMyCK MO pacnucaHuio:

e 33anavya obHOBMEHUS;

e 3a7auva MNosiHOM MPOBEPKY;

e 3a7auva NpoBEpKM BaXKHbIX obnacren;
e 3apauva BbIOOPOYHONM NPOBEPKY;

e 33a4a NPOBEPKM LLENMOCTHOCTM.

HesaBMcMMO OT TOro, BKIIOYEH peXuM aHeprocbepexeHus nnm Het, Kaspersky Endpoint Security
NMproCTaHaBNUBAET BbINOSIHEHME 3aad LWNMPOBaHUS Npu nepexode NopTaTMBHOIO KOMMbOTEpPa B PEXUM paboThbl
OT akkymynsitopa. [1py BbIxo4e NopTaTMBHOIO KOMMbIOTEPA M3 pexxmma paboTbl OT akkyMynsiTopa B pexum paboTbl
OT ceTu nNporpaMmMa BO30OHOBIISIET BbINOMIHEHME 3afadq LN POBaHMS.

Mepenaya pecypcoB KOMNbLIOTEPa APYrMM NporpaMmam

MoTtpebneHune pecypcos komnbioTepa Kaspersky Endpoint Security MoXeT ckasbiBaTbCsi HA MPON3BOANTENTBHOCTU
Opyrvx nporpaMm. Ytobbl pelmnTe NpobrneMy COBMECTHON paboTbl NP YBENWYEHWUN HArpy3KM Ha NpoLeccop u
auckosble noacuctemsbl, Kaspersky Endpoint Security moxeT npnoctaHaBnmBaTh BbIMONHEHME 3af4ad no
pacnMcaHuio 1 ycTynaTtb pPecypcbl ApyrMM nNporpaMmmMmam.

OpHako cylecTByeT psig NporpamMm, KOTopble 3anyckaloTcsl B MOMEHT BbICBOGOXAEHMS peCcypcoB npoLeccopa U
paboTaloT B (pOHOBOM pexuMe. YToGbl NpoBepka He 3aBucena oT paboTbl TakuMx NporpaMM, He credyeT ycTynaTb
UM pecypchbl onepaLmoHHON CUCTEMBI.

Mo mepe HeobxoaMMOCTU Bbl MOXETE 3anyckaTtb 3TU 3aga4n BPY4HYIO.

lNpoussodumenbHocmb Kaspersky Endpoint Security u coemecmumocms ¢ dpy2umu rpoepammamu
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anMeHeHMe TeXHOJIOrMu rnnevYyeHns akTMBHOro 3apaxeHums

CoBpeMeHHble BPe4OHOCHbIE NPOorpaMmmbl MOryT BHEOPSATLCHA HA CaMble HUXKHUE YPOBHU OnepaumMoHHON CUCTEMbI,
4YTO AenaeT MX yaaneHue npakTuieckm HeBO3MOXHbIM. OBHapyX1B BpeAOHOCHYI0 aKTVUBHOCTb B OnepaLyoHHON
cucteme, Kaspersky Endpoint Security BbINOnHAET paclumMpeHHyo Npoueaypy NneyveHust, NpuMeHsis

crneunanbHy0 TEXHOMOMMIO fIeYeHNs akTUBHOIO 3apaXeHus. TexHomo2ausl 1Ie4eHUs1 akmugHo20

3apa)keHusi HanpasreHa Ha NneYyeHne onepaunuoHHON CUCTEMbI OT BPEAOHOCHbLIX NPporpamm, KoTopble yxe
3anycTunm cBou npoueccsl B onepaTnBHOW NnamaTy n mewatoT Kaspersky Endpoint Security yaanuTs ux ¢

noMoLL b0 ApyrMx MeToadoB. B pesynbtaTe yrposa HenTpanusyeTcs. B npouecce npouedypbl NeYeHUs akTUBHOIO
3apaxeHust He pekoMeHayeTCs 3arnyckaTb HOBble MPOLIECCHI UMW peaakTUpoBaTh peecTp onepaumoHHON CUCTEMBI.
TexHonorus nevyeHns akTMBHOro 3apaxeHus TpebyeT 3HauYMTEeNbHbIX PECYPCOB OMNEPaLNOHHON CUCTEMBI, YTO
MOXET 3ameanuTb paboTy Apyrux nporpamm.

Mocne okoH4YaHWsa npoLeaypbl NeYeHs aKTUBHOTO 3apaXeHust Ha KOMMbloTepe Nof ynpasrneHneM onepaluoHHON
cuctembl Microsoft Windows ans pabounx ctaHumn Kaspersky Endpoint Security 3anpawmsaeT y nonb3oBatens
paspeLleHne Ha nepesarpysky komnbtoTepa. ocne nepesarpysku komnbtoTepa Kaspersky Endpoint Security
yoanseT ¢ainbl Bpe4oHOCHOro NporpammMHOro obecnevyeHus n 3anyckaet obrnerdeHHyo nomHy NpoBEPKY
KoMMbloTEpA.

3anpoc nepesarpysku Ha KOMMbOTEPE No4 ynpasneHvem onepaumnoHHorn cuctembl Microsoft Windows ans
cepBepoOB HEBO3MOXEH M3-3a ocobeHHocTeln nporpammbl Kaspersky Endpoint Security. HesannaHnposaHHas
nepesarpyska pannoBoro cepepa MoXeT NoBneyb 3a coboin Npobnemsl, CBA3aHHbIE C BPEMEHHBIM OTKa30M
[0CTyna K 4aHHbIM hannioBOro cepBepa unm noTepern HeCoxXpaHeHHbIX AaHHbIX. [epesarpysky ¢arnnoBoro
cepBepa pekoMeHAYyeTCs BbINOMHATL CTPOro No pacnucaHuio. [N1oaToMy No yMOon4aHmio TEXHOMNOrMs fieveHns
aKTMBHOTO 3apaxeHus A5s1 hannoBbiX CEPBEPOB BhIKMIOYEHA (CM. pasgen "BknioyeHre 1 BbIKITUYEHNE TEXHOMOrMm
nieYyeHunst akTMBHOrO 3apaxeHus" Ha cTp. 72).

B cny4ae obHapyXeHus akTUBHOrO 3apakeHns Ha dannoBom cepsepe, Ha Kaspersky Security Center nepepaetcs
cobbITNE 0O HEOOXOAMMOCTM NEYEHUS aKTUBHOIO 3apaXkeHuns. [ns NnevYeHns akTUBHOIO 3apaXeHnst Ha cepeepe
TpebyeTcs BKMHOYMTL TEXHOMOMMIO NIEYEHMS aKTUBHOIO 3apaXKeHUs Arsi CEPBEPOB U 3amnyCTUTb FPYNMoByto 3agavy
AHmuesupycHasi nposepka B yaobHoe Ans nofnb3oBaTerien cepeepa BpeMS.

B aTtom pasgene

BkntouYeHME 1 BbIKITHOUEHNE PEXMMA SHEPTOCOEPEKEHMS .evvveieeeeeeeeeiiiiieeeeeeeeeeaeseeeeeeeeeeaaaneeeeeeeesnennns 223

BkntoyeHve 1 BbIKIOYEHME peXxuma rnepenaym pecypcoB APYIMM MPOTPAMMEM .........cccvveeeeivveeeeiiuveens 224

Bknro4yeHune un BbIKITIOYEHNE pPeXuMa 3HeprocbepexeHus

»  Umobbi 8KMOYUMB UIU 8bIKITFOYUMb PEXUM 3HEpeocbepexXeHusi, 8binosiHuUme credyrouue
Oeticmeusi:

1. B rnaBHOM OKHe NporpamMMbl HXMUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpamMmbl Bbibepute pasnen Ob6wue HacTporMku — HacTporku nporpamMmbil.

3. B 6noke MpoussoauTenbLHOCTb MCMonb3ayiiTe dnaxok OTKNaabIBaTh 3af4a4M Mo pacnucaHuio npu
paboTe OT akKyMynsiTopa, YToObl BKMHOUYNTL UMK BBIKIMHOYUTL PEXUM SHEProcOepexeHus.

lNpoussodumenbHocmb Kaspersky Endpoint Security u coemecmumocms ¢ dpy2umu rpoepammamu
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Ecnu BKMoYeH pexunmM aHeproctepexeHus, Npu paboTe OT akKyMynaTopa He 3anyckatoTcs
cnegytolme 3ahaun, Aaxe ecnv Ans HUX 3agaH 3anyck No pacrnucaHuio:

e 334a4va OOHOBIEHUS;

e 3ajaya NonHou NPoBepKY;

e 3aJaya NPOBEPKM BaXHbIX obnacren;
e 33jaya BblOOPOYHONM NPOBEPKU;

e 3ajaya NpoBEepKM LeNOCTHOCTK.

COXpaHMTe BHECEHHbIE N3SMEHEHUA.

BknroyeHne n BbIKIIOYEHME peXxXnuma nepegaym pecypcoB
APYrMM nporpaMmmam

»  Umobbi 8xkIYUMB UMU 8bIKIKHYUMb PeXUM repedaydu pecypcos Opyaum rnpoepammam, 8bInoaHuUme

cnedyrowue delicmeus:

B rmaBHOM OKHe Nporpammbl HAXXMUTE Ha KHOMKY 103
B okHe napameTpoB nporpammbl BbibepuTe pasgen Obwme HacTponkn — HacTtponkmn nporpammbl.

B 6noke MpounsBoanTenbLHOCTbL UCNONb3ynTe Naxok YeTynaTb pecypcbl ApyrMM nporpaMmmam,
YTOObI BKIMIOYUTL UMK BLIKIIOYUTL PEXMM Nepeaadn pecypcoB ApYrM nporpaMmMam.

Mpwn BKNIOYEHHOM peEXMME Nepegadn pecypcos Apyrum nporpammam Kaspersky Endpoint Security
OTKNagbIiBaeT BbINOMHEHME 3aad, ECNU ANst HUX 3a[aH 3anyck Mo pacnucaHuio 1 1x BbINOMHEHWE
3ameanset paboTy Apyrux nporpamm:

e 3agadva OOHOBIEHUS;

e 3agada MoriHOM NPOBEPKY;

e 3agadva NpOBeEpKM BaXHbIX obnacTen;

e 3agadva BbIOOPOYHON NPOBEPKY;

e 33jaya NPOBEpPKM LLEENMOCTHOCTM.

Mo ymonyaHuio pexxumM nepegayn pecypcos ApyrMm nporpaMmmMam BKIHOYEH.

COXpaHVITe BHeCeHHble NSAMEHEHUA.

lpoussodumenbHocmb Kaspersky Endpoint Security u coemecmumocms ¢ Opy2umu npozpammamu
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Co3aaHue u ncnonb3oBaHue
KoHdurypaumoHHoro cgauna

KoHdurypaumoHHbin dann ¢ napametpamu paboTel Kaspersky Endpoint Security nossonseT pewwmTb cnegytouime
3ajauu:

e BbinonHuTb NokanbHyto yctaHoBKy Kaspersky Endpoint Security yepe3 komaHAHYO CTPOKY C 3apaHee
3aJaHHbIMK NapamMeTpamMu.

Ons atoro TpebyeTca coxpaHUTb KOHUIYPaLMOHHbBIA chalin B TOM e nanke, rae HaxoauTcst ANCTpubyTuB.

e BeinonHuTb yaaneHHyto yctaHoBky Kaspersky Endpoint Security yepes Kaspersky Security Center ¢
3apaHee 3afaHHbIMW NapaMeTpamMu.

e [lepeHectn napameTpbl paboTthl Kaspersky Endpoint Security ¢ ogHoro komnbtoTepa Ha apyrom.

» Ymobbi co3zdameb KOHU2YypaUyUOHHbIU ¢halisn, ebinosiHume credyrowjue oelicmeus:

1. B rnaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpammbl Bbibepute pasgen O6wme HaCTPOMKK — YnpaBneHne HacTpomMKamMmum.
3. HaxmuTe Ha KHOMKy QKCnopTUpOBaThb.
4

B OTKPLIBLLEMCS OKHE YKaXXUTE MyTb, MO KOTOPOMY Bbl XOTUTE COXPaHUTb KOHUIypaLMOHHbIA dhann, 1
BBEAMTE €ro Ums.

YUTt06bI MCNonNb3oBaTh KOHPUIYPALMOHHBIN hann ANg NoKanbHOW UK yOaneHHOW YCTaHOBKM
Kaspersky Endpoint Security, Heobxoaumo Ha3BaTb ero install.cfg.

5. CoxpaHute chawn.

» Ymobsi umnopmuposams napamempsbi pabombsi Kaspersky Endpoint Security us
KOHgbu2ypauuoHHO20 ¢halina, ebinosiHume credyrouwue delicmaus:

1. B rmaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY 103

2. B okHe napameTpoB nporpamMmmsbl Bbibepute pasgen O6wue HaCTPOMKU — YnpaBneHne HacTpoMKaMm.
3. Haxmute Ha kHonky AMnopTupoBath.

4. B OTKpbIBLUEMCSI OKHE YKaXuTe NyTb K KOHpUrypaumoHHomy canny.

5. OrtkponTte cann.

Bce 3HaueHusa napameTtpoB Kaspersky Endpoint Security OyayT ycTtaHoBMNeHbl B COOTBETCTBUM C BbIGpaHHbIM
KOHUrypaLMoHHbIM hannom.

CosdaHue u ucrionib3o8aHue KoHgu2ypayuoHHo20 ¢hadlna
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BoccTtaHoBneHne napamMeTpoB
nporpamMmmbl NO YMOJSTYaHUIO

Bbl B ntoboe BpeMsi MOXXeTe BOCCTaHOBUTL HacTporikn Kaspersky Endpoint Security, pekomeHgyemble
"INabopaTopunen Kacnepckoro”. B pe3ynbTaTe BOCCTAHOBINEHWS HACTPOEK 41151 BCEX KOMMOHEHTOB 3aLLunThLl byaeT
yCTaHOBIEH ypoBeHb 6e3onacHocT PekomeHayeMbIn.

» UYmobbi BoccmaHosuMb napamempsbi fMpo2pamMmMbl 10 YMOJIYaHUI, 8bINoIHUME criedyruue
Oeticmeusi:

B rmaBHOM OKHe nporpamMmmbl HQXXMUTE Ha KHOMKY {E}

B okHe napameTpoB nporpammbl BbibepuTte pasgen Obwme HacTponkn — YnpaBrieHMe HacTpoukamm.

HaxmuTe Ha kHonky BoccTaHOBUTD.

A w0 Dd PR

COXpaHVITe BHECEHHblIE N3MEHEHUA.

BoccmaHoeneHue napamempos rnpozpammabl 1o ymorndaHuro
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Kaspersky Endpoint Agent

Kaspersky Endpoint Agent obecneunBaeT B3auMogencTeme nporpaMmMbl C Apyrumn pelleHusmmn "Jlabopatopum
Kacnepckoro" ons obHapy»xeHusi CroxHbIx yrpo3 (Hanpumep, Kaspersky Sandbox). PeweHnus "lNabopaTtopuu
Kacnepckoro", koTopble nogaepxusaet Kaspersky Endpoint Agent, 3aBucat ot Bepcum Kaspersky Endpoint Agent.

[na paboTbl Kaspersky Endpoint Agent B coctaBe pelueHun "Jlabopatopumn Kacnepckoro" Heobxoaumo
aKTMBUPOBATb 3TU PELLUEHNSI COOTBETCTBYIOLLNM NINLEH3NOHHBIM KIHOYOM.

MonHyto nHpopmauuo o Kaspersky Endpoint Agent ans Windows B coctaBe NporpaMMHOro peLleHus, KoTopoe
Bbl MCNOMb3yeTe, a Takke NOSHYI0 MHPOPMALMIO O CAMOM PeLLEHUN CMOTPUTE B CripaBKe COOTBETCTBYHOLLErO
peLueHus:

e B Cnpaske Kaspersky Anti Targeted Attack Platform;

e B Cnpaske Kaspersky Sandbox;

e B Cnpaske Kaspersky Endpoint Detection and Response Optimum;
e B Cnpaske Kaspersky Managed Detection and Response.

Kaspersky Endpoint Agent BxoauTt B KomnnekT noctaekm Kaspersky Endpoint Security. Bl MoXeTe yCTaHOBUTb
Kaspersky Endpoint Agent npu yctaHoBke Kaspersky Endpoint Security. [Ina aToro Bam Hy»XHO BblbpaTb
komnoHeHT Endpoint Agent npu ycTtaHoBKe nporpammsbl (HanpMMep, B MHCTanNMsILMOHHOM nakeTe). Nocne
YCTaHOBKW NporpamMmmbl ¢ KomnoHeHToM Endpoint Agent B cncok yCTaHOBMEHHbIX Nporpamm 6yayT gobasneHsl
Kaspersky Endpoint Security n Kaspersky Endpoint Agent. Nocne yananenuns Kaspersky Endpoint Security,
nporpamma Kaspersky Endpoint Agent Takke 6yneT yaaneHa aBToMmaTU4ECKU.

Ouctpnbytue Kaspersky Endpoint Agent Bxogut B coctaB anctpnbytuea Kaspersky Endpoint Security ans
Windows.

Tabnuua 16. Coomeemcmesue sepculi KES u KEA

Kaspersky Endpoint Security ana Windows Kaspersky Endpoint Agent
11.8.0 3.11.0.216.mr1
11.7.0 3.11
11.6.0 3.10
11.5.0 3.9
11.4.0 3.9
11.3.0 3.9
11.2.0 3.9

Kaspersky Endpoint Agent
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PaboTta ¢ nporpamMmmon ns KomaHaHou
CTPOKMU

OTOT pa3gen cogepxut onucanme pabotbl ¢ Kaspersky Endpoint Security n3 komaHgHoM CTpoKu.

B aTtom pasgene

YCTAHOBKA MPOTP@MMBDI «..eeetteeeesauteeeasantteeaasaseaeeesansteeeeassseeeesansseeaeaanssseesansseeeeaansseeesanssseeesansseeeesnnseeeesnns 228
AKTUBALINS TIPOTP@MMDI. ...t ttteeeeautieeeeasteeaesasteeeesansteeaesastseeesansseeeeaansseeesasssseeeansseeesanssseeessnsseeessnnsneeesnns 233
Y OANEHNE TIPOTP@MMBDI ..ot etteeeesauteeeaeantteeeesastaeeesaseteeaeaasteeeesansseeeeaansseeeeasseeeeaanseeeesansseeeeaansseeeesnsseeeeanns 233
KOMAHIBI AVP ... ittt ettt e ettt e e et e e e e et e e e e et e e saaa e e e eataeeeetaneeseraneesananns 234
KOMAHIOBI KESCLL ... .ottt e e e et e e e e e e e et e e e ea e e e eateeesetaneeesaaanns 252
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MICNONb30BAHNE MPOMUITEM BBIAU ..eeevvvrnnieeeeeeeettinsseeeeeeeeetsaseaeeeeeesesannaaeaeeensasnnaaeeeeenennnnnaaeeeeeesnnnnnn 276
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YcTtaHoBKa nporpamMmmbl

YcraHoBky Kaspersky Endpoint Security n3 komaHgHOM CTPOKM MOXHO BbINOSIHUTL B OQHOM U3 CrieayHoLLmX
PEXUMOB:

e B VHTEpPaKTVBHOM peXMMe C NMOMOLLbI0 MacTepa YCTaHOBKM NporpamMmmei.

e B Tnxom pexume. Nocrne 3anycka yCTaHOBKM B TUXOM pPeXMMe Balle y4acTve B NpoLecce YyCTaHOBKU He
TpebyeTtcsa. [Ans yCTaHOBKM NporpamMmMbl B TUXOM PEXMME UCMONb3yNTe KItoum /s n /gn.

MMepen ycTaHOBKOWM NpOrpaMMbl B TUXOM peXnmMe OTKPOMTE 1 npodnTante JIueH3noHHoe
cornawleHue v TekcT MNonntukm KoHduaeHLmansHOCTU. JIMLEH3MOHHOEe CornalleHne 1 TEKCT
MonuTUKKN KOHUOEHLMANbHOCTN BXOAAT B KOMMNNEKT noctaBku Kaspersky Endpoint Security.
MMpucTynanTe K yCTaHOBKE MPOrpamMMbl, TOMbKO €CIK Bbl MOMHOCTBIO MPOYUTanu, MOHUMAaeTe U
NpVYHUMaeTE NOMNOXEHUS 1 ycrnoBus JIMUEH3MOHHOMO CornalleHunsl, eCrnv Bbl MOHMMaeTe 1
cornawaeTech, YTO Balm AaHHble byayT obpabaTeiBaThbCs 1 NepeckinaTeCs (B TOM YnCe B TPETbU
CTpaHbl), cornacHo MNMonuTuke KOHPUAEHLNANBHOCTW, €CIN Bbl MOMHOCTBIO NPOYNUTaNM U NOHNUMAaeTe
MonuTuky KoHUAeHUMansHoCcTU. Ecnu Bbl HE NpYHUMaeTe NONOXEHNsT U yCroBust JIMLEH3MOHHOTO
cornaweHnus u MNonutrky KoOHOMAEHUNANbHOCTN, HE YCTaHaBNMBaUTE N He Ucnonb3ynTte Kaspersky
Endpoint Security.
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» 4Ymobbl ycmaHosumb npoepammy unu 0bHosuMb npedbIOyLWyo 8EPCUI0 NPoapamMMbi, 8bINOSIHUME
crniedyrowjue delicmeusi:

1.
2.

3anycTuTe MHTepnpeTaTop KOMaHgHOW CTPOkM cmd OT MMeHU agMuHUCTpaTopa.
Mepengute B nanky, B KOTOPOW pacnonoxeH auctpubytme Kaspersky Endpoint Security.
BbinonHute komaHay:

setup kes.exe /pEULA=1 /pPRIVACYPOLICY=1 [/pKSN=1|0] [/pALLOWREBOOT=1|0]
[ /pSKIPPRODUCTCHECK=1|0] [/pSKIPPRODUCTUNINSTALL=1|0] [/pKLLOGIN=<umMms
nosib3oBarensa> /pKLPASSWD=<naposb> /pKLPASSWDAREA=<06JjlaCTb OEMUCTBUSI
naposig>] [/pENABLETRACES=1|0 /pTRACESLEVEL=<ypOBeHb TPaCCUPOBKM>] [/s]

unm

msiexec /i <HaszsBauue mucTpubyTmBa> EULA=1 PRIVACYPOLICY=1 [KSN=1]|0]
[ALLOWREBOOT=1|0] [SKIPPRODUCTCHECK=1|0] [SKIPPRODUCTUNINSTALL=1]|0]
[KLLOGIN=<umMsa nojbzoBaTesyig> KLPASSWD=<mnapoJsib> KLPASSWDAREA=<o006JiaCThb
mercTeua napossa>] [ENABLETRACES=1|0 TRACESLEVEL=<ypOBEeHb TPaCCUPOBKN>]
[/an]

B pesynbTaTte nporpamma 6yaeTt ycTaHOBMeHa Ha koMnbloTep. Bbl MoxeTe ybeantbes, 4To nporpamma
yCTaHOBMEHA, U NPOBEPUTL NapameTpbl MPOrpaMmbl C MOMOLLLIO KOMaHabl status (cm. pasgen "STATUS.
CraTyc npobuiga" Ha cTp. 245).

Tabnuua 17. [Mapamempbi ycmaHO8KU rpo2pammel

EULA=1 Cornacue ¢ nonoXxeHnamm JIMLEeH3NOoHHOro cornatlenuns. Tekct

JINLEH3MOHHOro cornalleHms BXoauT B KOMMNIEKT NocTaBkn Kaspersky
Endpoint Security.

Cornacve ¢ nonoxeHnsiMu JIMLEH3MOHHOTO COrnalleHnsi SBMsSeTCs
HeoBXOAMMbIM YCIIOBMEM A YCTAHOBKW NPOorpaMmmMbl UM OBHOBMEHMS
BEPCUM NporpamMmei.

PRIVACYPOLICY=1  Cornacwe c Monutukoin koHuaeHumansHocTv. TekeT Monutukm

KOHMAEHLMaNbHOCTN BXOQMT B KOMMIEKT nocTaBku Kaspersky Endpoint
Security.

Cornacwe c MNonuTrKon KoHUAEHUMANbHOCTU ABNSeTCA HeOOXOAMMbIM
YCrOBMEM OS5 YCTaHOBKM NPorpaMMbl UM 06HOBMEHWS BEPCUM
nporpamMmei.
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KSN

ALLOWREBOOT=1

SKIPPRODUCTCHEC
K=1

SKIPPRODUCTUNIN

STALL=1

KLLOGIN

KLPASSWD

Cornacue unu otkas yyacteoBaTb B Kaspersky Security Network (KSN). Ecnu
napameTp He yka3aH, Kaspersky Endpoint Security 3anpocuT nogtesepxaeHust
yyactusa B KSN npu nepsom 3anycke nporpammbl. BoaMoxHble 3Ha4eHns:

e 1 — cornacue yyactsoBatb B KSN.
e (0 — oTkas yyactBoBaTtb B KSN (3HadyeHne no ymornyaHuio).

Onctpubytus Kaspersky Endpoint Security onTumnamposaH ans

ucnonb3doBaHua Kaspersky Security Network. Ecnuv Bbl 0Tkasanuck OT yyactus B
Kaspersky Security Network, To cpa3y nocne 3aBepLUeHUsi yCTaHOBKN OOHOBUTE
Kaspersky Endpoint Security.

ABTOMaTUYecKas rnepesarpyska KomnbloTepa nocre ycraHoBKM Unu o6HoBRneHNUs
nporpammbl, ecnu Tpebyetca. Ecnu napameTp He 3adaH, aBToMatuyeckas
nepesarpyska KOMMbloTepa 3anpeLleHa.

Mpun yctaHoBke Kaspersky Endpoint Security nepesarpyska He TpebyeTcs.
Mepesarpyska TpebyeTcs, TONbKO eCnu nepes yCTaHoBKOW HEOBX04MMO
yOanutb HECOBMECTUMbIE NporpaMmbl. Takke nepesarpyska MoxeT
notpebosaTbCsa Npy OGHOBNEHNM BEPCUMN NPOrPaMMBbI.

BblIkntouyeHne npoBepkn Ha Hanmdmne HecoBmecTumoro M0, Cnucok
HecoBmecTumoro MO npuseaeH B charine incompatible.ixt B komnnekre
nocrtasku. Ecnun napameTp He 3agaH, npu o6HapyxeHun HecoBmecTumoro MO
ycTaHoBka Kaspersky Endpoint Security 6yaeTt npekpawieHa.

3anpeT Ha aBTOMaTu4eckoe yaaneHue HangeHHoro HecoemecTtumoro MO. Ecnin
napameTp He 3agaH, Kaspersky Endpoint Security nbiTaetca yaanitb
HecoBmecTumoe [10.

YcTaHoBKa UMEHU NONb30BaTENs A4S AOCTYNa K ynpaBneHnto yHKUUSMU 1
napameTtpamu Kaspersky Endpoint Security (komnoHeHT 3awmTta naponem (Ha
cTp. 192)). Mmsa nonb3oBaTtens ycTaHaBNMBaETCA BMECTE C napameTpamu
KLPASSWD u KLPASSWDAREA. Mo ymon4yaHUto UCNomnb3yeTcs UMs
none3oBatens KLAdmin.

YcTaHoBKa napons Ans 4OocTyna K ynpaBieHuo yHKLUMAMN U napaMeTpamm
Kaspersky Endpoint Security (naponb yctaHaBnuBaeTcsi BMecCTe C
napametrpamu KLLOGIN n KLPASSWDARER).

Ecnu Bbl yka3anu napornb, HO He 3aganv UMs Nonb3oBaTensi C MOMOLLbIO
napameTtpa KLLOGIN, TO N0 YMONYaHWIO UCMOSb3YEeTCs UMS NOSb3oBaTens
KLAdmin.
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KLPASSWDAREA OnpegneneHne obnactu gencTeus napons ans goctyna k Kaspersky Endpoint
Security. Mpun nonbITke NoNb3oBaTeENs BbIMNONHUTL AEACTBME U3 3TON obnacTu
Kaspersky Endpoint Security 3anpalumBaeT yyeTHble fJaHHble Nonb3oBaTens
(napameTpbl KLLOGIN n KLPASSWD). NS ykazaHUs MHOXECTBEHHOro
3HaYeHunst ucnonb3ymTte cumeon " ; ". BO3MOXHbIE 3HaYeHNs:

e SET — un3amMeHeHne napamMmeTpoB Nporpammbl.
e EXIT — 3aBepLueHune paGOTbI nporpamMmmbl.

e DISPROTECT — BbIK/OYEHNE KOMMOHEHTOB 3alMThl M OCTaHOBKa 3ajay
NpoBepKy.

e DISPOLICY — BbIKNto4eHne nonutukm Kaspersky Security Center.
e UNINST — yganeHue nporpaMmmbl C KOMNbIOTEPA.
e DISCTRL — BbIKIHOYEHNE KOMMOHEHTOB KOHTPONS.
e REMOVELIC — yganeHue Knto4a.
e REPORTS — NpoCMOTP OTYETOB.
ENABLETRACES BkritoueHve nnu BbIKMIOYEHME TPacCUpPOBKX Nporpammbl. [locne 3anycka

Kaspersky Endpoint Security nporpamma coxpaHsieT dannbl TpacCMpPOBKU B
nanke %ProgramData%\Kaspersky Lab\KES\Traces. Bo3aMOXHble 3HaYeHUS:

e 1 — TpaccupoBKa BKITHOHEHA.
e (0 — TpaccupoBka BbIK/HOYEHA (3HAYEHNE MO YMOMYaHMIO).

TRACESLEVEL YpoBeHb AeTanusauum TpaccupoBku. Bo3MoXHbIE 3HAYEHUs:

100 (kpuTn4yeckun). Tonbko cOOOLLEHNSA O HEYCTPaHUMbIX OLLMOKaXx.

200 (Bblcokuin). CoobLeHns 060 Bcex owmnbkax, BKMoYas HeyCcTpaHUMbIE.

e 300 (amarHocTtudeckmin). CoobLyeHuns 060 Bcex olwmbkax, a Takke
npegynpexaeHus.

e 400 (BaxHbIN). CoobLueHma 060 Bcex owmbkax, npeaynpexaeHus, a takke
JononHuTenbHas MHopmaLuus.

e 500 (00bI4HbIN). CoobLLeHnst 000 Bcex owmnbkax, npeaynpexaeHnsx, a
Takke nogpobHas nHdopmaumsa o paboTe nporpaMmmbl B HOPManbHOM
pexvmMe (3HadeHne No YMOMYaHuio).

e 600 (HM3kMI). Bce coobLueHms.

AMPPL BkntodeHne mnum BoIKMoYeHne 3awmTbl npoueccoB Kaspersky Endpoint
Security ¢ ucnonb3oBaHnem TexHornorun AM-PPL (Antimalware Protected
Process Light). NMogpo6Hee o TexHonornn AM-PPL cm. Ha cante Microsoft
(https://docs.microsoft.com/ru-ru/windows/win32/services/protecting-anti-malw
are-services-/).

TexHonorua AM-PPL pgoctynHa ans onepaumnoHHbix cuctem Windows 10
Bepcun 1703 (RS2) u Bbiwe, Windows Server 2019.

BoamoHble 3Ha4YeHus:

e 1 — 3awwuTa npoueccos Kaspersky Endpoint Security ¢ ncnonb3soBaHvem
TexHornornm AM-PPL BkntoveHa (3Ha4YeHre No YMOMYaHuio).

e 0 — 3awwuTa npoueccos Kaspersky Endpoint Security ¢ ncnonb3aoBaHvem
TexHonornn AM-PPL BbIkntoyeHa.
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RESTAPI

RESTAPI User

RESTAPI Port

RESTAPI_Certifi
cate

ADMINKITCONNECT
OR

YnpasneHue nporpammoin yepes REST API. [Ins ynpaeneHus nporpammoin
yepe3 REST API 06a3aTenbHO HYXXHO 3a4aTh MMS Nonb3oBaTens (napameTp
RESTAPI_User)

Bo3MOXHble 3Ha4YeHUs:
e 1 —ynpaeneHue Yepe3 REST API paspeLueHo.
e (0 —ynpaeneHue Yepe3d REST API 3anpelLueHo (3HaYyeHue no yMOornyaHuio).

Ons ynpaeneHus nporpammoit yepe3 REST API gonxHo ObiTb pa3peLueHo
ynpaBneHue ¢ NOMOLLbK CUCTEM adMUHUCTpUpoBaHus. [1na atoro 3aganTe
napameTp AdminKitConnector=1. Ecnu Bbl ynpaBnseTe nporpaMmmon
yepes REST API, ynpaensaTb NporpamMmmon ¢ NOMOLLLbIO CUCTEM
agMuHUCTpupoBaHus "NabopaTopumn Kacnepckoro" HEBO3MOXHO.

Mms nonb3oBaTens gOMeHHON ydeTHon 3anuncn Windows Ans ynpasneHus
nporpammon yepe3 REST API. YnpaeneHue nporpammont Yepes REST API
OOCTYMNHO TOMbKO 3TOMY nonb3oBaTtento. Beegute nms nonb3oBartens B
dopmate <DOMAIN>\<UserName> (Hanpumep,
RESTAPI_User:COMPANY\AdminiStrator)ﬂﬂﬂpa60wﬂCRESTAPI
Bbl MOXeTe BblbpaTb TOMbKO O4HOMO Nosfb3oBaTens.

[ob6aBneHne nMeHM Nonb3oBaTensa ABNSeTca HeobxoauMbIM YCITOBUEM A1
ynpasneHus nporpammon yepes REST API.

MopT ons ynpaeneHusa nporpammoint yepe3 REST API. No ymonuaHuio
ncnonb3dyeTcsa nopt 6782.

Ceptndumkat ana ngeHtndurkaumm sanpocos (Hanpumep,

RESTAPI Certificate=C:\cert.pem).[lna 6esonacHon pabotsl
Kaspersky Endpoint Security c REST-knMeHTOM Bam Hy>XHO HaCTpOUTb
naeHTumkaumio 3anpocoB. [1nsa 3Toro BaM HYXXHO YCTaHOBUTb CepTUdMKAT 1
B [AanbHelLeM NognuckiBaTh NONe3Hble AaHHble KaXaoro 3anpoca.

YnpaBneHue nporpammMmon € MOMOLL b0 CUCTEM agMUHUCTPUpoBaHus. K
cucTtemam agMMHUCTPUPOBAHKS OTHOCUTCS, Hanpumep, Kaspersky Security
Center. Kpome cuctem agmmnHmuctpupoBaHus "fllabopatopumn Kacnepckoro” Bbl
MOXeTe MUCnonb3oBaTb CTOPOHHME pelueHus. [nsa atoro Kaspersky Endpoint
Security npegoctasnset API.

Bo3amMoXxHble 3HauYeHus:

e 1 — ynpaBneHve NporpaMMol ¢ NOMOLLbIO CUCTEM agMUHUCTPUPOBaHWS
paspeLLeHo (3HayYeHne MO YMOMYaHuio).

e (0 — paspelleHo yrnpaBneHne nporpaMmMon TOMbKO Yepes nokKarnbHbIn
MHTepgenc.

setup kes.exe /pEULA=1 /pPRIVACYPOLICY=1 /pKSN=1 /pALLOWREBOOT=1

msiexec /i kes win.msi EULA=1 PRIVACYPOLICY=1 KSN=1 KLLOGIN=Admin
KLPASSWD=Password KLPASSWDAREA=EXIT;DISPOLICY;UNINST /gn

setup kes.exe /pEULA=1 /pPRIVACYPOLICY=1 /pKSN=1 /pENABLETRACES=1
/PTRACESLEVEL=600 /s
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Mocne yctaHoBku nporpammbl Kaspersky Endpoint Security nponcxogut aktnBauus no npobHom nuueHsmm,
€crnv Bbl He ykasanu ko akTveaumm B cbanne setup.ini. NpobHasa nuueH3ns obbl4HO MMeeT HeBONbLLON CPOK
nencteus. o ncteveHnn cpoka aencTenst NpodHon nuueHann Kaspersky Endpoint Security npekpaiuaet
BbIMNOSHATL BCe CBOM (yHKUMN. YTOOLI NPOAOMKUTL UCMONb30BaHME NPOorpamMmmbl, Bam HY)XHO aKTUBMPOBaTb
nporpaMmmy rno KOMMep4eCcKon MLLEH3MN C NOMOLLIbIO MacTepa akTMBaL M1 NporpaMmbl UK CrieLmanbHOn
KomaHabl (cM. pasaen "AKTuBaums nporpammbl” Ha cTp. 233).

Bo Bpems ycTaHOBKU MporpaMmmbl U 06HOBMEHWS BEPCUM NPOrpaMMbl B TUXOM pPeXMME NOAAEPXKNBAETCS
ncnonb3oBaHWe cnegyoLmnx annos:

e setup.ini — obLiMe NapameTpbl YCTAHOBKM NpPOrpaMMbl;

e install.cfg (cm. pasgen "Co3sgaHue 1 ucnomnb3oBaHWe KOHPUrypaLuuoHHoro dhanna” Ha cTp. 225) —
napameTpbl paboTbl Kaspersky Endpoint Security;

e setup.reg — KIn4KM peecTpa.

3anuck kntoden peectpa 13 harna setup.reg B peecTp OCyLLECTBSAETCS, TONbKO ecrnuv B charine setup.ini
yKa3aHo 3Ha4yeHne setup . reg gng napameTpa SetupReg. ®ann setup.reg popmupyetcs
cneumanuctamm "flabopatopum Kacnepckoro". He pekoMeHayeTcs U3MEHATb COAEPXKMMOE 3TOro dhanna.

UTtobbl NnprMeHnTb NapameTpbl U3 dannos setup.ini, install.cfg n setup.reg, paamectute atn pannbl B nanke ¢
anctpubyTtmeom Kaspersky Endpoint Security. Takke Bbl MoXeTe pa3amectuTb hann setup.reg B Apyromn
nanke. B 3Tom cnyyae Bam Hy>XHO yka3aTb MyTb K ¢panny B KOMaHAe YCTaHOBKM Mporpammbi:
SETUPREG=<nyTb k Odarnmay setup.reg>.

AKTnBauma nporpamMmmbl

» 4Ymobbl akmusupogame rpoepaMmmy ¢ MOMOUbHO KOMaHOHOU CMPOKU,

BBeAWTE B KOMaHOHOW CTPOKe:

avp.com license /add <kxom akTuBaluu uiau dain kiaoua> [/login=<wmmsg moJib30BaTEIII>
/password=<napoJib>]

Y4eTHble JaHHbIe NONb30oBaTens (/login=<mMsa nosnbzoBaTena> /password=<mnaposis>) HY>XHO BBECTU, €CINN
BKITIOYEeHa 3alwmTa naponem (cMm. pasgen "BkntoyeHne 3awmTsl naponem” Ha cTp. 195).

YAaaneHue nporpamMmmbl

Ypanenne Kaspersky Endpoint Security n3 komaHgHOM CTPOKU MOXHO BbINOSTHUTL B O4HOM M3 CrieayHoLnX
PEXUMOB:

. B MHTEPAKTUBHOM peXXnmMme C NoOMOLLbo MacTepa yCTaHOBKU NMporpaMmmbl.

e B Tuxom pexume. MNocne 3anycka yganeHns B TUXOM PEXMME Balle y4acTue B NPOoLECCe YaaneHus He
TpebyeTcs. [na yaaneHus nporpammel B TUXOM PEXMME UCTIONb3YIATE KUK /s U /gn.
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» UYmobsl yOanume npospaMmy 8 MUXoM pexume, ebirnosiHume credyrouwue delicmeusi:

1. 3anycTuTe MHTEpnpeTaTop KOMaH4HON CTPOKU cmd OT MMeHU aaMUHMCTpaTopa.

2. TepenauTe B Nanky, B KOTOpoW pacnonoxeH anctpndytns Kaspersky Endpoint Security.

3. BbinonHuTe KomMaHay:

Ecnuv onepauus yganeHus He 3awuiieHa naponem (cM. pasgen "3awmra naponem” Ha cTp. 192):
setup kes.exe /s /x

nnu

msiexec.exe /x <GUID> /gn

raoe <GUID> — yHuKanbHbIA naeHTudukaTop nporpammel. Bel moxeTe y3HaTbe GUID nporpammel ¢
MOMOLL IO KOMaHAbI:

wmic product where "Name like '%Kaspersky Endpoint Security%'" get Name,
IdentifyingNumber

Ecnun onepaumsa yoaneHus sawmiieHa naponem (cm. pasgen "3awmta naponem” Ha cTp. 192):
setup kes.exe /pKLLOGIN=<wmmsa nosye3oBaTens> /pKLPASSWD=<naposb> /s /X
unu

msiexec.exe /x <GUID> KLLOGIN=<ums nojb30BaTeynsa> KLPASSWD=<mnaposab> /dn

msiexec.exe /x {9A017278-F7F4-4DF9-A482-0B97B70DD7ED} KLLOGIN=KLAdmin
KLPASSWD=!Passwordl /gn

KomaHabl AVP

» UYmobkl ynpasnsmb Kaspersky Endpoint Security u3 KomMmaHOHOU CMPOKU, 8bINOSIHUME criedyroujue
delicmeusi:

1. 3anycTuTe UHTEpNpeTaTop KOMaHAHOM CTPOKM cmd OT MMEHU agMUHUCTpaTopa.

2. [epenawnTe B nanky, B KOTOPOWN pacnonoxeH ncnonHaembinn gann Kaspersky Endpoint Security.

3. VcnonbaywnTte criegyrolwimii WabnoH Ang BbINOSIHEHMS KOMaHAbI:

avp.com <koOMaHIa> [IlapaMeTpH ]
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B pesynbTate Kaspersky Endpoint Security BoINONHUAT kOMaHAy (CM. puC. HMXe).

E¥ Administrator: Command Prompt - O X

PucyHok 28.  YnpasneHue nporpamMMmon n3 KOMaHaHOM CTPOKM

B aTtom pasgene

SCAN. AHTUBUPYCHAS MPOBEPKA ... ce e it eeeeeeeeeeaeee et e e e e e e e e e e e e e e e e e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaeaaaaaaaaaeas 235
UPDATE. O6HoBReHne 6a3 1 MOAYNEN MPOTPAMMBDBI .......uuuuunnnnnnnnnninnnnnnnnnnn e 240
ROLLBACK. OTKaT MOCNEOHETO OOHOBITEHMST ......uuueeiiiineeiiiieeeeeiteeeeeteeeseateeeseatneeesesaeeessaneeesesnnaeesenanns 241
TRACES. TPACCUPOBKE .....cceieiiiiieieeeeee e 242
START. BaMYCK MPOMIUIIR .o 243
SR IO S ® T =T To)=1c= T a0 o To o112 < 244
SR AN IS ST O = Vo 1o T o o) = 245
STATISTICS. Ctatuctika BbIMONMHEHUS MPOMUITIS ..evveeereiieeeeeeeeeeiiiieeeeeeeeeaeannaeeeeeseeeannnnaeeeeeeennnnnneees 245
RESTORE. BoccTaHoBneHME hannoB N3 Pe3EPBHOTO XPAHMITULLLA «....uvurneeerrreernnnneeeeeeeeennnnneeeeeseesnnnnns 245
EXPORT. 3KCrnopT NApaMETPOB MPOTPAMMDI .....vvuuuneeeeerrrsrenuseeeeeersssnsnnsaeeessessnnnnnaaeeesessmnnnaeeeesersmmnnn 246
IMPORT. MIMNOPT NapaMETPOB MPOTPAMMBDI......cccevuurruuneeeerrrrarnnnneaeeeerrennnnnaaeeeressnnnnnaaeeeeerssnmaaeeeerens 247
ADDKEY. NMPUMEHEHNE (DAMIA KITHOU . ....uuuuuuieeeeeeeetittieeeeeseeeastnnneeeeesesassnsnnaaeessesssnnnnaaaeeeseessnnnnnaaeeserees 248
LICENSE. JTNLEHBMPOBAHME ... .. eeiieiiiiie e e e e e e e eeete e e e e e et e e eats e e e e e e e eeaata e e e eeeeeesesann e eeeeaeessnnnnaeeeeeesssnnnns 249
RENEW. TTPUOBPETEHME FTALLEHBUMM ...ccvvvieieeeeeeeeiiiiee e e e e eeeeetttes e e e e e eeeaaataa e eeeeeeasssan e eeeeeesssnnnnnaeeeeeeessnnnns 250
PBATESTRESET. CbpocuTb pe3ynbTaTbl NPOBEPKN NEPE LUNPPOBAHNEM OMUCKE ...coeeeeeeeeeeeaiaaeaanannns 250
EXIT. 3aBepLUeHNE PAOOTHI MPOTPAMMDI .......ccvvvuuurieeeeeeeetttinaeeaeeereesrttaaeeesresrnnaaeeeerrrrnnaaaeeeerermnnns 250
EXITPOLICY. BbIKITIOUEHUE MOTMUTUKM ...cevneetnieetneeeineeeteeeaeeea e e st s s st e s s s s s e s saasssassaassaansssansesnnsesnneennns 251
STARTPOLICY. BKITIOUEHUE MOMMUTUKM ...ucivriieeeieieeieie et esateeeatessaaestaaessaaessanessassssan s sansssansssanessanessannns 251
DISABLE. BBIKITHOUEHME BALLITDBI ...vuviivnieitiieiteieete et e e et e eea e e e e s st s s st e e s s s s b e e saa s e s b s ssbnsssanessbnsesansesnneeenns 251
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SCAN. AHTBMpPYCHas npoBepKa

SQI'IyCTVITb 3agady aHTVIBVIpyCHOVI NPOBEPKN.

CuHTaKcuc KomaHabl

Paboma c npoepammoti u3 KomaHOHOU CMPOKU
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SCAN [<obOJjacTb HpOoBepku>] [<HeMCTBMe OPU ODHAPYXEeHUM YyI'PO3bl>] [<Tunel GanjioB>]
[<mckioueHus m3 npoBepkr>] [/RIA] :<bann orueTa>] [<TEXHOJOTUM IPOBEPKI> ]
[/C:<barnn c mapaMeTpamMy aHTUBUPYCHONM MNPOBEPKM>]

O6nacTb NpoBepKu

<®pansyel Ojasa NPOBEPKM>

/ALL

/MEMORY

/STARTUP

/MAIL

/REMDRIVES
/FIXDRIVES
/NETDRIVES

/QUARANTINE

/@:<cmmcox ¢damnos.lst>
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Cnimcok cpannos 1 nanok 4Yepes npoben. AnuHHble
NyTW OOMXKHbI ObITb 3aKMNioYeHbI B KaBblvku. KopoTkne
nytn (dpopmat MS-DOS) 3akntovaTb B KaBbIYKN HE
TpebyeTca. Hanpumep:

e "C:\Program Files (x86)\Example Folder" —
ONVHHBIA NYTb.

e C:\PROGRA~2\EXAMPL~1 — KOPOTKWI NyTb.

Banyctutb 3agavy losHas nposepka. Kaspersky
Endpoint Security nposepsieT crnegyoLine 00beKThI:

. namMmaTb A4pa,

e  00BLEKTbI, 3arpy3ka KOTOPbIX OCYLLECTBNAETCA
npwv 3anycke onepaumoHHON CUCTEMbI;

e  3arpy3o04Hble CEKTOpbI;

e  pesepBHOE XPaHWMKLLE OnepaLmMoHHO
CUCTEMBbI;

e BCe XXEeCTKMe N CbeMHble ONUCKN.

MpoBepuTb NamMATbL Sapa.

MpoBepuTbL OOBLEKTDI, 3arpy3ka KOTOPbIX
OCYLLLeCTBMAETCS NpU 3anycke onepaumoHHOM
CUCTEMBI.

MpoBepuTtb NnoyToBbIn AWMk Outlook.
[MpoBepuTb CbeMHbIE AUCKW.
IMpoBepuTL XXEeCTKNE OUCKN.
lMpoBepuTb CeTeBbIE AUCKM.

MpoBepuTb dhannbl B pe3epBHOM XpaHUnuLLe
Kaspersky Endpoint Security.

MpoBepuTb dhannbl 1 Nanku, NePeYnCeHHbIe B
cnucke. Kaxabi dhann u3 cnucka Hy>XHo BBOOUTb C
HOBOW CTPOKW. [INVHHbBIE NYTU AOMKHbI ObITh
3aKIYeHbl B kaBblvku. KopoTkue nytu (doopmat
MS-DOS) 3aknto4aTb B KaBbl4kn He TpebyeTcs.
Hanpumep:

e "C:\Program Files (x86) \Example Folder" —

ONVHHBIA NYTb.

e C:\PROGRA~2\EXAMPL~1 — KOpOTKMIZ nyTb.
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HenicTBue npn oGHapyxeHUu yrposbl
/10

/il

/12

/13

/14

/18

/19
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NHdpopmumpoBaTthb. Ecnu BeiGpaH 3TOT BapuaHT
OeNcTBMA, To Npy 06HapYXeHUW 3apaXkeHHbIX
darinos Kaspersky Endpoint Security nobasnsiet
nHdopMaumo 06 aTux pannax B CNUCOK akTUBHbIX
yrpos.

JleunTb; GnoknpoBaTb, €Cnun neyeHne HEBO3MOXHO.
Ecnu BbiGpaH aTOT BapuaHT aencteus, To Kaspersky
Endpoint Security aBTomatuyecku nolTaetcs
BbINIEYNTb BCE OOHapY>XeHHbIe 3apakeHHble hannbl.
Ecnn neyeHune HeBo3MOXHO, TO Kaspersky Endpoint
Security nobaenseTt nHdopmaumio 06 0GHapy>KEHHbIX
3apaxeHHbIX dpannax B CNUCOK aKTUBHbIX Yrpos.

JleunTb; yoanatb, ecnv nevyeHne HEBO3MOXHO. Ecnn
BblOpaH 3TOT BapuaHT gencreus, 1o Kaspersky
Endpoint Security aBTomatuyecku noitaeTcs
BblfIeYUTb BCEe OOHapyXeHHble 3apaXeHHble dannbl.
Ecnn neyeHune HeBo3mMOXxHO, To Kaspersky Endpoint
Security ux ynanser.

OTOT BapuaHT AencTBus BbiIbpaH No yMOM4aHuio.

JleunTb oBHapyxeHHble 3apaxeHHble hannbl. Ecnn
nevyeHne HEBO3MOXHO, yAanATb 3apaXkeHHble dannbl.
Takke yganstb cocTaBHble hannbl (Hanpumep,
apXuBbl), ECIN BbINEYUTb UMK YOANUTb 3apaXKeHHbIN
dann HEBO3MOXHO.

Ypanartb 3apaxeHHble dannbl. Takke yaoanstb
cocTaBHble (harinbl (Hanpumep, apxmBbl), ecriv
yOanuTb 3apaXXeHHbI hain HEBO3MOXHO.

BanpawmBaTtb AeNCTBME Y NOMb30oBaTenNs cpasy
nocne obHapy>xeHus yrposbl.

SaI'IpaIJJVIBaTb aencrtseue Yy nonb3oBartena nocne
BbINOJTHEHNA NMPOBEPKN.
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Tunbi cpannos
/fe

/fi

/fa

UckniouyeHnsa m3 npoBepKu

—-e:<macka ¢amnmjaa>

—e:<CeKyHIOB>

—-es:<mMmMerabanTe>
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dannsl, NnpoBepsieMble MO paclumpeHuto. Ecnn
BbliOpaH 3TOT NapameTp, Kaspersky Endpoint Security
npoBepsieT TOSNbKO NOTEHUMANbHO 3apaxaemble
dannel. Popmart davina onpegenseTcs Ha
OCHOBaHWW ero pacLuMpeHus.

®aiinbl, npoBepsieMble No chopmaty. Ecnu BbiOpaH
aToT NapameTp, Kaspersky Endpoint Security
NpoBepsieT TONbKO NOTEHLMarnbHO 3apaxaemble
dannel. MNepen Hayanom noucka BpeLOHOCHOrO Koaa
B oavine BbINOMHAETCA aHanu3 ero BHyTPEHHEro
3aronoBka Ha npegmeT cdopmaTta davina (Hanpumep,
TXT, DOC, EXE). B npouecce npoBepku
YUUTBLIBAETCS TaKkKe paclumpeHue ganna.

Bce gannel. Ecnu BeIGpaH 3TOT napameTp,
Kaspersky Endpoint Security npoepseT Bce cannbl
6e3 ncknoyeHns (Nbbix opmaToB N pacLUMPEHUN).

MapameTp BbIGpaAH MO yMON4aHuio.

WckntoveHune us npoeepkn apxmeoB popmatoB RAR,
ARJ, ZIP, CAB, LHA, JAR, ICE.

MckntoveHne n3 NnpoBepkn NOYTOBbIX 6a3, BXOASALLMX
N UCXOAALLMX COOBLLIEHMI SNIEKTPOHHOW MOYTHI.

MckntoveHne n3 npoBepkn dhannos No Macke.
Hanpumep:
¢ Macka *.exe OygeT Bkto4aTb BCE NYTU K
dannam ¢ pacliMpeHmeM exe.

e Macka example* OyaOeT BKIHOYATb BCE MyTH K
dannam ¢ umeHem EXAMPLE.

WckrntoyeHre 13 nposepkn hannos, ANUMTENbHOCTb
NPOBEPKN KOTOPbIX NPEBbILIAET YCTAaHOBIIEHHOE
3Ha4yeHve B CEKyHOax.

WckrntoueHre 13 nposepkn dhannos, pasmep KOTopbIX
npeBbILLAET YCTAaHOBIIEHHOE 3Ha4YeHVe B MerabanTax.
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Pexum coxpaHeHus cobbITUI B hann otyeTa

/R:<dpann oruera>

/RA:<bpaiy orTuera>

TexHonoruu npoBepku

/iChecker=on|off

/iSwift=on|off

HdononHutenbHble NapaMeTpbl

/C:<bany c mapamMeTpaMu aHTUBUPYCHOM
IPOBEPKM>

CoxpaHATb TONbKO KpUTUYECKNE COObITUSI B harin
oTyeTa.

CoxpaHsiTb Bce CoGbITUS B (haiin oTyeTa.

TexHonorus, No3BornsoLLas yBeNnMInTb CKOPOCTb
NPOBEPKU 33 CHET UCKITIOYEHUS] U3 HEE HEKOTOPbIX
dannos. Pannbl UCKMOYATCA U3 NPOBEPKM NO
cneuvanbHOMy anropuTtMy, yYnTbiBaroLLeMy aaTty
Bbinycka 6a3 Kaspersky Endpoint Security, gaty
npeablgyLien npoBepku anna, a Takke U3aMeHeHne
HacTpoek nposepku. TexHonorus iChecker nmeet
orpaHunyeHune: oHa He paboTaeT ¢ dhannamm BonbLLMX
pasmepoB, a KpOME TOro, MPUMEHUMA TONbKO K
dannam ¢ u3BECTHON NpPorpaMme CTPYKTYpPOn
(Hanpumep, k annam opmata EXE, DLL, LNK|,
TTF, INF, SYS, COM, CHM, ZIP, RAR).

TexHonorus, No3BorsoLLas yBeNN4NTb CKOPOCTb
NMPOBEPKU 3a CHET UCKITIOYEHUS] U3 HEE HEKOTOPbIX
dannos. Pannbl NCKMYATCA U3 NPOBEPKM MO
cneuvanbHOMy anropuTtMy, yYnTbiBaloLWEMyY AaTy
Bbinycka 6a3 Kaspersky Endpoint Security, gaty
npeabiayLen NpoBepkn danna, a Takke M3MeHeHne
napameTpoB nposepku. TexHonorus iSwift aenserca
pa3BuTuem TexHonorum iChecker gns gpannoson
cuctembl NTFS.

dann c napameTpamu 3agavm aHTUBMPYCHOW MPOBEPKMU.
dann gomkeH ObITb CO34aH BPYYHYI N COXPaHeEH B
dopmate TXT. dann MOXeT MeTb creaytoLlee
cogepxaHue: [<obJjlacTb NPOBEPKM> |
[<mercTBMEe NpM OODHAPYXEHUM YyI'POSBL>]
[<Tuner @annor>] [<UCKIIOUEHMI U3
npoeepkm>] [/R[A] :<damn oTueTa>]
[<TexXHOJOTMM MPOBEPKM>].

avp.com SCAN /R:log.txt /MEMORY /STARTUP /MAIL "C:\Documents and Settings\All

Users\My Documents" "C:\Program Files"
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Cwm. Takxe:
[T oTe)= LT o W o) Y 3 Yo £ o = SRR 50
POPMUPOBAHNE OBTTACTI MPOBEPKM . ...ceeee s eietteeeeeaeesaaautttteeeaeaeessaasstaeeeaeaeessaannnsesseeeaaeeaaanseseeeaaaeesaannnssnnees 64
Scan. AHTUBUPYCHEAS MPOBEPKA ....ceeeieeieeieeieeeee et e et e et e e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaeaaaaaaeaaaaaaaaaeas 253
Pab0Ta C AKTUBHBIMU YIPOBAMMY ....cceeeiiiuettteieeaaeasaattetteeeaeeessaasnsteeeeeaaesaaansnsseeeeaaeeaaansssseeeeeeesaansnnsssneeaaeens 70

UPDATE. O6HOBRneHue 6a3 n moayneun nporpaMmmbil

3anyctutb 3agady ObHoereHue.

CuWHTaKcuc KomaHabl

UPDATE [local] ["<mcTouHmMK oOBHOByeHUN>"] [/R[A] :<bamn oTueTa>] [/C:<daitn c
napaMeTpaMy OOHOBJIEHMUA>]

MapameTpbl 3agavv o6GHOBREHUS

local 3anyck 3agaum Ob6HoeseHue, Co3a4aHHON
aBTOMaTUYeCKM Nocre YCTaHOBKM nporpammbl. Bol
MOXeTe U3MEHUTb nNapameTpbl 3agayn ObHoseHuUe B
nokanbHOM MHTepderice nporpamMmmMbl UM B KOHCOMM
Kaspersky Security Center. Ecniv aToT napameTp He
ycTaHoBneH, Kaspersky Endpoint Security 3anyckaet
3agavy O6HosseHUe ¢ napaMmeTpamMm Mo yMon4aHuio
UNu ¢ NnapameTpamu, 3agaHHbIMN B KOMaHge. Takum
06pasomM, Bbl MOXXETe HaCTPOUTb NapaMeTpbl 3agayn
O6HoBneHne, cneayowmm obpasom:;

¢ UPDATE — 3anyck 3agaun Ob6HoereHue ¢
napamMeTpamMmu No yMONM4aHU: NCTOYHMK
obHoBneHun — cepBepbl 0OHOBMNEHWI
"NabopaTopuun Kacnepckoro", ydeTHasi 3anmcb —
System, n gpyruve.

e UPDATE local —3anyck 3agaun Ob6HosreHue,
CO3[aHHOM aBTOMAaTUYECKM NOCIE YCTaHOBKM
(MpegycTaHoBnEeHHas 3agaqva).

e UPDATE <napamMeTpsl OOHOBJIEHMA> —
3anyck 3agada ObHoesieHuUe ¢ napameTpamu,
3aaHHbIMU BPYYHYIO (CM. HUXKeE).
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MUcTouyHUK oOHOBRNEeHUNn

"<yCTOUHMK OOHOBJIeHUI>" Agpec HTTP-, FTP-cepBepa nnu nanku obLiero
JocTtyna ¢ naketom obHoBneHun. Bbl MoxeTe ykasaTtb
TONBbKO OOUH UCTOYHMK OBHOBMEHW. Ecnn nctouHuk
obHoBneHu He ykasaH, Kaspersky Endpoint Security
MCMONb3yeT NCTOYHMK MO YMOMYaHUIO — cepBepbl
obHoBneHui "JTabopaTtopun Kacnepckoro".

Pexum coxpaHeHus cobbITuI B chann otyeTa

/R:<pann oTueTa> CoxpaHATb TONbKO KpUTUYECKne cobbiTus B chamn
oTyeTa.
/RA:<bain oTueTa> CoxpaHaTb BCe cobbITUA B dharin oT4eTa.

[JononHutenbHbIE NapamMeTpbl

/C:<bamn c mapameTpamu OOHOBJIEHUS> dann ¢ napametpamu 3agayn ObHosneHue. ann
[OMmKeH ObITb CO34aH BPYYHYIO Y COXPaHeH B
dopmate TXT. dann MOXeT MMETL crieaytoLlee
cogepxaHue: ["<MCTOUHMK OOHOBJIEeHMI>"]
[/R[A] :<bpamy oTueTa>].

avp.com UPDATE local

avp.com UPDATE "ftp://my server/kav updates" /RA:avbases upd.txt

CM. Takxe:

3anycK 1 OCTAHOBKA 33034M OOHOBITEHMIS ....ceeeeieeieee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 78

ROLLBACK. OtkaT nocneaHero ooHoBrneHus

OTkaTuTh NocnegHne o6HOBNEHNST aHTUBMPYCHbIX 6a3. OTO NO3BONSAET BEPHYTHCS K MCMONb30BaHUIO NpeabiayLLen
Bepcumn 6a3 n mogynen nporpaMmmel Npy HEOH6XOAUMOCTH, HAaNpMMep, B TOM Cryyae, ecnu HoBasi Bepcusi 6a3
COLEPXUT HEKOPPEKTHYIO CUrHATYpy, u3-3a kotopon Kaspersky Endpoint Security 6nokupyet 6e3onacHyto
nporpammy.

CuHTaKkcuc KomaHabl

ROLLBACK [/R[A]:<darn oTueTa>]
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Pexum coxpaHeHus cobbITuI B hann otyeTa

/R:<dans orueTa> CoxpaHATb TONbKO KpUTUYECKNE COObITUSI B charin
oTyeTa.
/RA:<baityn oTueTa> CoxpaHaTb Bce cobbITus B doarin oTyeTa.

avp.com ROLLBACK /RA:rollback.txt

TRACES. TpaccupoBka

BknounTtb / BbIKMIOYNTL TpaccupoBky. Pavinbl TpaccupoBku (cM. pasgen "O coctase u XxpaHeHun hannos
TPaccMpoBKM" Ha CTP. 282) XpaHATCHA Ha BalleM KOMMNbIOTEPE B TEYEHNE BCETO BPEMEHM UCMONb30BaHUS
nporpaMmmbl 1 6€3B03BpaTHO y4ansitoTCs Npu yaaneHun nporpammbl. daiinbl TPAaCCUPOBKK, KpoMe hannos
TpaccupoBku AreHTa ayTeHTudmkaumm, xpaHatcs B nanke %ProgramData%\Kaspersky Lab\KES\Traces. o
YMOSYaHUIO TPacCMpPOBKa BbIKIOYEHA.

CuHTaKcuc KomaHabl

TRACES onl|off [<ypOBeHbB TpacCUPOBKM>] [<OONOJIHMTEJIbLHBEIE [NapaMeTpbD> ]

YpoBeHb TPacCUpPOBKHU

<YypPOBEHbB TPAaCCUPOBKI> YpoBeHb getannsauum TpaccmMpoBky. Bo3amoxHble
3HaYEeHUs:

e 100 (kpuTu4yeckun). Tonbko coobLieHns o
HeyCTpaHUMbIX OLLIMOKaXx.

e 200 (Bbicokmn). CoobLieHns 060 Bcex owmbkax,
BKIOYas HEeYCTpaHUMBbIE.

e 300 (gnarHoctmnyeckmn). CoobeHns o060 Bcex
oLmbKkax, a Takke npegynpexaeHus.

e 400 (BakHbIN). CooblyeHnsa 060 Bcex owmnbkax,
npegynpexaeHus, a Takke 40oNonHUTeNbHas
MHd opMauus.

e 500 (0BbI4HBIN). CoobLLeHnss 060 Bcex owmnbkax,
npegynpexgeHusix, a Takke nogpobHas
nHcopmMaumsa o paboTte nporpaMmMbl B
HOPMarnbHOM PEXMME (3HAYEHME NO YMOSYaHWIO).

e 600 (HM3kMn). Bce coobyeHmns.
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JononHuTenbHbIe

napameTpbl

all BbINonHUTL kKOMaHAy ¢ napameTpamu dbg, file W mem.

dbg Wcnonb3osatb dyHKumo OutputDebugString 1 coxpaHaTs dann TpaccupoBKu.
®yHkums OutputDebugString oTnpaBnsieT CUMBOSLHYO CTPOKY OTNag4vuky
nporpaMmebl Ansi BblBoAa Ha akpaH. MNMogpobHee cM. Ha catime MSDN
(https://msdn.microsoft.com/ru-RU/library/windows/desktop/aa363362(v=vs.85).aspx).

file CoxpaHuTb oguH dann TpaccupoBku (6e3 orpaHMdYeHnn No pasmepy).

rot CoxpaHuTb pesynbTaTbl TPaCCUPOBKU B OFPaHUYEHHOE YUCMOo (hannos
OrpaHUYeHHOro pasmMepa 1 nepesanucaTb ctapble dannbl Npy JOCTUKEHUN
MaKcMMarnbHOro pasmepa.

mem 3anucbiBaTb pesynbTaTbl TPACCUPOBKU B (hairbl amroB.

e avp.com TRACES on 500

e avp.com TRACES on 500 dbg

e avp.com TRACES off

e avp.com TRACES on 500 dbg mem
e avp.com TRACES off file

Cm. Takxe:
TpaccPOBKa PABOTBI MPOTPAMMDBI .......eeereeeriieiteeeesreeettnaaaeeereessnnnaaaeeeeeensnaaeaeerrernnnaaeeeerrnrnnaas 285
TpaccrpoBka MPOU3BOANTENBHOCTM MPOTPAMMDI....eeeeesseeerrrerrreeessessnnrrereeeeassansssserreeeeessmssnsnseeeeeessannnes 285
O cocTaBe 1 XpaHEHNN DANTIOB TPACCUPOBKM .. ....eeeeeeiiiiiieeeeeeeeeettiaeeaeeesesastnnaeeeesessannaeaeeeeeessnnnnnns 282
BT Ty 1 (o1 S F= 1Y T (o= J 287
3awmTta hannoB AAMMOB UM TPACCUPOBOK .......uuuuuneeerrerrrttuiaeeeeeressstnneaaesseessnnnnnaaeeseesnnnaaeeererrmns 287

START. 3anyck npocduns

3anyctuTb BbINONHEHUE npoduns (Hanpumep, 3anycTutb 06HOBNEHME 6a3 UK BKIIOYMTE KOMMOHEHT 3aLLMThl).

CuHTaKcuc KomaHabl

START <npoouss> [/R[A]:<baiy orTuera>]
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Mpodunb

<npodnine> HassaHwve npoduns. [lpoghursib — KOMNOHEHT, 3adava

unu pyHkumnsa Kaspersky Endpoint Security. Crnincok
JocTynHbIX Nnpodunent (cMm. pasgen "lMpodunu
nporpammebl” Ha CTp. 277) Bbl MOXeTE Y3HaTb MO
KOMaHae HELP START.

Pexum coxpaHeHus cobbITuI B chann otyeTa

/R:<bamnn orTueTa> CoxpaHATb TONMbKO KpUTUYeckne cobbiTnsi B hamn
oT4yeTa.
/RA:<bamn oTueTa> CoxpaHaTb Bce cobbiTusA B dhann otyeTa.

avp.com START Scan Objects

STOP. OctaHoBKa npocpunsa

OcTaHOBUTb BbINOMHSAEMbIN NPOdUnb (HanpUMep, OCTaHOBUTL NPOBEPKY CbeMHbIX ANCKOB UMW BbIKMIOYUTb
KOMMOHEHT 3aLUnThbl).

[ns BbINONHEHUs: KOMaHbl A0MKHa GbITh BKMOYeHa 3awuTa naponem (cMm. pasaen "BkrodyeHune 3almThbl
naponeM" Ha cTp. 195). Monb3oBaTenb AOMKEH UMETb pa3pelleHns BbIKknioYyeHne KOMNOHEHTOB 3alUUThI,
BblknioyeHne KOMMNOHEHTOB KOHTPOnS.

CuHTaKcuC KomaHabl

STOP <mnpobdmib> /login=<uma nosb3oBaTesg> /password=<mnapoJib>

Mpodunb

<mpodnie> HasBaHuve npoduns. lpoghurib — KOMMOHEHT, 3agaya

unu cpyHkumnsa Kaspersky Endpoint Security. Crnimcok
[OCTynHbIX Npodhmnent (cm. pasgen "lMpodunm
nporpammbl” Ha CTp. 277) Bbl MOXETE y3HaTb MO
KOMaHae HELP STOP.
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ABTopusauums
/login=<umMmda noJib30BaTENIS> Y4yeTHble faHHbIe NOnb3oBaTens ¢ HeobxoaUMbIMM
/password=<napoJsib> paspeLleHnamMmn 3awuTbl naporem (CM. pasaen

"MpenocTaBneHne paspeLleHnin Ans oTaenNbHbIX
none3oBaTenen unu rpynn” Ha cTp. 196).

STATUS. Cratyc npochuns

MokasaTb MHOpPMaLU0 O COCTOAHUM Npodunert nporpammel (cM. pasgen "lMpodunu nporpammel” Ha CTp. 277)
(Hanpumep, running UK completed). CNUCOK 4OCTYNHBLIX NPOMUNEN Bbl MOXETE y3HaTb NO KOMaHAE HELP
STATUS.

Tarke Kaspersky Endpoint Security nokasbiBaeT MHOPMaLMIO O COCTOSTHUN CRY>KeBHBIX Npodunen.
NHdopmMaLmsa 0 coCTOSAHMM CriyXeBHbIX npodunen MoxeT noHagobutsca npu obpalueHun B Cnyxoy
TexHu4yeckon nogaepxkn "NMadopatopmm Kacnepckoro”.

CuHTaKcuc KomaHabl
avp.com STATUS [<npodmib>]

Ecnu Bbl BBegeTe komaHagy 6e3 npoduns, Kaspersky Endpoint Security nokaxxeT coctosiHme Bcex npodunen
nporpammsi.

STATISTICS. Ctatnctuka BbinonHeHus npoduns

MokasaTb CTaTUCTMYECKYIO MHGpOpMaLUO 0 Npodurie nporpammbl (cMm. pasgen "lMpodunu nporpammsl” Ha

CTp. 277) (Hanpumep, BpeMsi NPOBEPKN UM KONMYECTBO OOHapYXeHHbIX yrpo3). Cnucok OOCTYyMHbIX Npodunen Bobl
MOXXETE y3HaTb MO KOMaHAe HELP STATISTICS.

CuHTakcuc KOMaHAbl

STATISTICS <npodmip>

RESTORE. BoccTtaHoBrneHue haunoB U3 pe3epBHOro XxpaHunuua

BoccTtaHoBUTb hann u3 pes3epBHOro XxpaHunuiia B narky ero MICXo4HOro pasmelleHns. Ecnm no ykasaHHOMY nyTu
yXKe CcyLlecTByeT dann C TaknM e MMeHeM, K umeHn davina gobasnserca cyddukc "-copy".
BoccTraHaBnuBaemsbl chann KonmpyeTcsa ¢ UCXOAHbIM UMEHEM.

[ns BbINONHEHUs: KOMaHbl [0MKHa GbITh BKMOYeHa 3aluta naponem (cMm. pasaen "BkroyeHune 3almThbl
naponeM" Ha cTp. 195). Monb3oBaTens AOMKeH UMeTh pa3pelleHne BoccTaHoBneHUe U3 pesepBHOro
XpaHunuua.

PesepeHoe xpaHunue — 3To XpaHuruLLe pe3epBHbIX KOMWI (hainos, KoTopble GbiNu M3MeHeHb! B Npouecce
rnie4yeHVst nu yaaneHsl. PesepeHasi Konusi — Konusa daina, Kotopasi Co34aeTcs 40 NeYeHUs: Unu yaaneHust 3Toro
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danna. PesepBHble KONUKU hannos XpaHATCA B cneumansHoM doopMaTe U He NpeacTaBnsioT ONacHOCTH.
PesepBHble konuu darnos xpaHaTca B nanke C: \ProgramData\Kaspersky Lab\KES\OB.

MonHble npaBa AocTyna K 3ToW narke npefocTasneHbl Nonb3oBaTensam rpynnsl "AgMuHUCTpaTopb!”.
OrpaHuyeHHble Npasa 4oCTyna K 9ToW narke npegocTaBneHbl Norb30BaTernto, Nof y4eTHON 3anmncblo KOTOporo
BblnosiHAnack ycraHoska Kaspersky Endpoint Security.

B Kaspersky Endpoint Security oTcyTCTBYEeT BO3MOXHOCTb HACTPOMKM MpaB JOCTyna nofnb3oBaTenem K
pe3epBHbIM KONnam danrnos.

CuWHTaKcuc KomaHab

RESTORE [/REPLACE] <wumsa oarna> /login=<mMa nojb3oBaTessas> /password=<mnaposib>

[JononHutenbHbIE NapamMeTpbl

/REPLACE MepenucaTb cywiecTByoLWmMN hann.

<umsa oanma> Mmsa BoccTaHaBnmBaemoro carna.

ABTOpU3auus

/login=<uMsa MNOJb30BaATEJIA> YYyeTHble AaHHble Nonb3oBaTens ¢ He0OXOAUMbIMU
/password=<napoJb> paspelueHnsMn 3awuTbl naponem (cMm. pasgen

"MpenocTaBneHne paspeLleHnin gnsi oTaenbHbIX
nonb3oBaTenen unu rpynn” Ha ctp. 196).

avp.com RESTORE /REPLACE true file.txt /login=KLAdmin /password=!Passwordl

EXPORT. 3kcnopT napameTpoB NporpamMmb|

OkcnopTupoBaTek napameTpbl Kaspersky Endpoint Security B bann. ®avn Oyget pasmelleH B nanke
C:\Windows\SyswOWwW64.

CuHTaKcuc KomaHabl

EXPORT <nmpobwuns> <umsa odania>
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Mpodunb

<npodnie> HassaHue npodouns. Mpogusib — KOMNOHEHT, 3aaa4da
unu pyHkumnsa Kaspersky Endpoint Security. Crnincok
JocTynHbIX Nnpodunent (cMm. pasgen "lMpodunu
nporpammebl” Ha CTp. 277) Bbl MOXeTe y3HaTb Mo
KOMaHAe HELP EXPORT .

dann gnsa akcnopTta

<umsa oanma> Nmsa darina, B KOTOpPbIV JOMKHbI ObITb 3KCNOPTUPOBaHbI
napameTpbl Npoduns. Bbl MoxeTe akcnopTMpoBaTh
napamMeTpbl NPOMUNS B KOHPUrypaumoHHbIi darn B
dopmate DAT vnn CFG, B TekcToBbINM hann B hopmaTte
TXT unu B gokymeHT B hopmate XML.

e avp.com EXPORT ids ids config.dat
e avp.com EXPORT fm fm config.txt

CwMm. Takxe:

CosgaHne 1 ncnosnb30BaHNE KOH(PUNYPALMOHHOTO (DANIIA .....ccevveerriieeeeeeeeeeriiieeeeeeeeesannseeeeeeeennnnnnneens 225

IMPORT. UMmnopT napameTpoB nporpaMmmbl

MmnopTupoBaTb napameTpbl Kaspersky Endpoint Security n3 dparina, kotopbin 6bin1 co3gaH ¢ MOMOLLbI0 KOMaHAbl
EXPORT.

[nsa BbINONHEHMS KOMaHAbl 4OMmMKHa ObiTe BKMoYeHa 3awimTta naponem (cm. pasgen "BknoveHue 3awuThl
naponem" Ha cTp. 195). MNMonb3oBaTtenb JOMKEH MMETb pa3peLleHe HacTpolka nporpaMmbl.

CuHTaKcuc KomaHabl

IMPORT <mmsa damna> /login=<umda nojib3oBaTesigd> /password=<mnapoJib>
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dann gna nmnopTa

<umsa oarnma> Nmsa darina, n3 KoToporo A0MmkHbl ObITh
UMMNOPTUPOBaHLI MapameTpbl NporpaMmmMel. Bel MoxeTe
umnopTtuposatb napameTpbl Kaspersky Endpoint
Security u3 koHdurypaumoHHoro daina B gopmate
DAT unu CFG, TekctoBoro ganna B ¢popmarte TXT
unu gokymeHta B dpopmate XML.

ABTopusauums
/login=<umMmda MNOJIbL30BaATEJIS> Y4yeTHble faHHble nonb3oBaTterns ¢ He06XoAMMbIMU
/password=<mnapoJib> paspeLlleHnamMmn 3awuTbl napornem (CM. pasaen

"MpenocTaBneHne paspeLlleHnin 4ns OTAENbHbIX
none3oBaTenen unu rpynn” Ha cTp. 196).

avp.com IMPORT config.dat /login=KLAdmin /password=!Passwordl

CwMm. Takxe:

CosfgaHne 1 ncnosnb30BaHNE KOHPUIYPALMOHHOTO MDANIIA ......cevveveiiiieeeeeeeeeiiiee e e e e e eeeeana e e e e e e eeaenna s 225

ADDKEY. NpnumeHeHue channa knroyva

MpumennTb chann knoya ang aktmeaummn Kaspersky Endpoint Security. Ecnu nporpamma yxxe aktvBupoBaHa, Krod
Oynet obaBrneH B Ka4eCcTBE pe3epBHOrO.

CuHTaKcuc KoMmaHbl

ADDKEY <mmMms ¢danna> [/login=<mMsa nosb30BaTess> /password=<mnapoJib>]

dann knoya

<mMmsa dansa> Wmsa darna knova.

ABTOpMH3aLMA
/login=<uM4a [OJIb30BATEJII> [aHHble yyeTHOM 3anucu nonb3osaTens. [JaHHble
/password=<mnapoJib> y4eTHbIEe 3arn1cu HY>XHO BBOAUTb, TONbKO eCrnun

BKItoyeHa 3awmTa naponem (Ha cTp. 192).
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avp.com ADDKEY file.key

LICENSE. JlnueH3npoBaHue

BbINONHUTL onepawmm ¢ NULEH3MOHHBIMK Krtodamuy nporpammbl Kaspersky Endpoint Security.

[na BbINONTHEHUA KOMaHAb! YAaneHUs NMLEH3NOHHOIO KNova AormkHa ObiTb BKIOYeHa 3aluuta naponem (CMm.
pasgen "BkntoveHne 3awmTbl naponemM” Ha ctp. 195). Nonb3oBaTenb AOMKEH NMETb paspeLleHne YaaneHue

Knro4a.

CUWHTaKcKc KoMaHab

LICENSE <omnepauma> [/login=<umMma nojb30BaTejig> /password=<mnapoiib>]

Onepauus

/ADD <mmMsa darina>

/ADD <KOI aKTUBAaLIMM>

/REFRESH <umsa daiia>

/REFRESH <xom axkTuBaLMmM>

/DEL /login=<wumMsa [0JIL30BaTEJISI>
/password=<napoJib>
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MpumeHnTb hann knoya ans aktmeauum Kaspersky
Endpoint Security. Ecnu nporpamma yxe
aKTMBMPOBaHa, ko4 6yaeTt gobasneH B kadecTBe
pe3epBHOrO.

AktmBmpoBaTtb Kaspersky Endpoint Security ¢
NMoMoLLbO Kofda akTueauun. Ecnv nporpamma yxe
aKTMBMPOBaHa, ko4 6yaeTt gobasneH B kadecTBe
pes3epBHOro.

MpoannTb CPOK AENCTBUS NNLEH3NUN C MOMOLLbIO
davina kntova. B pesynbtate 6yget gobasneH
pe3epBHbIN KN4, KOTOPbIA CTaHET akTUBHbBIM MO
NCTEeYEeHMM cpoKka aencTens nuueHsnn. [lo6asutb
AKTUBHbIN KITHOY C MOMOLLbIO 3TON KOMaHAbl
HEBO3MOXXHO.

MpoaonnTb CPOK AENCTBUS NNLEH3UN C MOMOLLbIO Koaa

aktmBaumu. B pesynbTarte 6yget gobasneH
pe3epBHbIN KN4, KOTOPbIA CTaHET akTUBHbBIM MO
NCTEeYEHMM cpoKa aencTens nuueHsnn. [lo6asutb
AKTUBHbIN KJTHOY C MOMOLLbIO 3TON KOMaHAbl
HEBO3MOXXHO.

YaanuTb NMUEH3NOHHBIN KItod. Takke byaeT yaaneH

pe3epBHbI K.
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ABTopusauums
/login=<umMmda noJib30BaTENIS> Y4yeTHble faHHbIe NONb3oBaTens ¢ HeobxoauMbIMM
/password=<napoJsib> paspeLleHnamMmn 3awuTbl naporem (CM. pasaen

"MpenocTaBneHne paspeLleHnin Ans oTaenNbHbIX
none3oBaTenen unu rpynn” Ha cTp. 196).

e avp.com LICENSE /ADD file.key
e avp.com LICENSE /ADD AAAAA-BBBBB-CCCCC-DDDDD
e avp.com LICENSE /DEL /login=KLAdmin /password=!Passwordl

RENEW. MNMpuobGpeTteHne nuueH3un

MepenTtn Ha Beb-canT "Jlabopatopumn Kacnepckoro" ana npuobpeTeHnss NUUEH3nm Unm NpoaieHns ee cpoka
JencTeus.

PBATESTRESET. CopocuTtb pe3ynbTaThbl MPOBepKU nepen
wncpoBaHnem gucka

C6pocuTb pesynbTaTbl MPOBEPKU NOAAEPXKKN NONHOANCKOBOTO WwndpoBaHusa (FDE) no TexHonornam WindposaHme
aucka Kaspersky u BitLocker.

Mepen 3anyckom NOMHOAMCKOBOTO LN POBaHNS NporpamMmma BbINOTHAET pAg MPOBEPOK HA BO3MOXHOCTb
LwndpoBaHns komnbtoTepa. Ecnn nonHogmckoBoe WndpoBaHne HEBO3MOXHO, Kaspersky Endpoint Security
COXpaHsieT MHpopmaLno 0 HecoBMecTUmocTu. NMpu cnegytowen nonbiTke WugpoBaHnsa nporpammMma He
BbIMOMHSAET NPOBEPKM U NpeaynpexgaeT o TOM, YTO WKdpoBaHMe HEBO3MOXHO. Ecnun annapaTtHas koHurypauus
KOMMblOTEPA N3MEHUNACh, TO Afs NPOBEPKN CUCTEMHOIO XXECTKOro AMcka Ha COBMECTMMOCTb C TEXHOMOTMEN
LWndposanus gucka Kaspersky nnm BitLocker Tpebyetcsa copocutb MHOpMaLmio 0 HECOBMECTUMOCTMH,
NONyYeHHy NporpaMmmon rnpu npeabiayLien nposepke.

EXIT. 3aBeplwieHne paboTbl nporpaMmmbl

3aBepwunTtb paboTy Kaspersky Endpoint Security. lNMporpamma 6yaeT Bbirpy>keHa 13 onepaTtMBHON NaMsiTu
KoMMbloTEpA.

[lna BbINONTHEHUSA KOMaHAb! AOIMKHA ObITh BKIOYeHa 3awmTa naponem (cMm. pasgen "BkntoveHve 3awuTbl
naponem" Ha cTp. 195). MNMonb3oBaTtenb OOMKEH UMETb pa3peLleHne 3aBepLUueHue paboTbl NporpaMmbi.

CuHTaKcuc KomaHabl

EXIT /login=<mMmsa nosb30BaTensa> /password=<mnapoiib>
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EXITPOLICY. BbiknouyeHue NONUTUKN

BoikntovaeT nonutuky Kaspersky Security Center Ha komnbtoTepe. Bce napameTtpbl Kaspersky Endpoint Security
OOCTYMHbI O4Ns1 HACTPOWKK, B TOM YUCIEe NapameTpbl, OTMEYEHHbIE B MONUTUKE 3aKPbITbIM 3aMKOM (ﬁ ).

[nsa BbINoNHEHUA kKOMaHAbl JOmKkHa ObITh BKNOYeHa 3almTa naponem (cMm. pasgen "BkntoveHne 3awuThbl
naponem" Ha cTp. 195). lNMonb3oBaTtenb JOMKEH MMETb pa3pelleHne BbiknroyeHue nonutukmn Kaspersky
Security Center.

CuWHTaKcuc KomaHab

EXITPOLICY /login=<umMmsa nojb30BaTensa> /password=<mnapoiib>

STARTPOLICY. BknroyeHne NonnTUKun

Bkntountb nonutnky Kaspersky Security Center Ha komnbtoTepe. MNapameTpbl nporpammbl 6yayT HACTPOEHbLI B
COOTBETCTBUM C MOMUTUKOWN.

DISABLE. BsikntoyeHue 3awuThbl

BbikntounTb 3awwmTty oT hannoBbIX Yrpo3 Ha KOMMNbIOTEPE C UCTeKLen nuueH3nen Ha Kaspersky Endpoint Security.
BbINONHUTL KOMaHAy Ha KOMMbIOTEPE C HEAKTUBMPOBAHHOW NPOrpamMMOn Ui C AENCTBYIOLLIEN NULIEH3NEN
HEBO3MOXHO.

SPYWARE. O6HapyxeHue wnuoHckoro MO

BkntounTb / BbIKNIOUNTL 06HapYeHne wnuoHckoro MO. Mo ymonyaHuio obHapyxeHue wnunoHckoro MO BKHOYEHO.

CuHTaKCcUC KomaHabl

SPYWARE on|off

KSN. lMepekntoyeHue MNobanbHbIv / JlokanbHbIn KSN

Bbi6op pewenus Kaspersky Security Network onsa onpegenexus penytaumu pannos unm cantos. Kaspersky
Endpoint Security nogoepxveaeT cneaytowme nHppacTpykTypHble peweHns KSN:

o [nobarnbHbiti KSN — 310 pelueHne, KOTOpoe MCNosb3ykT 6oMnbLIMHCTBO Nporpamm "Jlabopatopun
Kacnepckoro". Yuacthukn KSN nonyyatoT nHgpopmaumo ot Kaspersky Security Network, a taicke
otnpasnsoT B "NlabopaTtoputo Kacnepckoro" gaHHble 06 06bekTax, 0GHapyXEHHbIX Ha KOMMbIOTEPE
nonb3oBaTens, Ans AONONTHUTENBHON NPOBEPKM aHanuTukamm "Jlabopatopumn Kacnepckoro" n nonofnHeHus
penyTauuoHHbIX U cTatuctnyecknx 6a3 Kaspersky Security Network.

o JlokanbHbil KSN — 3TO pelueHne, NO3BONSOLLIEE NOMb30BATENAM KOMMbIOTEPOB, HA KOTOPbIE YCTAaHOBMEHA
nporpamma Kaspersky Endpoint Security unu gpyrmue nporpammel "Jlabopatopun Kacnepckoro”, nonyyarb
J0oCTyn K penyTaunoHHbIM 6asam Kaspersky Security Network, a Takke gpyrum cTaTMCTMYECKUM OAHHbIM,
He oTnpaensasa aaHHble B KSN co cBonx koMmnbtoTepoB. JlokanbHbin KSN paspaboTaH anst KopnopaTUBHbIX
KMMEHTOB, HE MMEILLIMX BO3MOXHOCTM y4acTBoBaTh B Kaspersky Security Network, Hanpumep, no
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cnegyrwmnm npuymnHam:
e OTCYTCTBME NOOKIHYEHUA NOoKalbHbIX pa60q|/1x MeCT K CeThn MHTepHeT;

e 3akoHoAaTeslbHbIN 3anpeT unn orpaHn4eHne KOpI'IOpaTl/IBHOI7I ©e3onacHOCTU Ha oTnpaBKy noObIX
OaHHbIX 3a npenenbl CTpaHbl Uk 3a npeaernbl nokanbHon cetn opraHusauunun.

CuvHTaKcuc komaHabl

KSN /global | /private <mmsa odarina>

KoHdurypaumoHHbin dain JlokanbHoro KSN

<umMmsa danjga> Nms
PEI

avp.com KSN /global

avp.com KSN /private C:\ksn config.pkcs?

Cwm. Takxe:
BkntoveHune 1 BbiktoueHne ncnonb3oBaHmsa Kaspersky Security Network ..........ovveeviieiiiiiiiiiiiiieeeeeeieee, 89
BkritoueHve v BbIKMOYEHNE 06rIa4yHOro PEXUMA A1 KOMMOHEHTOB BALLMTBI ...cveeeeeeeeerieiereaeeesaneeeeeneeaeeess 920
MpoBepka penyTauun danna B Kaspersky Security NetWOork...........ooouuuiiiiiiiiiiiiiiiie e 91

Komangbl KESCLI

Komangbl KESCLI no3sonsoT nonyyatb MHOPMAaLMIO O COCTOSHUM 3aLLMTbI KOMMbOTEPa C MOMOLLBHO
komnoHeHTa OPSWAT, a Takke BbINOMHATL CTaHA4APTHbIE 3a4aun (Hanpumep, aHTUBUPYCHas NpoBepka,
obHoBreHune 6a3).

Bbl MoxxeTe npocmoTpeThb crnmcok komana KESCLI ¢ nomoLLbio KomaHabl —-help UM COKPALLLEHHOM KOMaHAb! —h.

» Ymobsi ynpaesnamb Kaspersky Endpoint Security us komaHOHOU CMPOKU, 8bINOSTHUME criedyrouue
delicmeusi:

1. 3anycTuTe UHTEpNpeTaTop KOMaHAHOM CTPOKM cmd OT MMEHU agMUHUCTpaTopa.

2. [epenawnTe B Nanky, B KOTOPOW pacnonoxeH ucnonHsembin dann Kaspersky Endpoint Security.

3. WcnonbaywnTte crniegyrolwimii WabnoH Ang BbINOSIHEHMS KOMaHAbI:

kescli <xomMaHIa> [mapaMeTpr]
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B pesynbTate Kaspersky Endpoint Security BoINONHUAT kOMaHAy (CM. puC. HMXe).

Administrator: nmand Prompt
p

B aTtom pasgene

Scan. AHTUBUPYCHAS MPOBEPKA ....ceeeiei i ei e et e e et et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaeaeaaaaaaaaaeas 253
GetScanState. CTaTyC BbINOMHEHUS NMPOBEPKU......ceeeeieieeeeeeee e e e e 254
GetLastScanTime. OnpegeneHns BpeMeHU BbINOMHEHUS MPOBEPKM......cceeeeeiiiiiiiiiiiieeeeeeeeeeeee e 255
GetThreats. [NonyyeHne gaHHbIX 06 OBHAPYKEHHBIX YTPOBAX ...ceeeeeeeeiieeieeeeiaeeieeeeee e e e e e e e e e e 255
UpdateDefinitions. O6HoBReHNe 6a3 1 MOAYNEN NMPOTPAMMDBI .........uuuunnnnnninnnnnnnnnnneaeeseeasssa s aeaas 258
GetDefinitionState. OnpeaeneHne BpeMeHN BbINOSTHEHNS OOHOBITEHUS.........uvuueeeeerieriiiiieeeeeeeenennnneees 258
ENableRTP. BKIMHOUEHME BALLINTDI ... .ceevuieiiiiiieeeeite e ettt e e e eate e e e et e e e e et e e e eateeeseateeesesaeessatnnaesesaneesrannns 259
GetRealTimeProtectionState. CtaTyc 3awwmnTbl OT PANMOBDBIX YTPO3B .....ceeeeieeeiiiieeeeereeeeeeneeeeeeeeennnnneees 259
Version. OnNpeaeneHmne BEPCUMN MPOTPAMMDL. .. ....eeerreeerueeneeeeerereannenaeeeeerrnennnnaeeeerenrnnneaeerreemrn 259

Scan. AHTUBMpPYCHasa npoBepkKa

3anycTutb 3agady aHTUBUMPYCHOW NPOBEPKM.
CuHTaKcuC KomaHabl
—-—opswat Scan <objlacTh NPOBEPKM> <IOEMCTBME NPU OOHAPYXEHUM YyI'PO3B>

Bbl MOXXeTe NpoBeEpUTL CTaTyC BbINONHEHWS 3adadn [1osiHas npoeepka C MOMOLLBIO KOMaHAbl GetScanState (CM.
pasgen "GetScanState. CraTyc BEMONHeHus mposepku’ HA CTP. 254) M NOCMOTpeTb AaTy U BPEMS NOCNeaHero
BbIMONMTHEHUA MPOBEPKN C MOMOLLbIO KOMaHAbl GetLastScanTime (CM. pasgen "GetlLastScanTime. OmpeneneHus

BDPEMEHM BHIIOJHEHMA mposepky’ Ha CTP. 255).

O6nacTb NnpoBepkn

<bamsyel OJjig NPOBEPKM> Cnuncok dannos 1 nanok Yepes cMMmBon ;. Hanpumep,
C:\Program Files (x86)\Example Folder.
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HenicTBue npn oGHapyxeHUu yrposbl
0

NHdpopmumpoBaTthb. Ecnu BeiGpaH 3TOT BapuaHT
OencTBuA, To Npy 06HapYXeHNW 3apakeHHbIX
darinos Kaspersky Endpoint Security nobasnsiet
nHdopMaumo 06 aTux pannax B CNUCOK akTUBHbIX
yrpos.

JleunTb; yoanaTb, ecnv neyeHne HeBO3MOXHO. Ecnn
BblOpaH 3TOT BapuaHT gencTeusi, To Kaspersky
Endpoint Security aBTomatuyecku noitaeTcs
BbINIEYNTb BCE OOHapY>XeHHbIe 3apakeHHble hannbl.
Ecnn neyeHune HeBo3MOXHO, TO Kaspersky Endpoint
Security ux yganser.

OTOT BapuaHT 4encTBuS BbIBpaH No ymonyaHuio.

kescli —--opswat Scan C:\Documents and Settings\All Users\My Documents;C: \Program

Files 1

CwMm. Takxe:

[MpOBEPKA KOMMBIOTEPA....cevvvveniieeeeeeeeriinnseeeeeeeanes
dopmMumpoBaHmne 061aCTN MPOBEPKM.......uuveeeeeeenns
SCAN. AHTUBMPYCHASI MPOBEPKA......ccvvvnrreeerreennns

PaboTa C aKTUBHBIMUN YIPO3AMMU .........cvvvnrieeeneenns

GetScanState. Ctatyc BbinonHeHUs NPOBEPKU

Monyuntb MHOpPMaUMo 0 cTaTyce BbINONHEHUA 3aaun [TosHas nposepka:

e 1 —npoBepKa BbINONHAETCA.

e (0 —nposepka He 3anyLieHa.
CuHTakcuc KOMaHAbl

--—opswat GetScanState

kescli --opswat GetScanState
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GetLastScanTime. OnpegeneHuss BpeMeHU BbINOSIHEHUS NPOBEPKU

|_|OJ'Iy‘-II/1Tb Mchopmau,mo O gaTte 1 BpeMeHn nocnegHero BbiNONTHEHUA 3aaa4n lMonHas rpoeepkKa.

CuWHTaKcuc KoMaHab

--opswat GetLastScanTime

kescli --opswat GetLastScanTime

GetThreats. NonyyeHne aaHHbIX 06 OOHapYyXXeHHbIX yrpo3ax

Monyuntb cnmcok obHapyxeHHbIX yrpo3 (Omyem o6 yeposax). OTyeT cogepxuT nHdopmaumo 06 yrposax m
BMPYCHOW akTuBHOCTM 3a 30 AHEN 4O MOMEHTa Co3a4aHMs oTyeTa.

CuHTaKcuC KomaHabl

--opswat GetThreats

B pesynbTaTte BbinonHeHne komanabl Kaspersky Endpoint Security otnpaBuT oTBET B crieaytowiem dopmare:

<yMs OOHAPYXEHHOTO OOBekTa> <TuUIl 00BeKTa> <JaTa M BpeMs oODOHapyXeHUsa> <nyTb K oamniny> <nelcTBUue IIPpU
OBDHapyXeHUM yI'PO3L> <ypOBEHbL OIIaCHOCTM yI'PO3BL>

Administrator: Command Prompt

Tun o6bekTa

0 HeussecTtHO (Unknown).

1 Bupycol (Virware).

2 TposiHckune nporpammbl (Trojware).
3 BpenoHocHble nporpammebl (Ma lware).
4 PeknamHble nporpammsbl (Adware).
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5 MporpammMbl aBTOA03BOHA (Pornware).

6 Mporpammbl, KOTOpble MOTyT 6bITb NCMOSB30BaHbI
310YMBILLFIEHHUKOM A9 HAaHeCeHUs Bpeaa
KOMMbIOTEPY UNWU AaHHLIM MONb3oBaTens
(Riskware).

7 YnakoBaHHble 00beKThI, CNOCo6 YNakoBKM KOTOPbIX
MOXET UCMONb30BaTbCA ANs 3alMTbl BPELOHOCHOMO
koga (Packed).

20 HewnsBecTHble 06bekThl (Xfiles).

21 M3BecTHble nporpammbl (Software).

22 CkpbiTble dannbl (Hidden).

23 Mporpamma, TpebytoLlas Ballero BHUMaHWs
(Pupware).

24 AHomanbHoe nosegeHve (Anomaly).

30 He onpegeneHo (Undetect).

40 PeknamHble 6aHHepbl (Banner).

50 CeteBas ataka (At tack).

51 Hoctyn k peectpy (Registry).

52 Mopo3puTenbHble gencTeus (Suspicion).

60 Yassumoctn (Vulnerability).

70 ®uwmHr (Phishing).

80 HexenaTenbHble NOYTOBbIE BIOXEHWSA
(Attachment).

90 BpepoHocHas nporpammbl, o6HapyxeHHas ¢
nomoubto Kaspersky Security Network (Urgent).

100 HeunssectHas ccbinka (Suspic URL).

110 Opyras BpegoHocHasa nporpamma (Rehavioral).
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HencTBue npu oGHapyxeHUu yrposbl

0 HeunssecTHO (unknown).

1 Yrposa yctpaHeHa (ok).

2 OO6beKT 3apaxeH 1 He BbileyeH (infected).

5 OOBeKT B apxuBe 1 He BblleyeH (archive).

9 O6bekT BbineyveH (disinfected).

10 O6bekT He BbineyeH (not disinfected).

11 O6bekT yaaneH (deleted).

13 CospgaHa pesepBHas konus obbekTa (backupped).

15 OO6beKT NOMELLEH B pe3EPBHOE XPaHUULLLE
(quarantined).

23 O6bekT yaaneH npu nepesarpyske komnboTepa
(delete on reboot).

25 O6bekT BbifieyeH Npu nepesarpyske KoMnbloTepa
(disinfect on reboot).

29 O6beKT NOMELLEH B pe3epPBHOE XpPaHUULLLE
nonb3oBaTtenem (added by user).

30 O6bexT nobasneH B ucktoveHuns (added to
exclude).

31 OO6beKT NOMELLEH B pe3epBHOE XPaHWUIULLIE MpU
nepesarpyske komnbtoTepa (quarantine on
reboot).

36 NoxHoe cpabaTtbiBaHne (false alarm).

38 Mpouecc 3aBeplueH (terminated).

40 O6bekT He obHapyxeH (not found).

41 HeB0O3MOXHO yCcTpaHuTb yrpo3y (untreatable).

42 O6bekT BoccTaHoBneH (rolled back).

43 O6beKT co3gaH B pesyrnbTaTe akTMBHOCTM Yrpo3bl

(produced by threat).
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44 OGbeKT BOCCTAHOBIEH NPpUY Nepe3arpyske
komnbtoTepa (roll back on reboot).

Oxffffffff O6bekT He obpaboTtaH (discarded).

YpoBeHb 0MacHOCTU Yrpo3bl

0 HeunsBecTHo

1 Bbicokuii

2 CpegHun

4 Huskuin

8 MHdopMaLmOoHHbIN (HXe YypoBHA HuU3KUL)

UpdateDefinitions. O6HoBReHue 6a3 n mogynen nporpamMmbl

3anyctuTb 3agady ObHosneHue. Kaspersky Endpoint Security ncnons3syet MICTOYHMK MO YMONYaHWIO — CepBepbI
obHoBneHun "lNabopatopum Kacnepckoro".

CuHTaKcuC KomaHabl

--opswat UpadateDefinitions

Bbl MOXeTE NPOCMOTPETL AaTy U BPEMS BbINONHEHUsI nocrieaHen 3agadun ObHO81eHUEe C NOMOLLbIO KOMaHAbI
GetDefinitionsetState (CM. pa3gen "GetDefinitionState. OmpenmesieHMe BpPEMEHM BHIIOJIHEHMA OOHOBJIEHMA

Ha cTp. 258).

kescli --opswat UpdateDefinitions

GetDefinitionState. OnpegeneHue BpeMeHu BbINOSIHEHNA OOHOBNEHUA

Monyuntb MHpOPMaLMIO O AaTe U BPeMEHU NocreaHero BeinonHeHus 3agaun O6HoeeHue.

CuHTaKcuc KomaHabl

--opswat GetDefinitionState
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kescli --opswat GetDefinitionState

EnableRTP. BkntoyeHue 3awimTbl

Bknrountb KOMNOHeHTbI 3awmTbl Kaspersky Endpoint Security Ha komnbloTepe: 3almTa oT hainoBbIX yrpos,
3awuTta oT Be6-yrpos, 3awmra oT NoYTOBbIX Yrpo3, 3alymTa oT CeTeBbIX Yrpo3, MpenoTBpalleHne BTOPXKEHNNA.

CuWHTaKcKc KoMaHab
--opswat EnableRTP

Bbl MOXeTE NpoBepuTb cTatyc paboThbl 3almTbl OT anNoBbIX Yyrpo3 C MOMOLLLI0 KOMaHAbI
GetRealTimeProtectionState (CM. pasgen "GetRealTimeProtectionState. Craryc BammuTel OT baltJIOBEX
yrpos" Ha cTp. 259).

kescli --opswat EnableRTP

GetRealTimeProtectionState. Ctatyc 3awuTtbl oT ¢pannoBbIX yrpo3

Monyuntb MHpopmMaumto o ctatyce paboTbl KOMNOHEHTa 3aLymTa OT pannoBbIX Yrpoa:
e 1 — KOMMOHEHT BKITHOYEH.

e (0 — KOMMOHEHT BbIKITIOYEH.
CuHTaKkcuc KOMaHAbl

--opswat GetRealTimeProtectionState

kescli --opswat GetRealTimeProtectionState
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Version. OnpepneneHne Bepcum nporpaMmmbi

Onpegenutb Bepcuto nporpammel Kaspersky Endpoint Security ana Windows.
CuHTakcuc KOMaHAbl

--Version

Bbl Takke MoOXeTe ncnonbL3oBaTb COKpaLleHHYI0 KOMaHay -v.

kescli -v
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CoobuweHunsa o6 owmnbkax

Mpu paboTe ¢ NporpaMMoli BO3MOXHO NOSIBNEHUE CriedyroLwmnx coobLieHmii 06 omnbkax:

Tabnuya 18. CoobuweHust 06 owubkax u KoObl 8038pama

CoobuweHune 06 ownbke B KOMaHOHOM CTPOKe

Koa BozBpaTta B Shell

Error %$d getting thread's context

Error %d loading QueryInformationThread
function

Error %$d opening thread

Error %$d querying thread information

Error %d suspending thread

Error in UpdateKSNConfig

Error in thread safety code: could not
acquire a lock

Error: %S (err 0x%x)

Error: %S: %s (err 0x%x)

Error: '"$S' has not been completed due to
execution timeout

_Shell:: E TIMEOUT

Error: '%S' is disabled

Error: Cannot change state for '$S' (%S),
task already in state?

SHELL RET FAILED

Error: Cannot change state for '$S' (%S),
task disabled?

SHELL RET FAILED

Error: Cannot create message receiver

Error: Cannot create task, err=%08X

SHELL RET FAILED

Error: Cannot find task '%S'

SHELL RET FATILED
/SHELL RET PARAMETER INVALID

Error: Cannot get product settings

Error: Cannot get tasks list

SHELL RET FAILED

Error: Cannot initialize task parameters
block

SHELL RET PARAMETER INVALID

Error: Cannot open configuration file

V%Sl

Error: Cannot open list file '%S'

Error: Cannot set report handler
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Coo06LieHue 06 owMbke B KOMaHOHOW CTPOKe

Kog Bo3BpaTta B Shell

Error: Cannot start task '$S',
error=%08X

SHELL RET NO_ LICENCE

Error: Cannot start task '$S', no licence

_Shell:: S NO_LICENSE

Error: Cannot start task '$S',
parameters invalid

SHELL RET PARAMETER INVALID

Error: Cannot verify task parameters
block

Error: Change state failed for task '%S'
(%S), error=%08X

SHELL RET FATLED

Error: Command unavailable due to
password protection disabled

Error: Configuration file not specified

(/C)

Error: Credential is not obtained,
access denied

Error: Duplicate taskid '%S'

Error: Failed to flush cached data

Error: File list not specified

Error: File list not specified (/Q)

Error: Internal error %08X

SHELL RET FAILED

Error: Invalid command '%S'

Error: Invalid parameter '$S'

Error: Local task control is denied by
policy

Error: NOT IMLEMENTED

SHELL RET FAILED

Error: Not enough memory

Error: Nothing to scan

Error: Parameter '%S' must contain
exclusion specification

Error: Parameter '$S' must specify size
in megabytes

Error: Parameter not supported by task

V%Sl

Error: Password or login is invalid,
access denied

Error: Profile name must be specified

SHELL RET PARAMETER INVALID
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Coo06LieHue 06 owMbke B KOMaHOHOW CTPOKe

Kog Bo3BpaTta B Shell

Error: Task '%S' not found

SHELL RET TASK FAILED

Error: Unknown parameter 'S$S'

Error: Usage parameter /APP=<on]|off>

Error: Usage parameter
/iChecker=<on|off>

Error: Usage parameter /iSwift=<on|off>

Error: cannot open report file %S,
error=%d %s

Error: control of this task 1s not
allowed

Error: failed to register message
handlers

Error: failed to set INetSwift state

Error: failed to unregister message
handlers

Error: Local task control is denied by
policy

o

Scan Quarantine failed: %

SHELL RET FATILED

Scan Quarantine completed successfully

SHELL_RET OK

Failed to get AVP SERVICE PRODUCT. Error

SHELL RET FAILED

Disable command cannot be elevated.
Error

SHELL RET FAILED

Failed to disable product from command
line. Error

SHELL RET FAILED

Failed to get AVP SERVICE PRODUCT. Error

Failed to get TaskManager service. Error

Failed to get service locator. Error

Invalid parameters

SHELL RET PARAMETER INVALID

Failed while activating Global KSN

SHELL RET FAILED

Failed to execute command set silent
detect. Error

_Shell:: E FAIL

Failed to execute command silent detect
check. Error

~Shell:: E FAIL

Path not exist

Cannot write to file, no permission
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Coo06LieHue 06 owMbke B KOMaHOHOW CTPOKe Kog BosBpaTta B Shell
Cannot add key file SHELL RET TASK FAILED
INetSwift state set to SHELL RET OK

Internal error SHELL RET FATLED

Fail to terminate command on user's _Shell:: E BREAK FAIL
request

Command is terminated on user's request _Shell:: E BREAK OK

Koaobl BO3BpaTa

JTiobas komaHga, BbiNONHAEMasa agMUHUCTPATOPOM B KOMaHOHOW CTPOKe, MOXET BO3BpaLLaTh ko Bo3Bpata. Kogbl
Bo3Bpara ObiBatoT general unu cneundunyHble 4na OTAENbHbIX 3a4ad.

[ocTynHbl cneaytoLume Koabl BoO3BpaTa:

e General kogbl BO3BpaTa:
e 0 - 33gay4a BbINOSIHEHA YCMELLHO;
e 1 - HEKOPPEKTHOE 3HaYeHNe napameTpa;
e 2 - HemsBecCTHas owunbkKa;
e 3 -owunbka BO BpeMS BbINOMHEHUSA 3a4a4u;
e 4 - BbINOMHEHNE 334a4mM NpepBaHo.

o Koabl BO3BpaTa 3agayv aHTMBUPYCHOWN NPOBEPKMU:
e 101 - BCe onacHble 06bEKTbI 06paboTaHbI;
e 102 - obHapyxeHbl onacHble OO BLEKTDI.

o Kogbl Bo3BpaTta opyrux 3agad:
e —14 - NCTEKITO BpeMS OXMOaHUS.
e 239 - owmnbka BO BpeMs MPMOCTAaHOBKM 3a4auM.

e 240 -3agavya OTMEHEHa Nonb3oBaTeNEM.

-15 - cbann 3abnoknpoBaH OpYyrum NpoLEeccoOM U HELOCTYNEH Ansi 06paboTkM NporpamMmmon.

-10 - yka3aH HEBEPHbIN NyTb K OOBLEKTY.
e —§ - KITIOY HEOENCTBUTENEH.
e  —'/ - KIMOY HAXOAUTCS B YEPHOM CIMCKE.

e —13 - KoY NpegHa3Ha4YeH ans Apyroro npoaykra.
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° [1-127] - AHW 0O UCTEYEHNS CpOKa OENCTBUSA NULEH3NN.

Ecnu go uctedeHns cpoka gencTens nuueH3nmmn octanochb bonee 127 gHen, kog Bo3spaTa 127. Ecnn
00 NCTeYeHNs cpoka AeCTBUS NMLEH3MU OCTanocbk MeHee 127 AHen, Kof Bo3BpaTa COOTBETCTBYET
pearnbHOMY Konu4ecTBy AHeW. Ecniv nuueHsunsa yxe uctekna, kog Bosspara 1.

e 8000045 - HegocTaTO4HO Npas.

e 102 - ecTb HeOGpaboTaHHLIE Yrpo3bl.

Tabnuya 19. CumeorsibHbIe U YUCo8ble 3Ha4YeHUs1 Ko0o8 8o3spama
CumBoOnbHbIE 3HAYEHUsA YnucnoBble [JocTtynHo AnNA KOMaHA,
3Ha4vYeHwus

_Shell:: E TIMEOUT -14 START

UPDATE

ROLLBACK

SCAN
_Shell:: E BREAK FAIL 239 UPDATE

ROLLBACK

SCAN
_Shell::_E_BREAK_OK 240 UPDATE

ROLLBACK

SCAN
_Shell:: E FAIL -3 MESSAGES

LICENSE:

/Check

/Add (ActivateByCode)
/Add (ActivateByKeyEx)
/AddTicket

/DeleteKey

/Refresh

_Shell:: E_FILE BLOCKED -15 UPDATE
ROLLBACK
SCAN

_Shell:: E INVALID PATH -10 LICENSE:
/Add (ActivateByKeyEx)
/AddTicket

_Shell:: E INVALID SYNTAX -2 UPDATE
ROLLBACK
MESSAGES
SCAN
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CuMBOIbHbIE 3HAa4YeHUA

YucnosBble
3HauvYeHus

[JocTtynHo AnNA KomaHA,

_Shell:: E _KEY CORRUPTED

-8

LICENSE:
/Add (ActivateByKeyEx)
/AddTicket

_Shell:: E KEY IN BLST

LICENSE:

/Check

/Add (ActivateByCode)
/Add (ActivateByKeyEx)
/AddTicket

_Shell:: E KEY NOT MATCH

-13

LICENSE:
/Add (ActivateByKeyEx)
/AddTicket

~Shell:: S ALL DETECTION

UPDATE
ROLLBACK
SCAN

_Shell:: S NO_LICENSE

LICENSE:

/Check

/Add (ActivateByCode)
/Add (ActivateByKeyEx)
/AddTicket

/DeleteKey

~Shell:: S OK

UPDATE

ROLLBACK

SCAN

LICENSE:

/Add (ActivateByKeyEx)
/AddTicket

/Refresh

_Shell:: S PARTIAL DETECTION

UPDATE
ROLLBACK
SCAN

[1-127]

[1-127]

LICENSE:

/Check

/Add (ActivateByCode)
/Add (ActivateByKeyEx)
/AddTicket
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CuMBOIbHbIE 3HAa4YeHUA

YucnosBble
3HauvYeHus

[JocTtynHo AnNA KomaHA,

errACCESS DENIED

8000045

STOP
EXITPOLICY

SHELL RET FAILED

START

STOP

STATUS
STATISTICS
MODE

HELP

EXPORT
IMPORT

EXIT

ADDKEY
INETSWIFT
EXITPOLICY
STARTPOLICY
UPDATE
ROLLBACK
RENEW
DISABLE
TRACE\TRACES
SPYWARE
MESSAGES
RESTORE
PBATESTRESET
PATCHCOMPATIBILITYRESET
SCAN

-SHELL RET FAILED

LICENSE:
/Add (ActivateByKeyEx)
/AddTicket

SHELL_RET NO LICENCE

START
UPDATE
ROLLBACK
SCAN
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CuMBOIbHbIE 3HAa4YeHUA

YucnosBble
3HauvYeHus

[JocTtynHo AnNA KomaHA,

SHELL RET OK

0

START

STOP

STATUS
STATISTICS
HELP

EXPORT
IMPORT

EXIT

ADDKEY
INETSWIFT
EXITPOLICY
STARTPOLICY
UPDATE
ROLLBACK
RENEW
DISABLE
TRACE\TRACES
SLC

SPYWARE
LETSDUMP
MESSAGES
RESTORE
PBATESTRESET
PATCHCOMPATIBILITYRESET
SCAN
LICENSE:
/Add (ActivateByCode)
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CuMBOIbHbIE 3HAa4YeHUA

YucnosBble
3HauvYeHus

[JocTtynHo AnNA KomaHA,

SHELL RET PARAMETER INVALID

1

START

STOP

STATUS
STATISTICS
EXPORT
IMPORT
ADDKEY
INETSWIFT
UPDATE
ROLLBACK
RENEW
DISABLE
TRACE\TRACES
SPYWARE
RESTORE
PATCHCOMPATIBILITYRESET
SCAN

-SHELL RET PARAMETER INVALID

LICENSE:
/Add (ActivateByKeyEx)
/AddTicket

SHELL_RET_ SCAN ALI, THREATED

101

UPDATE
ROLLBACK
SCAN

SHELL RET_ SCAN NO THREATS

UPDATE
ROLLBACK
SCAN

SHELL RET SCAN SUSPICIOUS UNTREATED

UPDATE
ROLLBACK
SCAN

SHELL RET SCAN THREATS

102

UPDATE
ROLLBACK
SCAN
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CuMBOIbHbIE 3HAa4YeHUA Yucnosble ﬂOCTyI'IHO AnAd KoMmaH4
3Ha4YeHus

SHELL RET TASK FATLED 3 STOP
EXPORT
IMPORT
ADDKEY
UPDATE
ROLLBACK
RESTORE
SCAN

-SHELL RET TASK FAILED -3 LICENSE:

/Add (ActivateByKey)
/Add (ActivateByKeyEx)
/AddTicket

SHELL RET TASK STOPPED 4 UPDATE
ROLLBACK
SCAN

Koabl olunodokK

Mpn paboTe ¢ nporpammon Yepes KOMaHAHYK CTPOKY BO3MOXHO MOsiBNEHNe owmnbok. Mpu nosiBrieHnmn owmoku
Kaspersky Endpoint Security nokasbiBaeT coobeHne 06 owmnbke, HanpuMep, Error: Cannot start task
"EntAppControl'. Takke Kaspersky Endpoint Security MoxeT nokasatb 4OMOMHUTENbHbIE CBEAEHUSA B BUAE KOAa,
HanpuUMep, error=8947906D (CM. TAbNMLy HMXE).

Tabnuya 20. KoobI owubok

Koa owwimnb6ku OnucaHue

09479001 JInueHsnoHHbIn kntod anga Kaspersky Endpoint Security yke ncnonb3syetcsa Ha aTom
KOMMbloTEpe.
0947901D Cpok gencteus nuueHanm nctek. ObHoBneHne 6a3 HEOOCTYMHO.

89479002 Kritoy He HangeH.

89479003 LingpoBas nognuce noBpexaeHa unv He HangeHa.

89479004 [aHHble noBpeXaeHbI.

89479005 dann Knoya NoBpeXaeH.

89479006 McTek cpok AeNCcTBUSA NIULEH3UN NI CPOK FOQHOCTU NULEH3NOHHOTO KItoya.
89479007 dann knoya He ykasaH.
89479008 HeBO3MOXXHO NPUMEHUTL hann Knoya.
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Kon owwmnbkm

OnucaHue

89479009 He yganocb coxpaHuTb JaHHble.

8947900A He yganock npoynTaTth AaHHbIE.

8947900B Owwnbka BBOAA/BbIBOAA.

8947900C basbl He HaraeHbI.

8947900E BrbnunoTteka NULEH3MPOBaHNS He 3arpy>KeHa.

8947900F Basbl noBpexaeHbl N 0GHOBMEHbBI BPYYHY!HO.

89479010 Basbl noBpexaeHsbl.

89479011 HeB0O3MOXHO NPUMEHUTb HegeNCTBUTENbHbIA daiin knoya ans AobaeneHus pe3epBHOro
Knova.

89479012 CucremHas owwmnbka.

89479013 Cnuncok 3anpeLLeHHbIX KNHoYen NOBPEXOEH.

89479014 Lindposas nognuck darina He cooTBETCTBYET LmdpoBor nognucu "fllabopaTtopuu
Kacnepckoro".

89479015 HeBO3MOXHO MCNONb30BaTh KIHOY A4S HEKOMMEPYECKON NULEH3NN B KAYeCTBe Krtova Ansi
KOMMEPYECKOM NMNLIEH3NMN.

89479016 YTtob6bl ucnonb3oBaTb 6eTa-BepCuo Nporpammel, TpebyeTcs NuUeH3ns Ha
beTa-TecTMpoBaHue.

89479017 dann knoya He NOAXoANT AN AaHHOW NPorpaMmbl.

89479018 Kntou 3abnokupoBaH "Jlabopatopuen Kacnepckoro".

89479019 Mporpamma yxe nucnonb3oBanack no NpodHoOM nuueH3nn. HeBo3mMoXXHO cHoBa 406aBUTb
KN4 aAnsg npoGHON nnueH3nn.

8947901A dann knoya NnoBpeXxaeH.

89479018 Lindpposas noannce He HangeHa, NoBpexaeHa Unn He COOTBETCTBYET LiMpoBon noanmncu
"NabopaTopumn Kacnepckoro".

8947901cC HeBo3MOXHO 100aBUTb KoY, €CMW CPOK AENCTBUS COOTBETCTBYIOLLLEN EMY HEKOMMEPYECKOWN
NLIEH3UNN UCTEK.

8947901E HaTta cosgaHus danna kniova unmn ero NpUMeHeHNs HekoppekTHa. [poBepbTe CUCTEMHYIO
aary.

8947901F HeBo3MOXHO 400aBUTb KoY Ans NPOOHON NULIEH3NKW, NOKa AENCTBYET Apyras aHanornyHas
NNLLEH3NS.

89479020 | Crncok 3anpeLLeHHbIX KIIoYer NOBPEXAEH UMW He HaeH.

89479021 OnuncaHne 0GHOBNEHWUI MOBPEXOEHO UMW HE HAOEHO.

89479022 Owwnbka B cnyXebHbIX AaHHbIX O NULIEH3NOHHOM KITHOYE.

89479023 HeBO3MOXHO NPUMEHNTL HEAENCTBUTENBHbIN dhaln Knoya ans 4obaBneHust pe3epBHOro

KITto4a.
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Kon owwmnbkm

OnucaHue

89479025 Ownbka npu oTnpaske 3anpoca Ha cepBep akTuBaumm. Bo3aMoXHble NpyYMHbI: owmnbka
COEQMHEHMUSI C MHTEPHETOM WIK BPEMEHHbIE NPobreMbl Ha cepBepe akTuBaumu. Monpobyiite
aKTMBMPOBaTb MpPOorpamMmmy C NOMOLLLIO KoZa akTMBaLmMK nodxe. B cnyvae noBTopeHus
oLwNGKM 0BpaTUTECH K BalleMy UHTEPHET-NPOoBanaepy.

89479026 Owwnbka B OTBETE OT CepBepa akTUBaLMN.

89479027 HeBO3MOXHO Nony4nTb CTaTyc OTBETA.

89479028 Ownbka npu coxpaHeHn BpeMeHHOro davna.

89479029 BBefeH HeBepHbIN Ko akTUBaLUKM UMK Ha KOMNbIOTEPE YCTaHOBIIEHa HEKOPPEKTHas
cucTemHas aara. [poBepbTe CUCTEMHYIO AaTy Ha KOMMbIOTEpe.

8947902A dann knoya He NOAXOANT ANA AAaHHOW NPOrpaMmbl UNN UCTEK CPOK AENCTBUS NTULEH3UN.
HeBo3moxxHO akTuBmMpoBaTb Kaspersky Endpoint Security ¢ nomoLubto havina kntoya ans
Opyron nporpammbl.

8947902B He ygoanocb nonyuntb ¢han knoya. BBeaeH HeBEPHLIN KOA akTMBaLUN.

8947902C CepBep akTmBauumm Bo3spaTun owwmbky 400.

8947902D CepBep akTmBaumu Bo3paTun owmnbky 401.

8947902E CepBep akTmBaumun Bo3BpaTun owmbky 403.

8947902F CepBep akTuBaumun Bo3BpaTun owmnbky 404.

89479030 CepBep akTmBaumu Bo3paTun owmnbky 405.

89479031 CepBep akTuBaumun Bo3spaTun owmnbky 406.

89479032 TpebyeTcs ayTeHTUdUKaLMA Ha NPoKcU-cepBepe. [poBepbTe NapameTpbl CETU.

89479033 Bpemsa oxumpgaHus 3anpoca UCTEKITO.

89479034 CepBep akTmBaumun Bo3spaTun owmnbky 409.

89479035 CepBep akTmBauum Bo3BpaTun owmnbky 410.

89479036 CepBep akTmBaLumm Bo3BpaTUn owmbky 411.

89479037 CepBep akTmMBaLmm BO3BpaTUN OWMOKy 412.

89479038 CepBep akTmBaLmm Bo3BpaTUn owmbky 413.

89479039 CepBep akTMBaLmm Bo3BpaTUN owmnbKy 414.

8947903A CepBep akTMBaLmm Bo3BpaTUN owWmMOKy 415.

8947903C BHyTpeHHss1 owimbka cepBepa.

8947903D ®PyHKUMOHANBHOCTb HE NOAAEPKUBAETCS.

8947903E HekoppeKkTHbIN OTBET OT wWito3a. [NMposepbTe NapamMeTpbl CETU.

8947903F Cnyx06a HegocTynHa (owmnbka HTTP 503).

89479040 Bpems oxmaaHus oTBeTa OT Lnto3a UCTekno. [posBepbTe napameTpbl CeTu.
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Kon owwmnbkm

OnucaHue

89479041 lMpoTokon He nogaepXunBaeTcsl CEPBEPOM.

89479043 HeunseecTHas owmnbka HTTP.

89479044 HekoppekTHbIN naeHTudukaTop pecypca.

89479046 HekoppekTHbin agpec (URL).

89479047 HekoppekTHas Lenesas nanka.

89479048 Owmnbka BblaeneHnst NamsaTu.

89479049 Owwnbka koHBepTaumm napameTpoB B ANSI-cTpoky (url, folder, agent).

8947904A Owunbka cosgaHms pabovero noToka.

8947904B Pabounin noTokK yxxe 3anyLLleH.

8947904cC Pabounin NnoToK He 3anyLueH.

8947904D dann knoya He HaadeH Ha cepBepe akTuBauun.

8947904E Kntoy 3abnokvpoBaH.

8947904F BHyTpeHHss owmnbka cepepa akTuBaLun.

89479050 HepocTaTouyHO JaHHbBIX B 3anpoce Ha akTUBaLMIO.

89479053 CpoK rogHOCTM NMNLIEH3MOHHOIO KITkoYa UCTEK.

89479054 Ha komnbloTepe ycTaHOBEHA HEKOPPEKTHAsA CMCTEMHas AaTa.

89479055 Cpok genctems Npo6bHOM NULEH3NN UCTEK.

89479056 Cpok OencTBMA NULIEH3UN UCTEK.

89479057 [MpeBbILLEHO [OMYCTUMOE KONMYECTBO aKTUBALMIA NPOrpaMmbl C MOMOLLIbIO YKa3aHHOro Kkoga.

89479058 Mpoueaypa akTMBaLmm 3aBepLUMIach C CUCTEMHOM OLLMOKON.

89479059 HeBO3MOXXHO MCMNOMb30BaTh KIOY ANS HEKOMMEPYECKOM NULIEH3MM B KaYeCcTBe KIoya gn4d
KOMMEPYECKON JSTULIEH3NN.

8947905C TpebyeTcs Kog akTMBauumm.

89479062 HeB03MOXXHO NOAKMIOYUTLCA K CepBEPY akTUBaLuuu.

89479064 CepBep akTmMBaumm HegocTyneH. [poBepbTe NapaMeTpbl NOAKIOYEHNS K UHTEPHETY U
nonpobynTe akTMBMpPOBaTbL NPOrpamMmmy CHOBA.

89479065 [ata Bbinycka 6a3 nporpamMmmbl NPeBbILLAET ATy OKOHYaHWS CpOKa OENCTBUS NULLEH3NN.

89479066 HeBO3MOXXHO 3aMEHNTb aKTUBHbIN KINOY Ha KITOY C UCTEKLLMM CPOKOM rOL4HOCTH.

89479067 HeB03MOXHO 006aBUTL pe3epPBHbIN KITOY, €Crn ero CPok roAHOCTUN UCTEKAET paHbLLE Mo
CpaBHEHWIO C OEeNCTBYIOLEN NULEH3NEN.

89479068 OTcyTcTBYET OOHOBMEHHBIV KIMHOY MO NMOAMUCKE.

8947906A HeBepHbIl KO4 akTMBaumm (He COBMagaeT KOHTPOSibHAasA cyMmMa).

8947906B Kritou yxe akTnBeH.
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Kon owwmnbkm

OnucaHue

8947906C Tunbl NULEH3UA, KOTOPbIE COOTBETCTBYIOT aKTUBHOMY U pe3epBHOMY KIto4aM, He coBnagjaroT.

8947906D JInueHsnsa He ponyckaeT paboTy KOMMNOHEHTA.

8947906E HeBo3moxxHO [06aBUTL KIOY MO NOAMMUCKE B KAYECTBE PE3EPBHOTO.

89479213 O6Lwas owmrbka TPaHCMOPTHOIO YPOBHSI.

89479214 He yoanoch cBa3aTbCs ¢ CepBepoM akTMBaL M.

89479215 HesepHbii hopmat BeG-agpeca.

89479216 He yganocb npeobpasoBaTth agpec NpoKcu-cepeepa.

89479217 He ypnanocb npeobpasoBaTth agpec cepsepa. [1poBepbTe NnapamMeTpbl NOAKTHOYEHUS K
UHTEpHETY.

89479218 He yoanoch cBa3aTbCs C CepBepOM akTMBaLMU UMW C MPOKCU-CEPBEPOM.

89479219 OTka3s B yganéHHom gocTyne.

8947921A Bpemsa oxumpgaHmsa oTBeTa UCTEKO.

8947921B Owwubka otnpaekm HTTP-3anpoca.

8947921C Owwnbka SSL-coeanHeHns.

8947921D Onepauusa npepBaHa B pesynbTaTe o6paTHOro Bbi3osa.

8947921E CrinLKOM MHOro nepeHanpaBneHui.

8947921F MpoBepka agpecarta 3aBepLUMIiach C OLLUNOKOMN.

89479220 [MycTon oTBET OT cepBepa akTMBaLUN.

89479221 Owwnbka oTnpaBkM AaHHbIX.

89479222 Owmbka npnema gaHHbIX.

89479223 Owmbka nokanbHoro SSL-ceptudukara.

89479224 Owwmbka SSL-wmndpoBaHus.

89479225 Owwnbka SSL-cepTudukarta cepsepa.

89479226 HekoppekTHoe coaepXnmoe ceTeBOro NakeTa.

89479227 [Monb3oBaTento oTkasaHo B AOCTYMe.

89479228 HekoppekTHbin dhann SSL-cepTudukara.

89479229 He ygnanocb yctaHoBUTbL SSL-coeuHeHue.

8947922A He yganocb oTnpaBuTb Unu NpUHATL ceTeBOM NakeT. [NoBTopuTe NONbLITKY NO3aHee.

89479228 HekoppekTHbIN dhalin ¢ 0TO3BaHHbIMU cepTUdUKaTamu.

8947922C Owmbka 3anpoca SSL-cepTudumkaTa.

89479401 HeunsBecTHasi ounbka cepsepa.

89479402 BHyTpeHHsIst oimbka cepBepa.
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Kon owwmnbkm

OnucaHue

89479403 JIMLEeH3MOHHBIN KoY AN BBEOEHHOro Koga akTuBauum OTCYTCTBYET.

89479404 AKTUBHbIV KMoy 3a610KNMPOBaH.

89479405 OTtcyTCcTBYIOT 0653aTenbHbIe NapaMeTpbl 3anpoca 4518 akTuBaLMm Nporpamme.

89479406 HeBepHble UMsA nonb3oBaTtens unu naporb.

89479407 Ha cepBep nepeaaH HeBEPHbIN KO akTUBaLU.

89479408 Kop aktnBaumu He noaxoaut ons Kaspersky Endpoint Security. HenssecTtHo, ons kakomn
nporpaMmbl NpeaHasHayYeH Ko akTuBauun.

89479409 B 3anpoce oTCyTCTBYET KOA akTUBALUN.

8947940B McTek cpok genctemsa nuueH3ny (Mo gaHHbIM OT CcepBepa akTuBaLuun).

8947940C [MpeBbILLIEHO YNCIIO akTUBALMIN NPOrpaMMbl C MOMOLLbIO 3TOMO KOAa akTUBaLMK.

8947940D HeBepHbin hopmaT ngeHTndmkaTopa sanpoca.

8947940E Kop aktnBaumu He noaxogut ans Kaspersky Endpoint Security. Kog aktuBawmm
npegHasHayeH ansa gpyron nporpammel "flabopaTtopum Kacnepckoro”.

8947940F HeB03MO)XHO OOHOBUTL NMULIEH3UOHHBIN KITHOY.

89479410 Kop akTnBaumm He noaxoauT Ans 3TOro pernoHa.

89479411 Kop aktnBaummn He nogaxoguT Ans s3bikoBon Bepcumn Kaspersky Endpoint Security.

89479412 TpebyeTcs gononHUTENbHOE ObpaLLEHME K CEPBEPY aKTUBALIUN.

89479413 CepBep aKkTMBaLumn BEPHYI OLINOKY 643.

89479414 CepBep aKkTMBaLmu BEPHYI OLINOKY 644,

89479415 CepBep aKkTMBaumu BEPHYI OLINOKY 645.

89479416 CepBep aKkTMBaumu BEPHYI OLINOKY 646.

89479417 dopmart koga akTMBauun He NOAAEPKMBAETCA CEPBEPOM aKTUBALIN.

89479418 HeBepHbIM oopmaT Koga akTusauuu.

89479419 Ha komnbloTepe yCcTaHOBIEHO HEKOPPEKTHOE CUCTEMHOE BpeMS.

8947941A Kog aktuBauum He noaxoaut ans sepcumn Kaspersky Endpoint Security.

8947941B MNopgnucka uctekna.

8947941C [NpeBbIlLEH Npeaen KonmMyecTsa akTuBauun Ans 4aHHOro MLEH3MOHHOrO KItoYa.

8947941D HeBepHas ungposBas NoANUCh JINLEH3NOHHOTO Kntoya.

8947941E TpebytoTcs 4ONONMHUTENBHBIE OAHHBIE MONb30BaTENS.

8947941F [MpoBepka AaHHLIX NONb30BaTeNs 3aBepLUEHa C OLLINOKOMN.

89479420 Nopgnucka HeakTUBHA.

89479421 TexHu4eckne paboTbl Ha cepBepe akTUBALUN.
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Kop, oun6kmn OnucaHue
89479501 HewnsecTtHas owmnbka Ha cTopoHe Kaspersky Endpoint Security.
89479502 MepenaH HegonycTUMbIN NapamMeTp (HanpuMep, NycTon CMMCOK aapecoB CepBepoB
aKkTmBaumn).
89479503 HeBepHbIN KoA akTuBaumm.
89479504 HesepHoe nmsa nonb3osaTens.
89479505 HeBepHbIn naponb nonb3oBartens.
89479506 CepBep akTMBaLuM BEpPHYIT HEBEPHbLIN OTBET.
89479507 3anpoc Ha akTMBaumio NpepsBaH.
89479509 CepBep akTMBauuMn BEPHYN NYCTOM CMMCOK Nepeagpecaunn.

Ucnonb3oBaHue npoduneun 3apgad

lpocbunes 3ada4qu (panee Takke "npodumnb") — 370 HAbop NapameTpoB B TEKCTOBOM U BMHaApHOM Buae ans
cosganusa 3agayn Kaspersky Endpoint Security.

Mpodunun onpegensatoTca B peectpe onepaumoHHon cuctembl Windows B BeTke
HKEY LOCAL MACHINE\SOFTWARE\KasperskyLab\protected\KES10SP2\profiles um
HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\KasperskyLab\protected\KES10SP2\profiles.

Mpodunn nMeroT nepapxmyeckyto CTpykTypy. M3MeHeHnsi, BHECEHHbIE B pOAUTENBLCKMIA NPocunb, OTpaXKarTcs u
Ha nNpodunnax, BXOASLINX B €ro cocTaB. Hanpumep, npu yaaneHum poguTenbckoro npodpuna Bce npodunu,
BXOAsILLME B €ro CoCTaB, Takke OyayT yaaneHsbl.

Mpodunnb MOXET cogepxaTb criegyoLlime napameTpbi:

flags — BHYTPEHHUA MeXaHU3M, ONUCLIBAKOLUIA AOCTYNHbIE Onepauun ¢ 3agaden;

enabled — napameTp, paspeLluarLLmi Unu 3anpeLLaroLLnin 3anyck 3agadu;

installed — BHYTPEHHUI MEXaHW3M, ONPEAEN oL MA, yCTAaHOBMNEHbI N MOAYNW ANst JaHHOro npoduns;
level — BHYTPEHHUN MEXaHM3M, UCMONb3yeMbl AN pa3aeneHns napameTpoB Mo YPOBHSM;

type — TEKCTOBOE OMMCaHne Tuna 3agaqv;

remote — napameTp, NO3BOMSIOLWMNIA 3aNyCTUTb 3agadvy B OTAENbHOM NpoLecce;

admflags - napameTpbl ynpasrneHusi 3agaden ¢ nomolbto Kaspersky Security Center;

pid — naeHtudmkatop GMHapHOro Moayns, KOTOPbI COAEPXKUT peanu3aumio 3agadu;

i1id — naeHTndumkatop nHTepdenca sagaym, onpeaensowmin Knacc, KoTopblii COOEPXNUT UCNOSTHAEMbIN
Koa ans paboTbl 3agaydu;

persistent —napameTp, ONpeaensowmn KOMYeCcTBO 3a4a4 O4HOro TUMa, KOTOpble MOXHO co34aTh B
nporpamme Kaspersky Endpoint Security;

Paboma c npozpammoli u3 KomaHOHOU CMpPOKU
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idSettings —unageHTUMKaATOP CTPYKTYPbl NapamMeTpos;
idStatistics —wnageHTUdUKaTop CTPYKTYPbl CTaTUCTUKN BbINONHEHUS 3a4a4uu;
schedule —napaMeTpbl pacnucaHua 3agayu;

runas — napameTpbl NpaB 3anycka 3agayum (MCnosb3yeTcs TONbKO NpU 3HAa4YeHMN NapameTpa
persistent = 0);

smode — napameTp, MCI'IOJ'Ib3yeMbII7I Anga OoTnoXeHHOoro BbIMOJNTHEHUA 3agavu;
settings — AONOJTHUTENbHbIE NapaMeTpbl 3a0a4vu;

def — napamMeTpbl 3a4a4u, yCTaHOBIIEHHbIE NO YMOYaHUIO.

Kaspersky Endpoint Security BoinonHsaeT 3agaym Ha 0OCHOBE 3aaHHbIX napameTpos npoduns. Mpu cosgaHum
3aa4u nporpaMmmMa cHMTbIBaeT BCe NpOodunu 13 peectpa v AN Kaxaoro npouns BbINOMHAET cneayoLimne

nencreus:
1. CospgaeT nycTylo CTPYKTYpPY NapaMeTpoB ¢ TUNOM idSettings.
2. [ecepuanuayet 3Ha4yeHuUsi NnapaMeTpa settings B NOAFOTOBMEHHYIO CTPYKTYpY.
Ecnu 3HavyeHuns napameTpa settings He 3aaHbl, TO nNporpaMmmMa ncnosib3yeT 3Ha4eHn4
napameTtpa def n gecepuanunayeT ux B CTPYKTYpY. [1pn oTCyTCTBUM 3HAYeHUn napameTpa def
NCNOJ1b3YKOTCA CUCTEMHbIE 3HAYEHUA, 3ajaHHbIE€ MO YMOJI4aHUIO Ond ﬂyCTOI?I CTPYKTYpPbl napamMeTpoOB.
3. CospgaeT nNycTyko CTPYKTYpPY € TMNOM 1dStatistics, ecnu aToT napameTp 6bin ykasaH B npodune gns
co3gaBaeMon 3agauun.
4. Haxogut GuHapHbI Mogynb No naeHTndmkatopy pid.
5. Cosgaet aKk3eMnnsAp 3agayum no ngeHtudukatopy i id ns GuHapHoro mogyns.
6. [lepenaet cTpyKTypy NnapameTpoB U CTATUCTUKMN MOSTYYEHHOMY 3K3EeMMAspy 3adaudn.
7. Ecnu ykasaHbl 3Ha4yeHus napameTpoB installed = 1 upersistent = 1, TO nporpamma 3anyckaet
3agadvy.
8. Ecnu ykasaHo 3HaveHue napameTtpa persistent = 0, To nporpamma NpoBepsieT napameTpsbl

schedule n smode 1 NnaHWpyeT 3anycK 3agayn B COOTBETCTBUN C 3aAaHHbIMU 3HAYEHUAMN.

KoHconb agmunnctpupoBaHusa Kaspersky Security Center no3sonsieT co3gaBaTb HECKOMbKO rpynnoBbIX 3agad
O[HOro TUNa ¢ pasnuyHbIMK NapamMmeTpamu. [na Kaxgon Takon 3agaym B peectpe co3gaeTcs npodunb ©
HasBaHuem BMga <profile name>S$<unique id>,rge unique id - yHUKaNbHbI MOEHTUMUKATOP AN

3agaun.

NMpodumnu nporpammeoli

lpogburnb — KOMMNOHEHT, 3agada unu pyHkuusa Kaspersky Endpoint Security. MNpodwnun npeaHasHayeHsl ons
yrnpaBrneHns NporpaMMon U3 KOMaHAHOW CTPOKU. Bbl MoXeTe ncnone3oBaTe NpoduUnNu Ans BbINONMHEHUS KOMaHA,
START, STOP, STATUS, STATISTICS, EXPORT M IMPORT. C NOMOLLbIO MPOdMIIEN Bbl MOXETE HACTPOUTb NapameTpbl
nporpammbl (Hanpumep, STOP DeviceControl) UNW 3anyCTUTb 3agavy (Hanpumep, START Scan My Computer).

Paboma c npozpammoli u3 KomaHOHOU CMpPOKU

277



kaspersky

HocTtynHel cneytowme npodpunu:
e AdaptiveAnomaliesControl — AganTUBHLIA KOHTPOMNb aHOManuN.
e AMST — AMSI-3awura.
e BehaviorDetection — AHanu3 noBeaeHus.
e DeviceControl — KoHTpoOnb YCTPOWCTB.
e EntAppControl — KoOHTponb nporpamm.
e File Monitoring wnu FM — 3awmTta oT ainosbIX yrpos.
e Firewall wunu FiW — CeTeBOM 3KpaH.
e HIPS —[lpegoTBpalleHne BTOPXEHUN.
e TIDS — 3awuTta OT ceTeBbIX Yrpos.
e IntegrityCheck —llpoBepka LenoCTHOCTH.
e Mail Monitoring wnu EM — 3almra OT NOYTOBbIX Yrpo3.
e Rollback —OTkaT OOHOBMEHMS.
e Scan ContextScan —[IpoBepka N3 KOHTEKCTHOTO MEHIO.
e Scan IdleScan —®oHoBas npoBepka.
e Scan Memory — [lpoBepka namsaTtu sapa.
e Scan My Computer —[lonHaa nposepka.
e Scan Objects —BbibopoyHas nposepka.

e Scan QOscan —[llpoBepka 06BLEKTOB, 3arpy3ka KOTOPbIX OCYLLIECTBAETCS Npu 3anycke onepalvoHHO
CUCTEMBI.

e Scan Removable Drive —T[IpoBepKka CbeMHbIX ANCKOB.

e Scan Startup wnm STARTUP — [MpoBepka BaxHbIX obnacTen.
e Updater — OBHOBMNEHNE.

e Web Monitoring wunu WM - 3awura ot Be6-yrpos.

e WebControl —Beb-KoHTponb.

Takke Kaspersky Endpoint Security nogaepxmsaeT paboTy cnyxebHbix npodunen. CrnyxebHble npodunu
MOryT NoHagobuTbcs Npu obpallueHnn B Cnyx0y TexHuyeckon noaaepxku "INabopaTtopum Kacnepckoro”.

Paboma c npozpammoli u3 KomaHOHOU CMpPOKU
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[NenctBus nocne c6os Unu
HeyCTpaHUMMOMU OLLUOKU B padboTe
nporpamMmmbl

Mporpamma aBTOMaTUYECKN BOCCTaHaBNMBaeET CBOK paboTy nocne cboes, yyacTue nons3osaTens He Tpebyertcs.
B cnyuae, korga nporpamMma He MOXeT BOCCTaHOBUTb CBOK paboTy, Bam TpebyeTcsa nepeycTaHOBUTb Nporpammy
Unn ee KOMMOHEHT. Bbl Takke MoXxeTe 0bpaTMTbCA 3a NOMOoLLbI0 B Cnyx6y TEXHMYECKON NoAAEPXKN (CM. pasgen
"Cnocobbl NonyyYeHns TEXHUYECKON nogaepxkn” Ha cTp. 280).

[Hetlicmeusi nocne c6os unu HeycmpaHuMmoUl owubKu e pabome npozpammb|
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CnocoObl nony4yeHUss TeXHUYeCKou
noaaepPXXKu

Ecnu Bbl He HaLWNKW peLleHust Ballen npobnemMbl B JOKYMEHTaLMM UK APYrMX UCTOMHMKAX MHdopmMaummn o Kaspersky
Endpoint Security, pekomeHgyeTcs obpatutecsa B Cnyx0y TexHndeckon nogaepxku. CotpyaHunkm Crnyx0Obl TEXHUYECKOW
nooaep Kk OTBETHAT Ha BalLM BOMpPOCkl 06 ycTaHoBKe M ncnons3oBaHum Kaspersky Endpoint Security.

Kaspersky npegoctasnsiet nogaepxky Kaspersky Endpoint Security B TeueHme Xn3HeHHOro umkna (Cm.
CTpaHuLy Xn3HeHHoro uumkna nporpamm (https://support.kaspersky.com/corporate/lifecycle)). MNpexge yem
o6paTtutbcs B Cnyx0y TEXHUYECKON NOAAEP>KKM, O3HAKOMbTECH C NMpaBunamMm NpegocTaBneHnst TEXHUYECKOM
nogoaepxkn (https://support.kaspersky.ru/support/rules#ru_ru).

Bbl MOXeTe cBA3aTbCsa co crneuumanmuctamm Cnyxbbl TEXHUYECKON NOAAEPXKKM, OTNPaBMB 3anpoc B Cnyxoy
TexHn4yeckon nogaepxkn "NMadopatopum Kacnepckoro" ¢ noptana Kaspersky CompanyAccount
(https://companyaccount.kaspersky.com).

TexHnyeckasa nogaepxka yepe3 Kaspersky
CompanyAccount

Kaspersky CompanyAccount (https://companyaccount.kaspersky.com) — 3To nopTan Ans opraHM3auun,
ncnonb3yoLwmx nporpammbl "fllabopatopum Kacnepckoro”. Moptan Kaspersky CompanyAccount npegHasHaveH
0515 B3aMMOAENCTBMSA Nonb3oBaTenen co cneynanuctamm "fllabopatopmm Kacnepckoro” ¢ NOMOLLbH SMEKTPOHHBIX
3anpocoB. Ha noptane Kaspersky CompanyAccount MOXXHO OTCreXxmnBaTb cTaTyc o6paboTkM SNEeKTPOHHbIX
3anpocoB cneynanuctamm "llabopatopum Kacnepckoro" n XxpaHnTb UCTOPUIO SIEKTPOHHLIX 3anpoCcoB.

Bbl MOXeETE 3aperncTpMpoBaTb BCEX COTPYAHMKOB BaLUEW OpraHn3aumm B paMmkax Of4HOM YY4EeTHOW 3anucu
Kaspersky CompanyAccount. OgHa y4eTHas 3anmcb NO3BOSISIET BaM LEeHTPann3oBaHHO YrpaBrsiTb 3N1IEKTPOHHBIMU
3anpocamu OT 3aperncTpmpoBaHHbIX COTpyaAHMKOB B "JlabopaTtoputo Kacnepckoro”, a Takke ynpaenaTb npaBamm
3TMX coTpyaHukoB B Kaspersky CompanyAccount.

MopTan Kaspersky CompanyAccount 4OCTYNEH Ha CrieayroLmx sa3blkax:

®  AHINMICKOM,;

®  1ICMaHCKOM;

e  /TaInbSHCKOM,;

e  HEMELKOM;

®  MOJIbCKOM,;

e  MOPTyranbCKOM;
®  pYCCKOM,;

e (bpaHLy3CKOM;
e  SAMOHCKOM.

Bbl MoxeTe y3HaTb 6onblue o Kaspersky CompanyAccount Ha Be6-cante Crny0bl TEXHUYECKOW NMOALEPKKM
(https://support.kaspersky.ru/fag/companyaccount_help).

Criocobbl rnony4yeHusi mexHu4eckou nodoepxKu
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O6paweHune B Cnyx0y TeXHN4eCKOM noanepxku

Ecnu Bbl He HaWWNW peLleHns Ballen Npobrnembl B 4OKYMEHTaUUM UNN ApYrmx NCTOYHMKaX MHGopMaLum o
Kaspersky Endpoint Security, pekomeHrgyeTtcst 06patuTecs B Cnyx0y TexHu4eckon nogaepxkn. CoTpyaHukm
Cnyx06bl TEXHNYECKOW NOAAEPXKKN OTBETAT HA BaLLM BOMpoOCkl 06 ycTaHOBKe U ucnonb3oBaHun Kaspersky Endpoint
Security.

Kaspersky npegoctasnsiet nogaepxky Kaspersky Endpoint Security B TeueHne Xn3HeHHOro uukna (Cm.
CTpaHuLy Xn3HeHHoro uukna nporpamm (https://support.kaspersky.com/corporate/lifecycle)). Mpexae yem
o6paTtutbcs B Cnyx0y TEXHUYECKON NOAAEP>KKM, O3HAKOMbTECH C NpaBunamMm NpeocTaBneHnst TEXHUYECKOM
nogaepxkn (https://support.kaspersky.ru/support/rules#ru_ru).

Mocne Toro kak Bbl nponHdopMmpyeTe creumanmctoB CnyxObl TexHU4eckon nogaepxku "labopatopun
Kacnepckoro" o Bo3HuKLIEN Npobneme, OHM MOryT NONPOCUTL Bac co3aath galisn mpaccuposku. ann
TpaccMpoBKM NO3BONSAET OTCreanTb NPOLIECC NOLAroBOro BbiNOfIHEHUSA KOMaHA NporpamMMbl 1 0BHapYXuUTb, Ha
Kakom aTane paboTbl NporpaMMbl BO3HMKAET OLLMOKa.

Kpome Toro, cneyunanuctam Crnyxbbl TEXHUYECKOM NOAAEPKKN MOXET NOHaA0OUTLCS LONONHUTENbHAs
NHpopmaumsa o6 onepaunoHHON CUCTEME, 3anyLLIEHHBIX NPOLECCax Ha KOMMNbOTEPE, NOAPOOHbIE OTYEThI PaboThI
KOMMOHEHTOB Nporpammbl.

Bo Bpems pabot no gnarHoctuke cneumanmctbl Cnyxobl TEXHMYECKOM NOOEPXKKN MOTYT NOMPOCUTbL BaC U3MEHUTb
napameTpbl NporpamMmbi:

e AkTuBMpOBaTb PYHKLNOHANBHOCTb NOMYYEHUS PacLUMPEHHON OMArHOCTUYECKON MHApopMaLMK.

e  BbinonHuTb 60ree TOHKY0 HAaCTPOWNKY paboThbl OTAENbHbLIX KOMMOHEHTOB NPOrpaMmbl, HEAOCTYMNHYO Yepe3
CTaHOapTHble cpeacTBa NOsb30BaTENbLCKOro NHTEpdenca.

e  3mMeHUTb NnapamMeTpbl XpaHEHUS NONMYYEHHOW ANArHOCTUYECKON MHAbOpMaLLMK.
e HacTtpoutb nepexeaTt n coxpaHeHue B pawn ceteBoro Tpaduka.

Bcsa Heobxogumas Ans BbINOMHEHUS NEPEYNCTIEHHbIX AENCTBUIA MHOpMauus (onMcaHne nocnegoBaTensHOCTH
LIaroB, M3MeHsieMble NapaMeTpbl, KOHPUIypaunoHHbIE dawnbl, CKPUNTbI, JOMNONHUTENbHBIE BO3MOXHOCTMU
KOMaHOHOW CTPOKX, OTNaA0YHbIe MOAYNM, Creumanmn3npoBaHHble YTUNUTLI U Tak garnee), a Takke cocTaB
MOMyY€eHHbIX B OTNIA00YHbIX Liensx AaHHbIX OyayT coobuleHsbl Bam cneunanctamm Cryxbbl TeXHUYeCKon
noaaepxku. MNonyvyeHHas paclimpeHHas guarHoctTmieckas MHopMaLmsa COXpaHAeTCs Ha KoMmnbloTepe
nonb3oBaTens. ABToMaTnyecKkas nepechifika nony4eHHbIX gaHHbix B "llabopaTtopuio Kacnepckoro" He
BbIMOMHAETCS.

MepeyncrieHHble Bbille AeCTBUS AOMKHbI BbIMOMHATLCA TOSNbKO MNOA PYKOBOACTBOM crieumanuctoB Cryxobl
TEXHUYECKOV NOAAEPKKM MO MOSYYEHHBIM OT HUX MHCTPYKUMSIM. CamMoCTosATENbHOE M3MEHeHVe NapaMeTpoB
paboTbl NporpamMmbl crnocobamm, He onncaHHbIMU B PyKOBOACTBE agMUHUCTpATOPa UM B pEKOMeHAaLUmsaxX
cneuunanuctoB Crnyx06bl TEXHUYECKON NOAAEPKKM, MOXKET NMPVBECTM K 3aMeaneHunto u cbosiM B paboTe
onepaLVoOHHON CUCTEMbI, CHIDKEHUIO YPOBHS 3alLIMTbI KOMMbIOTEPA, a TaKkKe K HapyLLEHWUIO JOCTYMHOCTA 1
LierocTHOCTU obpabaTbiBaeMoli MHpopMaLmn.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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O cocTtaBe u xpaHeHuUn hannoB TPACCUPOBKU

Bbl camu HeceTe OTBETCTBEHHOCTb 3a obecneyeHre 6e30nacHOCTM NONYyYEHHOW MHpopMaLuun 1, B
YaCTHOCTU, 3@ KOHTPOIb M OrpaHuyeHne JOCTyna K NonyYeHHON MHopMaLMm, XpaHMOM Ha KomnbloTepe, 40
ee nepegaum B "flabopatoputo Kacnepckoro".

daiinbl TPaCCUPOBKN XPaHATCS Ha BalLeM KOMMbIOTEPE B TEYEHME BCErO BPEMEHW UCMOSIb30BaHUSI NporpaMmbl 1
6e3B03BpPaTHO yAansoTCs NPy yaaneHum nporpamMmmei.

danbl TpaccMpoBKM, kpome dhainrnoB TPAcCUPOBKM AreHTa ayTeHTUMKaLUN, XpaHATCA B Narnke
%ProgramData%\Kaspersky Lab\KES\Traces.

darinbl TpacCMPOBKM Ha3bIBAKOTCS CreayroLmnmM o6pa3om: KES<ciTyXeOHBI HOMep
Bepcur dateXX.XX timeXX.XX pidXXX.><rtun oQanja TpacCUupoBKM>.log.

Bbl MOXeTE NPOCMOTPETL AaHHbIE, 3anncaHHble B haninbl TPAaCCUPOBKM.
Bce dannbl TpaccMpoBkM cogepkat crnegyrome oblime gaHHble:

e Bpems cobbiTus.

. Homep noToka BLINOSTHEHNS.

3Ty MHOPMaLMIO HE COOepPXUT harn TpacCUpoBKN AreHTa ayTeHTUmKaLmu.

e  KOMMOHEHT Nporpammel, B pe3ynbTaTe paboTbl KOTOPOro MPOM3OLLIIO COObITHE.
o CTeneHb BaXXHOCTU COObITUSA (MHPOPMALMOHHOE, NpeaynpeXaeHne, KpUTU4eCKoe, owmodka).

e OnucaHune cobbITUS BbINOMTHEHUSI KOMaHAbl KOMIMOHEHTA NPOrPaMMbl U pe3ynbTaTa BbiNOMHEHUs! 3TOW
KOMaHAbl.

Kaspersky Endpoint Security coxpaHsieT naposnv nonb3oBaTtens B chann TpacCUpPOBKU TOMbKO B
3alWmMdpoBaHHOM BUAE.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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CopepxaHue cannoB TpaccupoBku SRV.log, GUl.log n ALL.log

B cbannbl TpaccupoBkn SRV. 1og, GUI.1log M ALL.10g, NOMAUMO OBLUMX AaHHbIX, MOXET 3anncbliBaTbCs
cneayowasa nHpopmMauus:

nepCOHaJ'Ibele AaHHble, B TOM 4Yucne ¢)aMI/1.I'II/IF|, MA N O0TYECTBO, €CJTN 3TN AaHHblIe ABNAKTCA YaCTbiO
nyTn K cbaﬁnaM Ha N1oKallbHOM KOMMblOTEpeE.

JaHHble 06 ycTaHOBNEHHOM Ha KOMMbIOTEPE annapaTtHoOM obecnevyeHnmn (HanpuMep, AaHHbIe O MPOLUNBKE
BIOS / UEFI). 3Tn gaHHble 3anucbiBatloTca B dhaiiribl TPAacCMPOBKY NPW BbIMNOSTHEHUM NONHOAMCKOBOMO
WndppoBaHusa no TexHonorun LndposaHue ancka Kaspersky.

Wms nonb3oBaTens u naporb, ECNN OHU NepeAaBanvch B OTKPLITOM Buge. ATV AaHHble MOryT
3anucbiBaTbCs B doaiinbl TPaCCUPOBKY MpY NPOBepKe UHTEpHET-Tpaduka.

Mma nonb3oBaTtens 1 naponb, eCn OHW coaepXXaTca B 3aronoBkax npoTtokona HTTP.

Wms yyeTHom 3anucu anga sxoga B Microsoft Windows, ecnv ums y4eTHOM 3anvcum ABnseTcs YacTbio MMEHU
danna.

Appec Ballel 3NeKTPOHHOM NOoYThl UK BEG-aapec ¢ MIMEHEM YYETHOW 3anucu 1 naposnem, ecrim OHU
cogepxatcs B UMeHU 0bHapy>XeHHOro obbekTa.

Beb-canTbl, KOTOpbIE Bbl MOCELLAETE, a TaKKe CCbINKN C 3TUX BED-CaNTOB. JTU JaHHbIE 3aNUCLIBAOTCS B
Ghannbl TpPacCcMpPOBKM, KOoraa nporpammMa npoBepsieT Beb-canThbl.

Appec npokcu-cepeepa, nms KomnekoTepa, nopT, IP-agpec, nmsa nonb3oBarensi, MCNOMb3yemMoe npum
aBTOpU3aLUM Ha NPOKCU-cepeepe. TN AaHHbIE 3anUCkIBalOTCs B (halinbl TPAaCCMPOBKKU, €CNX NporpamMmma
NCrnonb3yeT NPOKCU-CepPBEP.

BHewHue IP-agpeca, ¢ koTopbiMu ObIfIO YCTAHOBIIEHO COEAUHEHME C BalLEro KOMMboTepa.

Tema coobLeHus, naeHTudurkaTop, MMs OTNpaBUTENS U agpec Be6-CTpaHuLbl OTNpaBuTens coobLleHns B
coumanbHON ceTn. OTW AaHHbIe 3anuCbiBalOTCA B hannbl TPACCUPOBKU, ECIN BKIHOYEH KOMMOHEHT
Be6-KoHTponb.

[aHHble 0 ceTeBOM Tpadmke. OTW AaHHbIE 3anMMCbIBaOTCA B dalsibl TPACCUPOBKU, €CMN BKITHOYEHDI
KOMMOHEHTbI MOHUTOpUMHra Tpadumka (Hanpumep, Beb-KoHTponb).

[aHHble, nonyyeHHble ¢ cepepoB "JlabopaTopun Kacnepckoro" (Hanpumep, Bepcusa aHTUBUPYCHbIX 0a3s).
Cratycbl komnoHeHTOB Kaspersky Endpoint Security n ceegeHusi 06 ux pabore.
[laHHbIe 0 gencTBUAX NoMb30oBaTENS B NPOrpaMmme.

CobbITHa onepaunoHHON CUCTEMBI.

CopepxaHue cdannos TpaccupoBku HST.log, BL.log, Dumpwriter.log, WD.log, AVPCon.dll.log

daiin TpaccmMpoBkM HST . 1 0g, TOMUMO 0BLLMX AaHHbLIX, COAEPXKUT MHCPOPMALIMIO O BbINOMHEHUM 3a4a4un
06HOoBEeHUs 6a3 1 NporpaMMHbIX MOZYSEN.

daiin TpaccmMpoBkM BL . 10g, NOMUMO OBLLMX AAHHbIX, COAEPXKUT MHOPMaLMIO O COObITUSIX, BO3HUKAIOLLMX BO
BpeMsi paboTbl Nporpammsbl, a Takke AaHHble, HeobXxoaMMble NS YCTpaHeHUs Hernonagok B paboTe nporpammel.
OTOT haiin co3gaeTcs, ecnu nporpaMmma 3anyckaeTcs ¢ napameTpom avp.exe —bl.

daiin TpaccmpoBkM Dumpwriter . log, NOMUMO OBLUMX AaHHbIX, COOEPXKUT CyXebHyo MHdopMaLMIo,
HeobXxoauMyto AN YyCTpaHeHWs! HeMonaaok, BO3HUKAIOLWLMX Mpy 3anvcu daiina gamna nporpaMmmbl.

daiin TpaccupoBkM WD . 1og, NOMUMO OBLLMX AAHHBIX, COAEPXUT MHOPMAaLINIO O CODLITUSAX, BOHUKAIOLLIMX B
npouecce paboTbl CNyKObl avpsus, B TOM YKcrie coObITUS 0GHOBNEHNUS MPOrPaMMHbIX MOAYE.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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®avin TpaccmpoBknm AVPCon.d11.1og, NOMUMO OBLLMX AaHHbBIX, COAEPXUT NHAOPMALIUIO O COBLITUSIX,
BO3HMKatoLLmMX Npu pabote moayns ceasu ¢ Kaspersky Security Center.

CopepxaHue ¢pannioB TPaCCUPOBKU NPOU3IBOAUTENTIBHOCTU

dannebl TPacCUpPOBKM NPOnN3BOAUTENTBHOCTU Ha3bIiBaKOTCA CriegyloLnm 06p830MZ KES<Homep
Bepcum dateXX.XX timeXX.XX pidXXX.>PERF.HAND.etl.

dannbl TpaccMpoBKM NPOU3BOAUTENBHOCTU, MOMUMMO OOLLMX OaHHBIX, cogepXaT MHOoPMaLMIO O Harpy3ke Ha
npoLeccop, 0 BpEMEHM 3arpy3kn onepaLMoHHON CUCTEMbI U NPOrpamMm, O 3anyLLeHHbIX NpoLieccax.
CopepxaHue cpanna TpaccupoBkm komnoHeHTa AMSI-3awmTa

dann Tpaccupokn AMSI.log, NOMMMO 0OBLLMX AaHHbLIX, COAEPXKUT MHCpOPMALMIO O pe3ynbTaTax NPoBEepoK,
3anpoLUEHHbIX CTOPOHHUMUW NMPUNOXEHUSMN.

CopepxaHue haina TpaccMpoOBKU KOMMOHeHTa 3almTa OT NOYTOBbLIX Yrpo3

dann TpaccupoBkn mcou . OUTLOOK . EXE . 1og, NOMUMO OBLLUX AaHHbIX, MOXET COAEPXaTb YacTh COOOLLEHNI
3NEKTPOHHOW MOYTbI, B TOM YMCIe aapeca SMeKTPOHHOM NoYThl.

CopepxaHue chpanna TpaccUpoOBKM KOMNOHeHTa NpoBepKa N3 KOHTEKCTHOIO MEHI0

dann TpaccupoBkn shellex.d1l1l.1og, NOMMMO OOLMX AaHHbIX, COAEPXKNUT MHPOPMALINIO O BbINOSTHEHNUM

3aJayvun NPOBEPKU U AaHHble, HEOOXOAMMbIE AN YCTPaHEeHUs! Hemnonagok B paboTe nporpammel.

CopepxaHue ¢hannoB TPAaCCMPOBKN BeO-NnarMHa nporpamMmmbi

darnbl TpaccMpoBKM BEG-NNarMHa NporpaMmmbl XPaHSATCs HA KOMMNbIOTEPE, Ha KOTOPOM pa3BepHyTa Kaspersky
Security Center Web Console, B nanke Program Files\Kaspersky Lab\Kaspersky Security Center Web
Console\logs.

darinbl TpaccMpoBKM BEG-MNarnHa NporpaMmmbl HasbliBaOTCA cnegylowmmMm o0pa3om:

logs-kes windows-<tun ¢amna TpaccupoBku>.DESKTOP-<pmara oOHOBJeHMA OQannia>.log.
Web Console HaunHaeT 3anuncbiBaTb AaHHbIE NOCIE YCTAaHOBKM M yaanseT dainbl TpacCMpoBKM NOCre yaaneHust
Web Console.

darnbl TpaccMpoBKM BeEG-NNarnHa nporpaMmmbl, MOMUMO OOLLMX AaHHBLIX, COAepXaT CneayoLlyo MHdopmaLmio:

e [laponb nonb3oBatens KLAdmin ans pasbénokuposku nHtepdenca Kaspersky Endpoint Security (3awuta
naponem).

o BpewmeHHbIVi naponb ansa pa3bnokmposku HTepderica Kaspersky Endpoint Security (3awmta naponem).
¢ Vwms nonb3oBatens v naposnb Ansi no4toBoro SMTP-cepBepa (YBegommneH1s no aneKkTpoHHOM noyTe).

¢ Vms nonb3oBaTens v Naposnb Ans NpoKcu-cepBepa cetn nHTepHeT (Mpokcn-cepaep).

e Vmg nonb3oBaTens v naposnb Ans 3agayn MsmeHeHue cocmasa KOMIIOHEHMO8 Mpo2pamMmbI.

e YyeTHble AaHHbIE M NYTH, YKa3aHHbIE B CBOMCTBAX NOMNUTUKM U B 3agadvax Kaspersky Endpoint Security.

CopepxaHue channa TpaccupoBku AreHTta ayTeHTudurKaumm
dann TpaccnpoBku AreHTa ayTeHTUduKkauum xpaHuTcs B nanke System Volume Information n HasbiBaeTcs
cneayowmm obpasom: KLEFDE . {EB2A5993-DFC8-41a1-B050-F0824113A33A} .PRELOG.bin.

daiin TpaccmpoBk/ AreHTa ayTeHTUdUKaLmmM, NOMUMO OBLLIMX AaHHbIX, COAePXUT MHopMaumio o paboTe AreHTa
ayTeHTUVKALUM N OeACTBUSIX, KOTOPbIE BbIMOMHSAET NoNb3oBaTeNb B AreHTe ayTeHTUdUKaLUmWN.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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TpaccupoBka paboTbl NporpamMmb|

Tpaccuposka rpozpaMmbl — 3TO NogpobHasn 3anucb 4ENCTBUI, BbINOMHAEMbIX NPOrpaMMON, 1 COOOLLLEHWI O
COBbITUAX, MPOUCXOAALLMX BO BpEMS paboTbl NporpaMmmei.

BbinonHsanTe TpaccMpoBKy nporpamMMel nog, pykoBoactBoM Crnyx0Obl TEXHUYeCKon noaaepxku "MabdopaTtopumn
Kacnepckoro".

» Umobkl coddamb halin mpaccuposKkuU fpogpamMmbl, 8birnonHuUme crnedyrouwjue oelicmeusi:

1. B rnaBHOM OKHe Nporpammbl H&XXMUTE Ha KHOMKY G,
2. B oTkpbiBLIEMCS OKHE HaXXMUTE Ha KHONKY MOHUTOPUHr npobnem.

3. WcnonbaynTte nepeknoyatens BknounTb TpaccupoBKy nporpamMmmbl, YTOObI BKIHOYUTL UK BbIKMOYUTD
TpaccupoBky paboTbl NporpamMmmbl.

4. B packpbiBatoLiemcs cnvucke TpaccupoBka BbibepuTe pexmmM TpaccupoBky paboTbl nporpaMmbi:

e C potaumen. CoxpaHuTb pe3yrnbTaTbl TPACCUPOBKN B OrpaHNYEHHOE YMcro arnoB orpaHMYeHHOro
pasmepa u nepesanuncaTtb cTapble dannbl Npu JOCTMKEHNN MaKCumarnbHOro pasmepa. Ecnu BeibpaH
3TOT PEXMM, Bbl MOXETE yKa3aTb MakCMMarbHOE KONMMYeCcTBO (pannoB Ans poTauum U MakcumanbHbIn
pasmep Kkaxgoro danna.

e 3anucbiBaTb B oguH damn. CoxpaHuTb oguH hann TpaccupoBku (6e3 orpaHnyeHun no pasmepy).
5. B packpbiBatoemcs cnmcke YpoBeHb BbibepnTe YpOBEHb TPACCUPOBKN.

TpebyeMbili ypOBEHb TPACCUPOBKMN PEKOMEHOYETCHA YTOUHUTL Y cneunanucta Crnyxobl TEXHNYECKON
nogaepxkn. Ecnn ykasanunst Criyxbbl TEXHUYECKOM MOAAEPKKM OTCYTCTBYIOT, pEKOMEHAYETCA
yCTaHaBnMBaTb YPOBEHb TpaccupoBki OObIYHLIN (500).

6. [lepesanyctute Kaspersky Endpoint Security.

7. YTOObI OCTAHOBUTbL MPOLIECC TPACCUPOBKK, BEPHUTECH B OKHO MOHUTOPUHI NpOo6neM 1 BbIKoUMTe
TPacCUpPOBKY.

Bbl Takke MoxeTe co3fatb harinbl TPAaCCUPOBKM BO BPEMS YCTAHOBKM NMPOrpaMmbl M3 KOMaHAHOW CTPOKK (CM.
pasgen "YcTaHoBKa nporpaMmbl” Ha CTp. 228), B TOM YMCIe C NMOMOLLIbIO dhanna setup.ini.

B pesynbTate B nanke *ProgramData%\Kaspersky Lab\KES\Traces GydeT cosgaH ain TpacCMpOBKU
paboTbl nporpammel. Mocne co3ganus anna TpaccnpoBkn oTnpasbTe ann B CrykOy TeXHUYECKOW NogaepKku
"NabopaTopumn Kacnepckoro".

Kaspersky Endpoint Security aBTomaTnyecku yaansieT doannsl TpacCMpOBK/ Npy yaaneHun nporpaMmmel. Bel Takke
MOXETE BPYYHYI0 yoanuTb pannbl. [Ins aToro TpaccupoBka AOIMKHaA ObiTb BbIKIOYEHA M NporpamMmmMa OCTaHOBMEHaA
(cm. pasgen "3anyck n octaHoBka Kaspersky Endpoint Security" Ha cTp. 45).

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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Tpaccu PoOBKa Nnpon3BoaAUTeJSIbHOCTU NporpamMmmbl

Kaspersky Endpoint Security no3sonseT nony41Tb uHdopmaumio o npobnemax B paboTe koMmnbioTepa npu
ncnonb3oBaHUK Nporpammel. Hanpumep, Bbl MOXeTe Nony4nTb MHAOPMALIMIO O 3aZiepXKKax Npu 3arpyske
onepawmMoHHON cUcTeMbl Nocne ycTaHoBKM nporpammel. [Ans atoro Kaspersky Endpoint Security cosgaet cannesl
TpaccuMpoBKM NPOU3BOAUTENBHOCTU (CM. pa3gen "O cocTaBe M XpaHeHun harnoB TPaccUpPOBKU" Ha CTp. 282).
Tpaccuposka rpouseodumeribHOCMU — 3TO 3anuUCb OEUCTBUIA, BbINOMHAEMbIX NPOrpaMmon, Ans GUarHOCTUKK
npobnem npoussoantensHocTn Kaspersky Endpoint Security. Ins nonydeHns nHgpopmaummn Kaspersky Endpoint
Security ucnonbayet cepsuc TpaccmpoBku cobbiTuii Windows (aHrn. ETW — Event Tracing for Windows).
OwnarHoctuky pabotbl Kaspersky Endpoint Security n yctaHoBneHue npu4mMH BO3HUKHOBEHMWS NPOGrieM BbINOMHAET
Cnyx6a TexHudeckon nogaepxku "Jlabopatopun Kacnepckoro".

BbinonHsTe TpaccMpoBKy nporpamMMbl nog, pykoBoactBoM Crnyx0Obl TEXHUYeCKon noagepxkn "lMabdopaTtopumn
Kacnepckoro".

» UYmobsi cozdame ¢halin mpaccuposKu rnpou3eooumeibHoCmu, ebirnosHume cnedyrouue oelicmeus:

1. B rnaBHOM OKHE NpOrpamMMbl HXKMUTE Ha KHOMKY e g
2. B OTKpbIBLUEMCSI OKHE HAXXMUTE Ha KHOMKY MOHMUTOPUHI npobnem.

3. Wcnonb3ynte nepekniodatens BKNoYnTb TpacCMpoOBKY NPOU3BOAUTENLHOCTU, YTOObI BKITHOUNTD UK
BbIKITIOYMNTb TPACCUPOBKY NMPON3BOAUTENBHOCTU NPOrpPamMmbl.

4. B packpbiBatoLemcs cnucke TpaccupoBKa BbiGepUTe pexmnm TpaccupoBkn paboTbl NporpaMmmbl:

e C potaumen. CoxpaHuTb pe3yrnbTaTbl TPACCUPOBKN B OrPaHNYEeHHOE Yncno ainoB orpaHUYeHHOro
pa3smepa u nepesanuncaTtb cTapble dannbl NPy JOCTKEHUN MaKCumarnbHoOro pasmepa. Ecnu BeibpaH
3TOT PEXMM, Bbl MOXETE YKa3aTb MakCMMarbHbI pasMep Kaxaoro dawnna.

e 3anucbiBaTb B oguH dann. CoxpaHuTb oguH pann TpaccupoBku (6e3 orpaHn4yeHun No pasmepy).
5. B packpbiBatoLemMmcsa cnicke YpoBeHb BbibepnTe YpOBEHb TPACCUPOBKU:

¢ [NoBepxHocTHLIN. Kaspersky Endpoint Security aHannanpyeT OCHOBHbIE NPOLIECCHI ONEPaLNOHHON
CUCTEMBbI, CBA3aHHbIE C NPOMU3BOANTENBHOCTLIO.

DetanbHbin. Kaspersky Endpoint Security aHanuampyeTt Bce npoLecchl onepaumMoHHON CUCTEMB,
CBsi3aHHbIE C MPOU3BOAUTENBHOCTbLIO.

6. B packpbiBatowemcs cnmncke Tun TpacCUPOBKU BbiIbepUTE TUMN TPACCUPOBKMU:

o bBasoBasa uHdopmauma. Kaspersky Endpoint Security aHanuavpyeT npouecchl BO Bpemsi paboThbl
onepauuoHHOM cncTeMbl. Vicnonb3ynTte aTOT TUMN TPAcCMPOBKX, ecriv npobrnemMa BOCNponu3BoanTCs
nocne 3arpy3ku onepaumoHHON CUCTEMbI, HanpuMep, NpobremMa JocTyna B MHTEPHET B Opay3aepe.

o [pwu nepe3sarpyske. Kaspersky Endpoint Security aHanmanpyeT npouecchl TONbKO Ha aTane 3arpysku
onepauuoHHon cuctemel. Mocne 3arpy3ku onepaumoHHon cuctembl Kaspersky Endpoint Security
OCTaHaBNMBaET TPacCMpPOBKy. Micnonb3ynTe aTOT TN TPacCMpPOBKX, ecriv npobremMa cBs3aHa C
3a0€EpXKKON 3arpy3ku onepaumoHHON CUCTEMBI.

7. TepesarpyanTe KOMMNbOTEP U BOCNpou3BeanTe npobremy.

8. UYT06bl OCTAHOBUTL MPOLIECC TPACCUPOBKN, BEPHUTECH B OKHO MOHMTOPUHI Npo6riem U1 BbiKIounNTe
TPacCUPOBKY.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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B pesynbTaTte B nanke $*ProgramData%\Kaspersky Lab\KES\Traces OygeT co3gaH cann
TpaccMpoBKM NPON3BOAMTENLHOCTU. [ocne co3naHusa davina TpaccMpoBKkKU oTnpaBbTe dain B Cnyxoy
TexHM4eckon nogaepxku "labopatopum Kacnepckoro".

3anucb gamMmnoB

dann gamna cogepkut Bclo MHdopmaumio o paboyer namsatn npouecco Kaspersky Endpoint Security Ha MomeHT
co3faHus aToro cpanna gamna.

CoxpaHeHHble famnbl MOryT cofepkaTb KoHduaeHUnanbHble gaHHble. [ns KOHTPOms 4OCTyna K AaHHbIM Bam
HY>KHO CaMOCTOSITENbHO 0becneynTb 3aluTy Panos 4aMnoB.

dannbl 4aMnoB XpaHATCS Ha BalleM KOMMbloTepe B TeYeHMe BCEro BpEMEHM UCMONb30BaHUS NporpamMMbl 1
6e3B03BpaTHO yaansTCcs Npu yaaneHun nporpaMmbl. ®aiinbl 4aMnoB XpaHSTCs B narke
$ProgramData%\Kaspersky Lab\KES\Traces.

» UmobkI 8kIOHUMb UMU 8bIKAOYUMb 3arnuchb 0amros, 8bIrnosHUme criedyrujue delicmeus:

1. B rnaBHOM OKHe NpOrpamMMbl HXMWUTE Ha KHOMKY 103
2. B okHe napameTpoB nporpammbl Bbibepute pasgen O6wme HacTporku — HacTporku nporpamMmbil.

3. B 6noke OtnapgoyvHas nHcgpopmaumsa ncnonbaynte dnaxxok Bknountb 3anucb gamnos, YTobbI
BKITIOUUTb MITN BbIKIMIOYNTL 3aMMCb JAMMOB NPOrpamMmbl.

4, CoxpaHuTe BHECEHHbIE NU3MEHEHMUSI.

3awmuTa channoB gamMnoB U TPAaCCUPOBOK

darnnbl gaMmnos v annbl TpacCcMpoBKM codepxaTt nHdopmanmio 06 onepaumoHHON CMCTEME, a Takke MOryT
copepxaTtb AaHHble nonb3oBatensd (cM. pasgen "O cocTaBe 1 XxpaHeHnn hannoB TPacCMpoBKN" Ha CTp. 282).
YUTtobbl NpeaoTBpaTUTh HECAHKLMOHUPOBAHHbIA AOCTYN K 3TUM AaHHbIM, Bbl MOXETE BKITHOYUTL 3aLUnTy (hannos
[amnoB n pannos TPacCUPOBKMU.

Ecnu 3awmTa dpannos gamnos u pannoB TpacCUPOBKM BKMOYEHa, JOCTYN K hannam UMeroT crnegyoLiue
nonb3oBaTenu:

e K parnam gamnoB MMEOT AOCTYN CUCTEMHbIN U NOKanbHbIA aAMUHUCTPATOPI, a Takke nonb3oBaTenb,
BKIMHOYMBLLMI 3anncb hannos gamnoB 1 oannoB TPaCcCUPOBKU.

e K parnam TpaccupoBKM UMEIOT JOCTYM TOMbKO CUCTEMHbLIV U NOKarbHbIA aAMUHUCTPATOPSI.

» UmobhbI ekOHUMb UIIU 8bIKIOYUMb 3auumy ¢hatinnog damros u ¢halizios mpaccuposKu,
ebirnosiIHUMe criedyrouue delicmeus:

1. B rnaBHOM OKHe NporpaMMbl HAOXKMUTE Ha KHOMKY 1o}
2. B okHe napameTpoB nporpammbl Bbibepute pasgen O6wme HacTponku — HacTpoliku nporpaMmbi.

3. B 6noke OTnapo4yHasa uHdopmaumsa ncnonbaynTte rnaxok BknounTtb 3awmTty ¢parinos gamnos 1
charnoB TpaccupoBKK, YTOOLI BKITHOYUTL MW BbIKIMIOYUTL 3awuTy Oannos.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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4, COXpaHVITe BHECEHHbIE NSMEHEHUA.

®annbl 4aMnoB 1 gansnbl TPacCUPOBKX, 3anncaHHbIe NPU BKMTIOYEHHON 3alumMTe, OCTalTCS 3alULLEHHBIMM
nocne OTKMIYEHUS 3TON DYHKLMK.

Criocobbl nomy4yeHusi mexHu4eckol nodoepxKu
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Fnoccapun
O

OLE-o0ObekT

daiin, NpMcoeanHEHHBIN UMM BCTPOEHHbIN B Apyron dpann. MNporpammsl "JlabopaTtopun Kacnepckoro" nossonsoT
npoBepsiTb Ha npucyTcTeue BupycoB OLE-06bekThl. Hanpumep, ecnu Bbl BCTaBuTe Kakyo-nnbo tabnuuy Microsoft
Office Excel® B gokymeHT Microsoft Office Word, naHHas Tabnuua 6yaet npoBepsatbest kak OLE-06bekT.

A

AreHT agMMHUCTPUPOBAHUS

KomnoHeHT nporpammbl Kaspersky Security Center, ocywectensowuin B3anmogenctane mexay Cepsepom
a4MUHUCTPUPOBaHUs 1 nporpammamu "flabopatopum Kacnepckoro”, ycTaHOBNEHHbIMW HAa KOHKPETHOM CETEBOM
y3ne (paboyen ctaHuum nnu cepeepe). [JaHHbIN KOMMOHEHT ABMASIETCS €4uHbIM NSl BceX nporpamm "fllabopatopum
Kacnepckoro", pabotatoLmx B onepaumoHHon cucteme Windows. [ina nporpamm, paboTtaroLmx B gpyrunx
onepaumMoHHbIX cUcTeMax, NpegHasHavYeHbl OTAenbHble Bepcun AreHTa agMUHUCTPUPOBaHMS.

AreHT ayTeHTUmKaunm

WHTepdenc, Nno3BonsoLwmn nocne WwmpoBaHms 3arpy304HOro XXeCTKOro Amncka NponTu npoueaypy
ayTeHTUdMKaLMKN Ans oCcTyna K 3amgpoBaHHbIM XXECTKUM AUCKaM 1 NS 3arpy3ku onepaumoHHOM CUCTEMBI.

AKTVBHbIN KoM

Krtoy, ncnonb3yembit B TEKYLLIMIA MOMEHT Ans paboTbl NporpaMmbil.

AHTMBUPYCHblEe 6a3bl

Basbl 4aHHbIX, KOTopble coaepxaT MHopMaLuo 06 yrposax KoMMboTEPHON 6e30nacHOCTH, N3BECTHbIX
"ITabopaTopun Kacnepckoro" Ha MOMEHT BbIMycKa aHTUBMPYCHbIX 6a3. 3anucu B aHTUBUPYCHbIX 6a3ax No3BOMsHOT
0BHapyxuBaTb B NpoBepsieMblX 06bekTax BPeAOHOCHbIN kod. AHTUBUPYCHbIE 6a3sbl hopMUPYHOTCS cneumanMcTamm
"NabopaTopumn Kacnepckoro" n oGHOBMSOTCS Kaabl Yac.

ApxuB

OpavH nnun Heckonbko ¢annos, ynakoBaHHbLIX B OAMH hann B cxxatoM Buae. s apxmBnpoBaHus u
pasapxMBMPOBaHNs AaHHbIX TpebyeTcs cneyunanbHas nporpaMma — apxmBaTop.

b

basa BpeoOHOCHbIX BED-agpecoB

Cncok agpecoB BEG-pecypcoB, COAEPKMMOE KOTOPbIX MOXET ObITb pacLieHeHO kak onacHoe. Cnmncok
cdopmupoBaH crneuynanuctamu "Jlabopatopum Kacnepckoro”, perynsipHo o6HOBNSAETCS U BXOAMT B NOCTaBKY
nporpammebl "labopaTtopum Kacnepckoro”.
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basa puwmnHrosbix Beb6-agpecos

Cnucok agpecoB BeG-pecypcoB, koTopble onpeaereHbl cneumanuctamm "Jlabopatopumn Kacnepckoro" kak
cuwmHroesble. Basa perynsipHo oGHOBNSAETCS U BXOAWT B NOCTaBKy nporpammbl "Mabopatopum Kacnepckoro".

r

Mpynna agMUHUCTPUPOBAHNSA

Habop ycTponcTB, 06 beANHEHHbBIX B COOTBETCTBUM C BbINOMHAEMbIMU (OYHKLUUAMU U YCTAHABMMBAEMbIM Ha HUX
Habopom nporpamm "flabopatopumn Kacnepckoro”. YcTponcTsa rpynnupytoTcsa ansa yaobceTea ynpaBneHms UMK Kak
eauHbIM LenbiM. B cocTaB rpynnbl MOryT BXoauTb Apyrvie rpynnbl. [ns kaxaon u3 ycTaHOBIEHHbIX B rpynne
nporpamMmm MoryT ObITb CO3[aHbl FPYNMOBbIE NOMUTUKA U CHOPMUPOBAHBI FPYNMOBbIE 334a4N.

a

[loBepeHHbIN NnaTopMeEHHbIN MOAYNMb

Mwkpounn, pa3paboTaHHbI ANs NpefoCcTaBneHns OCHOBHbIX (PYHKLWIA, CBA3aHHbIX ¢ 6e30nacHOCTLI0 (Hanpumep,
AN XpaHeHus knoyen WwndposaHns). [JoBepeHHbIN NnaTtgopMeHHbIn Mogy b 0ObIYHO yCTaHaBNMBaETC Ha
MaTePUHCKON nraTe KOMNbloTepa U B3avMOAENCTBYET C OCTalNlbHbIMU KOMMOHEHTaMWU CUCTEMbI NPV MOMOLLI
annapaTHON LWWHbI.

[lONONHUTENBHBIN KoY

Knitoy, noareepxgatoLmn NnpaBo Ha UCMONb30BaHNE MPOrpaMmbl, HO HE UCMOMb3YEMbIN B TEKYLLMIA MOMEHT.

3

3agava

dyHKUMKM, BbINONHAeMble nporpammont "lNabopaTtopum Kacnepckoro", peanu3oBaHbl B BUAE 3agadv, Hanpumep:
MocTosHHasA 3awuTta dannos, NonHas npoBepka yctponctea, O6HoBneHne 6as.

3apakeHHbIn dann

dann, BHYTPU KOTOPOrO COAEPKMTCHA BPEAOHOCHbIN Kof (Mpu npoBepke danna obin obHapyxeH Kog N3BeCTHON
nporpammel, npeacTaensowen yrpody). Cneumanuctel "Jlabopatopun Kacnepckoro" He pekoMeHayoT Bam
paboTaTb C Takumu pariniaMmm, NOCKOSbKY 3TO MOXET NPMBECTM K 3apaXKeHWI0 BaLlero KOMnboTepa.

7

N3paTtenb ceptudukarta

LleHTp cepTudmkaumm, BolaaBLumnin ceptmdgumkar.
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K

KOHHeKTOp K AreHTy aaMUHUCTPUPOBaHUS

®PyHKUMOHaNBHOCTL Nporpammbl, obecneynBatoLLlas cBsa3b NporpamMmMbl C AreHTOM agMUHUCTPUPOBaHUS. AreHT
agMVHUCTPUPOBAaHNS NPEAOCTaBNSAET BO3MOXHOCTL yaaneHHoro yrnpasrneHus nporpammMon vyepes Kaspersky
Security Center.

n

JleyeHre 0OBbEKTOB

Cnocob 06paboTkM 3apaxkeHHbIX 0OBHEKTOB, B pe3ynbTaTe NPUMEHEHNsI KOTOPOro NPOUCXOAUT NOSHOe Uinn
YacTn4yHoe BOCCTaHOoBIeHne OaHHbIX. He Bce 3apaXeHHble 06BbEKTbl MOXHO BbINTIEYNUTD.

JInueHsnoHHbIN cepTudukaT

[lokyMeHT, KOTOpbI NepefaeT BaMm BMECTE C hannom Krtova unm kogom aktmesauum "Jlabopatopus Kacnepckoro".
[IoKyMEHT cooepXXmUT MHCpOpMaLUIO O NPeLoCTaBSAEMON NNLEH3NN.

JloxxHoe cpabaTbiBaHue

Cutyauus, korga HesapaxeHHbIn dhann onpeagensaeTtcs nporpammon "flabopatopumn Kacnepckoro" kak 3apaykeHHbIN
BBWAY TOrO, YTO €ro KOA, HaNnoMUHaET Ko Bupyca.

Macka cpanna
MpeacTtaBneHvne Ha3BaHWA 1M pacluMpeHns danna obLMMmn CUMBONAMM.

[na dpopmmupoBaHusa macku arina MoXXHO UCNONb30oBaTh Nobble CMMBOSbI, 4ONYCTUMbIE B Ha3BaHUsIX balinoes, B
TOM uymncne cneumanbHble:

e * — CUMBOJI, 3aMEHSIIOLLMI HyNb UM 6onee Hyns NobbIX CMMBOSOB;
e 7 — CMMBOJ, 3aMeHsAoLWMA Ntobo oguH CUMBOI.

CnenyeT uMeTb B BUAY, YTO Ha3BaHWe M paclumpeHue caina Bcerga nuLyTcs Yepes Touky.

H

HacTpownku 3agaun

HacTtpoiikn paboTbl nporpaMmmbl, cneumduyHbie Ans Kaxaoro Tvna 3agad.

HopmanusoBaHHas popma agpeca Beb-pecypca

HopmanusosaHHol hopmMoit agpeca BeG-pecypca HasbiBaeTCs TEKCTOBOE NpeacTaBreHne agpeca Beb-pecypca,
nony4YyeHHoe B pe3ynbTaTe NPMMEHEHUs: HopManusauui. Hopmanusauus — npouecc, B pesynbTate KoToporo
TEKCTOBOE MNpefcTaBieHne agpeca Beb-pecypca M3MeHsIeTCsl B COOTBETCTBUM C onpeeneHHbIMU NpaBunamm
(Hanpumep, UCKItoYeHMe M3 TEKCTOBOIO NpeacTaBneHus agpeca BeG-pecypca UMeHW nosib3oBaTensl, napons u
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nopTa coefVHeHUs!, MOHKEHVE BEPXHETO perucTpa CUMBONOB agpeca Be6G-pecypca [0 HUKHEro peructpa).

B koHTekcTe paboTbl KOMNOHEHTOB 3aLLMThI LiefNlb HopManu3auuv agpecoB Be6-pecypcoB 3aknioyaeTcs B TOM,
YTOObI MPOBEPATHL CUHTAKCUYECKU pasnindHble, HO U3NYECKM SKBMBANEHTHbIE agpeca BeG-pecypcoB OAVH pas.

HeHopmanusoBaHHas oopma agpeca: www.Example.com\.

HopmanusosaHHas dpopmMa agpeca: www.example.com.

O

Ob6nacTb 3aWwnThI

O6bekTbl, KOTOPbIE KOMNOHEHT 6a30BOM 3aLLMTbl MOCTOSIHHO NPOBEPSAET BO BpeMs cBoen pabotel. Obnactb
3alUNTbI pa3HbiX KOMNOHEHTOB MMEET pa3Hble CBOWCTBA.

O6nacTtb npoBepku

O6bekTbl, kOTOpble Kaspersky Endpoint Security npoBepsieT BO Bpemsi BbINOMHEHWST 3a4a4M MPOBEPKU.

O6HoBNEHNE

Mpoueaypa 3ameHbl / fobaBneHnsa HOBLIX dhannos (6a3 nnu NpPorpaMMHbIX Mogyren), nonydaemblx C CEpBEPOB
obHoeneHun "flabopatopun Kacnepckoro".

OTtnevaTok cepTudmkaTta

MHdbopmaumsi, No KOTOPON MOXHO NPOBEPUTL NOASTMHHOCTL cepTudmkaTa cepepa. OTnevaTok cosgaercs nyTem
NpUMeHeHns Kpuntorpadmnyeckon xew-oyHKUUKN K cogepxaHuto ceptudmkara cepaepa.

Mn

MapameTpbl NporpamMmbi

MapameTpbl paboTbl NporpaMMbl, 06LLMe Ors BCEX TUMOB ee 3agay 1 oTBevatoLue 3a paboTy nporpaMmMbl B
Lieriom, Hanpumep: napaMeTpbl NPOU3BOANTENBLHOCTU NPOrpamMmbl, NapamMeTpbl BEAEHVS 0TYETOB, NapamMeTpbl
pe3epBHOro XpaHunuLua.

MopTaTBHbIN PanNoBLIN MEHEOXEP

Mporpamma, npegocTaensowasa nHtepdenc ans pabotbl ¢ 3awmdpoBaHHbIMK hainamMmm Ha CbeMHbIX AUCKaX Mpu
HEeAOCTYMHOCTU PYHKLUMOHANBHOCTU LWINPOBaHUA Ha KOMMNbIOTEPE.

lMoTeHunanbHO 3apaxaeMbln hann

dann, KOTOpLIN B CUITYy CBOEW CTPYKTYPbI UNu doopmaTta MOXET ObITb MCNOMb30BaH 310YMbILLIIEHHMKaMK B
KayecTBe "KOHTenHepa" Ans pasMeLLeHns n pacnpocTpaHeHnss BpeaoHocHoro koga. Kak npasuno, ato
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ncnonHsemble awnrnbl, HanpuMmep, ¢ pacwmpeHem com, exe, dil u ap. Puck BHeapeHns B Takne dannsl
BPEJOHOCHOro Kofla [OCTaTOYHO BbICOK.

lMporpamMmmHble Mogynn

dainbl, BxogsLwme B cocTaB AMCTpubyTUBa nporpammsl "fNabopatopmmn Kacnepckoro” n otBevatolume 3a
peanu3aumio ero 0OCHOBHbIX 3adad. Kaxgomy Tuny 3agad, peanuayembix nporpammon (MocTosiHHasa 3awuTa,
MpoBepka no TpeboaHuio, OGHOBMEHWE), COOTBETCTBYET CBOW UCMONMHSAEMbIA MOAYrb. 3anyckas 13 rmaBHOrO
OKHa NOIHY NPOBEPKY BaLLEero KOMMbTepa, Bbl UHALMUPYETE 3anyCck MOAYMs 9TON 3afaquw.

P

Pe3epBHOe xpaHunuuie

CneumnanbHoe XpaHunuulie, npeaHasHavyeHHoe A5nAa CoOXpaHeHUsa pe3epBHbIX Konuin 06BEKTOB, CO30aBaeMbIX nepen
Mx nevyeHmem unn yganeHunem.

C

CepBep agMUHUCTPUPOBAHUSA

KomnoHeHT nporpammbl Kaspersky Security Center, ocyliecTenaiowmnin yHKLMM LLEHTPaNM3oBaHHOTO XpaHeHWs
MHpopmaLum 06 yCcTaHOBMNEHHbIX B CETU opraHM3auumn nporpammax "Jlabopatopumn Kacnepckoro" n ynpaeneHus
NMn.

CepTtudukat

OnNEKTPOHHbIN JOKYMEHT, COAEMKALLNA OTKPLITLIN KItoY, MHOpMaLMIo O BagenbLe Koda n obnactu
NMPUMEHEHMS KroYa, a Takke NoATBEPKAaLLNIA NPUHAAIEXKHOCTb OTKPLITOro Krtova Briagensuy. Ceptudukat
OOIMKeH ObITb NOANNCAH BblAaBLUMM €ro LLEHTPOM cepTudmnKaL .

CeTteBas cnyxba

Habop napameTpoB, XxapaKTepusyoLmx CETEBYIO aKTMBHOCTb. [1Mns 3TON CETEBOW aKTMBHOCTU Bbl MOXETE cO3AaTtb
ceTeBOe NpaBwuo, perynupyrowiee paboty CeTeBoro akpaHa.

CurHaTtypHbIn aHann3

TexHonorus obHapyxeHus yrpo3, kotopas ucnonbayet 6a3bl Kaspersky Endpoint Security, cogepxaiime onvcanms
M3BECTHBIX YIPO3 N METOAbBI MX YCTPaAHEHUS. 3awuTa ¢ NOMOLLIbI0 CUrHATYPHOrO aHanuaa obecneynBaeT
MUWUHMMarbHO AOMYCTUMbIA YpOBEHb 6e30nacHOCTU. B cCOOTBETCTBMM C pekoMeHAaunsaMmM CneunanmcToB
"INabopaTopumn Kacnepckoro" aToT MeToq aHanu3a BCerga BKIOYEH.

CybbekT cepTudukaTta

,El,ep>KaTenb 3aKpbITOro Krio4a, CBA3aHHOIO C CepTI/ICbI/IKaTOM. 910 MoXeT ObITb MONbL30BaTENb, nporpamMmma, nobon
BVIpTyaJ'IbeIVI 00BbeKT, KOMNbOTEP UIMAN cny>|<6a.
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(0>

DULINHT

Bua MHTEPHEeT-MOLUEeHHNYEeCTBa, 3aKnovarowmincs B pacchblfike cooOLeHnin 3]'IeKTp0HHOI7I NOYTbI C LEeJTbl0 KpaXu
KOH(*)VIﬂ,eHLI,VIaJ'IbeIX OaHHbIX, KaK npaBuno, Ct)I/IHaHCOBOFO XapakTtepa.

Yy

UepHbI CNUCOoK agpecoB

Cnuncok aapecoB 3neKTPOHHOWM NOYThl, BXOASLLME COOBLLEHUS C KOTOPbIX BNOKMPYHOTCA NPOrpaMMONn
"INabopaTopun Kacnepckoro" He3aBMCMMO OT UX COOEPKaHUSI.

3

OBPUCTNYECKNIA aHaNN3

TexHonornsa obHapy>eHus yrpo3, KOTopble HEBO3MOXHO OnpeaenuTb C MOMOLLIBbIO TekyLLen Bepcum 6a3 nporpamm
"NabopaTopum Kacnepckoro". MNMo3sonset HaxoauTb ainbl, KOTOpbIE MOTYT CoAepXXaTb HENM3BECTHbIN BUPYC UK
HOBYIO MOAMMUKaLMIO M3BECTHOIO BMpYyCa.

QkcnnonT

[MporpamMmHbIf Ko, KOTOPbIN NCNONb3YET KaKyt-Nnbo ya3BMMOCTb B CUCTEME UM NPOrpamMMHOM obecrneyeHnn.
OKCNNonTbl YacTo UCNONb3YTCA AN YCTAaHOBKW BPEAOHOCHOIO NPOrpaMmMHOro obecneyeHnsa Ha komnbtotepe 6e3
Begoma nonb3oBaterns.
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UHpopmauumsa o cTOpoHHEM Koae

MHdopmaumsa o CTopoHHeM Koae coaepxutcs B dhanne legal_notices.txt, pacnonoxeHHOM B nanke yCTaHOBKM
NPUNOXEHNS.

UHebopmayusi 0 cmopoHHeM Kode
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CooTBeTCTBUE TEPMUHOB

B atom pa3gene npmeegeHo COOTBEeTCTBUE TEPMUHOB, UCMNONb3YyEeMbIX B JOKYMEHTaUun, U TepMUHOB,

ncrnonb3yemblx B TpeboBaHuax ®CTIK.

Tabnuya 21. Coomeemcmeue mepmMuHO8

TepMUH B AOKYMEHTauuu

TepmuH B Tpeb6oBaHuax ®CTIK

nporpamMma

NpPOAYKT, 00BbeKT OUEeHKHN, nporpamMmmMHoe nsaenue

BMpYC, NporpaMmma, npeacTasnsioLlas yrposy,
BpeAoHOCHasi nporpaMma

KB, KOMNbIOTEPHBLIN BUPYC

aHTUBUPYCHbIE 0asbl, 6a3bl nporpamMmmbl

6asbl AaHHbIX NPU3HaKOB KOMMbIOTEPHBIX BUPYCOB (B[,
MKB)

cobblTnA

OaHHble ayauTa

agMUHUCTpaTop

agMuHMCTpaTop 6e30nacHOCTU, YNOTHOMOYEHHbIN CyObekT
WHOPMALMOHHOM CUCTEMBI, YNONTHOMOYEHHbIW
nonb3oBaTenb

Coomeemcmeue mepMuHo8
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NMpunoxeHune 1. 3HaveHuUnA
napameTpoB NnporpaMmbl B
cepTudpuunpoBaHHOU KOHdUrypaumm

OTOT pasgen coaepXXut nepeyeHb NnapameTpoB Nporpammbl, BAMSOLWKX Ha 6e3onacHoe COCTOsIHWE NporpamMmel, U
6e3onacHble 3HavYeHus (guanasoHbl 3HaYEHU) NapaMeTpPoB B CEPTUDULIMPOBAHHON KOH(UIypaLmu.

M3meHeHne kakmx-nnbo n3 nepeyvyncneHHbIX napamMmeTpoB C UX 3Ha4YeHnn (/:manasoHa 3Haqum71) B
CepTMd.)MLI,MpOBaHHOM KOH(*)MpraLI,I/IM Ha gpyrue 3HadeHud, BbIBOOUT nNporpamMmmy m3 ©e30nacHOro COCTOSIHUS.

Tabnuuya 22. lMapamempsi u ux 6e3onacHble 3Ha4yeHus1 Os npozapamMmMbl 8 cepmughuyuposaHHoU

KOHgbuzypayuu
CyLlHOCTb, K KOTOpPOM HasBaHue Be3onacHoe 3Ha4YeHue unu guanasoH 3Ha4YeHUn
OTHOCUTCSH NapameTp napameTpa napameTpa (cepTucduumpoBaHHas
KOHdUrypauums)
MpoaBuHyTasa 3awmTa
Kaspersky Security Network Kaspersky MepekntoyaTtenb BbIKITHYEH.
Security Network JlonyckaeTcsa BKMOYUTL NepekroyaTenb TONbLKO Npu

ncnonb3doBaHun JlokaneHoro KSN (Kaspersky Private
Security Network — KPSN).

OTfaT BPEAOHOCHBIX Otkat MepekntoyaTenb BKIOYEH.
AENcTBNiA BPEAOHOCHbIX
JEencTemmn

BasoBas 3awmTa

3awmTa oT hannosbIX yrpo3 3awmra ot MepekntoyaTtenb BKIAYEH.
¢annosbIX yrpos
3awwuTa oT hannoBbIxX yrpos YpoBeHb OpaHo 13 cnegyLwmx 3Ha4YeHun:
BesonacHocTy o PekomeHayemblin.
¢ Bbicokun.
3awwuTa oT hannoBbIx yrpos Hencteune npu JleunTsb; yoanaTe, ecnn nevyeHne HEBO3MOXHO.
oBHapyxeHun
yrpo3bl
3awmTa oT hannosbIxX Tunbl hannos Bce annbl.
yrpos — PaclumnpeHHas
HacTpowka
3awmTa oT hannosbIxX ObnacTb 3aluThI Bce cbemHble guckun, Bee xecTkme aucku, Bece ceTeBble
yrpos — PaclumnpeHHas OVCKN.
HacTpounka
3awmTa oT hannosbixX OBpUCTUHECKUIA dnaxoK yCTaHOBIEH.
yrpo3 — PacwmpeHHas aHanus
HacTpounka
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CyLWHOCTb, K KOTOpPOM Ha3BaHue Be3onacHoe 3Ha4yeHue unu guana3oH 3Ha4YeHun
OTHOCUTCS napameTp napameTtpa napameTpa (cepTucduumpoBaHHas
KOHdUrypauums)
3awuTta oT hannosbIxX MpoBepsTb dnaxok yCTaHOBMEH.
yrpo3 — PaclmpeHHas apxuBbl
HacTpoWnka
3awuta oT NOYTOBbLIX Yrpo3 3awuTa ot MepekntoyaTenb BKIOYEH.
MOYTOBbIX Yrpo3
3almTa oT NoYTOBbIX Yrpo3 YpoBeHb OfHo 13 cnegylowmnx 3Ha4eHun:
©e3onacHocTn

e PekomeHgyembin.
e Bbicokun.

3awmTa oT NoYTOBbIX Yrpo3

Oevicteue npu
oBHapyxeHun
yrpos3bl

JleunTs; yaanAaTb, ecnn nedeHne HeBO3MOXHO.

3awmTa oT ceTeBbIX Yrpo3

3awmTta oT
CEeTeBbIX Yrpo3

MepekntoyaTtenb BKAKYEH.

3awmra oT ceTeBbIX Yrpo3

[HobGaButb
aTaKyoLumn
KOMMbIOTEp B
CNUCOK
OnokmMpoBaHus Ha
N MUHyT

dnaxoK yCTaHOBIEH.
Bpems 6nokupoBanus — 60 MUH.

3awmra oT ceTeBbIX Yrpo3 WckntoveHus MycTon cnucok IP-agpecos. [lo6aBneHne HEKOTOPbIX
WCKIMIOYEHNI MOXET BECTU K BbIXxogy M3 6e3onacHoro
cocTosiHMA. AOMnHUCTpaTopy 6esonacHocTu cneayeT
OCTOPOXXHO NOAXOAMUTb K BblbOpy UcKknoveHnn. [ns
MWUHMMU3aUUM pycka PeKOMEHAYETCS OCTaBUTb
3HaYeHNs1 MO YMOSYAHWIO.
KoHTponb 6e3onacHocTn
KoHTponb nporpamm KoHTpornb MepekntoyaTernb BKMNOYEH.
nporpamm
3apgauu
O6HoBneHune 3arpyxaTtb PnaxokK CHAT.
0BHOBNEHNS
Moaynen
nporpammeil
HacTtpoiiku nporpamMmmbli
O6bwue 3anyckatb ®dnaxok yCTaHOBMEH.
Kaspersky
Endpoint Security
ans Windows npu
BKITHOYEHUN
KoMnbloTepa
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CyLWHOCTb, K KOTOpPOM HasBaHue Be3onacHoe 3Ha4YeHue unu guanasoH 3Ha4YeHUn
OTHOCUTCS napameTp napameTtpa napameTpa (cepTucduumpoBaHHas
KOHdUrypauums)
O6wwe MpumeHsTL dnaxok yCTaHOBMEH.
TEXHOIOro
neyeHus
aKTMBHOTO
3apaxeHusi
O6uwue Bkntountb dnaxoK yCTaHOBIEH.
camo3saluuTy
O6bwue BbIkntounTb dnaxok yCcTaHOBIEH.
BHeLLHee
yrnpaeneHue
CUCTEMHbIMMU
cnyx6éamu
Yrposbl 1 UCKIIOYEHUS Tunbl Bupycebl, yepsu; TposiHCkue nporpammel; BpegoHocHbIe
obHapyXvBaembIX | yTUNUTbI; YNakoBaHHbIE 0OBHEKTLI, CNOCO0 YNakoBKU
06beKTOB KOTOPbIX MOXET UCMONb30BaThCsA ANS 3alUTbI
BpeOOHOCHOro kofa; MHOXeCTBEHHO ynakoBaHHbIe
dannbl
Yrpo3bl N UCKIOYEHUS WckntoueHus Cnuncok ncknoyeHun nyct. [JobaBneHne HEKOTOPbIX
WCKIMIOYEHNI MOXET BECTU K BbIXogy M3 6esonacHoro
cocTosiHMA. AoMnHucTpaTopy 6esonacHocTu cnegyeT
OCTOPOXHO NOAXOAMWTb K BblIbOpy ucknioveHnn. [ns
MUHUMM3aLUN pUCKa PeKOMeHOYeTCs OCTaBUTb
3HaYeHNs NO YMOMYaHMUIO.
Yrpo3bl 1 UCKOYEHUS [loBepeHHble Cnuncok goBepeHHbIX Nporpamm nycTt. [JobaeneHne
nporpamMmel HEKOTOPbIX JOBEPEHHbIX MPOrpaMm MOXET BECTU K

BbIXody M3 6e30MacHOro CoCTosiHMA. AQMUHUCTPaToOpy
B6e3onacHoCTK criegyeT OCTOPOXKHO MNOAXOAUTL K
BbIGOPY [OBEPEHHbIX NporpamMm. [ns MUHUMK3aLMK
pucka pekoMeHOYyeTCsl OCTaBUTb 3HAYEHUS MO
YMOMYaHMIo.

WHTepdenc

3awmTa naponem

MepekntoyaTernb BKMNIOYEH.

AamMuHucTpaTtop 6e3onacHOCTV LOSMKEH YCTAHOBUTb
HadeXHbIV Naporb 1 obrnacTb AencTBUs (BCe onumn).
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[MpunoxeHue 2. Npynnbl goBepuUs
nporpamm

Bce nporpammel, 3anyckaemsle Ha komnbloTepe, Kaspersky Endpoint Security pacnpegensaet Ha rpynnsl 4OBepUs.
MporpaMmbl pacnpegensoTcs Ha rpynnbl JOBEPUS B 3aBUCUMOCTM OT CTEMEHN Yrpo3bl, KOTOPYHO 3TU NporpaMmel
MOryT NpeacTaBnaTb A58 onepaunoHHON CUCTEMBI.

CylLecTBYIOT criefytoLue rpynmnbl 4OBEPUS:

[oBepeHHble. B rpynny BXoasaT nporpamMmel, Ansi KOTOPbIX BbINOMHSETCA 0AHO unu 6onee cnegyowmx
YyCroBuUN:

e [lporpammbl 06nagatoT LMpoBOM NOANUCHI0 AOBEPEHHBIX NMPOU3BOAUTENEN.

¢ O nporpammax ecTb 3anucu B 6a3e goBepeHHbIx nporpamm Kaspersky Security Network.

¢ [lonb3oBaTtenb nomecTun nporpaMmmel B rpynny "[doBepeHHble".

3anpeLLeHHbIX onepauui ons Takux nporpamMm Her.

Cnabble orpaHuyeHus. B rpynny BxogaT nporpaMmbl, A51s1 KOTOPbIX BbIMOSHAIOTCS CreayoLwmne yCnoBus:
e [Iporpammbl He 06nagatoT LMPOBOW NOAMMUCHIO 4OBEPEHHbBIX NPOU3BOAMTENEN.

e O nporpammax HeT 3anucen B 6ase gosepeHHbIX nporpamm Kaspersky Security Network.

e [lonb3oBaTenb noMmecTun nporpammel B rpynny "Cnabble orpaHuyeHms”.

Takne nporpaMMbl UMEIOT MUHUMAarbHbIE OrpaHMYeHns Ha paboTy € pecypcamm onepaumoHHON CUCTEMBI.

CunbHble orpaHnMyeHus. B rpynny BXogAaT nporpammebl, Ans KOTOPbIX BbIMOSIHSAOTCA criegytoLine
YCrOBUS:

e [Iporpammbl He 06nagatoT LMPOBOW NOAMMUCHIO 4OBEPEHHbBIX NPOU3BOUTENEN.

e O nporpammax HeT 3anucen B 6ase goBepeHHbIX nporpamm Kaspersky Security Network.

e [lonb3oBaTenb noMecTun nporpamMmmebl B rpynny "CunbHble orpaHnyeHns".

Takne nporpaMmMbl UMEIOT 3HAYUTENbHbIE OFPaHNYEHMs Ha paboTy C pecypcamm onepaLmMoHHON CUCTEMBI.
HepoBepeHHbIe. B rpynny BXogsaT nporpaMmel, 45151 KOTOPbIX BbINOMHAIOTCS CriegyloLlmne yCnoBus:

e [Iporpammbl He 06nagatoT LM POBOW MNOAMMUCHIO JOBEPEHHbBIX NPON3BOAUTENEN.

¢ O nporpammax HeT 3anucen B 6a3e goBepeHHbIx nporpamm Kaspersky Security Network.

e [lonb3oBaTenb noMecTun nporpamMmmel B rpynny "HegoBepeHHble".

[N Takux nporpamMm 3anpeLleHbl Bce onepaumu.

lMpunoxeHue 2. pynnsl dosepust npospamm
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NMpunoxexHue 3. PacwumpeHna cannos
AnA ObICTPON NPOBEPKN CbEMHbIX
AUCKOB

COM — UCMONHsieMbIN dpain nporpaMmmMbl pasaMepoM He 6onee 64 Kb;

exe — UCMNOMHseMbI hain, caMmopacnakoBbIBalOLLMIACS apXUB,

Sys — cucteMHbIn chann Microsoft Windows;

prg — TekcT nporpammbl dBase™, Clipper unu Microsoft Visual FoxPro®, nporpamma naketa WAVmaker;
bin — 6GuHapHbIn hann;

bat — dpavin nakeTHoro 3agaHus;

cmd — komaHgHbIn pann Microsoft Windows NT (aHanoruueH bat-dbaviny ans DOS), 0S/2;
dpl — ynakoBaHHas 6ubnuoteka Borland Delphi;

dil — GubnmoTeka ANHaAMNYECKON 3arpy3Ku;

scr — ¢hbann-3acTtaBka akpaHa Microsoft Windows;

cpl — moaynb naHenu ynpasneHus (control panel) B Microsoft Windows;

ocx — obbekT Microsoft OLE (Object Linking and Embedding);

tsp — nporpamma, paboTaloLlas B pexxmume pasfgeneHns BpemMeHu;

drv — opanBep HEKOTOPOro YCTPOMCTRA;

vxd — gpanBep BupTyanbHoro yctponctea Microsoft Windows;

pif — dpann ¢ nHopmauuren o NnporpamMmme;

Ink — cbann-ccbinka B Microsoft Windows;

reg — doann perncTpaumm knoven cuctemHoro peectpa Microsoft Windows;

ini — pann koHUrypaLmmn, KOTOPbIN COAEPXKMT AaHHble HacTpoek anga Microsoft Windows, Windows NT u
HEKOTOPbIX NPorpamm;

cla — knacc Java,;

vbs — ckpunt Visual Basic®;

vbe — Bugeopacwuperne BIOS;

jS, jse — ucxogHbI TekcT JavaScript;

htm — runepTekcToBbLIN AOKYMEHT;

htt — runepTtekcToBas 3arotoBka Microsoft Windows;

hta — runepTekcTtoBas nporpamma ans Microsoft Internet Explorer®;
asp — ckpunt Active Server Pages;

chm — ckomnunupoBaHHbIn HTML-dann;

pht — HTML-dhaiin co BCTpoeHHbIMK ckpuntamu PHP;

php — ckpunT, BcTpanaemsbii B HTML-dannei;

lMpunoxeHue 3. PacwupeHus ¢hatinos 0nsi 6bicmpol npoeepKu CbeMHbIX OUCKO8
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wsh — cpann Microsoft Windows Script Host;

wsf — ckpunT Microsoft Windows;

the — dpann 3actaBku anga paboyero ctona Microsoft Windows 95;

hlp — dbann cnpasku popmata Win Help;

eml — coobLieHne anekTpoHHol noyTkbl Microsoft Outlook Express;

NWS — HOBOE coobLLeHne anekTpoHHon noyTel Microsoft Outlook Express;

msg — coobLLieHne anekTpoHHOM noyTkl Microsoft Mail;

plg — coobLleHne aNeKTPOHHOM NOYThI;

mbx — coxpaHeHHoe coobLueHne anekTpoHHol nouTkl Microsoft Office Outlook;

doc* — pokymeHThl Microsoft Office Word, Takune kak: doc — nokymeHT Microsoft Office Word, docx — AOKyMeHT
Microsoft Office Word 2007 ¢ nogaepxkon a3bika XML, docm — gokymeHT Microsoft Office Word 2007 ¢
noaaep kKo MakpoCOB;

dot* — wabnoHbl gokymeHTa Microsoft Office Word, Takue kak: dot — wabnoH gokymeHta Microsoft Office Word,
dotx — wabnoH gokymeHta Microsoft Office Word 2007, dotm — wabnoH gokymeHta Microsoft Office Word 2007
C NOAAEPXKKON MaKpOCOB;

fpm — nporpamma 6a3 gaHHbIX, cTapToBbI dhann Microsoft Visual FoxPro;
rtf — nokymeHT B popmate Rich Text Format;

shs — dpparmeHT Windows Shell Scrap Object Handler;

dwg — 6a3a gaHHbIx YyepTexen AutoCAD®;

msi — nakeT Microsoft Windows Installer;

otm — VBA-npoekT ansa Microsoft Office Outlook;

pdf — pokymeHT Adobe Acrobat;

swf — o6bekT naketa Shockwave® Flash;

ipg, jpeg — dann rpacdumyeckoro opMarta XpaHeHUs cxkaTbiX N300paKeHNN;
emf — dpann popmara Enhanced Metafile;

ico — cbann 3Ha4ka 06bEKTa;

ov? — ucnonHsemsle dannbl Microsoft Office Word,;

xI* — nokymeHTbl M pannbl Microsoft Office Excel, Takme kak: xla — pacwmpenne Microsoft Office Excel, xIc —
aunarpamma, xlt — wabnoH gokymeHTa, XIsx — pabodas kHura Microsoft Office Excel 2007, xItm — paboyasi kHura
Microsoft Office Excel 2007 ¢ nogaep»kon Mmakpocos, xlsb — pabouas kHura Microsoft Office Excel 2007 B
BuHapHom (He XML) chopmaTe, xltx — wabnoH Microsoft Office Excel 2007, xIsm — wabnoH Microsoft Office
Excel 2007 ¢ nogaep»xkon makpocog, xlam — Hagctporika Microsoft Office Excel 2007 ¢ nogaepXkon
MaKpOCOB;

pp* — nokymeHThl u annel Microsoft Office PowerPoint®, Takme kak: pps — cnang Microsoft Office PowerPoint,
ppt — npeseHTaums, pptx — npeseHTaums Microsoft Office PowerPoint 2007, pptm — npe3eHTaumsa Microsoft
Office PowerPoint 2007 c nogaep>xkon MakpocoB, potx — wabnoH npeseHTaumm Microsoft Office PowerPoint
2007, potm — wabnoH npe3eHTauunm Microsoft Office PowerPoint 2007 ¢ nogaepXKo MakpoCcoB, PPSX —
cnang-woy Microsoft Office PowerPoint 2007, ppsm — cnang-woy Microsoft Office PowerPoint 2007 ¢
NoAAePKKOM MakpocoB, ppam — HagcTpovika Microsoft Office PowerPoint 2007 ¢ nogaepXkon MakpocoB;

md* — gokymeHThl 1 hannel Microsoft Office Access®, Takue kak: mda — pabodas rpynna Microsoft Office Access,
mdb — 6a3a gaHHbIX;
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sldx — cnang Microsoft Office PowerPoint 2007;
sldm — cnang Microsoft Office PowerPoint 2007 ¢ noaAep»XKoin MakpoCcoB;

thmx — Tema Microsoft Office 2007.
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NMpunoxeHune 4. Tunol channoB ons
domnbTpa BNOXeHnn 3awmnTbl OT
NOYTOBbLIX Yrpo3

CnepnyeT NOMHUTb, YTO (hakTUYeCcknn hopmat cbarna MOXeT He coBnagaTb ¢ POpMaToM, yKasaHHbIM B
pacwupeHnn danna.

Ecnu Bbl BKNIOUNNY hrNbTPaLIMIO BIIOXKEHWI B COODLLIEHNAX SNEKTPOHHON NOYTbI, TO B pe3ynbTaTte hunbTpaumu
KOMMOHEHT 3aLyuTa OT NOYTOBLIX YIPO3 MOXET NEPEMMEHOBBLIBATL UMK YAANATh (hanbl Crieayowmnx pacLluMpeHnii;

COMm — UCNOornHAeMbIN harin nporpammMbl pasmepom He 6onee 64 Kb;

exe — NCnonHaeMbln pann, camopacnakoBbIBalOLWMNCA apXuB;

Sys — cucteMHbl pann Microsoft Windows;

prg — TekcT nporpammbl dBase™, Clipper unu Microsoft Visual FoxPro®, nporpamma naketa WAVmaker;
bin — GuHapHbIN dhans;

bat — dpavin nakeTHoro 3agaHus;

cmd — komaHgHbI hbann Microsoft Windows NT (ananornyen bat-cpanny gna DOS), OS/2;
dpl — ynakoBaHHas 6ubnumoteka Borland Delphi;

dil — GubnmoTeka ANHaAMNYECKON 3arpy3Ku;

scr — gpann-3acTtaBka akpaHa Microsoft Windows;

cpl — mogynb naHenu ynpasneHus (control panel) B Microsoft Windows;

ocx — obbekT Microsoft OLE (Object Linking and Embedding);

tsp — nporpamma, paboTatoLlas B pexxmme pasfgeneHns BpemeHu;

drv — gpanBep HEKOTOPOro YCTPONCTBA;

vxd — gpanBep BupTyanbHoro ycrponctea Microsoft Windows;

pif — dpann ¢ nHopmauunen o NnporpamMmme;

Ink — dbann-ccbinka B Microsoft Windows;

reg — cpann permctpaumm Knoven cuctemHoro peectpa Microsoft Windows;

ini — parin koHdUrypaLmmn, KOTOpbI COAEPKUT AaHHble HacTpoek ans Microsoft Windows, Windows NT u
HEKOTOPbIX Nporpamm;

cla — knacc Java,;

vbs — ckpunt Visual Basic®;

vbe — Buaeopacwmpenne BIOS;

jS, jse — ucxogHbI TekcT JavaScript;

htm — runNepTeKkcToBbI JOKYMEHT;
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htt — runepTtekctoBas 3arotoska Microsoft Windows;

hta — runepTekcToBas nporpamma ans Microsoft Internet Explorer®;

asp — ckpunt Active Server Pages;

chm — ckomnunupoBaHHbIi HTML-dann;

pht — HTML-dbain co BCcTpoeHHbIMKU ckpuntamu PHP;

php — ckpunT, BCcTpanBaembin B HTML-channbi;

wsh — cpann Microsoft Windows Script Host;

wsf — ckpunT Microsoft Windows;

the — dpann 3actaBku ans paboyero ctona Microsoft Windows 95;

hlp — dbann cnpasku popmata Win Help;

eml — coobueHmne anekTpoHHor noyvtel Microsoft Outlook Express;

NWs — HOBOE coobLLieHNE anekTpoHHoN noyTbl Microsoft Outlook Express;
msg — coobLleHne anekTpoHHon no4thbl Microsoft Mail;

plg — coobLeHne areKkTPOHHOM NOYThI;

mbX — coxpaHeHHoe coobLleHne anekTpoHHom noyTbl Microsoft Office Outlook;

doc* — pokymeHTbl Microsoft Office Word, Takune kak: doc — gokymeHT Microsoft Office Word, docx — AOKyMeHT
Microsoft Office Word 2007 ¢ nogaepxkon s3bika XML, docm — gokymeHT Microsoft Office Word 2007 ¢
noaaep>Kkon MakpoCoOB;

dot* — wabnoHbl gokymeHTa Microsoft Office Word, Takme kak: dot — wabnoH gokymeHTta Microsoft Office Word,
dotx — wabnoH gokymeHTa Microsoft Office Word 2007, dotm — wabnoH gokymeHnTa Microsoft Office Word 2007
C NOAAEPXKKON MaKpPOCOB;

fpm — nporpamma 6a3 gaHHbIX, cTapToBbI dhann Microsoft Visual FoxPro;
rtf — nokymeHT B popmate Rich Text Format;

shs — doparmeHT Windows Shell Scrap Object Handler;

dwg — 6a3a gaHHbIx YepTexen AutoCAD®;

msi — nakeT Microsoft Windows Installer;

otm — VBA-npoekT ansa Microsoft Office Outlook;

pdf — gokymeHT Adobe Acrobat;

swf — 06bekT naketa Shockwave® Flash;

iPg, jpeg — dann rpaduyeckoro hopmarta XxpaHeHUs1 CKaTblX U30OpaKeHNI;
emf — dpann popmara Enhanced Metafile;

ico — dbarn 3Ha4ka 06bEKTa;

ov? — ucnonHsemble annbl Microsoft Office Word,;

xI* — nokymeHTbl M parnbl Microsoft Office Excel, Takme kak: xla — pacwmpenne Microsoft Office Excel, xIc —
anarpamma, xlt — wabnoH gokymeHTa, xIsx — pabodas kHura Microsoft Office Excel 2007, xltm — paboyasi kHura
Microsoft Office Excel 2007 ¢ nogaep»kor MakpocoB, xlsb — pabouas kHura Microsoft Office Excel 2007 B
BuHapHom (He XML) chopmaTe, xltx — wabnoH Microsoft Office Excel 2007, xIsm — wabnoH Microsoft Office
Excel 2007 ¢ nogaep»xkon Mmakpocog, xlam — HagcTporika Microsoft Office Excel 2007 ¢ nogaepXkon
MaKpOCOB;
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pp* — nokymeHThl U channsl Microsoft Office PowerPoint®, Takme kak: pps — cnang Microsoft Office PowerPoint,
ppt — npeseHTauus, pptx — npeseHtaums Microsoft Office PowerPoint 2007, pptm — npeseHTaums Microsoft
Office PowerPoint 2007 ¢ nogaep»xkor MakpocoB, potx — wabnoH npeseHTaumm Microsoft Office PowerPoint
2007, potm — wabnoH npeseHTtaummn Microsoft Office PowerPoint 2007 ¢ nogaepXko MakpocoB, PPSX —
cnang-woy Microsoft Office PowerPoint 2007, ppsm — cnang-woy Microsoft Office PowerPoint 2007 ¢
noaaep kKo MakpocoB, ppam — HaacTpounka Microsoft Office PowerPoint 2007 ¢ nogaepXkon MakpoCoB;

md* — gokymeHThl 1 dhannel Microsoft Office Access®, Takue kak: mda — pabodas rpynna Microsoft Office Access,
mdb — 6a3a AaHHbIX;

sldx — cnang Microsoft Office PowerPoint 2007;
sldm — cnang Microsoft Office PowerPoint 2007 ¢ noaAep»XKo MakpoCoB;

thmx — Tema Microsoft Office 2007.
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NMpunoxeHue 5. CeteBble NapameTpbl

Ans B3auMoaencTBuAa C BHELWHUMU

cnyx6amm

Kaspersky Endpoint Security ucnonbsyet cnegytowime ceteBble napameTpbl ANd B3aUMOL4ENCTBUSA C BHELLUHUMM

cnyxodamu.

Tabnuua 23. Cemesnble napamempsi

OnucaHune MpoToko Appec Mop
n T

AkTnBaums HTTPS activation-v2.kaspersky.com/activationservice/activationservice.sv 443
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