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ʋʚʘʞʘʝʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ!  

ʉʧʘʩʠʙʦ, ʯʪʦ ʜʦʚʝʨʷʝʪʝ ʥʘʤ. ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʧʦʤʦʞʝʪ ʚʘʤ ʚ ʨʘʙʦʪʝ ʠ ʦʪʚʝʪʠʪ ʥʘ 

ʙʦʣʴʰʠʥʩʪʚʦ ʚʦʟʥʠʢʘʶʱʠʭ ʚʦʧʨʦʩʦʚ. 

ɺʥʠʤʘʥʠʝ! ʇʨʘʚʘ ʥʘ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" (ʜʘʣʝʝ ʪʘʢʞʝ 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʟʘʱʠʱʝʥʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʜʦʛʦʚʦʨʘʤʠ. ɿʘ ʥʝʟʘʢʦʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʦʢʫʤʝʥʪʘ ʠ ʝʛʦ ʦʪʜʝʣʴʥʳʭ 

ʯʘʩʪʝʡ ʥʘʨʫʰʠʪʝʣʴ ʥʝʩʝʪ ʛʨʘʞʜʘʥʩʢʫʶ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʫʶ ʠʣʠ ʫʛʦʣʦʚʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʠʤʝʥʠʤʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ.  

ʂʦʧʠʨʦʚʘʥʠʝ ʚ ʣʶʙʦʡ ʬʦʨʤʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʧʝʨʝʚʦʜʝ, ʣʶʙʳʭ ʤʘʪʝʨʠʘʣʦʚ ʚʦʟʤʦʞʥʳ ʪʦʣʴʢʦ 

ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʦʢʫʤʝʥʪ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, 

ʥʝʢʦʤʤʝʨʯʝʩʢʠʭ ʠʣʠ ʣʠʯʥʳʭ ʮʝʣʷʭ. 

ɼʦʢʫʤʝʥʪ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɿʘ ʩʦʜʝʨʞʘʥʠʝ, ʢʘʯʝʩʪʚʦ, ʘʢʪʫʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʜʦʢʫʤʝʥʪʝ ʤʘʪʝʨʠʘʣʦʚ, ʧʨʘʚʘ ʥʘ 

ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʜʨʫʛʠʤ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʷʤ, ʘ ʪʘʢʞʝ ʟʘ ʚʦʟʤʦʞʥʳʡ ʫʱʝʨʙ, ʩʚʷʟʘʥʥʳʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʵʪʠʭ ʤʘʪʝʨʠʘʣʦʚ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʥʝ ʥʝʩʝʪ. 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʠ ʟʥʘʢʠ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʢʦʪʦʨʳʝ 

ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʝʡ. 
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ʆʙ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ 
ʅʘʩʪʦʷʱʠʡ ʜʦʢʫʤʝʥʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʦʜʛʦʪʦʚʠʪʝʣʴʥʳʝ ʧʨʦʮʝʜʫʨʳ ʠ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʠʟʜʝʣʠʷ " Kaspersky Industrial CyberSecurity for Nodes 2.5.0.235" (ʜʘʣʝʝ ʪʘʢʞʝ " Kaspersky 

Industrial CyberSecurity for Nodes 2.5", "ʧʨʦʛʨʘʤʤʘ"). 

ʇʦʜʛʦʪʦʚʠʪʝʣʴʥʳʝ ʧʨʦʮʝʜʫʨʳ ʠʟʣʦʞʝʥʳ ʚ ʨʘʟʜʝʣʘʭ "ʇʦʜʛʦʪʦʚʢʘ ʢ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ", "ʋʩʪʘʥʦʚʢʘ 

ʧʨʦʛʨʘʤʤʳ", "ʇʦʜʛʦʪʦʚʢʘ ʧʨʦʛʨʘʤʤʳ ʢ ʨʘʙʦʪʝ" ʠ "ʇʨʦʮʝʜʫʨʘ ʧʨʠʝʤʢʠ" ʠ ʩʦʜʝʨʞʘʪ ʧʨʦʮʝʜʫʨʳ ʙʝʟʦʧʘʩʥʦʡ 

ʫʩʪʘʥʦʚʢʠ ʠ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʡ 

(ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ) ʢʦʥʬʠʛʫʨʘʮʠʠ. ɺ ʨʘʟʜʝʣʝ "ʊʨʝʙʦʚʘʥʠʷ" ʧʨʠʚʝʜʝʥʳ ʤʠʥʠʤʘʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳʝ 

ʩʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʙʝʟʦʧʘʩʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ʆʩʪʘʣʴʥʳʝ ʨʘʟʜʝʣʳ ʵʪʦʛʦ ʜʦʢʫʤʝʥʪʘ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 

ʵʢʩʧʣʫʘʪʘʮʠʠ ʩʦʜʝʨʞʠʪ ʩʚʝʜʝʥʠʷ ʦ ʪʦʤ, ʢʘʢ ʦʩʫʱʝʩʪʚʣʷʪʴ ʙʝʟʦʧʘʩʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʘ 

ʪʘʢʞʝ ʠʥʩʪʨʫʢʮʠʠ ʠ ʫʢʘʟʘʥʠʷ ʧʦ ʙʝʟʦʧʘʩʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʨʦʛʨʘʤʤʳ. 

ɺ ʜʦʢʫʤʝʥʪʝ ʪʘʢʞʝ ʩʦʜʝʨʞʘʪʩʷ ʨʘʟʜʝʣʳ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʦʛʨʘʤʤʝ. 

ɼʦʢʫʤʝʥʪ ʘʜʨʝʩʦʚʘʥ ʪʝʭʥʠʯʝʩʢʠʤ ʩʧʝʮʠʘʣʠʩʪʘʤ, ʚ ʦʙʷʟʘʥʥʦʩʪʠ ʢʦʪʦʨʳʭ ʚʭʦʜʠʪ ʫʩʪʘʥʦʚʢʘ, ʵʢʩʧʣʫʘʪʘʮʠʷ ʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʘ ʪʘʢʞʝ ʧʦʜʜʝʨʞʢʘ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʠʩʧʦʣʴʟʫʶʱʠʭ Kaspersky Industrial CyberSecurity for Nodes 2.5. 
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ʆ ʧʨʦʛʨʘʤʤʝ 
 

ʉʨʝʜʩʪʚʦ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ çKaspersky Industrial CyberSecurity for Nodesè (ʜʘʣʝʝ ʪʘʢʞʝ "ʧʨʦʛʨʘʤʤʘ"), 

ʧʨʝʜʩʪʘʚʣʷʶʱʝʝ ʩʦʙʦʡ ʩʨʝʜʩʪʚʦ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʪʠʧʘ çɺè ʪʨʝʪʴʝʛʦ ʢʣʘʩʩʘ ʟʘʱʠʪʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ 

ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʥʘ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʨʘʙʦʯʠʭ ʤʝʩʪʘʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

ʆʩʥʦʚʥʳʤʠ ʫʛʨʦʟʘʤʠ, ʜʣʷ ʧʨʦʪʠʚʦʩʪʦʷʥʠʷ ʢʦʪʦʨʳʤ ʠʩʧʦʣʴʟʫʝʪʩʷ Kaspersky Industrial CyberSecurity for 

Nodes, ʷʚʣʷʶʪʩʷ ʫʛʨʦʟʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʚʥʝʜʨʝʥʠʝʤ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʝʪʝʡ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ (ʩʝʪʝʡ ʩʚʷʟʠ 

ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ) ʠ(ʠʣʠ) ʩʲʝʤʥʳʭ ʤʘʰʠʥʥʳʭ ʥʦʩʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʠ, ʚʨʝʜʦʥʦʩʥʳʭ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʧʨʦʛʨʘʤʤ (ʚʠʨʫʩʦʚ) (ʂɺ). 

ɺ ʧʨʦʛʨʘʤʤʝ ʨʝʘʣʠʟʦʚʘʥʳ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

¶ ʨʘʟʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʨʘʙʦʪʦʡ ʧʨʦʛʨʘʤʤʳ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʦʛʨʘʤʤʳ; 

¶ ʫʧʨʘʚʣʝʥʠʝ ʫʩʪʘʥʦʚʢʦʡ ʦʙʥʦʚʣʝʥʠʡ (ʘʢʪʫʘʣʠʟʘʮʠʠ) ʙʘʟʳ ʜʘʥʥʳʭ ʧʨʠʟʥʘʢʦʚ ʚʨʝʜʦʥʦʩʥʳʭ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʧʨʦʛʨʘʤʤ (ʚʠʨʫʩʦʚ) (ɹɼ ʇʂɺ); 

¶ ʘʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ; 

¶ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʚʝʨʦʢ ʦʙʲʝʢʪʦʚ ʚʦʟʜʝʡʩʪʚʠʷ; 

¶ ʦʙʨʘʙʦʪʢʘ ʦʙʲʝʢʪʦʚ ʚʦʟʜʝʡʩʪʚʠʷ; 

¶ ʩʠʛʥʘʣʠʟʘʮʠʷ ʧʨʦʛʨʘʤʤʳ; 

¶ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʚʝʨʦʢ ʦʙʨʘʱʝʥʠʡ ʢ ʠʥʪʝʨʬʝʡʩʘʤ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʜʨʫʛʠʤʠ ʩʠʩʪʝʤʘʤʠ; 

¶ ʤʦʥʠʪʦʨʠʥʛ ʮʝʣʦʩʪʥʦʩʪʠ ʜʘʥʥʳʭ, ʭʨʘʥʠʤʳʭ ʥʘ ʧʨʦʛʨʘʤʤʠʨʫʝʤʳʭ ʣʦʛʠʯʝʩʢʠʭ ʢʦʥʪʨʦʣʣʝʨʘʭ; 

¶ ʢʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ; 

¶ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʥʝʜʦʚʝʨʝʥʥʳʤ wi-fi ʩʝʪʷʤ; 

¶ ʢʦʥʪʨʦʣʴ ʚʳʧʦʣʥʝʥʠʷ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ; 

¶ ʟʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. 
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ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʧʝʨʝʯʝʥʴ ʘʧʧʘʨʘʪʥʳʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʪʨʝʙʦʚʘʥʠʡ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 

ʆʙʱʠʝ ʪʨʝʙʦʚʘʥʠʷ: 

¶ x86-ʩʦʚʤʝʩʪʠʤʳʝ ʩʠʩʪʝʤʳ ʚ ʦʜʥʦʧʨʦʮʝʩʩʦʨʥʦʡ ʠ ʤʥʦʛʦʧʨʦʮʝʩʩʦʨʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ; 

¶ x64-ʩʦʚʤʝʩʪʠʤʳʝ ʩʠʩʪʝʤʳ ʚ ʦʜʥʦʧʨʦʮʝʩʩʦʨʥʦʡ ʠ ʤʥʦʛʦʧʨʦʮʝʩʩʦʨʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ; 

ʆʙʲʝʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ: 

¶ ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ï 50 ʄɹ; 

¶ ɼʣ ̫ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes ï 500 ʄɹ. 

ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 

¶ 256 ʄɹ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 32-

ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows XP Embedded / Windows XP / Windows Embedded 

POSReady 2009; 

¶ 512 ʄɹ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 32-ʨʘʟʨʷʜʥʳʭ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows XP Embedded / Windows XP / Windows Embedded 

POSReady 2009; 

¶ 1 ɻɹ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʜʨʫʛʠʭ 32-

ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows; 

¶ 2 ɻɹ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 64-ʨʘʟʨʷʜʥʳʭ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows. 

ʄʠʥʠʤʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʮʝʩʩʦʨʫ: 

¶ ʜʣʷ 32-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows ï IntelÈ PentiumÈ III 

¶ ʜʣʷ 64-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows ï Intel Pentium IV. 
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ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʳʤ ʫʩʪʨʦʡʩʪʚʘʤ 

ʅʘʩʪʦʣʴʥʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ: 

¶ Windows XP Professional SP2 x86 

¶ Windows XP Professional SP2 x64 

¶ Windows XP Professional SP3 x86 

¶ Windows VistaÈ SP2 x86 

¶ Windows Vista SP2 x64 

¶ ʉʝʤʝʡʩʪʚʦ Windows 7: 

¶ Windows 7 Professional x86 

¶ Windows 7 Professional x64 

¶ Windows 7 Enterprise x86 

¶ Windows 7 Enterprise x64 

¶ Windows 7 Ultimate x86 

¶ Windows 7 Ultimate x64 

¶ Windows 7 Professional SP1 x86 

¶ Windows 7 Professional SP1 x64 

¶ Windows 7 Ultimate SP1 x86 

¶ Windows 7 Ultimate SP1 x64 

¶ Windows 7 Enterprise SP1 x86 

¶ Windows 7 Enterprise SP1 x64 

¶ ʉʝʤʝʡʩʪʚʦ Windows 8: 

¶ Windows 8 Pro x86 

¶ Windows 8 Pro x64 

¶ Windows 8 Enterprise x86 

¶ Windows 8 Enterprise x64 

¶ ʉʝʤʝʡʩʪʚʦ Windows 8.1:  

¶ Windows 8.1 Pro x86 

¶ Windows 8.1 Pro x64 

¶ Windows 8.1 Enterprise x86 

¶ Windows 8.1 Enterprise x64 

¶ ʉʝʤʝʡʩʪʚʦ Windows 10: 

¶ Windows 10 Pro x86 

¶ Windows 10 Pro x64 

¶ Windows 10 Enterprise x86 

¶ Windows 10 Enterprise x64 
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¶ Windows 10 RS1 x86 

¶ Windows 10 RS1 x64 

¶ Windows 10 RS2 x86 

¶ Windows 10 RS2 x64 

¶ Windows 10 RS3 x64 

¶ Windows 10 RS3 x64 

ʉʝʨʚʝʨʥʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ: 

¶ ʉʝʤʝʡʩʪʚʦ Windows Server 2003: 

¶ Windows Server 2003 Standard SP1 x86 

¶ Windows Server 2003 Standard SP1 x64 

¶ Windows Server 2003 Enterprise SP1 x86 

¶ Windows Server 2003 Enterprise SP1 x64 

¶ Windows Server 2003 Standard SP2 x86 

¶ Windows Server 2003 Standard SP2 x64 

¶ Windows Server 2003 Enterprise SP2 x86 

¶ Windows Server 2003 Enterprise SP2 x64 

¶ ʉʝʤʝʡʩʪʚʦ Windows Server 2008:  

¶ Windows Server 2008 Standard SP1 x86 

¶ Windows Server 2008 Standard SP1 x64 

¶ Windows Server 2008 Enterprise SP1 x86 

¶ Windows Server 2008 Enterprise SP1 x64 

¶ Windows Server 2008 R2 Standard 

¶ Windows Server 2008 R2 Enterprise 

¶ Windows Server 2008 R2 Enterprise with SP1 

¶ ʉʝʤʝʡʩʪʚʦ Windows 2012:  

¶ Windows Server 2012 Essentials x64 

¶ Windows Server 2012 Standard x64 

¶ Windows Server 2012 Foundation x64 

¶ Windows Server 2012 Datacenter x64 

¶ Windows Server 2012 R2 Essentials x64 

¶ Windows Server 2012 R2 Standard x64 

¶ Windows Server 2012 R2 Foundation x64 

¶ Windows Server 2012 R2 Datacenter x64 

¶ Windows Server 2016. 
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ɺʩʪʨʘʠʚʘʝʤʳʝ ʩʠʩʪʝʤʳ: 

¶ Windows XP Embedded x86 

¶ Windows Embedded Standard 7 x86 

¶ Windows Embedded Standard 7 x64 

¶ Windows Embedded 8.1 Industry Pro x86 

¶ Windows Embedded 8.1 Industry Pro x64 

¶ Windows Embedded 8.0 Standard x86 

¶ Windows Embedded 8.0 Standard x64 

 ʇʦʜʜʝʨʞʠʚʘʝʤʳʝ ʠʥʜʫʩʪʨʠʘʣʴʥʳʝ ʩʠʩʪʝʤʳ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʘʱʠʱʘʝʪ ʩʣʝʜʫʶʱʠʝ ʧʨʦʛʨʘʤʤʠʨʫʝʤʳʝ 

ʣʦʛʠʯʝʩʢʠʝ ʢʦʥʪʨʦʣʣʝʨʳ: 

¶ SiemensÊ SIMATICÊ series S7-300  

¶ Siemens SIMATIC series S7-400 

¶ Schneider Electric Modicon M340 

¶ Schneider Electric Modicon M580 
 

 
 

ʋʢʘʟʘʥʠʷ ʧʦ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʨʝʜʝ 

1. ʋʩʪʘʥʦʚʢʘ, ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ ʜʦʣʞʥʳ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʝʡ. 

2. ʇʨʦʛʨʘʤʤʘ ʜʦʣʞʥʘ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʦʪʚʝʯʘʶʱʠʭ ʤʠʥʠʤʘʣʴʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ, 

ʧʨʠʚʝʜʝʥʥʳʤ ʚ ʨʘʟʜʝʣʝ çɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷè. 

3. ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ʠ ʥʘʯʘʣʦʤ ʵʢʩʧʣʫʘʪʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʚʩʝ ʜʦʩʪʫʧʥʳʝ 

ʦʙʥʦʚʣʝʥʠʷ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚʝʨʩʠʡ ʇʆ ʩʨʝʜʳ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. 

4. ɼʦʣʞʝʥ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥ ʜʦʩʪʫʧ ʧʨʦʛʨʘʤʤʳ ʢʦ ʚʩʝʤ ʦʙʲʝʢʪʘʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ 

ʥʝʦʙʭʦʜʠʤʳ ʧʨʦʛʨʘʤʤʝ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʩʚʦʠʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ (ʢ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ 

ʦʙʲʝʢʪʘʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ). 

5. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʩʦʚʤʝʩʪʠʤʦʩʪʴ ʧʨʦʛʨʘʤʤʳ ʩ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤʠ ʨʝʩʫʨʩʘʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

6. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʢʦʨʨʝʢʪʥʦʡ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʩʦ ʩʨʝʜʩʪʚʘʤʠ 

ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʜʨʫʛʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʚ ʩʣʫʯʘʝ ʠʭ ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

7. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʬʠʟʠʯʝʩʢʘʷ ʟʘʱʠʪʘ ʵʣʝʤʝʥʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʥʘ ʢʦʪʦʨʳʭ 

ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ. 

8. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʧʦ ʚʨʝʤʝʥʠ ʤʝʞʜʫ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤʳ, ʘ ʪʘʢʞʝ ʤʝʞʜʫ 

ʧʨʦʛʨʘʤʤʦʡ ʠ ʩʨʝʜʦʡ ʝʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ. 
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9. ʇʝʨʩʦʥʘʣ, ʦʪʚʝʪʩʪʚʝʥʥʳʡ ʟʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʜʦʣʞʝʥ ʦʙʝʩʧʝʯʠʚʘʪʴ ʥʘʜʣʝʞʘʱʝʝ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʨʫʢʦʚʦʜʩʪʚʫʷʩʴ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʝʡ. 

10. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʜʦʚʝʨʝʥʥʘʷ ʩʚʷʟʴ ʤʝʞʜʫ ʧʨʦʛʨʘʤʤʦʡ ʠ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤʠ ʩʫʙʲʝʢʪʘʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ). 

11. ʌʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ ʜʦʣʞʥʦ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʚ ʩʨʝʜʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ, 

ʧʨʝʜʦʩʪʘʚʣʷʶʱʝʡ ʤʝʭʘʥʠʟʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʦʛʨʘʤʤʳ. 

12. ɼʦʣʞʝʥ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥ ʜʦʚʝʨʝʥʥʳʡ ʢʘʥʘʣ ʧʦʣʫʯʝʥʠʷ ʦʙʥʦʚʣʝʥʠʡ ɹɼ ʇʂɺ. 

13. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʟʘʱʠʱʝʥʥʘʷ ʦʙʣʘʩʪʴ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ. 

14. ʋʧʨʘʚʣʝʥʠʝ ʘʪʨʠʙʫʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʜʦʩʪʫʧʦʤ ʢ ʬʫʥʢʮʠʷʤ ʠ ʜʘʥʥʳʤ ʧʨʦʛʨʘʤʤʳ, 

ʜʦʣʞʥʦ ʧʨʝʜʦʩʪʘʚʣʷʪʴʩʷ ʪʦʣʴʢʦ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʨʦʣʷʤ (ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʧʨʦʛʨʘʤʤʳ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ). 

15. ɼʦʣʞʥʘ ʙʳʪʴ ʦʙʝʩʧʝʯʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʠʦʜʠʯʝʩʢʦʛʦ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ ʇʆ ʧʨʦʛʨʘʤʤʳ ʠ ɹɼ 

ʇʂɺ. 

16. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʫʩʪʘʥʦʚʠʪʴ ʚ ʩʨʝʜʝ ʀʊ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʧʦʧʳʪʦʢ ʥʝʫʩʧʝʰʥʳʭ ʧʦʧʳʪʦʢ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʡ ʫʩʧʝʰʥʦʡ ʧʦʧʳʪʢʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ 

ʧʦʩʣʝʜʫʶʱʝʡ ʙʣʦʢʠʨʦʚʢʦʡ ʧʦʧʳʪʦʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʧʨʝʚʳʰʝʥʠʠ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʟʥʘʯʝʥʠʷ. 

17. ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʟʘʜʘʪʴ ʤʝʪʨʠʢʫ ʢʘʯʝʩʪʚʘ ʧʘʨʦʣʝʡ, ʚʢʣʶʯʘʶʱʫʶ ʪʨʝʙʦʚʘʥʠʷ ʢ ʜʣʠʥʝ ʧʘʨʦʣʝʡ, 

ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʟʘʧʨʝʱʝʥʠʶ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʤʙʠʥʘʮʠʡ ʩʠʤʚʦʣʦʚ, ʘ ʪʘʢʞʝ ʪʨʝʙʦʚʘʥʠʷ 

ʢ ʢʘʪʝʛʦʨʠʠ ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʠʤʚʦʣʦʚ. 
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ʂʦʥʪʨʦʣʴ ʩʦʩʪʦʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ɸʉʋ ʊʇ: Kaspersky Security Center 
ʠ SCADA 
Kaspersky Industrial CyberSecurity for Nodes 2.5 ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʧʨʦʮʝʩʩʦʤ (ʜʘʣʝʝ "ɸʉʋ ʊʇ") (ʩʚʝʜʝʥʠʷ 

ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟ) ʚ Kaspersky Security Center. ɽʩʣʠ ʥʘʩʪʨʦʝʥʘ ʧʝʨʝʜʘʯʘ ʩʚʝʜʝʥʠʡ ʦʙ ʫʛʨʦʟʘʭ 

ʚ Kaspersky Security Center, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʚ SCADA-ʩʠʩʪʝʤʝ ʧʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʘʭ 

ɸʉʋ ʊʇ ʠʟ Kaspersky Security Center. 

ʇʨʦʩʤʦʪʨ ʩʦʩʪʦʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ ʚ Kaspersky Security Center 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ ʚ Kaspersky Security Center, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

3. ɺ ʩʧʠʩʢʝ ʢʦʤʧʴʶʪʝʨʦʚ ʚʳʙʝʨʠʪʝ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ Kaspersky Industrial CyberSecurity 

for Nodes 2.5. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʩʧʨʘʚʘ.  

ʉʪʘʪʫʩ ʢʦʤʧʴʶʪʝʨʘ ʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʪʦʙʨʘʞʘʝʪ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɸʉʋ ʊʇ. ʎʚʝʪ ʟʥʘʯʢʘ ʢʦʤʧʴʶʪʝʨʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʜʥʦʤʫ ʠʟ ʜʚʫʭ ʚʦʟʤʦʞʥʳʭ ʩʦʩʪʦʷʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ: 

¶ ɿʝʣʝʥʳʡ: OK. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝʪ ʥʝʧʦʜʪʚʝʨʞʜʝʥʥʳʭ 

ʩʦʙʳʪʠʡ ʩ ʢʨʠʪʠʯʝʩʢʠʤ ʫʨʦʚʥʝʤ ʚʘʞʥʦʩʪʠ (ʠʥʮʠʜʝʥʪʦʚ Kaspersky Security Center). 

¶ ʂʨʘʩʥʳʡ: ʢʨʠʪʠʯʝʩʢʠʡ. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʝʩʪʴ 

ʥʝʧʦʜʪʚʝʨʞʜʝʥʥʳʝ ʩʦʙʳʪʠʷ ʩ ʢʨʠʪʠʯʝʩʢʠʤ ʫʨʦʚʥʝʤ ʚʘʞʥʦʩʪʠ (ʠʥʮʠʜʝʥʪʳ Kaspersky Security Center). 

ʇʨʦʩʤʦʪʨ ʩʦʩʪʦʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ ʯʝʨʝʟ SCADA-ʩʠʩʪʝʤʫ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʦʣʫʯʝʥʠʝ ʠ ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʩʪʦʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ ʚ SCADA-

ʩʠʩʪʝʤʫ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ Kaspersky Security Center ʫʩʪʘʥʦʚʠʪʝ Kaspersky Security Gateway.  

ɺʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʘʥʦʚʢʝ ʠ ʥʘʩʪʨʦʡʢʝ Kaspersky Security Gateway 

ʚ ʜʦʢʫʤʝʥʪʝ ʈʫʢʦʚʦʜʩʪʚʦ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ Kaspersky Security Gateway. 

2. ɺ SCADA-ʩʠʩʪʝʤʝ ʩʦʟʜʘʡʪʝ ʵʣʝʤʝʥʪ ʫʧʨʘʚʣʝʥʠʷ, ʦʪʦʙʨʘʞʘʶʱʠʡ ʩʦʩʪʦʷʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʩ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

ʉʧʦʩʦʙ ʥʘʩʪʨʦʡʢʠ ʵʣʝʤʝʥʪʘ ʫʧʨʘʚʣʝʥʠʷ ʦʧʠʩʘʥ ʚ ʜʦʢʫʤʝʥʪʝ ʈʫʢʦʚʦʜʩʪʚʦ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ 

Kaspersky Security Gateway. ɺ ʢʘʯʝʩʪʚʝ ʧʨʦʪʦʢʦʣʘ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʫʢʘʞʠʪʝ ʧʨʦʪʦʢʦʣ OPC 2.0 DA.  
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ʊʠʧʦʚʳʝ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 
Kaspersky Industrial CyberSecurity for Nodes 2.5 ï ʵʪʦ ʩʨʝʜʩʪʚʦ ʟʘʱʠʪʳ ʫʟʣʦʚ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ ʦʪ ʫʛʨʦʟ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʭʦʜʷʱʝʝ ʚ ʩʦʩʪʘʚ ʨʝʰʝʥʠʷ Kaspersky Industrial CyberSecurity. 

ʈʝʰʝʥʠʝ Kaspersky Industrial CyberSecurity ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʧʨʦʛʨʘʤʤʳ: 

¶ Kaspersky Industrial CyberSecurity for Networks; 

¶ Kaspersky Industrial CyberSecurity for Nodes; 

¶ Kaspersky Security Gateway; 

¶ Kaspersky Security Center. 

ʇʨʦʛʨʘʤʤʳ Kaspersky Industrial CyberSecurity for Networks ʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʨʘʙʦʪʘʶʪ ʥʘ ʨʘʟʥʳʭ ʫʨʦʚʥʷʭ ʚʳʜʝʣʝʥʥʦʡ ʩʝʪʠ. ɺʳʜʝʣʝʥʥʘʷ ʩʝʪʴ Kaspersky Industrial CyberSecurity - ʵʪʦ 

ʯʘʩʪʴ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʢʦʤʧʴʶʪʝʨʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤ 

ʟʘʱʠʪʳ ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʠʩʪʝʤ Kaspersky Industrial CyberSecurity ʠ ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ 

(ʥʘʧʨʠʤʝʨ, ʢʦʤʤʫʪʘʪʦʨʦʚ). ʇʨʦʛʨʘʤʤʘ Kaspersky Industrial CyberSecurity for Networks ʚʳʧʦʣʥʷʝʪ ʤʦʥʠʪʦʨʠʥʛ 

ʠ ʘʥʘʣʠʟ ʪʨʘʬʠʢʘ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ. 

ɺ ʭʦʜʝ ʤʦʥʠʪʦʨʠʥʛʘ ʪʨʘʬʠʢʘ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ ʧʨʦʛʨʘʤʤʘ Kaspersky Industrial CyberSecurity for 

Networks ʫʯʠʪʳʚʘʝʪ ʦʙʨʘʱʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʢ ʟʘʱʠʱʘʝʤʳʤ 

ʧʨʦʛʨʘʤʤʠʨʫʝʤʳʤ ʣʦʛʠʯʝʩʢʠʤ ʢʦʥʪʨʦʣʣʝʨʘʤ (ʜʘʣʝʝ ʇʃʂ), ʝʩʣʠ ʵʪʠ ʇʃʂ ʚʢʣʶʯʝʥʳ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ 

Kaspersky Industrial CyberSecurity for Networks. ʏʪʦʙʳ ʠʟʙʝʞʘʪʴ ʣʦʞʥʳʭ ʩʨʘʙʘʪʳʚʘʥʠʡ ʧʨʠ ʩʦʚʤʝʩʪʥʦʡ 

ʨʘʙʦʪʝ Kaspersky Industrial CyberSecurity for Networks ʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚ ʦʜʥʦʡ ʚʳʜʝʣʝʥʥʦʡ ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Industrial 

CyberSecurity for Networks ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʥʩʪʨʫʢʮʠʷʤʠ ʈʫʢʦʚʦʜʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ Kaspersky Industrial 

CyberSecurity for Networks. 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʘʤʠ Kaspersky Industrial CyberSecurity for Networks ʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʨʘʟʚʝʨʥʫʪʳʤʠ ʚ ʦʜʥʦʡ ʚʳʜʝʣʝʥʥʦʡ ʩʝʪʠ, ʩ ʧʦʤʦʱʴʶ ʝʜʠʥʦʡ ʂʦʥʩʦʣʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʝʨʝʜʘʯʫ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, 

ʧʦʣʫʯʝʥʥʳʭ ʦʪ ʧʨʦʛʨʘʤʤ Kaspersky Industrial CyberSecurity for Networks ʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5, ʠʟ Kaspersky Security Center ʚ SCADA-ʩʠʩʪʝʤʫ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ Kaspersky Security Gateway. 

¶ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʢʣʶʯʘʝʪ ʚ ʩʝʙ̫ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʌʫʥʢʮʠʦʥʘʣʴʥʳʡ ʤʦʜʫʣʴ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʬʠʢʩʠʨʫʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʩʪʦʷʥʠʠ ʫʟʣʦʚ ʧʨʦʤʳʰʣʝʥʥʦʡ 

ʩʝʪʠ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʟʘʱʠʪʫ ʫʟʣʦʚ ʦʪ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʫʛʨʦʟ. 

¶ ʂʦʥʩʦʣʴ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʷʚʣʷʝʪʩʷ ʣʦʢʘʣʴʥʳʤ ʛʨʘʬʠʯʝʩʢʠʤ ʠʥʪʝʨʬʝʡʩʦʤ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʉ ʧʦʤʦʱʴʶ 

ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ʨʘʙʦʪʦʡ ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʫʟʣʘʭ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ. ʂʦʥʩʦʣʴ ʤʦʞʝʪ ʫʩʪʘʥʘʚʣʠʚʘʪʴʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ 

ʧʨʦʛʨʘʤʤʦʡ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʥʘ ʣʶʙʦʤ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʟʘʱʠʱʘʝʤʦʡ ʩʝʪʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʚʳʧʦʣʥʷʝʪʩʷ 

ʫʜʘʣʝʥʥʦ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ʥʝʩʢʦʣʴʢʠʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʢʦʪʦʨʳʝ ʟʘʱʠʱʝʥʳ Kaspersky 

Industrial CyberSecurity for Nodes 2.5, ʩ ʧʦʤʦʱʴʶ ʦʜʥʦʡ ʂʦʥʩʦʣʠ. 

ʂʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʦʨʘʯʠʚʘʶʪʩʷ ʢʘʢ ʯʘʩʪʴ ʚʳʜʝʣʝʥʥʦʡ ʩʝʪʠ 

ʨʝʰʝʥʠʷ Kaspersky Industrial CyberSecurity. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʘʷ ʥʘ ʫʟʣʝ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ, 

ʟʘʱʠʱʘʝʪ ʢʦʤʧʴʶʪʝʨ ʦʪ ʠʟʚʝʩʪʥʳʭ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʪʨʦʣʠʨʫʝʪ ʮʝʣʦʩʪʥʦʩʪʴ ʧʨʦʰʠʚʦʢ 

ʥʘ ʇʃʂ, ʚʢʣʶʯʝʥʥʳʭ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ. Kaspersky Industrial CyberSecurity for Nodes 2.5 ʬʠʢʩʠʨʫʝʪ ʩʦʙʳʪʠʷ 
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ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʳʭ ʫʟʣʘʭ ʠ ʧʝʨʝʜʘʝʪ ʠʭ ʚ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʠ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center. ɼʦʩʪʫʧ ʢ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʠ ʢ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ ʩʧʝʮʠʘʣʠʩʪʘ, ʥʘʙʣʶʜʘʶʱʝʛʦ ʟʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʧʨʦʮʝʩʩʦʤ 

ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ, ʘ ʪʘʢʞʝ ʩ ʨʘʙʦʯʝʛʦ ʤʝʩʪʘ ʩʧʝʮʠʘʣʠʩʪʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʧʨʠʤʝʨʝ ʨʘʟʚʝʨʪʳʚʘʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚ ʩʦʩʪʘʚʝ ʨʝʰʝʥʠʷ Kaspersky Industrial 

CyberSecurity (ʩʤ. ʨʠʩ. ʥʠʞʝ) ʚʳʜʝʣʝʥʥʘʷ ʩʝʪʴ ʧʦʢʘʟʘʥʘ ʩʠʥʠʤ ʮʚʝʪʦʤ, ʢʦʤʧʦʥʝʥʪʳ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ 

ʧʦʢʘʟʘʥʳ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. ɺʘʨʠʘʥʪ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʟʘʚʠʩʠʪ ʦʪ ʦʩʦʙʝʥʥʦʩʪʝʡ ʢʦʥʢʨʝʪʥʦʡ ʧʨʦʤʳʰʣʝʥʥʦʡ 

ʩʝʪʠ, ʚ ʢʦʪʦʨʦʡ ʧʣʘʥʠʨʫʝʪʩʷ ʫʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ ʨʝʰʝʥʠʷ Kaspersky Industrial CyberSecurity. 
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ʇʦʜʛʦʪʦʚʢʘ ʢ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ 
ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ʧʨʦʛʨʘʤʤʳ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʨʦʛʨʘʤʤʥʳʝ ʠ ʘʧʧʘʨʘʪʥʳʝ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʳʡ 

ʙʫʜʝʪ ʧʨʦʠʟʚʝʜʝʥʘ ʫʩʪʘʥʦʚʢʘ, ʫʜʦʚʣʝʪʚʦʨʷʶʪ ʪʨʝʙʦʚʘʥʠʷʤ, ʧʨʠʚʝʜʝʥʥʳʤ ʚ ʨʘʟʜʝʣʝ "ɸʧʧʘʨʘʪʥʳʝ ʠ 

ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ". 

ʊʘʢʞʝ ʥʫʞʥʦ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

(ʝʩʣʠ ʪʘʢʦʚʳʝ ʠʤʝʶʪʩʷ), ʫʩʪʘʥʦʚʣʝʥʳ ʩʘʤʳʝ ʧʦʩʣʝʜʥʠʝ ʧʘʢʝʪʳ ʦʙʥʦʚʣʝʥʠʡ, ʚʳʧʫʩʢʘʝʤʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ʧʨʦʛʨʘʤʤʳ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʨʦʛʨʘʤʤʥʳʝ ʠ ʘʧʧʘʨʘʪʥʳʝ ʨʝʩʫʨʩʳ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʳʡ 

ʙʫʜʝʪ ʧʨʦʠʟʚʝʜʝʥʘ ʫʩʪʘʥʦʚʢʘ, ʫʜʦʚʣʝʪʚʦʨʷʶʪ ʪʨʝʙʦʚʘʥʠʷʤ, ʧʨʠʚʝʜʝʥʥʳʤ ʚ ʨʘʟʜʝʣʝ "ɸʧʧʘʨʘʪʥʳʝ ʠ 

ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ". 

ʊʘʢʞʝ ʥʫʞʥʦ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ 

ʫʩʪʘʥʦʚʢʠ (ʝʩʣʠ ʪʘʢʦʚʳʝ ʠʤʝʶʪʩʷ), ʫʩʪʘʥʦʚʣʝʥʳ ʩʘʤʳʝ ʧʦʩʣʝʜʥʠʝ ʧʘʢʝʪʳ ʦʙʥʦʚʣʝʥʠʡ, ʚʳʧʫʩʢʘʝʤʳʝ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤ. ɺ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center. 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5  ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʠʟʦʣʠʨʦʚʘʥʥʫʶ ʦʩʥʘʩʪʢʫ, 

ʢʦʪʦʨʘʷ ʜʦʙʘʚʣʷʝʪʩʷ ʚ Microsoft Management Console. ɺ  rʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʯʝʨʝʟ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺ ʦʜʥʫ Microsoft Management Console, ʦʪʢʨʳʪʫʶ ʚ ʘʚʪʦʨʩʢʦʤ ʨʝʞʠʤʝ, ʚ  rʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ ʦʩʥʘʩʪʦʢ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʯʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʠʟ ʥʝʝ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, 

ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

Kaspersky Security Center 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʨʦʛʨʘʤʤʫ Kaspersky Security Center ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 
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ɺʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʆʥ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʚʷʟʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʋʩʪʘʥʦʚʠʪʝ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʋʩʪʘʥʦʚʠʪʝ ʝʛʦ ʥʘ ʢʘʞʜʦʤ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʦʙʝʩʧʝʯʠʚʘʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʂʦʥʩʦʣʴʶ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky 

Security Center. 

¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʫʩʪʘʥʦʚʠʪʝ ʧʣʘʛʠʥ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʆʥ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ 

ʧʣʘʛʠʥʘ, \server\klcfginst.exe, ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 
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Nodes 2.5. 
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ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial 
CyberSecurity for Nodes 2.5 ʠ ʠʭ ʢʦʜʳ ʜʣ ̫ʩʣʫʞʙʳ 
Windows Installer 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʘʡʣʳ \server\kics_x86(x64).msi ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʚʩʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʫʩʪʘʥʦʚʢʫ ʜʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʠ ʚʳʙʦʨʦʯʥʦʡ 

ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ. 

ʌʘʡʣʳ \client\kicstools_x86(x64).msi ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʚʩʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʧʨʠʚʦʜʷʪʩʷ ʢʦʜʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʜʣʷ ʩʣʫʞʙʳ Windows Installer. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʦʜʳ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʩʧʠʩʦʢ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ 

ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʂʦʤʧʦʥʝʥʪʳ ʧʨʦʛʨʘʤʤʳ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʩʦʜʝʨʞʘʪʩʷ ʢʦʜʳ ʠ ʦʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ʊʘʙʣʠʮʘ 1. ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

 

ʂʦʤʧʦʥʝʥʪ ʂʦʜ ɺʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ʆʩʥʦʚʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Core ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʥʘʙʦʨ ʙʘʟʦʚʳʭ 

ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʭ ʨʘʙʦʪʫ. 

ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ AppCtrl ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ ʟʘʧʫʩʢʘ 

ʧʨʦʛʨʘʤʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʨʘʟʨʝʰʘʝʪ ʠʣʠ 

ʟʘʧʨʝʱʘʝʪ ʝʛʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʳʤʠ 

ʧʨʘʚʠʣʘʤʠ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ 

ʧʨʦʛʨʘʤʤ. 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ AVProtection ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ 

ʟʘʱʠʪʫ ʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

¶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ Ods ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʠʩʪʝʤʥʳʝ ʬʘʡʣʳ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʠ ʬʘʡʣʳ, ʨʝʘʣʠʟʫʶʱʠʝ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ (ʧʨʦʚʝʨʢʘ ʦʙʲʝʢʪʦʚ ʟʘʱʠʱʘʝʤʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʷʝʤʘʷ ʧʦ ʪʨʝʙʦʚʘʥʠʶ). 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ Oas ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ 

ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʵʪʠʤ ʬʘʡʣʘʤ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky 

Security Network 

Ksn ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʱʠʪʫ ʥʘ ʦʩʥʦʚʝ 

ʦʙʣʘʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN 

(ʦʪʧʨʘʚʢʘ ʟʘʧʨʦʩʦʚ ʠ ʧʦʣʫʯʝʥʠʝ ʟʘʢʣʶʯʝʥʠʡ 

ʦʪ ʩʣʫʞʙʳ Kaspersky Security Network). 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ 

Fim ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʬʠʢʩʠʨʦʚʘʪʴ ʦʧʝʨʘʮʠʠ, 

ʧʨʦʠʟʚʦʜʠʤʳʝ ʥʘʜ ʬʘʡʣʘʤʠ ʚ ʚʳʙʨʘʥʥʦʡ 

ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʄʦʥʠʪʦʨʠʥʛ 

ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ. 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ AntiExploit ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʧʨʘʚʣʝʥʠʝ 

ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʧʨʦʮʝʩʩʦʚ ʚ ʧʘʤʷʪʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 
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ʂʦʤʧʦʥʝʥʪ ʂʦʜ ɺʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ 

ʩ ɸʛʝʥʪʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center 

AKIntegration ʆʙʝʩʧʝʯʠʚʘʝʪ ʩʚʷʟʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʩ ɸʛʝʥʪʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʝʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ 

ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security 

Center. 

ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ LogInspector ʂʦʤʧʦʥʝʥʪ ʚʳʧʦʣʥʷʝʪ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ 

ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʳ ʥʘ ʦʩʥʦʚʝ ʨʝʟʫʣʴʪʘʪʦʚ 

ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ Windows.  

ɿʘʱʠʪʘ ʦʪ ʰʠʬʨʦʚʘʥʠʷ AntiCryptor ʂʦʤʧʦʥʝʥʪ ʟʘʱʠʱʘʝʪ ʦʪ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʰʠʬʨʦʚʘʥʠʷ ʧʘʧʢʠ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ.  

ʂʦʥʪʨʦʣʴ Wi-Fi  WiFiControl ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʧʦʜʢʣʶʯʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʢ ʩʝʪʷʤ 

Wi-Fi. 

ʇʦʣʫʯʝʥʠʝ ʜʘʥʥʳʭ 

ʦ ʧʨʦʝʢʪʘʭ ʇʃʂ 

Plc ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʘʪʴ ʜʘʥʥʳʝ 

ʦ ʧʨʦʝʢʪʘʭ ʇʃʂ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʧʨʦʤʳʰʣʝʥʥʦʡ 

ʩʝʪʠ. 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ 

ʧʨʦʝʢʪʦʚ ʇʃʂ 

Plc ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʧʨʦʚʝʨʷʪʴ ʮʝʣʦʩʪʥʦʩʪʴ 

ʧʨʦʝʢʪʦʚ ʇʃʂ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʧʨʦʤʳʰʣʝʥʥʦʡ ʩʝʪʠ. 

ʅʘʙʦʨ ʩʯʝʪʯʠʢʦʚ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ 

ʧʨʦʛʨʘʤʤʳ "ʉʠʩʪʝʤʥʳʡ 

ʤʦʥʠʪʦʨ" 

PerfMonCounters ʂʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘʙʦʨ ʩʯʝʪʯʠʢʦʚ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ "ʉʠʩʪʝʤʥʳʡ 

ʤʦʥʠʪʦʨ". ʕʪʠ ʩʯʝʪʯʠʢʠ ʧʦʟʚʦʣʷʶʪ ʠʟʤʝʨʷʪʴ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʠ ʥʘʭʦʜʠʪʴ ʚʦʟʤʦʞʥʳʝ 

ʫʟʢʠʝ ʤʝʩʪʘ ʧʨʠ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʝ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʩ ʜʨʫʛʠʤʠ 

ʧʨʦʛʨʘʤʤʘʤʠ. 

ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ SnmpSupport ʂʦʤʧʦʥʝʥʪ ʧʫʙʣʠʢʫʝʪ ʩʯʝʪʯʠʢʠ ʠ ʣʦʚʫʰʢʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʯʝʨʝʟ ʩʣʫʞʙʫ Simple Network Management Protocol 

(SNMP) Microsoft Windows. ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ 

ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʩʣʫʞʙʘ Microsoft SNMP 

ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɿʥʘʯʦʢ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 

ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

TrayApp ʂʦʤʧʦʥʝʥʪ ʦʪʦʙʨʘʞʘʝʪ ʟʥʘʯʦʢ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

ʧʘʥʝʣʠ ʟʘʜʘʯ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ɿʥʘʯʦʢ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʧʦʢʘʟʳʚʘʝʪ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ, 

ʧʦʟʚʦʣʷʝʪ ʦʪʢʨʳʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 (ʝʩʣʠ ʦʥʘ ʫʩʪʘʥʦʚʣʝʥʘ) 

ʠ ʦʢʥʦ ʆ ʧʨʦʛʨʘʤʤʝ. 
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ʂʦʤʧʦʥʝʥʪ ʂʦʜ ɺʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ Shell ʇʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

 

 

 

 

 

 

 

 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʩʦʜʝʨʞʘʪʩʷ ʢʦʜʳ ʠ ʦʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʊʘʙʣʠʮʘ 2. ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 
 

ʂʦʤʧʦʥʝʥʪ ʂʦʜ ʌʫʥʢʮʠʠ ʢʦʤʧʦʥʝʥʪʘ 

ʆʩʥʘʩʪʢʘ Kaspersky 

Industrial CyberSecurity 

for Nodes 2.5 

MmcSnapin ʂʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʦʩʥʘʩʪʢʫ Microsoft 

Management Console ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʯʝʨʝʟ ʂʦʥʩʦʣʴ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ɽʩʣʠ, ʫʩʪʘʥʘʚʣʠʚʘʷ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʚʳ ʫʢʘʞʝʪʝ 

ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ, ʥʝ ʫʢʘʟʳʚʘʷ ʢʦʤʧʦʥʝʥʪ 

MmcSnapin, ʢʦʤʧʦʥʝʥʪ MmcSnapin ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

ʉʧʨʘʚʢʘ Help Chm-ʬʘʡʣ ʩʧʨʘʚʢʠ; ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʧʘʧʢʝ ʩ ʬʘʡʣʘʤʠ 

ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʬʘʡʣ 

ʩʧʨʘʚʢʠ ʠʟ ʤʝʥʶ ʇʫʩʢ ʠʣʠ ʧʦ ʢʣʘʚʠʰʝ F1 ʥʘ ʦʪʢʨʳʪʦʤ 

ʦʢʥʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Help Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʩʦʭʨʘʥʷʝʪ ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠ ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʬʦʨʤʘʪʝ PDF 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ 

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʟ ʤʝʥʶ ʇʫʩʢ. 
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ʀʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky 
Industrial CyberSecurity for Nodes 2.5 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 (ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ") ʩʣʫʞʙʘ Windows Installer ʚʳʧʦʣʥʷʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʩʣʝʜʫʶʱʠʝ ʠʟʤʝʥʝʥʠʷ: 

¶ ʩʦʟʜʘʝʪ ʧʘʧʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʠ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʣʫʞʙʳ Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʩʦʟʜʘʝʪ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʨʝʛʠʩʪʨʠʨʫʝʪ ʢʣʶʯʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚ ʩʠʩʪʝʤʥʦʤ ʨʝʝʩʪʨʝ. 

ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʦʧʠʩʘʥʳ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʊʘʙʣʠʮʘ 3. ʇʘʧʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 
 

ʇʘʧʢʘ ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 

ʇʘʧʢʘ %Kaspersky Industrial CyberSecurity for 

Nodes%; ʧʦ ʫʤʦʣʯʘʥʠʶ: 

ʚ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï 

%ProgramFiles%\Kaspersky Lab\Kaspersky Industrial 

CyberSecurity for Nodes\; 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï 

%ProgramFiles(x86)%\Kaspersky Industrial 

CyberSecurity for Nodes\ 

ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 (ʧʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ, 

ʫʢʘʟʘʥʥʘʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ). 

ʇʘʧʢʘ %Kaspersky Industrial CyberSecurity for 

Nodes%\mibs 

ʌʘʡʣʳ Management Information Base (MIB); 

ʩʦʜʝʨʞʘʪ ʦʧʠʩʘʥʠʝ ʩʯʝʪʯʠʢʦʚ ʠ ʣʦʚʫʰʝʢ, 

ʧʫʙʣʠʢʫʝʤʳʭ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP. 

ʇʘʧʢʘ %Kaspersky Industrial CyberSecurity for 

Nodes%\x64 

64-ʨʘʟʨʷʜʥʳʝ ʚʝʨʩʠʠ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 

(ʧʘʧʢʘ ʩʦʟʜʘʝʪʩʷ ʪʦʣʴʢʦ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʚ Microsoft 

Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Data\ 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Settings\ 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Industrial CyberSecurity for Nodes\2.5\Dskm\ 

ʉʣʫʞʝʙʥʳʝ ʬʘʡʣʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 
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ʇʘʧʢʘ ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Update\ 

ʌʘʡʣʳ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Update\Distribution\ 

ʆʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ, 

ʧʦʣʫʯʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ 

ʦʙʥʦʚʣʝʥʠʡ (ʧʘʧʢʘ ʩʦʟʜʘʝʪʩʷ ʧʨʠ ʧʝʨʚʦʤ 

ʧʦʣʫʯʝʥʠʠ ʦʙʥʦʚʣʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Reports\ 

ɾʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʠ ʞʫʨʥʘʣ 

ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Bases\Current\ 

ʅʘʙʦʨ ʙʘʟ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Bases\Backup\ 

ʈʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʙʘʟ; ʧʝʨʝʟʘʧʠʩʳʚʘʝʪʩʷ 

ʧʨʠ ʢʘʞʜʦʤ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Bases\Temp\ 

ɺʨʝʤʝʥʥʳʝ ʬʘʡʣʳ, ʩʦʟʜʘʚʘʝʤʳʝ ʚʦ ʚʨʝʤʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Quarantine\ 

ʆʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ (ʧʘʧʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Backup\ 

ʆʙʲʝʢʪʳ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ (ʧʘʧʢʘ 

ʧʦ ʫʤʦʣʯʘʥʠʶ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Industrial CyberSecurity for 

Nodes\2.5\Restored\ 

ʆʙʲʝʢʪʳ, ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʠʟ ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ ʠ ʢʘʨʘʥʪʠʥʘ (ʧʘʧʢʘ 

ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

ʊʘʙʣʠʮʘ 4. ʇʘʧʢʠ, ʩʦʟʜʘʚʘʝʤʳʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

 

ʇʘʧʢʘ ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 

ʇʘʧʢʘ %Kaspersky Industrial CyberSecurity for 

Nodes 2.5%; ʧʦ ʫʤʦʣʯʘʥʠʶ: 

¶ ʚ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï 

%ProgramFiles%\Kaspersky Lab\Kaspersky 

Industrial CyberSecurity for Nodes Admins Tools\; 

ʚ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï 

%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky 

Industrial CyberSecurity for Nodes Admins Tools\; 

ʌʘʡʣʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 

(ʧʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ, ʫʢʘʟʘʥʥʘʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5). 
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ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʉʣʫʞʙʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʘʧʫʩʢʘʶʪʩʷ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

"ʃʦʢʘʣʴʥʘʷ ʩʠʩʪʝʤʘ" (SYSTEM). 

 

 

ʊʘʙʣʠʮʘ 5. ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 
 

ʉʣʫʞʙʘ ʅʘʟʥʘʯʝʥʠʝ 

ʉʣʫʞʙʘ Kaspersky Security (KAVFS) ʆʩʥʦʚʥʘʷ ʩʣʫʞʙʘ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ 

ʟʘʜʘʯʘʤʠ ʠ ʨʘʙʦʯʠʤʠ ʧʨʦʮʝʩʩʘʤʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

ʉʣʫʞʙʘ Kaspersky Security Management (KAVFSGT) ʉʣʫʞʙʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʊʘʙʣʠʮʘ 6. ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 
 

ɻʨʫʧʧʘ ʅʘʟʥʘʯʝʥʠʝ 

KICS Administrators  ɻʨʫʧʧʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʢʦʪʦʨʦʡ ʠʤʝʶʪ ʧʦʣʥʳʡ 

ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security Management, ʘ ʪʘʢʞʝ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ 

ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʂʣʶʯʠ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ 

ʊʘʙʣʠʮʘ 7. ʂʣʶʯʠ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ 
 

ʂʣʶʯ ʅʘʟʥʘʯʝʥʠʝ 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] ʇʘʨʘʤʝʪʨʳ ʩʣʫʞʙʳ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5. 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspers

ky Security] 

ʇʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʘ 

ʩʦʙʳʪʠʡ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5 (Kaspersky 

Event Log). 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] ʇʘʨʘʤʝʪʨʳ ʩʣʫʞʙʳ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5. 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky 

Security\Performance] 

ʇʘʨʘʤʝʪʨʳ ʩʯʝʪʯʠʢʦʚ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 
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ʂʣʶʯ ʅʘʟʥʘʯʝʥʠʝ 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky 

Security x64\Performance]. 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\KICS\2.5\SnmpAgent] 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\KICS\2.5\S

nmpAgent] 

ʇʘʨʘʤʝʪʨʳ 

ʢʦʤʧʦʥʝʥʪʘ 

"ʇʦʜʜʝʨʞʢʘ SNMP-

ʧʨʦʪʦʢʦʣʘ". 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ:  

HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\KICS\2.5\CrashDump\ 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\KICS\2.5\Crash

Dump\ 

ʇʘʨʘʤʝʪʨʳ ʟʘʧʠʩʠ 

ʬʘʡʣʘ ʜʘʤʧʘ. 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

HKEY_LOCAL_MACHINE\Software\KasperskyLab\KICS\2.5\Trace\ 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\KICS\2.5\Trace

\ 

ʇʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʘ 

ʪʨʘʩʩʠʨʦʚʢʠ. 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\KICS\2.5\E

nvironment] 

ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯ 

ʠ ʬʫʢʥʮʠʡ 

ʧʨʦʛʨʘʤʤʳ. 
 

 

ʇʨʦʮʝʩʩʳ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʘʧʫʩʢʘʝʪ ʧʨʦʮʝʩʩʳ, ʦʧʠʩʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

ʊʘʙʣʠʮʘ 8. ʇʨʦʮʝʩʩʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 
 

ʀʤʷ ʬʘʡʣʘ ʅʘʟʥʘʯʝʥʠʝ 

kavfswp.exe ʈʘʙʦʯʠʡ ʧʨʦʮʝʩʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 

kavtray.exe ʇʨʦʮʝʩʩ ʟʥʘʯʢʘ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

kavshell.exe ʇʨʦʮʝʩʩ ʫʪʠʣʠʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

kavfsrcn.exe ʇʨʦʮʝʩʩ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 

kavfs.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security 

kavfsgt.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Security Management 

kavfswh.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security Exploit Prevention 
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ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ 
ʜʣ ̫ʩʣʫʞʙʳ Windows Installer 

ɺ ʩʣʝʜʫʶʱʠʭ ʪʘʙʣʠʮʘʭ ʦʧʠʩʘʥʳ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʠ ʠʭ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʟʘʥʳ ʢʣʶʯʠ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʫʩʪʘʥʦʚʢʠ ʠ ʚʦʟʤʦʞʥʳʝ 

ʟʥʘʯʝʥʠʷ ʵʪʠʭ ʢʣʶʯʝʡ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʣʶʯʠ ʚʤʝʩʪʝ ʩʦ ʩʪʘʥʜʘʨʪʥʳʤʠ ʢʣʶʯʘʤʠ ʢʦʤʘʥʜʳ 

msiexec ʩʣʫʞʙʳ Windows Installer ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʊʘʙʣʠʮʘ 9. ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʠʭ ʢʣʶʯʠ ʚ Windows Installer 
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ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

ʇʨʠʥʷʪʠʝ 

ʫʩʣʦʚʠʡ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ 

ʆʪʢʣʦʥʠʪʴ ʫʩʣʦʚʠʷ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ 

EULA=<ʟʥʘʯʝʥʠʝ> 

0 ï ʚʳ ʦʪʢʣʦʥʷʝʪʝ 

ʫʩʣʦʚʠʷ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥ

ʠʷ. 

1 ï ʚʳ ʧʨʠʥʠʤʘʝʪʝ 

ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ. 

ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ 

ʫʩʣʦʚʠʷ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ 

ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5. 

ʇʨʠʥʷʪʠʝ 

ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣ

ʴʥʦʩʪʠ 

ʆʪʢʣʦʥʝʥʠʝ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

PRIVACYPOLICY=<ʟʥʘʯʝ

ʥʠʝ> 

0 ï ʚʳ ʦʪʢʣʦʥʷʝʪʝ 

ʫʩʣʦʚʠʷ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

1 ï ʚʳ ʧʨʠʥʠʤʘʝʪʝ 

ʫʩʣʦʚʠʷ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ 

ʫʩʣʦʚʠʷ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪ

ʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5. 

ʇʘʧʢʘ 

ʥʘʟʥʘʯʝʥʠʷ 

Kaspersky Industrial CyberSecurity 

for Nodes 2.5: 

%ProgramFiles%\Kaspersky 

Lab\Kaspersky Industrial 

CyberSecurity for Nodes 

ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ: 

%ProgramFiles%\Kaspersky Lab\ 

Kaspersky Industrial CyberSecurity 

for Nodes Admins Tools 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ 

ʚʝʨʩʠʠ: %ProgramFiles(x86)%. 

INSTALLDIR=<ʧʦʣʥʳʡ 

ʧʫʪʴ ʢ ʧʘʧʢʝ> 

ʇʘʧʢʘ, ʚ ʢʦʪʦʨʦʡ 

ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ 

ʬʘʡʣʳ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5 

ʧʨʠ ʝʛʦ ʫʩʪʘʥʦʚʢʝ. 

ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ 

ʜʨʫʛʫʶ ʧʘʧʢʫ. 
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ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

ɿʘʧʫʩʢ 

ʧʦʩʪʦʷʥʥʦʡ 

ʟʘʱʠʪʳ 

ʬʘʡʣʦʚ 

ʧʨʠ ʟʘʧʫʩʢʝ 

Kaspersky 

Industrial 

CyberSecurity 

for Nodes 2.5 

(ɺʢʣʶʯʠʪʴ 

ʧʦʩʪʦʷʥʥʫʶ 

ʟʘʱʠʪʫ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʳ) 

ɿʘʧʫʩʪʠʪʴ RUNRTP=<ʟʥʘʯʝʥʠʝ> 

1 ï ʟʘʧʫʩʪʠʪʴ; 

0 ï ʥʝ ʟʘʧʫʩʢʘʪʴ. 

ɺʢʣʶʯʠʪʝ ʵʪʦʪ 

ʧʘʨʘʤʝʪʨ, ʯʪʦʙʳ 

ʟʘʧʫʩʪʠʪʴ 

ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ 

ʬʘʡʣʦʚ ʧʨʠ ʟʘʧʫʩʢʝ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

(ʨʝʢʦʤʝʥʜʫʝʪʩʷ). 

ʀʩʢʣʶʯʝʥʠʷ 

ʠʟ ʧʨʦʚʝʨʢʠ, 

ʨʝʢʦʤʝʥʜʫʝʤʳ

ʝ ʢʦʨʧʦʨʘʮʠʝʡ 

Microsoft 

(ɼʦʙʘʚʠʪʴ 

ʢ ʠʩʢʣʶʯʝʥʠʷ

ʤ ʬʘʡʣʳ, 

ʨʝʢʦʤʝʥʜʦʚʘʥ

ʥʳʝ Microsoft) 

ʀʩʢʣʶʯʘʪʴ ADDMSEXCLUSION=<ʟʥʘ

ʯʝʥʠʝ> 

1 ï ʠʩʢʣʶʯʘʪʴ; 

0 ï ʥʝ ʠʩʢʣʶʯʘʪʴ. 

ɺ ʟʘʜʘʯʝ 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ ʠʩʢʣʶʯʘʝʪ 

ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ 

ʦʙʲʝʢʪʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʢʦʪʦʨʳʝ 

ʨʝʢʦʤʝʥʜʫʝʪ 

ʠʩʢʣʶʯʘʪʴ 

ʢʦʨʧʦʨʘʮʠʷ Microsof

t. 

ʅʝʢʦʪʦʨʳʝ 

ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʤʦʛʫʪ ʨʘʙʦʪʘʪʴ 

ʥʝʩʪʘʙʠʣʴʥʦ, ʢʦʛʜʘ 

ʘʥʪʠʚʠʨʫʩʥʘʷ 

ʧʨʦʛʨʘʤʤʘ 

ʧʝʨʝʭʚʘʪʳʚʘʝʪ ʠʣʠ 

ʠʟʤʝʥʷʝʪ ʬʘʡʣʳ, 

ʢ ʢʦʪʦʨʳʤ ʵʪʠ 

ʧʨʦʛʨʘʤʤʳ 

ʦʙʨʘʱʘʶʪʩʷ. 

ʂ ʪʘʢʠʤ 

ʧʨʦʛʨʘʤʤʘʤ 

ʢʦʨʧʦʨʘʮʠʷ 

Microsoft ʦʪʥʦʩʠʪ, 

ʥʘʧʨʠʤʝʨ, 

ʥʝʢʦʪʦʨʳʝ 

ʧʨʦʛʨʘʤʤʳ 

ʢʦʥʪʨʦʣʣʝʨʦʚ 

ʜʦʤʝʥʦʚ. 
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ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

ʀʩʢʣʶʯʝʥʠʷ 

ʠʟ ʧʨʦʚʝʨʢʠ, 

ʨʝʢʦʤʝʥʜʫʝʤʳ

ʝ 

"ʃʘʙʦʨʘʪʦʨʠʝʡ 

ʂʘʩʧʝʨʩʢʦʛʦ" 

(ɼʦʙʘʚʠʪʴ 

ʢ ʠʩʢʣʶʯʝʥʠʷ

ʤ ʬʘʡʣʳ, 

ʨʝʢʦʤʝʥʜʦʚʘʥ

ʥʳʝ 

"ʃʘʙʦʨʘʪʦʨʠʝ

ʡ 

ʂʘʩʧʝʨʩʢʦʛʦ") 

ʀʩʢʣʶʯʘʪʴ ADDKLEXCLUSION=<ʟʥʘ

ʯʝʥʠʝ> 

1 ï ʠʩʢʣʶʯʘʪʴ; 

0 ï ʥʝ ʠʩʢʣʶʯʘʪʴ. 

ɺ ʟʘʜʘʯʝ 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ ʠʩʢʣʶʯʘʝʪ 

ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ 

ʦʙʲʝʢʪʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʢʦʪʦʨʳʝ 

ʨʝʢʦʤʝʥʜʫʝʪ 

ʠʩʢʣʶʯʘʪʴ 

"ʃʘʙʦʨʘʪʦʨʠʷ 

ʂʘʩʧʝʨʩʢʦʛʦ". 

ʈʘʟʨʝʰʠʪʴ 

ʫʜʘʣʝʥʥʦʝ 

ʩʦʝʜʠʥʝʥʠʝ 

ʜʣʷ ʂʦʥʩʦʣʠ 

Kaspersky 

Industrial 

CyberSecurity 

for Nodes 2.5. 

ʅʝ ʨʘʟʨʝʰʘʪʴ ALLOWREMOTECON= 

<ʟʥʘʯʝʥʠʝ> 

1 ï ʨʘʟʨʝʰʘʪʴ; 

0 ï ʥʝ ʨʘʟʨʝʰʘʪʴ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʫʜʘʣʝʥʥʦʝ 

ʧʦʜʢʣʶʯʝʥʠʝ 

ʢ ʂʦʥʩʦʣʠ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5, 

ʫʩʪʘʥʦʚʣʝʥʥʦʡ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ, 

ʥʝ ʨʘʟʨʝʰʝʥʦ. 

ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ 

ʚʳ ʤʦʞʝʪʝ 

ʨʘʟʨʝʰʠʪʴ 

ʧʦʜʢʣʶʯʝʥʠʝ. 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 ʩʦʟʜʘʩʪ 

ʨʘʟʨʝʰʘʶʱʠʝ 

ʧʨʘʚʠʣʘ 

ʜʣʷ ʧʨʦʮʝʩʩʘ 

kavfsgt.exe 

ʧʦ ʧʨʦʪʦʢʦʣʫ TCP 

ʜʣʷ ʚʩʝʭ ʧʦʨʪʦʚ. 

ʇʫʪʴ ʢ ʬʘʡʣʫ 

ʢʣʶʯʘ (ʂʣʶʯ) 

ʇʘʧʢʘ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ \server LICENSEKEYPATH=<ʠʤʷ 

ʬʘʡʣʘ ʢʣʶʯʘ> 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʧʨʦʛʨʘʤʤʘ 

ʫʩʪʘʥʦʚʢʠ ʧʳʪʘʝʪʩʷ 

ʥʘʡʪʠ ʬʘʡʣ 

ʩ ʨʘʩʰʠʨʝʥʠʝʤ .key 

ʚ ʧʘʧʢʝ \server 

ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. 
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33 

 

 

 
 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʂʣʶʯ Windows  

Installer ʠ ʝʛʦ  

ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

ɽʩʣʠ ʚ ʧʘʧʢʝ \server 

ʭʨʘʥʠʪʩʷ ʥʝʩʢʦʣʴʢʦ 

ʬʘʡʣʦʚ ʢʣʶʯʘ, 

ʧʨʦʛʨʘʤʤʘ 

ʫʩʪʘʥʦʚʢʠ ʚʳʙʠʨʘʝʪ 

ʬʘʡʣ ʢʣʶʯʘ 

ʩ ʩʘʤʳʤ ʧʦʟʜʥʝʡ 

ʜʘʪʦʡ ʠʩʪʝʯʝʥʠʷ 

ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ. 

ɺʳ ʤʦʞʝʪʝ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʩʦʭʨʘʥʠʪʴ ʬʘʡʣ 

ʢʣʶʯʘ ʚ ʧʘʧʢʝ 

\server ʠʣʠ ʫʢʘʟʘʪʴ 

ʜʨʫʛʦʡ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʢʣʶʯʘ ʩ ʧʦʤʦʱʴʶ 

ʧʘʨʘʤʝʪʨʘ 

ɼʦʙʘʚʣʝʥʠʝ ʢʣʶʯʘ

. 

ɺʳ ʤʦʞʝʪʝ 

ʜʦʙʘʚʠʪʴ ʢʣʶʯ 

ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

ʩ ʧʦʤʦʱʴʶ 

ʚʳʙʨʘʥʥʦʛʦ ʚʘʤʠ 

ʩʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, 

ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ 

ʂʦʥʩʦʣʴ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5. ɽʩʣʠ ʚʳ 

ʥʝ ʜʦʙʘʚʠʪʝ ʢʣʶʯ 

ʧʨʦʛʨʘʤʤʳ 

ʚʦ ʚʨʝʤʷ ʝʛʦ 

ʫʩʪʘʥʦʚʢʠ, ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5 

ʥʝ ʙʫʜʝʪ ʬʫʥʢʮʠʦʥʠ

ʨʦʚʘʪʴ. 
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ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

ʇʫʪʴ 

ʢ ʢʦʥʬʠʛʫʨʘʮʠʦ

ʥʥʦʤʫ ʬʘʡʣʫ 

ʅʝ ʫʢʘʟʘʥ CONFIGPATH=<ʠʤʷ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 

ʬʘʡʣʘ> 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

ʠʤʧʦʨʪʠʨʫʝʪ 

ʧʘʨʘʤʝʪʨʳ 

ʠʟ ʫʢʘʟʘʥʥʦʛʦ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 

ʬʘʡʣʘ, ʩʦʟʜʘʥʥʦʛʦ 

ʚ ʧʨʦʛʨʘʤʤʝ. 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

ʥʝ ʠʤʧʦʨʪʠʨʫʝʪ 

ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥ

ʦʛʦ ʬʘʡʣʘ ʧʘʨʦʣʠ, 

ʥʘʧʨʠʤʝʨ ʧʘʨʦʣʠ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 

ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ 

ʠʣʠ ʧʘʨʦʣʠ 

ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ 

ʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʤ. 

ʇʦʩʣʝ ʠʤʧʦʨʪʘ 

ʧʘʨʘʤʝʪʨʦʚ ʚʘʤ 

ʥʫʞʥʦ ʚʚʝʩʪʠ ʚʩʝ 

ʧʘʨʦʣʠ ʚʨʫʯʥʫʶ. 

ɽʩʣʠ ʚʳ ʥʝ ʫʢʘʞʝʪʝ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ 

ʬʘʡʣ, ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʘ ʥʘʯʥʝʪ 

ʨʘʙʦʪʘʪʴ 

ʩ ʧʘʨʘʤʝʪʨʘʤʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʈʘʟʨʝʰʝʥʠʝ 

ʩʝʪʝʚʳʭ 

ʩʦʝʜʠʥʝʥʠʡ 

ʜʣʷ ʂʦʥʩʦʣʠ 

ɺʳʢʣʶʯʝʥʦ ADDWFEXCLUSION=<ʟʥ

ʘʯʝʥʠʝ> 

1 ï ʨʘʟʨʝʰʘʪʴ; 

0 ï ʥʝ ʨʘʟʨʝʰʘʪʴ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ 

ʧʘʨʘʤʝʪʨ, ʝʩʣʠ ʚʳ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪʝ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ. ɺʳ 

ʤʦʞʝʪʝ ʫʜʘʣʝʥʥʦ 

ʫʧʨʘʚʣʷʪʴ ʟʘʱʠʪʦʡ 

ʢʦʤʧʴʶʪʝʨʘ 

ʩ ʜʨʫʛʦʛʦ 

ʫʩʪʨʦʡʩʪʚʘ, 

ʥʘ ʢʦʪʦʨʦʤ 

ʫʩʪʘʥʦʚʣʝʥʘ 
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ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʂʣʶʯ Windows  

Installer ʠ ʝʛʦ  

ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

ʂʦʥʩʦʣʴ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5. 

ɺ ʙʨʘʥʜʤʘʫʵʨʝ 

Microsoft Windows 

ʢʦʤʧʴʶʪʝʨʘ ʙʫʜʝʪ 

ʦʪʢʨʳʪ TCP-ʧʦʨʪ 

135, ʨʘʟʨʝʰʝʥʳ 

ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʠʩʧʦʣʥʷʝʤʦʛʦ 

ʬʘʡʣʘ ʧʨʦʮʝʩʩʘ 

ʫʜʘʣʝʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

kavfsrcn.exe ʠ ʦʪʢʨʳʪ 

ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ 

DCOM. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʫʩʪʘʥʦʚʢʠ ʜʦʙʘʚʴʪʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʫʧʨʘʚʣʷʪʴ 

ʧʨʦʛʨʘʤʤʦʡ 

ʫʜʘʣʝʥʥʦ, ʚ ʛʨʫʧʧʫ 

KICS Administrators 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʠ ʨʘʟʨʝʰʠʪʝ ʥʘ ʥʝʤ 

ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʩʣʫʞʙʳ 

Kaspersky Security 

Managment 

(ʬʘʡʣ kavfsgt.exe). 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

36 

 

 

 
 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʂʣʶʯ Windows  

Installer ʠ ʝʛʦ  

ʟʥʘʯʝʥʠʷ 

ʆʧʠʩʘʥʠʝ 

   ɺʳ ʤʦʞʝʪʝ 

ʧʦʜʨʦʙʥʝʝ 

ʧʨʦʯʠʪʘʪʴ 

ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʥʘʩʪʨʦʡʢʝ 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

ʂʦʥʩʦʣʠ Kaspersky 

Industrial 

CyberSecurity for 

Nodes 2.5 ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ 

(ʩʤ. ʨʘʟʜʝʣ 

"ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ 

ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ" 

ʥʘ ʩʪʨ. 45). 

ʆʪʢʣʶʯʝʥʠʝ 

ʧʨʦʚʝʨʢʠ 

ʥʘ ʥʘʣʠʯʠʝ 

ʥʝʩʦʚʤʝʩʪʠʤʦʛ

ʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʇʨʦʚʝʨʢʘ ʚʳʧʦʣʥʷʝʪʩʷ SKIPINCOMPATIBLESW 

= <ʟʥʘʯʝʥʠʝ> 

0 - ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʥʘ ʥʝʩʦʚʤʝʩʪʠʤʦʝ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠ

ʝ 

1 - ʧʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ 

ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ 

ʧʘʨʘʤʝʪʨ, ʯʪʦʙʳ 

ʚʢʣʶʯʠʪʴ ʠʣʠ 

ʦʪʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ 

ʥʘ ʥʘʣʠʯʠʝ 

ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʫʩʪʨʦʡʩʪʚʦ 

ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. 

ʅʝʟʘʚʠʩʠʤʦ 

ʦʪ ʟʥʘʯʝʥʠʷ 

ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ, 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ 

Kaspersky Industrial 

CyberSecurity for 

Nodes 2.5 

ʧʨʦʛʨʘʤʤʘ ʚʩʝʛʜʘ 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ 

ʦ ʜʨʫʛʠʭ ʚʝʨʩʠʷʭ 

ʧʨʦʛʨʘʤʤʳ, 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʥʘ ʵʪʦʤ ʞʝ 

ʫʩʪʨʦʡʩʪʚʝ. 
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ʊʘʙʣʠʮʘ 10. ʇʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʚ Windows Installer 
 
 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ, ʢʣʶʯʠ Windows Installer 

ʠ ʠʭ ʟʥʘʯʝʥʠʷ 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʩʦʜʝʨʞʠʤʦʛʦ ʢʘʨʘʥʪʠʥʘ 

ʋʜʘʣʠʪʴ RESTOREQTN =<ʟʥʘʯʝʥʠʝ> 

0 ï ʫʜʘʣʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʘʨʘʥʪʠʥʘ; 

1 ï ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʘʨʘʥʪʠʥʘ 

ʚ ʧʘʧʢʫ, ʫʢʘʟʘʥʥʫʶ ʧʘʨʘʤʝʪʨʦʤ 

RESTOREPATH. 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʩʦʜʝʨʞʠʤʦʛʦ ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ 

ʋʜʘʣʠʪʴ RESTOREBCK =<ʟʥʘʯʝʥʠʝ> 

0 ï ʫʜʘʣʠʪʴ ʩʦʜʝʨʞʠʤʦʝ 

ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ; 

1 ï ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ ʚ ʧʘʧʢʫ, ʫʢʘʟʘʥʥʫʶ ʧʘʨʘʤʝʪʨʦʤ 

RESTOREPATH. 

ɺʚʦʜ ʪʝʢʫʱʝʛʦ ʧʘʨʦʣʷ 

ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʦʧʝʨʘʮʠʠ ʫʜʘʣʝʥʠʷ 

(ʧʨʠ ʘʢʪʠʚʥʦʡ ʬʫʥʢʮʠʠ 

ʧʨʠʤʝʥʝʥʠʷ ʧʘʨʦʣʷ) 

ʅʝ ʫʢʘʟʘʥ UNLOCK_PASSWORD=<ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ> 

ʇʘʧʢʘ 

ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ 

ʦʙʲʝʢʪʦʚ 

%ALLUSERSPROFILE%\Ap

plication Data\Kaspersky 

Lab\Kaspersky Industrial 

CyberSecurity for 

Nodes\2.5\Restored 

RESTOREPATH=<ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʧʘʧʢʝ> 

ɺʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʦʙʲʝʢʪʳ ʙʫʜʫʪ 

ʩʦʭʨʘʥʝʥʳ ʚ ʧʘʧʢʝ, ʫʢʘʟʘʥʥʦʡ 

ʵʪʠʤ ʧʘʨʘʤʝʪʨʦʤ: 

ʆʙʲʝʢʪʳ ʠʟ ʢʘʨʘʥʪʠʥʘ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ 

ʚʦ ʚʣʦʞʝʥʥʦʡ ʧʘʧʢʝ \Quarantine. 

ʆʙʲʝʢʪʳ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ï 

ʚʦ ʚʣʦʞʝʥʥʦʡ ʧʘʧʢʝ \Backup. 

 

 

ɾʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial 
CyberSecurity for Nodes 2.5 

ɽʩʣʠ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʩʣʫʞʙʘ Windows Installer ʩʦʟʜʘʝʪ ʞʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ). ʌʘʡʣ ʞʫʨʥʘʣʘ 

ʩ ʠʤʝʥʝʤ kics_install_<uid>.log (ʛʜʝ <uid> ï ʫʥʠʢʘʣʴʥʳʡ ʚʦʩʴʤʠʟʥʘʯʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʞʫʨʥʘʣʘ) ʩʦʭʨʘʥʷʝʪʩʷ 

ʚ ʧʘʧʢʝ %temp% ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʛʦ ʙʳʣ ʟʘʧʫʱʝʥ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ. 

ɽʩʣʠ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʞʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ ʥʝ ʩʦʟʜʘʝʪʩʷ. 
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Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʩʦʟʜʘʥʠʝʤ ʬʘʡʣʘ ʞʫʨʥʘʣʘ 

kics.log ʥʘ ʜʠʩʢʝ ʉ:\, ʚʳʧʦʣʥʠʪʝ ʦʜʥʫ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʦʤʘʥʜ: 

¶ msiexec /i kics_x86.msi /l*v C: \ log.txt /qn EULA=1 PRIVACYPOLICY=1  

¶ msiexec /i kics_x64.msi /l*v C: \ log.txt /qn EULA=1 PRIVACYPOLICY=1  

 

ʇʣʘʥʠʨʦʚʘʥʠʝ ʫʩʪʘʥʦʚʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʦʩʦʙʝʥʥʦʩʪʝʡ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ" ʥʘ ʩʪʨ. 41), ʠʟ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" ʥʘ ʩʪʨ. 53), ʯʝʨʝʟ Kaspersky 

Security Center (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center" ʥʘ ʩʪʨ. 59) 

ʠ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active DirectoryÈ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 

ʧʦʣʠʪʠʢʠ Active Directory" ʥʘ ʩʪʨ. 64). 

ʇʝʨʝʜ ʪʝʤ ʢʘʢ ʥʘʯʘʪʴ ʫʩʪʘʥʦʚʢʫ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʩʧʣʘʥʠʨʫʡʪʝ ʦʩʥʦʚʥʳʝ ʵʪʘʧʳ 

ʝʝ ʧʨʦʚʝʜʝʥʠʷ: 

1. ɺʳʙʝʨʠʪʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʝʛʦ ʥʘʩʪʨʦʡʢʠ. 

2. ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ 

ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʠʭ ʢʦʜʳ ʜʣʷ ʩʣʫʞʙʳ Windows 

Installer" ʥʘ ʩʪʨ. 22). 

3. ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ........................................................................................................ 38 
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ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤ. ɺ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʠʟʦʣʠʨʦʚʘʥʥʫʶ ʦʩʥʘʩʪʢʫ, ʢʦʪʦʨʘʷ 

ʜʦʙʘʚʣʷʝʪʩʷ ʚ Microsoft Management Console. ɺ  rʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʯʝʨʝʟ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 
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ɺ ʦʜʥʫ ʂʦʥʩʦʣʴ Microsoft Management Console, ʦʪʢʨʳʪʫʶ ʚ ʘʚʪʦʨʩʢʦʤ ʨʝʞʠʤʝ, ʚ  rʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ 

ʦʩʥʘʩʪʦʢ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʯʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʠʟ ʥʝʝ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

Kaspersky Security Center 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʨʦʛʨʘʤʤʫ Kaspersky Security Center ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɺʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʆʥ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʚʷʟʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʋʩʪʘʥʦʚʠʪʝ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʋʩʪʘʥʦʚʠʪʝ ʝʛʦ ʥʘ ʢʘʞʜʦʤ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʦʙʝʩʧʝʯʠʚʘʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʂʦʥʩʦʣʴʶ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ 

Kaspersky Security Center. 

¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɼʦʧʦʣʥʠʪʝʣʴʥʦ 

ʥʘ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, 

ʫʩʪʘʥʦʚʠʪʝ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ ʉʝʨʚʝʨ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʆʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security 

Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ \server\klcfginst.exe ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 
 

ɺʳʙʦʨ ʩʧʦʩʦʙʘ ʫʩʪʘʥʦʚʢʠ 

ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʠʭ ʢʦʜʳ ʜʣʷ ʩʣʫʞʙʳ 

Windows Installer" ʥʘ ʩʪʨ. 22) ʚʘʤ ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʘʨʭʠʪʝʢʪʫʨʳ ʩʝʪʠ ʠ ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

¶ ʧʦʪʨʝʙʫʝʪʩʷ ʣʠ ʚʘʤ ʟʘʜʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʠʣʠ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ 

ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʜʣʷ ʩʣʫʞʙʳ Windows Installer" ʥʘ ʩʪʨ. 30); 

¶ ʙʫʜʫʪ ʣʠ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʝʜʠʥʳʤʠ ʜʣʷ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʦʚ ʠʣʠ ʠʥʜʠʚʠʜʫʘʣʴʥʳʤʠ 

ʜʣʷ ʢʘʞʜʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 
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ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʢʘʢ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʪʘʢ 

ʠ ʚ ʨʝʞʠʤʝ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʫʢʘʟʘʚ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ. ɺʳ 

ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʫʶ ʫʜʘʣʝʥʥʫʶ ʫʩʪʘʥʦʚʢʫ Kaspersky Industrial CyberSecurity for Nodes 2.5: 

ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky 

Security Center. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘʩʪʨʦʠʪʴ ʝʛʦ 

ʜʣʷ ʨʘʙʦʪʳ ʠ ʩʦʭʨʘʥʠʪʴ ʝʛʦ ʧʘʨʘʤʝʪʨʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ, ʯʪʦʙʳ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʟʜʘʥʥʳʡ 

ʬʘʡʣ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ (ʵʪʘ ʚʦʟʤʦʞʥʦʩʪʴ 

ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory). 

ɿʘʧʫʩʢ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ʉ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ: 

¶ ʂʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 

Kaspersky Industrial CyberSecurity for Nodes 2.5" ʥʘ ʩʪʨ. 23) ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʟ ʬʘʡʣʘ 

\server\setup.exe ʚʢʣʶʯʝʥʳ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ. 

¶ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5" ʥʘ ʩʪʨ. 44) ʠʟ ʬʘʡʣʘ \client\setup.exe, ʚʭʦʜʷʱʝʛʦ ʚ ʢʦʤʧʣʝʢʪ 

ʧʦʩʪʘʚʢʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

ɿʘʧʫʩʢ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ɿʘʧʫʩʪʠʚ ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʙʝʟ ʢʣʶʯʝʡ, ʚʳ ʫʩʪʘʥʦʚʠʪʝ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʉ ʧʦʤʦʱʴʶ ʢʣʶʯʝʡ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʠ (ʠʣʠ) ʥʘ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʂʦʥʩʦʣʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʧʨʠʚʝʜʝʥʳ ʚ ʨʘʟʜʝʣʝ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" 

ʥʘ ʩʪʨ. 53). 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʯʝʨʝʟ Kaspersky Security Center 

ɽʩʣʠ ʚ  rʠʩʧʦʣʴʟʫʝʪʝ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ, ʚ  r

ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʧʦʤʦʱʴʶ 

ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Security Center. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʚ  r ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 

Kaspersky Security Center (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ Kaspersky Security 

Center" ʥʘ ʩʪʨ. 59), ʤʦʛʫʪ ʥʘʭʦʜʠʪʴʩʷ ʢʘʢ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʩ Kaspersky Security Center, ʪʘʢ ʠ ʚ ʜʨʫʛʦʤ ʜʦʤʝʥʝ 

ʠʣʠ ʚʦʦʙʱʝ ʥʝ ʧʨʠʥʘʜʣʝʞʘʪʴ ʥʠ ʦʜʥʦʤʫ ʜʦʤʝʥʫ. 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ʉ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʠʩʧʦʣʴʟʫʷ ʣʠʰʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʫʩʪʘʥʦʚʣʝʥ ʩ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʳʭ 

ʧʦʣʠʪʠʢ Active Directory (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active 

Directory" ʥʘ ʩʪʨ. 64), ʜʦʣʞʥʳ ʙʳʪʴ ʨʘʩʧʦʣʦʞʝʥʳ ʚ ʪʦʤ ʞʝ ʜʦʤʝʥʝ ʠ ʚ ʪʦʤ ʞʝ ʧʦʜʨʘʟʜʝʣʝʥʠʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʋʩʪʘʥʦʚʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʴʶʪʝʨʘ, ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 

 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʘ ʪʘʢʞʝ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʜʝʡʩʪʚʠʷʭ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʳ. 
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ʋʩʪʘʥʦʚʢʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʦʤ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʠ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠ ʧʨʠʩʪʫʧʠʪʴ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ Kaspersky Industrial CyberSecurity for 

Nodes 2.5, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

3. ʋʩʪʘʥʦʚʠʪʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

4. ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʩ ʢʦʪʦʨʳʭ ʚ  rʧʣʘʥʠʨʫʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʫʩʪʘʥʦʚʠʪʝ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

5. ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ, ʯʪʦʙʳ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʂʦʥʩʦʣʠ ʤʦʛʣʠ ʯʝʨʝʟ ʥʝʝ ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

6. ɺʳʧʦʣʥʠʪʝ ʜʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 
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ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 .................................................... 42 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 .................................................... 44 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ............................................................................................................................... 45 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

42 

 

 

 
 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ........................................ 47 

 

 

ʋʩʪʘʥʦʚʢʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥʳ ʜʨʫʛʠʝ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ. 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ 

ʚ ʛʨʫʧʧʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʦʧʠʩʘʥʥʳʭ ʚʳʰʝ ʜʝʡʩʪʚʠʡ, ʧʝʨʝʡʜʠʪʝ ʢ ʧʨʦʮʝʜʫʨʝ ʫʩʪʘʥʦʚʢʠ. ʉʣʝʜʫʷ ʠʥʩʪʨʫʢʮʠʷʤ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɺʳ ʤʦʞʝʪʝ 

ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʣʶʙʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

ɼʣ ̫ʵʪʦʛʦ ʚ ʦʢʥʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʤʝʥʘ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʧʦʜʨʦʙʥʝʝ ʦ ʧʘʨʘʤʝʪʨʘʭ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ) (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ 

ʠ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʜʣʷ ʩʣʫʞʙʳ Windows Installer" ʥʘ ʩʪʨ. 30). 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʟʘʧʫʩʪʠʪʝ ʬʘʡʣ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ setup.exe. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʙʣʦʢʝ ʋʩʪʘʥʦʚʢʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʩʪʘʥʦʚʠʪʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

3. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʨʠʚʝʪʩʪʚʠʷ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

4. ʆʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

5. ɽʩʣʠ ʚʳ ʧʨʦʯʣʠ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ 

ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ 

ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʧʠʩʳʚʘʝʪ 

ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ.  

ɽʩʣʠ ʚʳ ʥʝ ʧʨʠʥʠʤʘʝʪʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʫʩʪʘʥʦʚʢʘ 

ʙʫʜʝʪ ʧʨʝʨʚʘʥʘ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ. 

7. ɺ ʦʢʥʝ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʠʪʴ ʢʦʤʧʴʶʪʝʨ 

ʥʘ ʚʠʨʫʩʳ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ ʟʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ ʢʦʤʧʴʶʪʝʨʘ 

ʠ ʩʠʩʪʝʤʥʫʶ ʧʘʤʷʪʴ. ɿʘʪʝʤ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. ʇʦ ʦʢʦʥʯʘʥʠʠ ʧʨʦʚʝʨʢʠ ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ 

ʩ ʨʝʟʫʣʴʪʘʪʘʤʠ ʧʨʦʚʝʨʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʘʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ: ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ 

ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʪʠʧʦʚ ʫʛʨʦʟ, ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ 

ʟʘʨʘʞʝʥʥʳʭ ʠ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʢʦʣʠʯʝʩʪʚʦ ʦʧʘʩʥʳʭ ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʨʦʮʝʩʩʦʚ, 
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ʢʦʪʦʨʳʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʫʜʘʣʠʣ ʠʟ ʧʘʤʷʪʠ, ʠ ʢʦʣʠʯʝʩʪʚʦ ʦʧʘʩʥʳʭ ʠʣʠ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʝ ʥʝ ʫʜʘʣʦʩʴ ʫʜʘʣʠʪʴ. 

ʏʪʦʙʳ ʧʦʩʤʦʪʨʝʪʴ, ʢʘʢʠʝ ʠʤʝʥʥʦ ʦʙʲʝʢʪʳ ʙʳʣʠ ʧʨʦʚʝʨʝʥʳ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʧʠʩʦʢ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

8. ɺ ʦʢʥʝ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

9. ɺʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʩʧʠʩʦʢ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ ʚʢʣʶʯʝʥʳ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʢʦʤʧʦʥʝʥʪʘ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʚ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʥʠʤʠʪʝ ʬʣʘʞʢʠ ʜʣʷ 

ʢʦʤʧʦʥʝʥʪʦʚ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʠ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ 

ʂʦʤʧʦʥʝʥʪ ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʫʩʪʘʥʦʚʣʝʥʘ ʉʣʫʞʙʘ SNMP Microsoft Windows. 

10. ʏʪʦʙʳ ʦʪʤʝʥʠʪʴ ʚʩʝ ʠʟʤʝʥʝʥʠʷ ʚ ʦʢʥʝ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʙʨʦʩʠʪʴ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

11. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɺʳʙʦʨ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʬʘʡʣʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʧʨʦʩʤʦʪʨʠʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʦʩʪʫʧʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʥʘ ʣʦʢʘʣʴʥʳʭ ʞʝʩʪʢʠʭ 

ʜʠʩʢʘʭ ʧʦ ʢʥʦʧʢʝ ɼʠʩʢ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

12. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʡʪʝ ʩʣʝʜʫʶʱʠʝ 

ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ: 

¶ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ Microsoft. 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

13. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʀʤʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʠʟ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʩʦʟʜʘʥʥʦʛʦ ʚ ʣʶʙʦʡ ʧʨʝʜʳʜʫʱʝʡ ʩʦʚʤʝʩʪʠʤʦʡ 

ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ, ʫʢʘʞʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ.  

b. ɿʘʪʝʤ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

14. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ, ʫʢʘʞʠʪʝ ʬʘʡʣ ʢʣʶʯʘ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 
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¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʧʦʟʞʝ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

¶ ɽʩʣʠ ʚʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʦʭʨʘʥʠʣʠ ʬʘʡʣ ʢʣʶʯʘ ʚ ʧʘʧʢʝ \server ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ, ʠʤʷ ʵʪʦʛʦ 

ʬʘʡʣʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʧʦʣʝ ʂʣʶʯ. 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ ʭʨʘʥʠʪʩʷ ʚ ʜʨʫʛʦʡ ʧʘʧʢʝ, 

ʫʢʘʞʠʪʝ ʬʘʡʣ ʢʣʶʯʘ. 

ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʢʣʶʯʘ ʚ ʦʢʥʝ ʦʪʦʙʨʘʟʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ. Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʦʪʦʙʨʘʞʘʝʪ ʨʘʩʯʝʪʥʫʶ ʜʘʪʫ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ. ʉʨʦʢ 

ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʩ ʤʦʤʝʥʪʘ ʜʦʙʘʚʣʝʥʠʷ ʢʣʶʯʘ, ʥʦ ʠʩʪʝʢʘʝʪ ʥʝ ʧʦʟʜʥʝʝ 

ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʛʦʜʥʦʩʪʠ ʬʘʡʣʘ ʢʣʶʯʘ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ, ʯʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʢʣʶʯ ʚ ʧʨʦʛʨʘʤʤʝ. 

15. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. ʄʘʩʪʝʨ ʧʨʠʩʪʫʧʠʪ 

ʢ ʫʩʪʘʥʦʚʢʝ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

16. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʋʩʪʘʥʦʚʢʘ ʟʘʚʝʨʰʝʥʘ. 

17. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʯʠʪʘʪʴ Release Notes, ʯʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʳʧʫʩʢʝ ʧʦʩʣʝ 

ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

18. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʙʫʜʝʪ ʛʦʪʦʚ ʢ ʨʘʙʦʪʝ, ʝʩʣʠ ʚʳ ʜʦʙʘʚʠʣʠ ʢʣʶʯ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 

 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʉʣʝʜʫʷ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. ɺʳ ʤʦʞʝʪʝ ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ ʥʘ ʣʶʙʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. ɼʣ  ̫ʵʪʦʛʦ ʚ ʦʢʥʝ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʤʝʥʘ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

2. ɿʘʧʫʩʪʠʪʝ ʬʘʡʣ ʧʨʠʚʝʪʩʪʚʠʷ setup.exe ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʩʩʳʣʢʫ ʋʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʧʨʠʚʝʪʩʪʚʠʷ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4. ʇʨʦʩʤʦʪʨʠʪʝ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʦʪʢʨʳʚʰʝʤʩʷ 

ʦʢʥʝ ʠ ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ 

ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʧʠʩʳʚʘʝʪ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

45 

 

 

 
 

¶ ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʫʧʨʘʚʣʷʪʴ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, 

ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ.  

¶ ʏʪʦʙʳ ʦʪʢʨʳʪʴ ʦʢʥʦ ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʚʳʙʨʘʪʴ ʢʦʤʧʦʥʝʥʪʳ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʦ.  

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

b. ɺʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʟ ʩʧʠʩʢʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʧʦʜʨʦʙʥʝʝ ʦ ʢʦʤʧʦʥʝʥʪʘʭ Kaspersky Industrial CyberSecurity for Nodes 2.5 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʠʭ ʢʦʜʳ 

ʜʣʷ ʩʣʫʞʙʳ Windows Installer" ʥʘ ʩʪʨ. 22). 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɺʳʙʦʨ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʜʨʫʛʫʶ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʬʘʡʣʳ.  

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

7. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ.  

ʄʘʩʪʝʨ ʧʨʠʩʪʫʧʠʪ ʢ ʫʩʪʘʥʦʚʢʝ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

8. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ" ʥʘ ʩʪʨ. 45). 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Industrial 
CyberSecurity for Nodes 2.5 ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, 

ʘ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʦʧʠʩʘʥʥʳʝ ʥʠʞʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʣʠ 

ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5: 

¶ ʅʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʜʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚ ʛʨʫʧʧʫ KICS Administrators. 

¶ ʈʘʟʨʝʰʘʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management (kavfsgt.exe) (ʩʤ. ʨʘʟʜʝʣ 

"ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management" ʥʘ ʩʪʨ. 81), ʝʩʣʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʝʪʝʚʦʡ ʵʢʨʘʥ Windows ʠʣʠ ʩʝʪʝʚʦʡ ʵʢʨʘʥ ʩʪʦʨʦʥʥʝʛʦ ʧʦʩʪʘʚʱʠʢʘ. 

¶ ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows ʚʳ ʥʝ ʫʩʪʘʥʦʚʠʣʠ ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ, 

ʨʘʟʨʝʰʠʪʝ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʨʫʯʥʫʶ 

ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʵʨ ʥʘ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨʝ. 
 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

46 

 

 

 
 

ʈʘʟʨʝʰʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʪʦʢʦʣ 

DCOM, ʯʪʦʙʳ ʧʦʣʫʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʥʘʧʨʠʤʝʨ 

ʦ ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʘʭ ʠʣʠ ʟʘʚʝʨʰʝʥʠʠ ʟʘʜʘʯ, ʦʪ ʩʣʫʞʙʳ Kaspersky Security Management ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ. ɺʘʤ ʥʫʞʥʦ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʚ ʥʘʩʪʨʦʡʢʘʭ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʜʣʷ ʂʦʥʩʦʣʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʂʦʥʩʦʣʴʶ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʠ ʩʣʫʞʙʦʡ Kaspersky Security Management. 

ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʨʘʟʨʝʰʝʥ ʘʥʦʥʠʤʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ COM (ʥʦ ʥʝ ʫʜʘʣʝʥʥʳʡ ʟʘʧʫʩʢ 

ʠʣʠ ʘʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤ COM); 

¶ ʚ ʙʨʘʥʜʤʘʫʵʨʝ Windows ʦʪʢʨʦʡʪʝ ʧʦʨʪ TCP 135 ʠ ʨʘʟʨʝʰʠʪʝ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʠʩʧʦʣʥʷʝʤʦʛʦ 

ʬʘʡʣʘ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 kavfsrcn.exe. 

ʏʝʨʝʟ ʧʦʨʪ TCP 135 ʢʣʠʝʥʪʩʢʠʡ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʦʙʤʝʥʠʚʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ʟʘʱʠʱʘʝʤʳʤ ʢʦʤʧʴʶʪʝʨʦʤ. 

ɽʩʣʠ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʪʢʨʳʪʘ ʚʦ ʚʨʝʤʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 

ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʟʘʱʠʱʘʝʤʳʤ ʢʦʤʧʴʶʪʝʨʦʤ ʠ ʢʦʤʧʴʶʪʝʨʦʤ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʘʤ ʥʫʞʥʦ ʟʘʢʨʳʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʜʦʞʜʘʪʴʩʷ 

ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 

kavfsrcn.exe ʠ ʩʥʦʚʘ ʟʘʧʫʩʪʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʅʦʚʳʝ 

ʧʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ. 

Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʘʥʦʥʠʤʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ COM, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʦʪʢʨʦʡʪʝ ʢʦʥʩʦʣʴ ʉʣʫʞʙʳ ʢʦʤʧʦʥʝʥʪʦʚ. 

2. ɺʳʙʝʨʠʪʝ ʇʫʩʢ > ɺʳʧʦʣʥʠʪʴ. 

3. ɺʚʝʜʠʪʝ ʢʦʤʘʥʜʫ dcomcnfg . 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

5. ɺ ʢʦʥʩʦʣʠ ʉʣʫʞʙʳ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʤʧʴʶʪʝʨʘ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʂʦʤʧʴʶʪʝʨʳ. 

6. ʆʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʫʟʣʝ ʄʦʡ ʢʦʤʧʴʶʪʝʨ. 

7. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

8. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ ʥʘ ʟʘʢʣʘʜʢʝ ɹʝʟʦʧʘʩʥʦʩʪʴ COM ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʦʛʨʘʥʠʯʝʥʠʷ 

ʚ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ʇʨʘʚʘ ʜʦʩʪʫʧʘ. 

9. ɺ ʦʢʥʝ ʈʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ANONYMOUS LOGON ʫʩʪʘʥʦʚʣʝʥ 

ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ. 
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10. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

Ʒ ʏʪʦʙʳ ʦʪʢʨʳʪʴ ʚ ʙʨʘʥʜʤʘʫʵʨʝ Windows TCP-ʧʦʨʪ 135 ʠ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʟʘʢʨʦʡʪʝ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

2. ɺʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺ Microsoft Windows XP ʠʣʠ Microsoft Windows Vista: 

a. ɺ Microsoft Windows XP ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ 2 ʠʣʠ ʚʳʰʝ ʚʳʙʝʨʠʪʝ ʇʫʩʢ > 

ɹʨʘʥʜʤʘʫʵʨ Windows. 

ɺ Microsoft Windows Vista ʚʳʙʝʨʠʪʝ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows 

ʠ ʚ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ. 

b. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows (ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows) ʥʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʦʨʪ. 

c. ɺ ʧʦʣʝ ʀʤ  ̫ʫʢʘʞʠʪʝ ʠʤʷ ʧʦʨʪʘ RPC (TCP/135) ʠʣʠ ʟʘʜʘʡʪʝ ʜʨʫʛʦʝ ʠʤʷ, ʥʘʧʨʠʤʝʨ DCOM 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚ ʧʦʣʝ ʅʦʤʝʨ ʧʦʨʪʘ ʫʢʘʞʠʪʝ ʥʦʤʝʨ 

ʧʦʨʪʘ: 135. 

d. ɺʳʙʝʨʠʪʝ ʧʨʦʪʦʢʦʣ TCP. 

e. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

f. ʅʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʨʦʛʨʘʤʤʫ. 

¶ ɺ Microsoft Windows 7 ʠ ʚʳʰʝ: 

a. ɺr ʙʝʨʠʪʝ ʧʫʥʢʪ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ 

Windows ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʢʦʤʧʦʥʝʥʪʘ ʯʝʨʝʟ 

ʙʨʘʥʜʤʘʫʵʨ Windows. 

b. ɺ ʦʢʥʝ ʈʘʟʨʝʰʠʪʴ ʩʚʷʟʴ ʧʨʦʛʨʘʤʤ ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʵʨ Windows ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʈʘʟʨʝʰʠʪʴ ʜʨʫʛʫʶ ʧʨʦʛʨʘʤʤʫ. 

3. ɺ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʫʢʘʞʠʪʝ ʬʘʡʣ kavfsrcn.exe. ʆʥ ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ, ʢʦʪʦʨʫʶ ʚʳ ʫʢʘʟʘʣʠ 

ʚ ʢʘʯʝʩʪʚʝ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʩ ʧʦʤʦʱʴʶ ʢʦʥʩʦʣʠ Microsoft Management Console. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ ʚ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows (ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows). 
 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, 

ʝʩʣʠ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʙʳʣ ʚʳʙʨʘʥ ʧʫʥʢʪ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ (ʥʘʩʪʨʦʡʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ), 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ 

ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʥʠʤ. ʂʘʞʜʫʶ ʧʷʪʥʠʮʫ ʚ 20:00 Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ 

ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 
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ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʘʟ, ʢʦʪʦʨʳʝ 

ʚʭʦʜʠʣʠ ʚ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʧʦʩʪʘʚʢʝ.  

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ ʞʝ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʪʘʢ ʢʘʢ 

ʙʘʟʳ ʤʦʛʣʠ ʫʩʪʘʨʝʪʴ.  

ɼʘʣʝʝ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʢʘʞʜʳʡ ʯʘʩ ʩʦʛʣʘʩʥʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʚ ʟʘʜʘʯʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɺʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʢʦʤʧʴʶʪʝʨʘ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʙʳʣʘ ʫʩʪʘʥʦʚʣʝʥʘ ʘʥʪʠʚʠʨʫʩʥʘʷ 

ʧʨʦʛʨʘʤʤʘ ʩ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

¶ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɿʘʧʫʩʢ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Industrial CyberSecurity for Nodes 2.5 ............ 48 

ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ...................................................................................................................... 50 

 

 

ɿʘʧʫʩʢ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Industrial CyberSecurity for Nodes 2.5 

Ʒ ʏʪʦʙʳ ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘʩʪʨʦʡʪʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ï 

HTTP- ʠʣʠ FTP-ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

2. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʟʘʜʘʯʝ 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʧʫʩʪʠʪʝ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʜʥʠʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɼʣ ̫ʵʪʦʛʦ ʚʳʙʝʨʠʪʝ ʇʫʩʢ > ɺʩʝ ʇʨʦʛʨʘʤʤʳ > Kaspersky Industrial CyberSecurity for Nodes 2.5 

> ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ > ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

¶ ɽʩʣʠ ʚʳ ʟʘʧʫʩʪʠʣʠ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ, ʧʦʜʢʣʶʯʠʪʝʩʴ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ:  

c. ʆʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚ ʜʝʨʝʚʝ 

ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

d. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʦʜʢʣʶʯʠʪʴʩʷ ʢ ʜʨʫʛʦʤʫ ʢʦʤʧʴʶʪʝʨʫ. 

e. ɺ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ɺʳʙʦʨ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɼʨʫʛʦʡ ʢʦʤʧʴʶʪʝʨ ʠ ʚ ʧʦʣʝ 

ʚʚʦʜʘ ʫʢʘʞʠʪʝ ʩʝʪʝʚʦʝ ʠʤʷ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 
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ɽʩʣʠ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʣʷ ʚʭʦʜʘ ʚ Microsoft Windows, ʥʝ ʦʙʣʘʜʘʝʪ 

ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management (ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ 

ʢ ʩʣʫʞʙʝ Kaspersky Security Management" ʥʘ ʩʪʨ. 81), ʫʢʘʞʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʢʦʪʦʨʘʷ 

ʦʙʣʘʜʘʝʪ ʵʪʠʤʠ ʧʨʘʚʘʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

2. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

3. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. 

4. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʉʚʦʡʩʪʚʘ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʦʪʢʨʦʡʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 

6. ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʚ ʚʘʰʝʡ ʩʝʪʠ ʥʝ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ Web Proxy Auto-Discovery Protocol (WPAD) 

ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʫʢʘʞʠʪʝ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ: ʚ ʙʣʦʢʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʢʘʟʘʥʥʦʛʦ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʚ ʧʦʣʝ ɸʜʨʝʩ ʚʚʝʜʠʪʝ ʘʜʨʝʩ, ʘ ʚ ʧʦʣʝ 

ʇʦʨʪ ï ʥʦʤʝʨ ʧʦʨʪʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

b. ɽʩʣʠ ʚ ʚʘʰʝʡ ʩʝʪʠ ʪʨʝʙʫʝʪʩʷ ʧʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ, ʚʳʙʝʨʠʪʝ 

ʥʫʞʥʳʡ ʤʝʪʦʜ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʙʣʦʢʘ ʇʘʨʘʤʝʪʨʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʩʪʨʦʝʥʥʫʶ 

ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows (NTLM authentication). Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, 

ʫʢʘʟʘʥʥʫʶ ʚ ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ (ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʚʳʧʦʣʥʠʪʩʷ ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

ʃʦʢʘʣʴʥʘʷ ʩʠʩʪʝʤʘ {SYSTEM}). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ ʠʤʝʥʝʤ ʠ ʧʘʨʦʣʝʤ, ʝʩʣʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʩʪʨʦʝʥʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows. Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, 

ʫʢʘʟʘʥʥʫʶ ʚʘʤʠ. ɺʚʝʜʠʪʝ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʧʠʩʢʝ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʯʪʦʙʳ ʚʳʙʨʘʪʴ ʦʙʳʯʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ 

(Basic authentication). ɺʚʝʜʠʪʝ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʚ ʩʧʠʩʢʝ. 

7. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʚ ʟʘʜʘʯʝ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɿʘʧʫʩʪʠʪʴ. 

ɿʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ. 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʟʘʜʘʯʘ ʫʩʧʝʰʥʦ ʟʘʚʝʨʰʠʪʩʷ, ʚʳ ʩʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʜʘʪʫ ʚʳʧʫʩʢʘ ʧʦʩʣʝʜʥʠʭ 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 
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ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʦʙʥʦʚʠʣʠ ʙʘʟʳ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʧʨʦʚʝʨʴʪʝ ʢʦʤʧʴʶʪʝʨ 

ʥʘ ʥʘʣʠʯʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ "ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ". 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ɿʘʧʫʩʪʠʪʴ. 

ɿʘʜʘʯʘ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ; ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʦʪʦʙʨʘʟʠʪʩʷ ʩʪʘʪʫʩ ʟʘʜʘʯʠ ɺʳʧʦʣʥʷʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ,  

ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ 

ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ. 

 

ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky 
Industrial CyberSecurity for Nodes 2.5 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɺʘʤ ʥʫʞʥʦ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ ʢʦʤʧʦʥʝʥʪ 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ. ɺ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʫ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠʣʠ ʩʣʫʞʙʫ 

Kaspersky Security ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Industrial CyberSecurity for Nodes 2.5 > 

ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ 

ʫʜʘʣʝʥʠʝ ʫʩʪʘʥʦʚʢʠ. 

2. ɺʳʙʝʨʠʪʝ ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

3. ɺ ʦʢʥʝ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ ʚ ʩʧʠʩʢʝ ʢʦʤʧʦʥʝʥʪʦʚ, ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʚʳʙʝʨʠʪʝ 

ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ 

ʫʜʘʣʠʪʴ. ɼʣ ̫ʵʪʦʛʦ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ ʚʳʙʨʘʥʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ ʠ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ: 

¶ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʣʦʢʘʣʴʥʳʡ ʞʝʩʪʢʠʡ ʜʠʩʢ, ʝʩʣʠ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ 

ʦʜʠʥ ʢʦʤʧʦʥʝʥʪ; 
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¶ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʠ ʝʛʦ ʧʦʜʢʦʤʧʦʥʝʥʪʳ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʣʦʢʘʣʴʥʳʡ ʞʝʩʪʢʠʡ ʜʠʩʢ, 

ʝʩʣʠ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ ʛʨʫʧʧʫ ʢʦʤʧʦʥʝʥʪʦʚ. 

¶ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ 

ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʠ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʥʝʜʦʩʪʫʧʝʥ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ, 

ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʉʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʠʟʤʝʥʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

ɽʩʣʠ ʚ ʨʘʙʦʪʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʦʟʥʠʢʣʠ ʧʨʦʙʣʝʤʳ (Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʟʘʚʝʨʰʘʝʪʩʷ ʘʚʘʨʠʡʥʦ; ʟʘʜʘʯʠ ʟʘʚʝʨʰʘʶʪʩʷ ʘʚʘʨʠʡʥʦ ʠʣʠ ʥʝ ʟʘʧʫʩʢʘʶʪʩʷ), ʚʳ 

ʤʦʞʝʪʝ ʧʦʧʨʦʙʦʚʘʪʴ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ, ʩʦʭʨʘʥʠʚ ʪʝʢʫʱʠʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʠʣʠ 

ʚʳʙʨʘʪʴ ʨʝʞʠʤ, ʧʨʠ ʢʦʪʦʨʦʤ ʚʩʝ ʧʘʨʘʤʝʪʨʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʠʤʫʪ ʟʥʘʯʝʥʠʷ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 

Ʒ ʏʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʦʩʣʝ ʘʚʘʨʠʡʥʦʛʦ 

ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʟʘʜʘʯ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Industrial CyberSecurity for Nodes 2.5 > 

ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

2. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

3. ɺ ʦʢʥʝ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʦʩʩʪʘʥʦʚʠʪʴ 

ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ, ʝʩʣʠ ʭʦʪʠʪʝ ʩʙʨʦʩʠʪʴ ʥʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʧʨʦʛʨʘʤʤʳ ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʤʠ 

ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ, ʥʘʞʘʚ 

ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʚʦʩʩʪʘʥʦʚʣʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

 

ʋʜʘʣʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʢʮʠʠ ʜʣʷ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʂʦʥʩʦʣʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʋʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʧʝʨʝʟʘʛʨʫʟʢʘ 

ʢʦʤʧʴʶʪʝʨʘ. ɺʳ ʤʦʞʝʪʝ ʦʪʣʦʞʠʪʴ ʧʝʨʝʟʘʛʨʫʟʢʫ. 

ʋʜʘʣʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠ ʜʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʧʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ Windows ʥʝʚʦʟʤʦʞʥʳ, 

ʝʩʣʠ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʠʩʧʦʣʴʟʫʝʪ ʬʫʥʢʮʠʶ ʂʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷ (User Account 

Control), ʠʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ. 

 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Industrial CyberSecurity for Nodes 2.5 > 

ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ 

ʫʜʘʣʝʥʠʝ ʫʩʪʘʥʦʚʢʠ. 

2. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ. 

3. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ, ʯʪʦʙʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʵʢʩʧʦʨʪʠʨʦʚʘʣ ʦʙʲʝʢʪʳ, ʧʦʤʝʱʝʥʥʳʝ ʥʘ ʢʘʨʘʥʪʠʥ. ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʬʣʘʞʦʢ ʩʥʷʪ. 

b. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʯʪʦʙʳ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʵʢʩʧʦʨʪʠʨʦʚʘʣ ʦʙʲʝʢʪʳ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʣʘʞʦʢ ʩʥʷʪ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ ʚ ʠ ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 

ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʦʙʲʝʢʪʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʢʩʧʦʨʪ ʦʙʲʝʢʪʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʧʘʧʢʫ 

%ProgramData%\Kaspersky Lab\Kaspersky Industrial CyberSecurity for Nodes\2.5\Uninstall. 
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ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʜʘʣʝʥʠʶ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʫʜʘʣʝʥʠʷ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʜʘʣʝʥʠʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʫʜʘʣʝʥ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

 

 

 

ʋʜʘʣʝʥʠʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ 

ʥʝ ʪʨʝʙʫʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Industrial CyberSecurity for Nodes 2.5 > 

ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ > ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

2. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

3. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʜʘʣʝʥʠʶ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʋʜʘʣʝʥʠʝ ʟʘʚʝʨʰʝʥʦ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʧʝʨʘʮʠʷ ʫʜʘʣʝʥʠʷ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ; ʦʢʥʦ ʤʘʩʪʝʨʘ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʦʩʦʙʝʥʥʦʩʪʝʡ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʆʙ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ...... 54 

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ............................... 54 
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ʆʙ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʫʜʘʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ 

ʝʛʦ ʢʦʤʧʦʥʝʥʪʳ, ʟʘʧʫʩʪʠʚ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʬʘʡʣʳ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ \product\kics_x86(x64).msi, 

ʫʢʘʟʘʚ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʝʡ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ, ʯʪʦʙʳ ʨʘʙʦʪʘʪʴ ʩ ʂʦʥʩʦʣʴʶ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʣʦʢʘʣʴʥʦ ʠʣʠ 

ʫʜʘʣʝʥʥʦ. ɼʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʡʪʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ \client\kicstools.msi. 

ɺʳʧʦʣʥʷʡʪʝ ʫʩʪʘʥʦʚʢʫ ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʚʭʦʜʷʱʝʡ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ. 

ɽʩʣʠ ʚʳ ʟʘʧʫʩʪʠʪʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʦʜʠʥ ʠʟ ʬʘʡʣʦʚ \product\kics_x86(x64).msi 

ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʣʶʯʝʡ, Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʩ ʧʘʨʘʤʝʪʨʘʤʠ 

ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʥʘʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ADDLOCAL, ʧʝʨʝʯʠʩʣʠʚ 

ʚ ʢʘʯʝʩʪʚʝ ʝʛʦ ʟʥʘʯʝʥʠʡ ʢʦʜʳ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʣʠ ʥʘʙʦʨʦʚ ʢʦʤʧʦʥʝʥʪʦʚ. 

 

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʦʜʷʪʩʷ ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ʟʘʧʫʩʢʘʡʪʝ ʬʘʡʣʳ c 

ʩʫʬʬʠʢʩʦʤ ʭ86 ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ 

ʚʝʨʩʠʠ ʟʘʧʫʩʢʘʡʪʝ ʬʘʡʣʳ ʩ ʩʫʬʬʠʢʩʦʤ ʭ64 ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʪʘʥʜʘʨʪʥʳʭ ʢʦʤʘʥʜ ʠ ʢʣʶʯʝʡ ʩʣʫʞʙʳ Windows Installer 

ʩʦʜʝʨʞʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 
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ʇʨʠʤʝʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ setup.exe 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʨʝʞʠʤʝ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

\ server \ setup.exe /s/p EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ: 

¶ ʫʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ; 

¶ ʥʝ ʟʘʧʫʩʢʘʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʨʠ ʟʘʧʫʩʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʥʝ ʠʩʢʣʶʯʘʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʢ ʠʩʢʣʶʯʝʥʠʶ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

\ server \ setup . exe  / p " ADDLOCAL=Oas RUNRTP=0 ADDMSEXCLUSION=0"  

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ: ʟʘʧʫʩʢ msi-ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʨʝʞʠʤʝ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʟɹʦʚʘʪʝʣʝʤ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ; ʧʦʢʘʟʘʪʴ ʠʥʪʝʨʬʝʡʩ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi /qf EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʘʢʪʠʚʘʮʠʝʡ ʩ ʧʦʤʦʱʴʶ 

ʬʘʡʣʘ ʢʣʶʯʘ C:\0000000A.key: 

msiexec /i kics.msi LICENSEKEYPATH=C: \ 0000000A.key /qn EULA=1 

PRIVACYPOLICY=1 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ 

ʧʨʦʚʝʨʢʦʡ ʘʢʪʠʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʟʘʛʨʫʟʦʯʥʳʭ ʩʝʢʪʦʨʦʚ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ ʢʦʤʧʴʶʪʝʨʘ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi PRESCAN=1 /qn EULA=1 PRIVACYPOLICY=1  
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Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʩʦʭʨʘʥʠʚ ʝʛʦ ʬʘʡʣʳ 

ʚ ʧʘʧʢʝ ʥʘʟʥʘʯʝʥʠʷ C:\KICS, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi INSTALLDIR=C: \ KICS /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5; ʩʦʭʨʘʥʠʪʴ ʬʘʡʣ ʞʫʨʥʘʣʘ 

ʫʩʪʘʥʦʚʢʠ ʩ ʠʤʝʥʝʤ kics.log ʚ ʧʘʧʢʝ, ʚ ʢʦʪʦʨʦʡ ʭʨʘʥʠʪʩʷ msi-ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi /l*v kics.log /qn EULA=1 PRIVACYPOLICY=1 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kicstools.msi /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʘʢʪʠʚʘʮʠʝʡ ʩ ʧʦʤʦʱʴʶ 

ʬʘʡʣʘ ʢʣʶʯʘ C:\0000000A.key; ʥʘʩʪʨʦʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ, ʦʧʠʩʘʥʥʳʤʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ C:\settings.xml, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi LICENSEKEYPATH=C: \ 0000000A.key 

CONFIGPATH=C:\ settings.xml /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠʩʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʢʦʛʜʘ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec  / p "< msp ʧʫʪʴ ʢ ʠʤʝʥʠ ʬʘʡʣʘ>" UNLOCK_PASSWORD=<ʧʘʨʦʣʴ>  

 
 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, 

ʝʩʣʠ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚʳ ʚʳʙʨʘʣʠ ʧʫʥʢʪ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ, Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʥʠʤ. ʂʘʞʜʫʶ 

ʧʷʪʥʠʮʫ ʚ 20:00 Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ "ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ 

ʦʙʣʘʩʪʝʡ".  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʘʟ, ʢʦʪʦʨʳʝ 

ʚʭʦʜʠʣʠ ʚ ʝʛʦ ʩʦʩʪʘʚ ʧʨʠ ʧʦʩʪʘʚʢʝ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ ʞʝ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. ɼʣʷ ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. ɼʘʣʝʝ 

ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʢʘʞʜʳʡ ʯʘʩ ʩʦʛʣʘʩʥʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʚ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 
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KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 

/PROXYUSER:inetuser /PROXYPWD:123456 

ʇʨʠ ʵʪʦʤ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʫʪ ʟʘʛʨʫʞʝʥʳ ʩ ʩʝʨʚʝʨʦʚ 

ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʉʦʝʜʠʥʝʥʠʝ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʠʩʭʦʜʠʪ ʯʝʨʝʟ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨ (ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ: proxy.company.com, ʧʦʨʪ: 8080)  ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʚʩʪʨʦʝʥʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows (NTLM-authentication) 

ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ (ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: inetuser; ʧʘʨʦʣʴ: 123456). 

¶ ɺʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʢʦʤʧʴʶʪʝʨʘ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʧʨʦʛʨʘʤʤʳ ʩ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

Ʒ ʏʪʦʙʳ ʚʳʧʦʣʥʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

KAVSHELL SCANCRITICAL /W:scancritical.log 

ʕʪʘ ʢʦʤʘʥʜʘ ʩʦʭʨʘʥʷʝʪ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʬʘʡʣʝ scancritical.log ʚ ʪʝʢʫʱʝʡ ʧʘʧʢʝ. 

¶ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Industrial CyberSecurity for Nodes 2.5. 
 

ɼʦʙʘʚʣʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ. ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ 

ʂʦʤʧʦʥʝʥʪ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɺʘʤ ʥʝ ʥʫʞʥʦ ʫʢʘʟʳʚʘʪʴ ʝʛʦ ʚ ʩʧʠʩʢʝ 

ʟʥʘʯʝʥʠʡ ʢʣʶʯʘ ADDLOCAL, ʜʦʙʘʚʣʷʷ ʠʣʠ ʫʜʘʣʷʷ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʢʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʢ ʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 

ʢʦʤʧʦʥʝʥʪʘʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics.msi ADDLOCAL =Oas,AppCtrl /qn  

ʠʣʠ 

\ server \ setup.exe /s /p "ADDLOCAL=Oas,AppCtrl"  

ɽʩʣʠ ʚʳ ʫʢʘʞʝʪʝ ʥʝ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ, ʥʦ ʠ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʝʨʝʫʩʪʘʥʦʚʠʪ ʫʢʘʟʘʥʥʳʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i kics_x64.msi "ADDLOCAL=Oas,Ods,Ksn,AntiExploit,DevCtrl, 

Firewall,AntiCryptor,Plc,Fim,LogInspector,AKIntegration,PerfMonCounters,Sn

mpSupport,Shell,TrayApp,AVProtecti on,RamDisk REMOVE=AppCtrl,WiFiControl" 

/qn  
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ʋʜʘʣʝʥʠʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 
ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec  / x ki cs . msi  / qn  

 

ʠʣʠ 

¶ ɼʣʷ x32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {98973F3A - 3B19- 431E- A1FF- FEF92FD2DD3E} /qn  

¶ ɼʣʷ x64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec  / x {1946 CA6C- 94EF- 427B- 8210 - AF3E84E18E03} / qn 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec  / x kicstools . msi  / qn  

ʠʣʠ 

¶ ɼʣʷ x32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

 msiexec /x {AEC4DA78 - ED59- 496D- 9B10- 67C0334545CC} /qn  

¶ ɼʣʷ x64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {A81A10C2 - AD3E- 4069- 8C1F- D95F4B7B258F} /qn  

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʧʘʨʦʣʴ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

¶ ɼʣʷ x32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {98973F3A - 3B19- 431E- A1FF- FEF92FD2DD3E} UNLOCK_PASSWORD=*** 

/qn  

¶ ɼʣʷ x64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec  / x {1946 CA6C- 94EF- 427B- 8210 - AF3E84E18E03} UNLOCK_PASSWORD=*** 

/ qn 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec . exe  / x {5479 FADB- 700D- 49EA- 980D- 40B8F603E7CB} / qn 
 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ 

ɺ ʪʘʙʣʠʮʝ ʥʠʞʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʢʦʜʦʚ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 
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ʊʘʙʣʠʮʘ 11. ʂʦʜʳ ʚʦʟʚʨʘʪʘ 
 

ʂʦʜ ʆʧʠʩʘʥʠʝ 

1324 ʀʤʷ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʩʦʜʝʨʞʠʪ ʥʝʜʦʧʫʩʪʠʤʳʝ ʩʠʤʚʦʣʳ. 

25001 ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʨʘʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʏʪʦʙʳ 

ʫʩʪʘʥʦʚʠʪʴ ʧʨʦʛʨʘʤʤʫ, ʟʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʩ ʧʨʘʚʘʤʠ ʣʦʢʘʣʴʥʦʛʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

25003 Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʵʪʦʡ ʚʝʨʩʠʠ Microsoft Windows. ʇʦʞʘʣʫʡʩʪʘ, ʟʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ 

ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows. 

25004 ʆʙʥʘʨʫʞʝʥʦ ʥʝʩʦʚʤʝʩʪʠʤʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʏʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ ʫʩʪʘʥʦʚʢʫ, 

ʫʜʘʣʠʪʝ ʩʣʝʜʫʶʱʝʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ: <ʩʧʠʩʦʢ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ>. 

25010 ʋʢʘʟʘʥʥʳʡ ʧʫʪʴ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ. 

25011  ʀʤʷ ʧʘʧʢʠ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ ʩʦʜʝʨʞʠʪ ʥʝʜʦʧʫʩʪʠʤʳʝ ʩʠʤʚʦʣʳ. 

26251  ʅʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ DLL ʜʣʷ ʉʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

26252  ʅʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ DLL ʜʣʷ ʉʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

27300  ɼʨʘʡʚʝʨ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ. 

27301  ɼʨʘʡʚʝʨ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ. 

27302  ʅʝʚʦʟʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʩʝʪʝʚʦʡ ʢʦʤʧʦʥʝʥʪ. ɼʦʩʪʠʛʥʫʪʦ ʤʘʢʩʠʤʘʣʴʥʦʝ ʧʦʨʦʛʦʚʦʝ 

ʟʥʘʯʝʥʠʝ ʧʦʜʜʝʨʞʠʚʘʝʤʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʫʩʪʨʦʡʩʪʚ ʬʠʣʴʪʨʘʮʠʠ. 

27303  ɸʥʪʠʚʠʨʫʩʥʳʝ ʙʘʟʳ ʥʝ ʥʘʡʜʝʥʳ. 
 

 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky 
Security Center 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 

Kaspersky Security Center, ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʯʝʨʝʟ Kaspersky Security Center, ʘ ʪʘʢʞʝ ʦʧʠʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ ʦʙ ʫʩʪʘʥʦʚʢʝ ʯʝʨʝʟ Kaspersky Security Center 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ Kaspersky Security Center 

ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥ ʩ ʦʜʠʥʘʢʦʚʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 

ɺʳ ʤʦʞʝʪʝ ʦʙʲʝʜʠʥʠʪʴ ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ ʚ ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʩʦʟʜʘʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ 

ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʵʪʦʡ ʛʨʫʧʧʳ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʜʣʷ ʥʘʙʦʨʘ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʥʝ ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʇʨʠ ʝʝ ʩʦʟʜʘʥʠʠ ʚʘʤ ʥʫʞʥʦ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʜʘʯʝ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center. 

 

ʇʨʘʚʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial 
CyberSecurity for Nodes 2.5 

ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʫʢʘʞʝʪʝ ʚ ʟʘʜʘʯʝ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʜʦʣʞʥʘ ʚʭʦʜʠʪʴ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʘʞʜʦʤ ʠʟ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʚʦ ʚʩʝʭ ʩʣʫʯʘʷʭ, ʢʨʦʤʝ ʩʣʝʜʫʶʱʠʭ ʩʠʪʫʘʮʠʡ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʫʞʝ 

ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center (ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚ ʢʘʢʦʤ ʜʦʤʝʥʝ 

ʥʘʭʦʜʷʪʩʷ ʢʦʤʧʴʶʪʝʨʳ ʠ ʧʨʠʥʘʜʣʝʞʘʪ ʣʠ ʦʥʠ ʢ ʢʘʢʦʤʫ-ʣʠʙʦ ʜʦʤʝʥʫ). 

ɽʩʣʠ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʝʱʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʝʛʦ 

ʚʤʝʩʪʝ ʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ 

ʫʢʘʞʝʪʝ ʚ ʟʘʜʘʯʝ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʘʞʜʦʤ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ. 

¶ ɺʩʝ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʠ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ "ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʤʝʥʘ" (Domain Admin) (ʝʩʣʠ ʵʪʘ ʫʯʝʪʥʘʷ 

ʟʘʧʠʩʴ ʦʙʣʘʜʘʝʪ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʜʦʤʝʥʘ). 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʦʤ ʌʦʨʩʠʨʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦʜ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʴʶ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʨʘʙʦʪʘʝʪ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯʘʭ, ʘ ʪʘʢʞʝ ʚ ʪʝʭ ʟʘʜʘʯʘʭ ʜʣʷ ʥʘʙʦʨʘ ʢʦʤʧʴʶʪʝʨʦʚ, ʚ ʢʦʪʦʨʳʭ ʙʳʣ ʚʳʙʨʘʥ ʤʝʪʦʜ 

ʬʦʨʩʠʨʦʚʘʥʥʦʡ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʦʙʣʘʜʘʪʴ ʩʣʝʜʫʶʱʠʤʠ ʧʨʘʚʘʤʠ 

ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ: 

¶ ʧʨʘʚʦʤ ʥʘ ʫʜʘʣʝʥʥʳʡ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ; 

¶ ʧʨʘʚʘʤʠ ʥʘ ʨʝʩʫʨʩ Admin$; 
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¶ ʧʨʘʚʦʤ ɺʭʦʜ ʚ ʢʘʯʝʩʪʚʝ ʩʣʫʞʙʳ. 
 

ʋʩʪʘʥʦʚʢʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 
Kaspersky Security Center 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʬʦʨʤʠʨʦʚʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʠ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʚʥʝʜʨʝʥʠʶ Kaspersky Security Center. 

ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ Kaspersky 

Security Center, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʪʘʢʞʝ 

ʫʩʪʘʥʦʚʣʝʥ ʧʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʬʘʡʣ 

\server\klcfginst.exe ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5). 

¶ ʅʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ɽʩʣʠ 

ʥʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʚʳ 

ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʝʛʦ ʚʤʝʩʪʝ ʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚ ʟʘʜʘʯʝ 

ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʙʲʝʜʠʥʠʪʴ ʢʦʤʧʴʶʪʝʨʳ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʯʪʦʙʳ 

ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʘʚʣʷʪʴ ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʠ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ Kaspersky 

Security Center. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʟʘʧʫʩʪʠʪʴ ʫʪʠʣʠʪʫ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʚʦ ʚʣʦʞʝʥʥʦʤ ʫʟʣʝ 

ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʉʦʟʜʘʪʴ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣʷ ʧʨʦʛʨʘʤʤʳ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ".  

3. ɺʚʝʜʠʪʝ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

4. ɺʳʙʝʨʠʪʝ ʬʘʡʣ kics.kud ʠʟ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚ ʢʘʯʝʩʪʚʝ ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

5. ɽʩʣʠ ʚʳ ʧʨʦʯʣʠ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ 

ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ 

ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʧʠʩʳʚʘʝʪ 

ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ. 

ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ. 
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6. ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʥʘʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5 

(ʩʤ.ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for 

Nodes 2.5" ʥʘ ʩʪʨ. 50) ʠ ʥʘʩʪʨʦʡʢʠ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ.ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ 

ʠ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʜʣʷ ʩʣʫʞʙʳ Windows Installer" ʥʘ ʩʪʨ. 30) ʚ ʠʥʩʪʘʣʷʮʠʦʥʥʦʤ ʧʘʢʝʪʝ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

b. ɺʦ ʚʣʦʞʝʥʥʦʤ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʩʦʟʜʘʥʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʚʳʙʝʨʠʪʝ 

ʢʦʤʘʥʜʫ ʉʚʦʡʩʪʚʘ.  

c. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʥʘʟʚʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ> ʚ ʨʘʟʜʝʣʝ ʅʘʩʪʨʦʡʢʘ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ʋʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʢʦʤʧʦʥʝʥʪʳ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʨʷʜʦʤ 

ʩ ʥʘʟʚʘʥʠʷʤʠ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʢʦʪʦʨʳʝ ʚʳ 

ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʚ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʥʠʤʠʪʝ ʬʣʘʞʢʠ ʜʣʷ 

ʢʦʤʧʦʥʝʥʪʦʚ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ʠ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ 

b. ʏʪʦʙʳ ʫʢʘʟʘʪʴ ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ, ʦʪʣʠʯʥʫʶ ʦʪ ʧʘʧʢʠ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʞʠʪʝ 

ʠʤʷ ʧʘʧʢʠ ʠ ʧʫʪʴ ʢ ʥʝʡ ʚ ʧʦʣʝ ʇʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ. 

ʇʫʪʴ ʢ ʧʘʧʢʝ ʥʘʟʥʘʯʝʥʠʷ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʩʠʩʪʝʤʥʳʝ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ. ɽʩʣʠ ʫʢʘʟʘʥʥʦʡ 

ʧʘʧʢʠ ʥʝ ʩʫʱʝʩʪʚʫʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ. 

c. ɺ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʡʪʝ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ɺʳʧʦʣʥʠʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ. 

¶ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ Microsoft. 

d. ʋʯʝʩʪʴ ʠʩʢʣʶʯʝʥʠʷ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ çʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦè. 

d. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʥʘʟʚʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ> ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

7. ɺ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪ r ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʥʘ ʚʳʙʨʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ (ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). ʅʘʩʪʨʦʡʪʝ 

ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠ ʥʘʩʪʨʦʡʢʝ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʩʧʨʘʚʢʝ 

Kaspersky Security Center. 

8. ɿʘʧʫʩʪʠʪʝ ʩʦʟʜʘʥʥʫʶ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʫʢʘʟʘʥʥʳʝ ʚ ʟʘʜʘʯʝ ʢʦʤʧʴʶʪʝʨʳ. 
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ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʝʩʣʠ ʜʦ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʙʳʣʠ 

ʫʩʪʘʥʦʚʣʝʥʳ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʩ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ. 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʫʩʪʘʥʦʚʠʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʦʙʲʝʜʠʥʝʥʳ 

ʚ ʦʜʥʦʡ ʛʨʫʧʧʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʟʘʜʘʯʠ 

ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

1. ʉʦʟʜʘʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʫʩʪʘʥʦʚʠʣʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. ʋʩʪʘʥʦʚʠʪʴ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʉʝʨʚʝʨ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ʉʦʟʜʘʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩʦ ʩʪʘʪʫʩʦʤ ɿʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Security Center ʙʫʜʝʪ ʦʮʝʥʠʚʘʪʴ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʞʜʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

ʛʨʫʧʧʳ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʟʘʜʘʯʠ, ʘ ʥʝ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʩʠʩʪʝʤʥʦʡ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ 

ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

3. ʉʦʟʜʘʪʴ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ. ɺ ʩʚʦʡʩʪʚʘʭ ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʠ ʥʘ ʟʘʢʣʘʜʢʝ 

ʉʠʩʪʝʤʥʳʝ ʟʘʜʘʯʠ ʦʪʢʣʶʯʠʪʴ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

ʠ ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

 

 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 
ʯʝʨʝʟ Kaspersky Security Center 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ 

ʩʦʜʝʨʞʠʪʩʷ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʚʥʝʜʨʝʥʠʶ Kaspersky Security Center. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

4. ɺ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ 

ʠ ʚʦ ʚʣʦʞʝʥʥʦʤ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʥʘ ʦʩʥʦʚʝ 

ʬʘʡʣʘ client\setup.exe. ʉʦʟʜʘʚʘʷ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ: 

¶ ɺ ʦʢʥʝ ɺʳʙʦʨ ʜʠʩʪʨʠʙʫʪʠʚʘ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʫʢʘʞʠʪʝ ʬʘʡʣ client\setup.exe ʠʟ ʧʘʧʢʠ 

ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʂʦʧʠʨʦʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʠʟ ʨʝʧʦʟʠʪʦʨʠʷ ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ. 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚ ʧʦʣʝ ʇʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ (ʥʝʦʙʷʟʘʪʝʣʴʥʦ) ʠʟʤʝʥʠʪʝ 

ʩʦʩʪʘʚ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ADDLOCAL ʠ ʠʟʤʝʥʠʪʝ 

ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ. 
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ʅʘʧʨʠʤʝʨ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʚ ʧʘʧʢʝ C:\KasperskyConsole ʪʦʣʴʢʦ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʷ ʬʘʡʣʘ ʩʧʨʘʚʢʠ ʠ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

/s  /p  "ADDLOCAL=MmcSnapin INSTALLDIR=C: \ KasperskyConsole EULA=1 

PRIVACYPOLICY=1" 

5. ɺ ʫʟʣʝ "ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ" ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʥʘ ʚʳʙʨʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ (ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). ʅʘʩʪʨʦʡʪʝ 

ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠ ʥʘʩʪʨʦʡʢʝ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center. 

6. ɿʘʧʫʩʪʠʪʝ ʩʦʟʜʘʥʥʫʶ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʫʢʘʟʘʥʥʳʭ 

ʚ ʟʘʜʘʯʝ ʢʦʤʧʴʶʪʝʨʘʭ. 

 

ʋʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 
Kaspersky Security Center 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ ʟʘʱʠʱʝʥ 

ʧʘʨʦʣʝʤ, ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʧʨʠ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ ʛʨʫʧʧʦʚʦʛʦ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤ. ɽʩʣʠ ʟʘʱʠʪʘ ʧʘʨʦʣʝʤ 

ʥʝ ʫʧʨʘʚʣʷʝʪʩʷ ʧʦʣʠʪʠʢʦʡ Kaspersky Security Center ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ, Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʙʫʜʝʪ ʫʩʧʝʰʥʦ ʫʜʘʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʛʜʝ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ 

ʧʘʨʦʣʝʤ, ʩʦʚʧʘʚʰʠʤ ʩ ʚʚʝʜʝʥʥʳʤ ʟʥʘʯʝʥʠʝʤ. Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʜʨʫʛʠʭ 

ʢʦʤʧʴʶʪʝʨʘʭ ʫʜʘʣʝʥ ʥʝ ʙʫʜʝʪ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʩʦʟʜʘʡʪʝ ʠ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ 

ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤ. 

2. ɺ ʟʘʜʘʯʝ ʚʳʙʝʨʠʪʝ ʤʝʪʦʜ ʫʜʘʣʝʥʠʷ (ʘʥʘʣʦʛʠʯʥʦ ʚʳʙʦʨʫ ʤʝʪʦʜʘ ʫʩʪʘʥʦʚʢʠ; ʩʤ. ʧʨʝʜʳʜʫʱʠʡ ʨʘʟʜʝʣ) 

ʠ ʫʢʘʞʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʙʫʜʝʪ ʦʙʨʘʱʘʪʴʩʷ 

ʢ ʢʦʤʧʴʶʪʝʨʘʤ. ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʪʦʣʴʢʦ 

ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʜʘʣʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ 

ʜʣʷ ʩʣʫʞʙʳ Windows Installer" ʥʘ ʩʪʨ. 30). 
 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 
ʧʦʣʠʪʠʢʠ Active Directory 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 

ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory, ʘ ʪʘʢʞʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory. 
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ʋʩʪʘʥʦʚʢʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 
ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ɺ  rʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʯʝʨʝʟ 

ʛʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ Active Directory. ʊʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʂʦʥʩʦʣʴ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʜʦʣʞʥʳ ʙʳʪʴ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʠ ʚ ʦʜʥʦʡ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʝʜʠʥʠʮʝ. 

ʆʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ, ʜʦʣʞʥʳ ʙʳʪʴ ʦʜʥʦʡ ʨʘʟʨʷʜʥʦʩʪʠ (32-ʨʘʟʨʷʜʥʳʝ ʠʣʠ 64-ʨʘʟʨʷʜʥʳʝ). 

ɺʳ ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʤʝʥʘ. 

ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʠʩʧʦʣʴʟʫʡʪʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ 

kics_x86(x64).msi. ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʠʩʧʦʣʴʟʫʡʪʝ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ kicstools.msi. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5), ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʦʭʨʘʥʠʪʝ msi-ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʨʘʟʨʷʜʥʦʩʪʠ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʝʨʩʠʠ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows, ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ. 

2. ʅʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʩʦʟʜʘʡʪʝ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ, ʚ ʢʦʪʦʨʫʶ ʦʙʲʝʜʠʥʝʥʳ ʢʦʤʧʴʶʪʝʨʳ. 

3. ʉ ʧʦʤʦʱʴʶ ʨʝʜʘʢʪʦʨʘ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ 

ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ. ʋʢʘʞʠʪʝ ʧʫʪʴ ʢ msi-ʬʘʡʣʫ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 (ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5) 

ʚ ʬʦʨʤʘʪʝ UNC (Universal Naming Convention). 

4. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʱʠʢʘ Windows ɺʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʩ ʧʦʚʳʰʝʥʥʳʤʠ ʧʨʘʚʘʤʠ ʢʘʢ 

ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ, ʪʘʢ ʠ ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ. 

5. ʇʨʠʤʝʥʠʪʝ ʠʟʤʝʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ gpupdate  /  force . 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ ʧʦʩʣʝ ʠʭ 

ʧʝʨʝʟʘʛʨʫʟʢʠ, ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 
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ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʩʨʘʟʫ ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ ʠ ʚʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʢʦʤʧʴʶʪʝʨʘ. ɺ  rʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ 

ʵʪʠ ʜʝʡʩʪʚʠʷ ʠʟ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʩʤ. ʨʘʟʜʝʣ "ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5" ʥʘ ʩʪʨ. 47). 

ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

 

ʋʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ 
ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ɽʩʣʠ ʚ  r ʫʩʪʘʥʘʚʣʠʚʘʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ, ʠʩʧʦʣʴʟʫʷ ʛʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ Active Directory, ʚ  r ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ 

ʧʦʣʠʪʠʢʫ, ʯʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʫʜʘʣʝʥʠʝ ʪʦʣʴʢʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʜʘʣʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʫʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity 

for Nodes 2.5 ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ʥʝʚʦʟʤʦʞʥʦ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5), ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʚʳʙʝʨʠʪʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ ʝʜʠʥʠʮʫ, ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚ  rʭʦʪʠʪʝ 

ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity 

for Nodes 2.5. 

2. ɺʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ, ʩʦʟʜʘʥʥʫʶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʠ ʚ ʈʝʜʘʢʪʦʨʝ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ ʚ ʫʟʣʝ ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ (ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʢʦʤʧʴʶʪʝʨʦʚ > ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤ > ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ) ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʂʦʥʩʦʣʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5) ʠ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ɺʩʝ ʟʘʜʘʯʠ > ʋʜʘʣʠʪʴ. 

3. ɺʳʙʝʨʠʪʝ ʤʝʪʦʜ ʫʜʘʣʝʥʠʷ ʅʝʤʝʜʣʝʥʥʦ ʫʜʘʣʠʪʴ ʧʨʦʛʨʘʤʤʳ ʠʟ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʠ ʩ ʢʦʤʧʴʶʪʝʨʦʚ. 

4. ʇʨʠʤʝʥʠʪʝ ʠʟʤʝʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ gpupdate  /  force . 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʫʜʘʣʝʥ ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʩʣʝ ʠʭ ʧʝʨʝʟʘʛʨʫʟʢʠ, ʧʝʨʝʜ 

ʚʭʦʜʦʤ ʚ Microsoft Windows. 
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ʇʨʦʮʝʜʫʨʘ ʧʨʠʝʤʢʠ 
ʇʝʨʝʜ ʚʚʦʜʦʤ ʧʨʦʛʨʘʤʤʳ ʚ ʵʢʩʧʣʫʘʪʘʮʠʶ ʧʨʦʚʦʜʠʪʩʷ ʧʨʦʮʝʜʫʨʘ ʧʨʠʝʤʢʠ, ʚʢʣʶʯʘʶʱʘʷ ʧʨʦʚʝʨʢʫ 

ʧʨʘʚʠʣʴʥʦʡ ʫʩʪʘʥʦʚʢʠ, ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʙʝʟʦʧʘʩʥʦʡ (ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ) ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɹʝʟʦʧʘʩʥʦʝ ʩʦʩʪʦʷʥʠʝ 

ʇʨʦʛʨʘʤʤʘ ʥʘʭʦʜʠʪʩʷ ʚ ʙʝʟʦʧʘʩʥʦʤ ʩʦʩʪʦʷʥʠʠ (ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ), ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʥʘʭʦʜʷʪʩʷ ʚ ʨʘʤʢʘʭ ʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ, ʧʨʠʚʝʜʝʥʥʳʭ ʚ ʧʨʠʣʦʞʝʥʠʠ ʢ ʵʪʦʤʫ 

ʜʦʢʫʤʝʥʪʫ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʠʣʦʞʝʥʠʝ. ɿʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ ʚ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ" ʥʘ ʩʪʨ. 308). 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʠʟʚʦʜʠʪʴ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʚʩʝʭ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ 

ʚ Kaspersky Security Center ʠʣʠ ʜʣʷ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, 

ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨʝ.  

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʫʧʨʘʚʣʝʥʠʶ 

ʩʣʫʞʙʘʤʠ Kaspersky Security (KAVFS) ʠ Kaspersky Security Management (KAVFSGT)  ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, 

ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ çɸʜʤʠʥʠʩʪʨʘʪʦʨʳè ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʧʤʴʶʪʝʨʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʛʨʫʧʧʳ çKICS 

Administratorsè, ʩʦʟʜʘʥʥʦʡ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʧʤʴʶʪʝʨʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for 

Nodes 2.5, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʥʘʷ ʛʨʫʧʧʘ çSYSTEMè. 

ʇʦʣʴʟʦʚʘʪʝʣʠ-ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʝ ʢʦʥʪʨʦʣʴ ʟʘ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʙʘʚʣʝʥʳ ʚ 

ʛʨʫʧʧʫ çKICS Administratorsè ʩ ʧʨʘʚʘʤʠ ʧʦʣʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʘʤʠ ʠ ʬʫʥʢʮʠʷʤʠ ʧʨʦʛʨʘʤʤʳ. 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ 

Kaspersky Industrial CyberSecurity for Nodes. 

2. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ çKaspersky Industrial CyberSecurity for Nodesè. 

3. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʩʧʠʩʢʝ ɻʨʫʧʧʳ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ çKICS Administratorsè ʠ 

ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 
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4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ. 

5. ɺ ʙʣʦʢʝ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ çKICS Administratorsè ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʩʪʘʥʦʚʣʝʥʳ ʬʣʘʞʢʠ 

ʈʘʟʨʝʰʠʪʴ ʜʣ ̫ʩʣʝʜʫʶʱʠʭ ʧʫʥʢʪʦʚ: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ: ʧʦʣʥʳʡ ʥʘʙʦʨ ʧʨʘʚ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky Security. 

¶ ʏʪʝʥʠʝ: 

¶ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5: ʏʪʝʥʠʝ 

ʩʪʘʪʠʩʪʠʢʠ, ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ, ʏʪʝʥʠʝ ʞʫʨʥʘʣʦʚ ʠ ʏʪʝʥʠʝ ʧʨʘʚ; 

¶ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʩʣʫʞʙʳ, 

ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʩʣʫʞʙʳ ʫ ɼʠʩʧʝʪʯʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ, ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʫ ʩʣʫʞʙʳ, 

ʇʝʨʝʯʠʩʣʝʥʠʝ ʟʘʚʠʩʠʤʳʭ ʩʣʫʞʙ, ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʀʟʤʝʥʝʥʠʝ: 

¶ ʚʩʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʢʨʦʤʝ ʀʟʤʝʥʝʥʠʝ 

ʧʨʘʚ; 

¶ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ʩʣʫʞʙʳ, ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʀʩʧʦʣʥʝʥʠʝ: ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ɿʘʧʫʩʢ ʩʣʫʞʙʳ, 

ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ, ʇʨʠʦʩʪʘʥʦʚʢʘ / ɺʦʟʦʙʥʦʚʣʝʥʠʝ ʩʣʫʞʙʳ, ʏʪʝʥʠʝ ʧʨʘʚ, 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʟʘʧʨʦʩʳ ʢ ʩʣʫʞʙʝ. 

6. ɺ ʦʢʥʝ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ çKaspersky Industrial CyberSecurity for Nodesè ʥʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky 

Security ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʘʤ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ 

ʫʟʣʘ Kaspersky Industrial CyberSecurity for Nodes ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ 

ʫʧʨʘʚʣʝʥʠʝ Kaspersky Security Service ʠ ʚʳʧʦʣʥʠʪʝ ʰʘʛʠ 3-6. 

ɼʣʷ ʚʩʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ, ʢʨʦʤʝ çKICS Administratorsè ʠ çSYSTEMè, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ 

ɿʘʧʨʝʪʠʪʴ ʜʣʷ ʚʩʝʭ ʧʫʥʢʪʦʚ. 
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ʉʠʛʥʘʣʳ ʪʨʝʚʦʛʠ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʪʨʝʚʦʛʠ, ʚʳʧʦʣʥʠʪʝ 
ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ 

ɾʫʨʥʘʣʳ ʠ ʫʚʝʜʦʤʣʝʥʠʷ ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʦʚ. 

2. ʅʘ ʟʘʢʣʘʜʢʝ ʋʚʝʜʦʤʣʝʥʠʷ ʚ ʙʣʦʢʝ ʋʚʝʜʦʤʣʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʫʪʝʤ 

ʟʘʧʫʩʢʘ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʩʦʙʳʪʠʡ: 

¶ ʆʙʥʘʨʫʞʝʥ ʦʙʲʝʢʪ. 

¶ ʆʙʲʝʢʪ ʥʝ ʚʳʣʝʯʝʥ. 

¶ ʆʙʲʝʢʪ ʥʝ ʫʜʘʣʝʥ. 

¶ ʆʙʲʝʢʪ ʥʝ ʧʦʤʝʱʝʥ ʥʘ ʢʘʨʘʥʪʠʥ. 

¶ ʆʙʲʝʢʪ ʥʝ ʧʦʤʝʱʝʥ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. 

¶ ɿʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ ʟʘʧʨʝʱʝʥ. 

¶ ɿʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ ʟʘʧʨʝʱʝʥ ʧʦ ʧʨʝʮʝʜʝʥʪʫ. 

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

4. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʀʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʧʦʣʝ ʂʦʤʘʥʜʥʘʷ ʩʪʨʦʢʘ ʫʢʘʞʠʪʝ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ, ʢʦʪʦʨʳʡ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʟʘʧʫʩʢʘʪʴ ʧʨʠ 

ʦʙʥʘʨʫʞʝʥʠʠ ʩʦʙʳʪʠʡ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɿʘʧʫʩʢʘʝʤʘʷ ʧʨʦʛʨʘʤʤʘ ʜʦʣʞʥʘ ʦʙʝʩʧʝʯʠʚʘʪʴ ʥʝʧʨʝʨʳʚʥʫʶ ʚʳʜʘʯʫ ʩʠʛʥʘʣʘ ʥʘʨʫʰʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

b. ɺ ʙʣʦʢʝ ɿʘʧʫʩʢ ʩ ʧʨʘʚʘʤʠ ʫʢʘʞʠʪʝ ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

5. ʅʘ ʟʘʢʣʘʜʢʝ ʋʚʝʜʦʤʣʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʊʝʢʩʪ ʩʦʦʙʱʝʥʠʷ. 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʫʢʘʞʠʪʝ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʫʶ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʙʫʜʝʪ ʧʝʨʝʜʘʚʘʪʴ ʚ ʩʦʩʪʘʚʝ ʩʠʛʥʘʣʘ ʪʨʝʚʦʛʠ. 
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ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʪʝʢʩʪʝ ʩʦʦʙʱʝʥʠʷ ʧʨʠʩʫʪʩʪʚʫʶʪ ʩʣʝʜʫʶʱʠʝ ʧʝʨʝʤʝʥʥʳʝ: ʊʠʧ ʦʙʥʘʨʫʞʝʥʥʦʛʦ 

ʦʙʲʝʢʪʘ (%VIRUS_TYPE%), ʆʙʥʘʨʫʞʝʥʦ (%VIRUS_NAME%) ʠ ʉʦʙʳʪʠʝ (%EVENT_TYPE%).  

ɽʩʣʠ ʜʘʥʥʳʝ ʧʝʨʝʤʝʥʥʳʝ ʦʪʩʫʪʩʪʚʫʶʪ, ʜʦʙʘʚʴʪʝ ʠʭ ʩ ʧʦʤʦʱʴʶ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ ʧʦ ʢʥʦʧʢʝ 

ʄʘʢʨʦʩ. ʋʜʘʣʝʥʠʝ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʧʝʨʝʤʝʥʥʳʭ ʧʨʠʚʦʜʠʪ ʢ ʚʳʭʦʜʫ ʧʨʦʛʨʘʤʤʳ ʠʟ 

ʩʝʨʪʠʬʠʮʠʨʫʝʤʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ.  

ʅʘʩʪʨʦʡʢʠ ʫʚʝʜʦʤʣʝʥʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. 

ʉʦʦʙʱʝʥʠʝ ʩʠʛʥʘʣʘ ʪʨʝʚʦʛʠ ʥʝ ʩʦʜʝʨʞʠʪ ʜʘʥʥʳʭ ʦ ʜʝʡʩʪʚʠʷʭ ʧʦ ʦʙʨʘʙʦʪʢʝ. Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʩʦʦʙʱʘʝʪ ʦ ʥʝʫʜʘʯʥʦʤ ʨʝʟʫʣʴʪʘʪʝ ʦʙʨʘʙʦʪʢʠ ʧʦʩʨʝʜʩʪʚʦʤ ʦʪʜʝʣʴʥʦʛʦ ʩʠʛʥʘʣʘ 

ʪʨʝʚʦʛʠ. ʆʪʩʫʪʩʪʚʠʝ ʩʠʛʥʘʣʘ ʪʨʝʚʦʛʠ ʦ ʥʝʫʜʘʯʥʦʡ ʦʙʨʘʙʦʪʢʝ ʩʦʙʳʪʠʷ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʙʲʝʢʪ ʙʳʣ ʦʙʨʘʙʦʪʘʥ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʩʪʨʦʝʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ. 

ʇʨʠ ʥʝʫʜʘʯʥʦʤ ʨʝʟʫʣʴʪʘʪʝ ʦʙʨʘʙʦʪʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5ʦʪʦʙʨʘʞʘʝʪ ʦʜʥʦ ʠʟ 

ʩʣʝʜʫʶʱʠʭ ʩʦʙʳʪʠʡ: 

¶ ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʠʩʪʝʢ. 

¶ ɹʘʟʳ ʧʨʦʛʨʘʤʤʳ ʩʠʣʴʥʦ ʫʩʪʘʨʝʣʠ. 

¶ ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ. 

¶ ɺʥʫʪʨʝʥʥʷʷ ʦʰʠʙʢʘ ʧʨʦʛʨʘʤʤʳ. 

¶ ɹʘʟʳ ʧʨʦʛʨʘʤʤʳ ʫʩʪʘʨʝʣʠ. 

¶ ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʩʢʦʨʦ ʠʩʪʝʯʝʪ. 

 

ʉʦʙʳʪʠʷ ʘʫʜʠʪʘ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʚʝʜʝʪ ʩʠʩʪʝʤʥʳʡ ʘʫʜʠʪ ʩʦʙʳʪʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʫʧʨʘʚʣʝʥʠʝʤ 

ʧʨʦʛʨʘʤʤʦʡ. ɼʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʚ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʦʦʤ ʩʦʩʪʦʷʥʠʠ ʧʨʦʛʨʘʤʤʘ ʜʦʣʞʥʘ ʬʠʢʩʠʨʦʚʘʪʴ ʚʩʝ 

ʩʦʙʳʪʠʷ ʜʣʷ ʢʦʤʧʦʥʝʥʪʦʚ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ, ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʩʦʙʳʪʠʷ ʘʫʜʠʪʘ ʜʣʷ ʜʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ 

ɾʫʨʥʘʣʳ ʠ ʫʚʝʜʦʤʣʝʥʠʷ ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ɾʫʨʥʘʣʦʚ. 

2. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʩʝ ʩʦʙʳʪʠʷ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʢʦʤʧʦʥʝʥʪʦʚ: 

¶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ; 

¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ; 
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¶ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ.  

3. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ 

ɼʣʷ ʧʨʠʚʝʜʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʚ ʩʝʨʪʠʬʠʮʠʨʫʝʤʦʝ ʩʦʩʪʦʷʥʠʝ, ʪʨʝʙʫʝʪʩʷ ʧʨʦʠʟʚʝʩʪʠ ʜʦʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ 

ʟʘʜʘʯʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʥʝ ʚʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʘʨʭʠʚʦʚ.  

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʘʨʭʠʚʳ ʢ ʧʨʦʚʝʨʷʝʤʳʤ ʦʙʲʝʢʪʘʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʦʩʪʦʷʥʥʘʷ 

ʟʘʱʠʪʘ. 

2. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ. 

3. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʅʘʩʪʨʦʠʪʴ ʦʙʣʘʩʪʴ 

ʟʘʱʠʪʳ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ. 

4. ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʚʳʙʝʨʠʪʝ ʫʟʝʣ, ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʪʦʨʦʛʦ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ. 

5. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʚ ʙʣʦʢʝ ɿʘʱʠʪʘ ʩʦʩʪʘʚʥʳʭ ʦʙʲʝʢʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʩʝ / ʊʦʣʴʢʦ ʥʦʚʳʝ 

ʘʨʭʠʚʳ. 

ʇʘʨʘʤʝʪʨ ʊʦʣʴʢʦ ʥʦʚʳʝ ʘʨʭʠʚʳ ʜʦʩʪʫʧʝʥ, ʝʩʣʠ ʩʥʷʪ ʬʣʘʞʦʢ ʇʨʦʚʝʨʢʘ ʪʦʣʴʢʦ ʥʦʚʳʭ ʠ ʠ 

ʟʤʝʥʝʥʥʳʭ ʬʘʡʣʦʚ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

Kaspersky Industrial CyberSecurity for Nodes ʙʫʜʝʪ 2.5 ʚʳʧʦʣʥʷʪʴ ʧʨʦʚʝʨʢʫ ʘʨʭʠʚʦʚ ZIP, CAB, RAR, ARJ ʠ 

ʜʨʫʛʠʭ ʬʦʨʤʘʪʦʚ. 

 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʩʝʨʪʠʬʠʢʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʟʘʜʘʯʫ 

ʇʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʟʘʧʫʩʪʠʪʴ ʝʝ ʩ ʧʨʝʜʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʩʪʨʫʢʮʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩʦʜʝʨʞʠʪʩʷ ʚ ʨʘʟʜʝʣʝ ʉʦʟʜʘʥʠʝ 

ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 
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ʅʘʩʪʨʦʡʢʘ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʧʨʦʛʨʘʤʤʳ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʯʝʨʝʟ ʦʜʠʥ ʠʟ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʢʦʪʦʨʳʡ 
ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʶ ʢʦʤʧʴʶʪʝʨʘ-ʨʝʪʨʘʥʩʣʷʪʦʨʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʤʧʴʶʪʝʨʝ-ʨʝʪʨʘʥʩʣʷʪʦʨʝ ʦʩʪʘʥʦʚʠʪʝ ʚʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʠ 

ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ. 

2. ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ: 

¶ ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ: 

¶ ɺ ʙʣʦʢʝ ʀʩʪʦʯʥʠʢ ʦʙʥʦʚʣʝʥʠʡ ʚʳʙʝʨʠʪʝ ʉʝʨʚʝʨʳ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè. 

¶ ɺ ʙʣʦʢʝ ʇʘʨʘʤʝʪʨʳ ʢʦʧʠʨʦʚʘʥʠʷ ʦʙʥʦʚʣʝʥʠʡ ʚʳʙʝʨʠʪʝ ʂʦʧʠʨʦʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ 

ʧʨʦʛʨʘʤʤʳ. 

¶ ɺ ʧʦʣʝ ʇʘʧʢʘ ʣʦʢʘʣʴʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʫʢʘʞʠʪʝ ʧʫʪʴ ʢ ʦʙʱʝʡ ʩʝʪʝʚʦʡ ʧʘʧʢʝ, ʚ 

ʢʦʪʦʨʫʶ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʩʦʭʨʘʥʷʪʴ ʩʢʦʧʠʨʦʚʘʥʥʳʡ ʬʘʡʣ ʙʘʟ. ʇʨʦʛʨʘʤʤʘ ʥʝ ʨʘʩʧʘʢʦʚʳʚʘʝʪ 

ʠ ʥʝ ʧʨʠʤʝʥʷʝʪ ʦʙʥʦʚʣʝʥʠʷ, ʟʘʛʨʫʞʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʢʦʧʠʨʦʚʘʥʠʷ ʙʘʟ. 

¶ ʅʘ ʟʘʢʣʘʜʢʝ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-

ʩʝʨʚʝʨʘ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʨʚʝʨʘʤʠ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 

¶ ʅʘ ʟʘʢʣʘʜʢʝ ʈʘʩʧʠʩʘʥʠʝ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɿʘʧʫʩʢʘʪʴ ʟʘʜʘʯʫ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩ ʯʘʩʪʦʪʦʡ 

ʟʘʧʫʩʢʘ ɽʞʝʯʘʩʥʦ. 

3.  ʅʘ ʢʦʤʧʴʶʪʝʨʝ-ʨʝʪʨʘʥʩʣʷʪʦʨʝ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ. 

4.  ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ-ʨʝʩʠʚʝʨʘʭ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʚ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʫʢʘʞʠʪʝ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ɼʨʫʛʠʝ HTTP-, FTP-ʩʝʨʚʝʨʳ ʠʣʠ 

ʩʝʪʝʚʳʝ ʨʝʩʫʨʩʳ. ɺ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʫʢʘʞʠʪʝ ʩʝʪʝʚʫʶ ʧʘʧʢʫ, ʥʘʩʪʨʦʝʥʥʫʶ ʚ ʢʘʯʝʩʪʚʝ ʧʘʧʢʠ 

ʣʦʢʘʣʴʥʦʛʦ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ ʚ ʟʘʜʘʯʝ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʥʘ ʩʝʨʚʝʨʝ-ʨʝʪʨʘʥʩʣʷʪʦʨʝ.  

b. ʉʥʠʤʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʝʨʚʝʨʳ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè, ʝʩʣʠ 

ʩʝʨʚʝʨʳ, ʫʢʘʟʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʥʝʜʦʩʪʫʧʥʳ. 

c. ʅʘʩʪʨʦʡʪʝ ʨʘʩʧʠʩʘʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ-ʨʝʩʠʚʝʨʘʭ 

ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ: 

¶ ɿʘʜʘʯʘ ʚʳʧʦʣʥʷʣʘʩʴ ʝʞʝʯʘʩʥʦ. 
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¶ ɿʘʧʫʩʢ ʟʘʜʘʯʠ ʚʳʧʦʣʥʷʣʩʷ ʩ ʰʘʛʦʤ 30 ʤʠʥʫʪ ʧʦʩʣʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ 

ʥʘ ʩʝʨʚʝʨʝ-ʨʝʪʨʘʥʩʣʷʪʦʨʝ. 

ʆʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʟʘʛʨʫʞʝʥʥʳʝ ʠʟ ʣʦʢʘʣʴʥʦʡ ʧʘʧʢʠ ʦʙʥʦʚʣʝʥʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʳ-ʨʝʩʠʚʝʨʳ, ʙʫʜʫʪ 

ʥʝʤʝʜʣʝʥʥʦ ʧʨʠʤʝʥʝʥʳ ʠ ʨʘʩʧʘʢʦʚʘʥʳ. 

 

ʇʨʦʚʝʨʢʘ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ. ʊʝʩʪʦʚʳʡ ʬʘʡʣ EICAR 

ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʧʨʦʛʨʘʤʤʳ, ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʝʩʪʦʚʳʡ ʬʘʡʣ EICAR. 

ʊʝʩʪʦʚʳʡ ʬʘʡʣ EICAR ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʆʥ ʨʘʟʨʘʙʦʪʘʥ 

ʦʨʛʘʥʠʟʘʮʠʝʡ The European Institute for Computer Antivirus Research (EICAR). 

ʊʝʩʪʦʚʳʡ ʬʘʡʣ EICAR ʥʝ ʷʚʣʷʝʪʩʷ ʚʠʨʫʩʦʤ ʠ ʥʝ ʩʦʜʝʨʞʠʪ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʥʘʥʝʩʪʠ 

ʚʨʝʜ ʚʘʰʝʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʥʦ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʙʦʣʴʰʠʥʩʪʚʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ 

ʚ ʥʝʤ ʫʛʨʦʟʫ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʛʨʫʟʠʪʴ ʪʝʩʪʦʚʳʡ ʬʘʡʣ EICAR ʩʦ ʩʪʨʘʥʠʮʳ ʚʝʙ-ʩʘʡʪʘ ʦʨʛʘʥʠʟʘʮʠʠ EICAR 

http://www.eicar.org/anti_virus_test_file.htm. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʝ ʥʘ ʜʠʩʢʝ ʢʦʤʧʴʶʪʝʨʘ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʚ 

ʵʪʦʡ ʧʘʧʢʝ ʦʪʢʣʶʯʝʥʘ. 

ʌʘʡʣ eicar.com ʩʦʜʝʨʞʠʪ ʪʝʢʩʪʦʚʫʶ ʩʪʨʦʢʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʬʘʡʣʘ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʦʙʥʘʨʫʞʠʚʘʝʪ ʚ ʵʪʦʡ ʪʝʢʩʪʦʚʦʡ ʩʪʨʦʢʝ ʪʝʩʪʦʚʫʶ ʫʛʨʦʟʫ, ʧʨʠʩʚʘʠʚʘʝʪ ʬʘʡʣʫ ʩʪʘʪʫʩ ɿʘʨʘʞʝʥʥʳʡ 

ʠ ʫʜʘʣʷʝʪ ʝʛʦ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ ʚ ʬʘʡʣʝ ʫʛʨʦʟʝ ʧʦʷʚʣʷʝʪʩʷ ʚ ʂʦʥʩʦʣʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʚ ʞʫʨʥʘʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣ eicar.com, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʢʘʢ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʚʳʧʦʣʥʷʝʪ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʠ ʢʘʢ ʦʥ ʦʙʥʘʨʫʞʠʚʘʝʪ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ. 

ɼʣ ̫ʵʪʦʛʦ ʦʪʢʨʦʡʪʝ ʬʘʡʣ ʩ ʧʦʤʦʱʴʶ ʪʝʢʩʪʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ, ʜʦʙʘʚʴʪʝ ʢ ʥʘʯʘʣʫ ʪʝʢʩʪʦʚʦʡ ʩʪʨʦʢʠ ʚ ʬʘʡʣʝ ʦʜʠʥ 

ʠʟ ʧʨʝʬʠʢʩʦʚ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ, ʠ ʩʦʭʨʘʥʠʪʝ ʬʘʡʣ ʧʦʜ ʥʦʚʳʤ ʠʤʝʥʝʤ, ʥʘʧʨʠʤʝʨ, 

eicar_cure.com. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʦʙʨʘʙʦʪʘʣ ʬʘʡʣ eicar.com ʩ ʧʨʝʬʠʢʩʦʤ, 

ʚ ʙʣʦʢʝ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ɿʘʱʠʪʘ ʦʙʲʝʢʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʟʥʘʯʝʥʠʝ ɺʩʝ ʦʙʲʝʢʪʳ ʜʣʷ ʟʘʜʘʯ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 "ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ". 

http://www.eicar.org/anti_virus_test_file.htm


 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

75 

 

 

 
 

ʊʘʙʣʠʮʘ 12. ʇʨʝʬʠʢʩʳ ʚ ʬʘʡʣʘʭ EICAR 
 

ʇʨʝʬʠʢʩ ʉʪʘʪʫʩ ʬʘʡʣʘ ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ ʠ ʜʝʡʩʪʚʠʝ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 

ɹʝʟ ʧʨʝʬʠʢʩʘ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ 

ɿʘʨʘʞʝʥʥʳʡ ʠ ʫʜʘʣʷʝʪ ʝʛʦ. 

SUSPï Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ 

ɺʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʡ (ʦʙʥʘʨʫʞʝʥ ʩ ʧʦʤʦʱʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ) 

ʠ ʫʜʘʣʷʝʪ ʝʛʦ (ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʣʝʯʝʥʠʶ). 

WARNï Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ 

ɺʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʡ (ʢʦʜ ʦʙʲʝʢʪʘ ʯʘʩʪʠʯʥʦ ʩʦʚʧʘʜʘʝʪ ʩ ʠʟʚʝʩʪʥʳʤ 

ʚʨʝʜʦʥʦʩʥʳʤ ʢʦʜʦʤ) ʠ ʫʜʘʣʷʝʪ ʝʛʦ (ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ 

ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʣʝʯʝʥʠʶ). 

CUREï Kaspersky Industrial CyberSecurity for Nodes 2.5 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ 

ɿʘʨʘʞʝʥʥʳʡ ʠ ʣʝʯʠʪ ʝʛʦ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʫʩʧʝʰʥʦ, ʚʝʩʴ ʪʝʢʩʪ ʚ ʬʘʡʣʝ ʟʘʤʝʥʷʝʪʩʷ 

ʩʣʦʚʦʤ "CURE". 
 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʛʨʫʟʠʪʝ ʬʘʡʣ eicar.com ʩʦ ʩʪʨʘʥʠʮʳ ʩʘʡʪʘ EICAR. ʉʦʭʨʘʥʠʪʝ ʝʛʦ ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ 

ʥʘ ʣʦʢʘʣʴʥʦʤ ʜʠʩʢʝ ʣʶʙʦʛʦ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʝ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʚ ʵʪʦʡ 

ʧʘʧʢʝ ʦʪʢʣʶʯʝʥʘ. 

2. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʪʘʢʞʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʪʠ, ʫʙʝʜʠʪʝʩʴ ʚ ʪʦʤ, ʯʪʦ 

ʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʩʦʭʨʘʥʠʣʠ ʬʘʡʣ eicar.com, ʚʢʣʶʯʝʥʘ 

ʉʣʫʞʙʘ ʩʦʦʙʱʝʥʠʡ Microsoft Windows. 

3. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

4. ʉʢʦʧʠʨʫʡʪʝ ʩʦʭʨʘʥʝʥʥʳʡ ʬʘʡʣ eicar.com ʥʘ ʣʦʢʘʣʴʥʳʡ ʜʠʩʢ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʦʜʥʠʤ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʯʝʨʝʟ ʦʢʥʦ ʉʣʫʞʙʳ ʪʝʨʤʠʥʘʣʦʚ, ʩʢʦʧʠʨʫʡʪʝ ʬʘʡʣ 

eicar.com ʥʘ ʢʦʤʧʴʶʪʝʨ, ʧʦʜʢʣʶʯʠʚʰʠʩʴ ʢ ʢʦʤʧʴʶʪʝʨʫ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ "ʇʦʜʢʣʶʯʝʥʠʝ 

ʢ ʫʜʘʣʝʥʥʦʤʫ ʨʘʙʦʯʝʤʫ ʩʪʦʣʫ" (Remote Desktop Connection). 

¶ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʯʝʨʝʟ ʉʣʫʞʙʫ ʩʦʦʙʱʝʥʠʡ Microsoft Windows, ʩʢʦʧʠʨʫʡʪʝ 

ʬʘʡʣ eicar.com ʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʝʛʦ ʩʦʭʨʘʥʠʣʠ, ʯʝʨʝʟ ʩʝʪʝʚʦʝ ʦʢʨʫʞʝʥʠʝ 

ʵʪʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʨʘʙʦʪʘʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʌʘʡʣ eicar.com ʫʜʘʣʝʥ ʩ ʜʠʩʢʘ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʦʣʫʯʠʣ ʩʪʘʪʫʩ 

ʂʨʠʪʠʯʝʩʢʠʡ. ɺ ʞʫʨʥʘʣʝ ʧʦʷʚʠʣʘʩʴ ʩʪʨʦʢʘ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʝ ʚ ʬʘʡʣʝ eicar.com. (ʏʪʦʙʳ 

ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ "ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ" ʠ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ.) 

http://www.eicar.org/anti_virus_test_file.htm
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¶ ʇʦʷʚʠʣʦʩʴ ʩʦʦʙʱʝʥʠʝ ʉʣʫʞʙʳ ʩʦʦʙʱʝʥʠʡ Microsoft Windows ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ 

ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ, ʩʣʝʜʫʶʱʝʛʦ ʩʦʜʝʨʞʘʥʠʷ: Kaspersk y Industrial  CyberSecurity  

for  Nodes 2.5 ʟʘʙʣʦʢʠʨʦʚʘʣ ʜʦʩʪʫʧ ʢ <ʧʫʪʴ ʢ ʬʘʡʣʫ eicar . com 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ>\ eicar . com ʥʘ ʢʦʤʧʴʶʪʝʨʝ <ʩʝʪʝʚʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ> 

ʚ <ʚʨʝʤʷ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʩʦʙʳʪʠʷ>. ʇʨʠʯʠʥʘ: ʆʙʥʘʨʫʞʝʥʘ ʫʛʨʦʟʘ. ɺʠʨʫʩ: 

EICAR- Test - File . ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: <ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ>. ʀʤʷ ʢʦʤʧʴʶʪʝʨʘ: 

<ʩʝʪʝʚʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ>. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʉʣʫʞʙʘ ʩʦʦʙʱʝʥʠʡ Microsoft Windows ʨʘʙʦʪʘʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ 

ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ eicar.com. 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʛʨʫʟʠʪʝ ʬʘʡʣ eicar.com ʩʦ ʩʪʨʘʥʠʮʳ ʩʘʡʪʘ EICAR. ʉʦʭʨʘʥʠʪʝ ʝʛʦ ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ 

ʥʘ ʣʦʢʘʣʴʥʦʤ ʜʠʩʢʝ ʣʶʙʦʛʦ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʝ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʚ ʵʪʦʡ 

ʧʘʧʢʝ ʦʪʢʣʶʯʝʥʘ. 

2. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

3. ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʨʦʚʝʨʢʘ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

b. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

c. ʅʘ ʟʘʢʣʘʜʢʝ ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʫʟʣʝ ʉʝʪʝʚʦʝ 

ʦʢʨʫʞʝʥʠʝ ʠ ʚʳʙʝʨʠʪʝ ɼʦʙʘʚʠʪʴ ʩʝʪʝʚʦʡ ʬʘʡʣ. 

d. ɺʚʝʜʠʪʝ ʩʝʪʝʚʦʡ ʧʫʪʴ ʢ ʬʘʡʣʫ eicar.com ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʬʦʨʤʘʪʝ UNC (Universal 

Naming Convention). 

e. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʜʦʙʘʚʣʝʥʥʳʡ ʩʝʪʝʚʦʡ ʧʫʪʴ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ. 

f. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʨʘʙʦʪʘʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʌʘʡʣ eicar.com ʫʜʘʣʝʥ ʩ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʦʣʫʯʠʣ 

ʩʪʘʪʫʩ ʂʨʠʪʠʯʝʩʢʠʡ; ʚ ʞʫʨʥʘʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ "ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ" ʧʦʷʚʠʣʘʩʴ 

ʩʪʨʦʢʘ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʝ ʚ ʬʘʡʣʝ eicar.com. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ 

ʟʘʜʘʯʠ, ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʠ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ 

ʫʟʣʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ. 

 

http://www.eicar.org/anti_virus_test_file.htm
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ʈʘʟʜʝʣʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ 
ʧʨʦʛʨʘʤʤʳ ʧʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ 
ʨʦʣʷʤ 
 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʠ ʩʣʫʞʙʘʤʠ Windows, ʢʦʪʦʨʳʝ ʨʝʛʠʩʪʨʠʨʫʝʪ ʧʨʦʛʨʘʤʤʘ, ʘ ʪʘʢʞʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʵʪʠʭ ʧʨʘʚ. 
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ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial 
CyberSecurity for Nodes 2.5 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, 

ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ "ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʛʨʫʧʧʳ KICS Administrators, 

ʩʦʟʜʘʥʥʦʡ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʥʘʷ ʛʨʫʧʧʘ SYSTEM. 

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʠ ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ Kaspersky Industrial CyberSecurity for Nodes 

2.5, ʤʦʛʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʜʨʫʛʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʚʭʦʜʷʱʠʤ ʚ ʜʦʤʝʥ. 

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ʩʧʠʩʢʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial CyberSecurity for Nodes 

2.5, ʦʥ ʥʝ ʤʦʞʝʪ ʦʪʢʨʳʪʴ ʂʦʥʩʦʣʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 
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ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʫʨʦʚʥʝʡ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ï ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ: ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ 

ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ 

ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʘ ʪʘʢʞʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

¶ ʀʟʤʝʥʝʥʠʝ ï ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ, ʢʨʦʤʝ ʠʟʤʝʥʝʥʠʷ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Industrial CyberSecurity 

for Nodes 2.5, ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

¶ ʏʪʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Industrial CyberSecurity for 

Nodes 2.5, ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʩʪʘʪʠʩʪʠʢʫ 

ʨʘʙʦʪʳ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʦʩʪʫʧʘ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʜʣʷ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʩʣʫʞʙʳ Kaspersky Security" ʥʘ ʩʪʨ. 81): ʨʘʟʨʝʰʘʪʴ ʠʣʠ 

ʟʘʧʨʝʱʘʪʴ ʜʦʩʪʫʧ ʢ ʦʪʜʝʣʴʥʳʤ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ɽʩʣʠ ʚʳ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ, ʪʦ ʜʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 

ʛʨʫʧʧʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʆʩʦʙʳʝ ʨʘʟʨʝʰʝʥʠʷ. 

ʊʘʙʣʠʮʘ 13. ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5 
 

ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʆʧʠʩʘʥʠʝ 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ ɺʦʟʤʦʞʥʦʩʪʴ 

ʟʘʧʫʩʢʘʪʴ / ʦʩʪʘʥʘʚʣʠʚʘʪʴ / ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ / ʚʦʟʦʙʥʦʚʣʷʪʴ ʟʘʜʘʯʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʉʦʟʜʘʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʟʘʜʘʯ ɺʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ɺʦʟʤʦʞʥʦʩʪʠ:  

¶ ʀʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. 

¶ ʈʝʜʘʢʪʠʨʦʚʘʪʴ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ. 

ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʠ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ; 

¶ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ 

Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʦʚ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ, ʞʫʨʥʘʣʘ 

ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ʠ ʫʚʝʜʦʤʣʝʥʠʡ. 

ʋʧʨʘʚʣʝʥʠʝ ʭʨʘʥʠʣʠʱʘʤʠ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʧʦʤʝʱʘʪʴ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥ; 

¶ ʫʜʘʣʷʪʴ ʦʙʲʝʢʪʳ ʠʟ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ; 

¶ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʦʙʲʝʢʪʳ ʠʟ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

ʋʧʨʘʚʣʝʥʠʝ ʞʫʨʥʘʣʘʤʠ ɺʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʷʪʴ ʞʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʠ ʦʯʠʱʘʪʴ ʞʫʨʥʘʣ 

ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 
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ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʆʧʠʩʘʥʠʝ 

ʏʪʝʥʠʝ ʞʫʨʥʘʣʦʚ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʦʙʳʪʠʷ ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ 

ʠ ʞʫʨʥʘʣʝ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

ʏʪʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʢʘʞʜʦʡ ʟʘʜʘʯʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ 

ʧʨʦʛʨʘʤʤʳ 

ɺʦʟʤʦʞʥʦʩʪʴ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

ʋʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ɺʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʠʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʏʪʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʠʟʤʝʥʷʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʤʝʶʱʠʭ ʜʦʩʪʫʧ 

ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ; 

¶ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 
 

ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʝʛʠʩʪʨʠʨʫʝʪ ʚ Windows ʩʣʫʞʙʫ Kaspersky 

Security (KAVFS), ʪʘʢ ʢʘʢ ʧʨʦʛʨʘʤʤʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʟʘʧʫʩʢʘʝʤʳʝ ʧʨʠ ʩʪʘʨʪʝ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʏʪʦʙʳ ʩʥʠʟʠʪʴ ʨʠʩʢ ʩʪʦʨʦʥʥʝʛʦ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ ʠ ʧʘʨʘʤʝʪʨʘʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʯʝʨʝʟ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security, ʚʳ ʤʦʞʝʪʝ 

ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security ʩ ʧʦʤʦʱʴʶ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʧʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ Kaspersky Security ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ 

"ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʥʳʝ ʛʨʫʧʧʳ SERVICE ʠ INTERACTIVE 

ʩ ʧʨʘʚʘʤʠ ʥʘ ʯʪʝʥʠʝ ʠ ʩʠʩʪʝʤʥʘʷ ʛʨʫʧʧʘ SYSTEM ʩ ʧʨʘʚʘʤʠ ʥʘ ʯʪʝʥʠʝ ʠ ʠʩʧʦʣʥʝʥʠʝ. 

ɺʳ ʥʝ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ SYSTEM ʠʣʠ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʵʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ɽʩʣʠ ʧʨʘʚʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ SYSTEM ʙʳʣʠ ʠʟʤʝʥʝʥʳ, ʧʨʠ ʩʦʭʨʘʥʝʥʠʠ ʠʟʤʝʥʝʥʠʡ ʜʣʷ ʵʪʦʡ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʤʘʢʩʠʤʘʣʴʥʳʝ ʧʨʘʚʘ.  

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʩ ʧʨʘʚʦʤ ʥʘ ʠʟʤʝʥʝʥʠʝ ʢ ʬʫʥʢʮʠʷʤ (ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʨʘʚʘʭ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5" ʥʘ ʩʪʨ. 77), ʤʦʛʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʩʪʫʧ 

ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ Kaspersky Security ʜʨʫʛʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʚʭʦʜʷʱʠʤ ʚ ʜʦʤʝʥ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ ʜʦʩʪʫʧʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security, ʘ ʪʘʢʞʝ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙʳ 

Kaspersky Security. 

¶ ʏʪʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ 

Kaspersky Security. 
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¶ ʀʟʤʝʥʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security. 

¶ ʀʩʧʦʣʥʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙʳ Kaspersky Security. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʦʩʪʫʧʘ: ʜʘʚʘʪʴ ʠʣʠ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʨʘʚʘ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ɽʩʣʠ ʚʳ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ, ʪʦ ʜʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 

ʛʨʫʧʧʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʆʩʦʙʳʝ ʨʘʟʨʝʰʝʥʠʷ. 

ʊʘʙʣʠʮʘ 14. ʈʘʟʛʨʘʥʠʯʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for 
Nodes 2.5 

 

ʌʫʥʢʮʠʷ ʆʧʠʩʘʥʠʝ 

ʏʪʝʥʠʝ ʥʘʩʪʨʦʝʢ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security. 

ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʩʣʫʞʙʳ 

ʫ ɼʠʩʧʝʪʯʝʨʘ 

ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ 

ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʨʘʰʠʚʘʪʴ ʩʪʘʪʫʩ ʚʳʧʦʣʥʝʥʠʷ ʩʣʫʞʙʳ Kaspersky Security 

ʫ ɼʠʩʧʝʪʯʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ Microsoft Windows. 

ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʫ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʨʘʰʠʚʘʪʴ ʩʪʘʪʫʩ ʚʳʧʦʣʥʝʥʠʷ ʩʣʫʞʙʳ ʫ Kaspersky 

Security. 

ʇʝʨʝʯʠʩʣʝʥʠʝ 

ʟʘʚʠʩʠʤʳʭ ʩʣʫʞʙ 

ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʩʣʫʞʙ, ʦʪ ʢʦʪʦʨʳʭ ʟʘʚʠʩʠʪ ʩʣʫʞʙʘ 

Kaspersky Security, ʘ ʪʘʢʞʝ ʩʣʫʞʙ, ʟʘʚʠʩʠʤʳʭ ʦʪ ʩʣʫʞʙʳ Kaspersky 

Security. 

ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ʩʣʫʞʙʳ 

ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ 

ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙ Kaspersky Security. 

ɿʘʧʫʩʢ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʣʫʞʙʳ Kaspersky Security. 

ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʣʫʞʙʳ Kaspersky Security. 

ʇʨʠʦʩʪʘʥʦʚʢʘ / 

ɺʦʟʦʙʥʦʚʣʝʥʠʝ ʩʣʫʞʙʳ 

ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʚʦʟʦʙʥʦʚʣʷʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʣʫʞʙʳ 

Kaspersky Security. 

ʏʪʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʣʫʞʙʳ Kaspersky 

Security ʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʜʦʙʘʚʣʷʪʴ ʠ ʫʜʘʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʣʫʞʙʳ Kaspersky Security; 

¶ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʣʫʞʙʝ Kaspersky Security. 

ʋʜʘʣʝʥʠʝ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʨʘʟʨʝʛʠʩʪʨʘʮʠʠ ʩʣʫʞʙʳ Kaspersky Security ʚ ɼʠʩʧʝʪʯʝʨʝ 

ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ Microsoft Windows. 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ 

ʟʘʧʨʦʩʳ ʢ ʩʣʫʞʙʝ 

ɺʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʠ ʦʪʧʨʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʟʘʧʨʦʩʳ ʢ ʩʣʫʞʙʝ 

Kaspersky Security. 
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ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky 
Security Management 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʩʣʫʞʙ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʣʫʞʙʫ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ 

Kaspersky Security Management (KAVFSGT). ʏʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ ʂʦʥʩʦʣʴ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, 

ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʧʨʦʠʩʭʦʜʠʪ ʧʦʜʢʣʶʯʝʥʠʝ ʢ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʠʤʝʣʘ ʧʦʣʥʳʡ 

ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security Management ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security Management ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ 

"ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʛʨʫʧʧʳ KICS Administrators, ʩʦʟʜʘʥʥʦʡ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ʩʣʫʞʙʦʡ Kaspersky Security Management ʪʦʣʴʢʦ ʯʝʨʝʟ ʦʩʥʘʩʪʢʫ ʉʣʫʞʙʳ 

Microsoft Windows. 

ɺʳ ʥʝ ʤʦʞʝʪʝ ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security 

Management, ʥʘʩʪʨʘʠʚʘʷ ʧʘʨʘʤʝʪʨʳ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

 

ɺʳ ʤʦʞʝʪʝ ʩʦʝʜʠʥʠʪʴʩʷ ʩ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩ ʣʦʢʘʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ, 

ʝʩʣʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʩ ʪʘʢʠʤ ʞʝ ʠʤʝʥʝʤ ʠ ʪʘʢʠʤ 

ʞʝ ʧʘʨʦʣʝʤ. 

 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʜʣ ̫Kaspersky Industrial 
CyberSecurity for Nodes 2.5 ʠ ʩʣʫʞʙʳ Kaspersky Security 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ Kaspersky Security, ʘ ʪʘʢʞʝ ʠʟʤʝʥʷʪʴ 

ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʚ ʩʧʠʩʦʢ ʠʣʠ ʫʜʘʣʠʪʴ ʠʟ ʩʧʠʩʢʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 
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2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʇʦʣʠʪʠʢʠ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ" 

ʥʘ ʩʪʨ. 90). 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʋʩʪʨʦʡʩʪʚʘ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ 

ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center" ʥʘ ʩʪʨ. 103). 

ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ Kaspersky Security Center 

ʠ ʚ ʵʪʦʡ ʧʦʣʠʪʠʢʝ ʥʘʣʦʞʝʥ ʟʘʧʨʝʪ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ, ʵʪʠ ʧʘʨʘʤʝʪʨʳ 

ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

3. ɺ ʨʘʟʜʝʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ 

ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʬʫʥʢʮʠʷʤʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security, 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ 

Kaspersky Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ "Kaspersky Industrial CyberSecurity for Nodes 2.5". 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ ʚ ʩʧʠʩʦʢ, ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʝʨʠʪʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ, ʢʦʪʦʨʳʤ ʚʳ ʭʦʪʠʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʨʘʚʘ. 

¶ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ ʠʟ ʩʧʠʩʢʘ, ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ, ʜʦʩʪʫʧ 

ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʦʛʨʘʥʠʯʠʪʴ, ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

5. ʅʘʞʤʠʪʝ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

ɺʳʙʨʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ (ʛʨʫʧʧʳ) ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʠʣʠ ʫʜʘʣʝʥʳ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky Security, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

1. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʇʦʣʠʪʠʢʠ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ" 

ʥʘ ʩʪʨ. 90). 
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¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʋʩʪʨʦʡʩʪʚʘ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ 

ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center" ʥʘ ʩʪʨ. 103). 

ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ Kaspersky Security Center 

ʠ ʚ ʵʪʦʡ ʧʦʣʠʪʠʢʝ ʥʘʣʦʞʝʥ ʟʘʧʨʝʪ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ, ʵʪʠ ʧʘʨʘʤʝʪʨʳ 

ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

3. ɺ ʨʘʟʜʝʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ 

ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʬʫʥʢʮʠʷʤʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security, 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ 

Kaspersky Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ "Kaspersky Industrial CyberSecurity for Nodes 2.5". 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʩʧʠʩʢʝ ɻʨʫʧʧʳ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʨʘʚʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ. 

5. ɺ ʙʣʦʢʝ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ "<ʇʦʣʴʟʦʚʘʪʝʣʴ (ɻʨʫʧʧʘ)>" ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʈʘʟʨʝʰʠʪʴ ʠʣʠ 

ɿʘʧʨʝʪʠʪʴ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʫʨʦʚʥʝʡ ʜʦʩʪʫʧʘ: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ: ʧʦʣʥʳʡ ʥʘʙʦʨ ʧʨʘʚ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky Security. 

¶ ʏʪʝʥʠʝ: 

¶ ʉʣʝʜʫʶʱʠʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5: 

ʏʪʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ, ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ, ʏʪʝʥʠʝ ʞʫʨʥʘʣʦʚ ʠ ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʩʣʫʞʙʳ, 

ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʩʣʫʞʙʳ ʫ ɼʠʩʧʝʪʯʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ, ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʫ ʩʣʫʞʙʳ, 

ʇʝʨʝʯʠʩʣʝʥʠʝ ʟʘʚʠʩʠʤʳʭ ʩʣʫʞʙ, ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʀʟʤʝʥʝʥʠʝ: 

¶ ʚʩʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʢʨʦʤʝ 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ; 

¶ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ʩʣʫʞʙʳ, ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʀʩʧʦʣʥʝʥʠʝ: ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ɿʘʧʫʩʢ ʩʣʫʞʙʳ, 

ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ, ʇʨʠʦʩʪʘʥʦʚʢʘ / ʚʦʟʦʙʥʦʚʣʝʥʠʝ ʩʣʫʞʙʳ, ʏʪʝʥʠʝ ʧʨʘʚ, ʆʧʨʝʜʝʣʝʥʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʟʘʧʨʦʩʳ ʢ ʩʣʫʞʙʝ. 

6. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʚʳʧʦʣʥʠʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ (ʆʩʦʙʳʝ 

ʨʘʟʨʝʰʝʥʠʷ), ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʦ. 

a. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʚʳʙʝʨʠʪʝ ʥʫʞʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ. 

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ. 
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c. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʦʢʥʘ ʚʳʙʝʨʠʪʝ ʪʠʧ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ʈʘʟʨʝʰʠʪʴ 

ʠʣʠ ɿʘʧʨʝʪʠʪʴ). 

d. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʪʝʭ ʬʫʥʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ 

ʚʳʙʨʘʥʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʠʣʠ ʛʨʫʧʧʝ. 

e. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

f. ɺ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

7. ɺ ʦʢʥʝ ʈʘʟʨʝʰʝʥʠʷ ʜʣʷ ʛʨʫʧʧʳ "Kaspersky Industrial CyberSecurity for Nodes" ʥʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky 

Security ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. 

 

ɿʘʱʠʪʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial 
CyberSecurity for Nodes 2.5 ʩ ʧʦʤʦʱʴʶ ʧʘʨʦʣ ̫

ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʠ ʨʝʛʠʩʪʨʠʨʫʝʤʳʤʠ ʩʣʫʞʙʘʤʠ ʩ ʧʦʤʦʱʴʶ 

ʥʘʩʪʨʦʡʢʠ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for 

Nodes 2.5" ʥʘ ʩʪʨ. ʆʰʠʙʢʘ! ɿʘʢʣʘʜʢʘ ʥʝ ʦʧʨʝʜʝʣʝʥʘ.). ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʟʘʱʠʪʠʪʴ ʜʦʩʪʫʧ 

ʢ ʚʳʧʦʣʥʝʥʠʶ ʢʨʠʪʠʯʥʳʭ ʦʧʝʨʘʮʠʡ, ʫʩʪʘʥʦʚʠʚ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ ʚ ʧʘʨʘʤʝʪʨʘʭ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʘʧʨʘʰʠʚʘʝʪ ʧʘʨʦʣʴ ʧʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʩʣʝʜʫʶʱʠʤ 

ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ: 

¶ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʫʜʘʣʝʥʠʝ Kaspersky Industrial CyberSecurity for Nodes 2.5; 

¶ ʠʟʤʝʥʝʥʠʝ ʢʦʤʧʦʥʝʥʪʥʦʛʦ ʩʦʩʪʘʚʘ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝ ʦʪʦʙʨʘʞʘʝʪ ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ ʚ ʯʠʪʘʝʤʦʤ ʚʠʜʝ 

ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʦʛʨʘʤʤʳ. Kaspersky Industrial CyberSecurity for Nodes 2.5 ʭʨʘʥʠʪ ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ ʚ ʚʠʜʝ 

ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ, ʨʘʩʩʯʠʪʘʥʥʦʡ ʧʨʠ ʟʘʜʘʥʠʠ ʧʘʨʦʣʷ. 

ɺʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ, ʟʘʱʠʱʝʥʥʦʡ ʧʘʨʦʣʝʤ. 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʩʦʟʜʘʥʥʳʡ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʵʢʩʧʦʨʪʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʱʠʱʝʥʥʦʡ ʧʨʦʛʨʘʤʤʳ, 

ʩʦʜʝʨʞʠʪ ʟʥʘʯʝʥʠʝ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʧʘʨʦʣʷ ʠ ʟʥʘʯʝʥʠʝ ʤʦʜʠʬʠʢʘʪʦʨʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʫʜʣʠʥʝʥʠʷ 

ʩʪʨʦʢʠ ʧʘʨʦʣʷ. 

ʅʝ ʠʟʤʝʥʷʡʪʝ ʟʥʘʯʝʥʠʝ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʠʣʠ ʤʦʜʠʬʠʢʘʪʦʨʘ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ. ʀʤʧʦʨʪ 

ʧʘʨʘʤʝʪʨʦʚ ʧʘʨʦʣʷ, ʠʟʤʝʥʝʥʥʳʭ ʚʨʫʯʥʫʶ, ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʣʥʦʤʫ ʙʣʦʢʠʨʦʚʘʥʠʶ ʜʦʩʪʫʧʘ 

ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ. 
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Ʒ ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 

ʫʩʪʨʦʡʩʪʚʘ. ʈʘʟʚʝʨʥʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʇʦʣʠʪʠʢʠ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ" 

ʥʘ ʩʪʨ. 90). 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʋʩʪʨʦʡʩʪʚʘ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ 

ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center" ʥʘ ʩʪʨ. 103). 

3. ɺ ʙʣʦʢʝ ɹʝʟʦʧʘʩʥʦʩʪʴ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

4. ɺ ʙʣʦʢʝ ʇʘʨʘʤʝʪʨʳ ʧʨʠʤʝʥʝʥʠʷ ʧʘʨʦʣ  ̫ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ. 

ʇʦʣʷ ʇʘʨʦʣʴ ʠ ʇʦʜʪʚʝʨʞʜʝʥʠʝ ʧʘʨʦʣʷ ʩʪʘʥʫʪ ʘʢʪʠʚʥʳʤʠ. 

5. ɺ ʧʦʣʝ ʇʘʨʦʣʴ ʚʚʝʜʠʪʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʚʳ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʱʠʪʳ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. 

6. ɺ ʧʦʣʝ ʇʦʜʪʚʝʨʞʜʝʥʠʝ ʧʘʨʦʣʷ ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʧʦʚʪʦʨʥʦ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ 

ʟʘʧʨʘʰʠʚʘʪʴ ʧʘʨʦʣʴ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʟʘʱʠʱʘʝʤʳʤ ʦʧʝʨʘʮʠʷʤ. 

ʋʩʪʘʥʦʚʣʝʥʥʳʡ ʧʘʨʦʣʴ ʥʝʚʦʟʤʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ. ʋʪʝʨʷ ʧʘʨʦʣʷ ʚʝʜʝʪ ʢ ʧʦʣʥʦʡ ʧʦʪʝʨʝ ʢʦʥʪʨʦʣʷ 

ʥʘʜ ʧʨʦʛʨʘʤʤʦʡ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʚʦʟʤʦʞʥʦ ʙʫʜʝʪ ʫʜʘʣʠʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʠʣʠ ʩʙʨʦʩʠʪʴ ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʦʛʨʘʤʤʳ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ. 

Ʒ ʏʪʦʙʳ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ, 

 ʉʥʠʤʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ ʚ ʥʘʩʪʨʦʡʢʘʭ ʧʦʣʠʪʠʢʠ ʠʣʠ ʩʚʦʡʩʪʚʘʭ ʧʨʦʛʨʘʤʤʳ. 

ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʙʫʜʝʪ ʦʪʢʣʶʯʝʥʘ. Kaspersky Industrial CyberSecurity for Nodes 2.5 ʫʜʘʣʠʪ ʢʦʥʪʨʦʣʴʥʫʶ 

ʩʫʤʤʫ ʩʪʘʨʦʛʦ ʧʘʨʦʣʷ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ. 

 

ʈʘʟʨʝʰʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʩʣʫʞʙʳ 
Kaspersky Security Management 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 
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Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows ʚʳʙʝʨʠʪʝ ʇʫʩʢ > ʇʘʥʝʣʴ 

ʫʧʨʘʚʣʝʥʠʷ > ɹʝʟʦʧʘʩʥʦʩʪʴ > ɹʨʘʥʜʤʘʫʵʨ Windows. 

2. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ. 

3. ʅʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ ʚ ʩʧʠʩʢʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʠʩʢʣʶʯʝʥʠʡ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ 

COM + ʉʝʪʝʚʦʡ ʜʦʩʪʫʧ, Windows Management Instrumentation (WMI) ʠ Remote Administration. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʨʦʛʨʘʤʤʫ. 

5. ɺ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʬʘʡʣ kavfsgt.exe. ʕʪʦʪ ʬʘʡʣ ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ, ʢʦʪʦʨʫʶ ʚʳ 

ʫʢʘʟʘʣʠ ʚ ʢʘʯʝʩʪʚʝ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for 

Nodes 2.5. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows. 

ʉʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʙʫʜʫʪ ʨʘʟʨʝʰʝʥʳ. 

 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

87 

 

 

 
 

ʀʥʪʝʨʬʝʡʩʳ ʫʧʨʘʚʣʝʥʠʷ 
ʧʨʦʛʨʘʤʤʦʡ 
 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʯʝʨʝʟ ʣʦʢʘʣʴʥʫʶ ʂʦʥʩʦʣʴ ʠ ʇʣʘʛʠʥ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɼʝʡʩʪʚʠʷ ʩ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʴʶ ʦʧʠʩʘʥʳ 

ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦʣʴʟʦʚʘʪʝʣʷ Kaspersky Industrial CyberSecurity for Nodes 2.5. ɼʝʡʩʪʚʠʷ ʩ ʇʣʘʛʠʥʦʤ 

ʫʧʨʘʚʣʝʥʠʷ ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Security Center ʩʦʜʝʨʞʠʪʩʷ ʚ ʉʧʨʘʚʦʯʥʦʡ ʩʠʩʪʝʤʝ 

Kaspersky Security Center. 
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ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢ 
ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʤʝʥʝʥʠʠ ʧʦʣʠʪʠʢ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʟʘʜʘʯʘʤʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʆ ʧʦʣʠʪʠʢʘʭ 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʝʜʠʥʳʝ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʇʦʣʠʪʠʢʘ ʧʨʠʤʝʥʷʝʪ ʫʢʘʟʘʥʥʳʝ ʚ ʥʝʡ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5, 

ʝʛʦ ʬʫʥʢʮʠʡ ʠ ʟʘʜʘʯ ʥʘ ʚʩʝʭ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʦʜʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ ʜʣʷ ʦʜʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʧʨʠʤʝʥʷʪʴ ʠʭ ʧʦʧʝʨʝʤʝʥʥʦ. 

ʇʦʣʠʪʠʢʘ, ʜʝʡʩʪʚʫʶʱʘʷ ʚ ʛʨʫʧʧʝ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ, ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʤʝʝʪ ʩʪʘʪʫʩ ʘʢʪʠʚʥʘ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʤʝʥʝʥʠʠ ʧʦʣʠʪʠʢʠ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ ʚ ʞʫʨʥʘʣʝ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ Kaspersky Industrial 

CyberSecurity for Nodes 2.5. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʝʝ ʚ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 

2.5, ʚ ʫʟʣʝ ɾʫʨʥʘʣ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

ɺ Kaspersky Security Center ʩʫʱʝʩʪʚʫʝʪ ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ ʥʘ ʣʦʢʘʣʴʥʳʭ 

ʢʦʤʧʴʶʪʝʨʘʭ: ɿʘʧʨʝʪʠʪʴ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʧʨʠʤʝʥʷʝʪ ʥʘ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʨʷʜʦʤ ʩ ʢʦʪʦʨʳʤʠ 

ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʟʥʘʯʦʢ , ʚʤʝʩʪʦ ʟʥʘʯʝʥʠʡ ʵʪʠʭ ʧʘʨʘʤʝʪʨʦʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʣʦʢʘʣʴʥʦ 

ʜʦ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ. Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʝ ʧʨʠʤʝʥʷʝʪ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ 

ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ, ʨʷʜʦʤ ʩ ʢʦʪʦʨʳʤʠ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ ʫʩʪʘʥʦʚʣʝʥ ʟʥʘʯʦʢ . 

ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʘʢʪʠʚʥʘ, ʪʦ ʚ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, 

ʧʦʤʝʯʝʥʥʳʝ ʚ ʧʦʣʠʪʠʢʝ ʟʥʘʯʢʦʤ , ʦʪʦʙʨʘʞʘʶʪʩʷ, ʥʦ ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ɿʥʘʯʝʥʠʷ ʦʩʪʘʣʴʥʳʭ 

ʧʘʨʘʤʝʪʨʦʚ (ʢʦʪʦʨʳʝ ʚ ʧʦʣʠʪʠʢʝ ʧʦʤʝʯʝʥʳ ʟʥʘʯʢʦʤ ) ʜʦʩʪʫʧʥʳ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʚ ʂʦʥʩʦʣʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

ʇʘʨʘʤʝʪʨʳ, ʥʘʩʪʨʦʝʥʥʳʝ ʚ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʝ ʠ ʧʦʤʝʯʝʥʥʳʝ ʟʥʘʯʢʦʤ , ʪʘʢʞʝ ʙʣʦʢʠʨʫʶʪ ʠʟʤʝʥʝʥʠʝ 

ʧʘʨʘʤʝʪʨʦʚ ʚ Kaspersky Security Center ʜʣʷ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʠʟ ʦʢʥʘ ʉʚʦʡʩʪʚʘ: <ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ>. 

ʇʘʨʘʤʝʪʨʳ, ʥʘʩʪʨʦʝʥʥʳʝ ʠ ʧʝʨʝʜʘʥʥʳʝ ʥʘ ʣʦʢʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʩ ʧʦʤʦʱʴʶ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ, 

ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʧʘʨʘʤʝʪʨʘʭ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʧʦʩʣʝ ʩʥʷʪʠʷ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ. 

ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʦʧʨʝʜʝʣʷʝʪ ʧʘʨʘʤʝʪʨʳ ʢʘʢʦʡ-ʣʠʙʦ ʠʟ ʟʘʜʘʯ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠ ʵʪʘ ʟʘʜʘʯʘ ʚʳʧʦʣʥʷʝʪʩʷ, 

ʧʘʨʘʤʝʪʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʦʣʠʪʠʢʦʡ, ʠʟʤʝʥʷʶʪʩʷ ʩʨʘʟʫ ʧʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ. ɽʩʣʠ ʟʘʜʘʯʘ 

ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ, ʧʘʨʘʤʝʪʨʳ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʧʨʠ ʝʝ ʟʘʧʫʩʢʝ. 
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ʉʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢʠ 

ʉʦʟʜʘʥʠʝ ʥʦʚʦʡ ʧʦʣʠʪʠʢʠ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʉʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢʠ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢ. ɺ ʦʢʥʘʭ ʄʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʘ. 

2. ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʠ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʟʘʜʘʯʠ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ, ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ Kaspersky Industrial 

CyberSecurity for Nodes 2.5, ʧʘʨʘʤʝʪʨʳ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʫʨʦʚʝʥʴ ʜʝʪʘʣʠʟʘʮʠʠ 

ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ, ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ Kaspersky 

Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʘ ʟʘʪʝʤ 

ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ 

ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢ ʧʦ ʩʩʳʣʢʝ ʉʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʄʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ. 

3. ɺ ʦʢʥʝ ɺʳʙʦʨ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʩʦʟʜʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ, ʚʳʙʝʨʠʪʝ Kaspersky Industrial 

CyberSecurity for Nodes 2.5 ʠ ʥʘʞʤʠʪʝ ɼʘʣʝʝ. 

4. ɺʚʝʜʠʪʝ ʥʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ ʚ ʧʦʣʝ ʀʤ .̫  

ʀʤʷ ʧʦʣʠʪʠʢʠ ʥʝ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʩʠʤʚʦʣʳ " * < : > ? \  | . 

5. ʏʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ:  

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʨʝʜʳʜʫʱʝʡ 

ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ. 

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʳʙʨʘʪʴ ʠ ʚʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ, ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʧʨʠʤʝʥʠʪʴ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

6. ɺ ʦʢʥʝ ɺʳʙʦʨ ʪʠʧʘ ʦʧʝʨʘʮʠʠ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ: 

¶ ʉʦʟʜʘʪʴ, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʩ ʥʘʩʪʨʦʡʢʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ʀʤʧʦʨʪʠʨʦʚʘʪʴ ʧʦʣʠʪʠʢʫ, ʩʦʟʜʘʥʥʫʶ ʩ ʧʦʤʦʱʴʶ Kaspersky Industrial CyberSecurity for 

Nodes 2.0, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʫʶ ʧʦʣʠʪʠʢʫ ʚ ʢʘʯʝʩʪʚʝ ʰʘʙʣʦʥʘ. 

¶ ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ ʠ ʚʳʙʝʨʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʚ ʢʦʪʦʨʦʤ ʚʳ ʩʦʭʨʘʥʠʣʠ 

ʧʘʨʘʤʝʪʨʳ ʨʘʥʝʝ ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʠ. 

7. ɺ ʦʢʥʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʠ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ, ʩʦʛʣʘʩʥʦ ʚʘʰʠʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

ʈʘʟʨʝʰʠʪʝ ʠʣʠ ʟʘʧʨʝʪʠʪʝ ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʥʳʭ ʟʘʜʘʯ ʧʦʣʠʪʠʢʠ ʥʘ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ: 

¶ ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ , ʯʪʦʙʳ ʨʘʟʙʣʦʢʠʨʦʚʘʪʴ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ 

ʠ ʟʘʧʨʝʪʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʥʳʭ ʚ ʧʦʣʠʪʠʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ. 
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¶ ʅʘʞʤʠʪʝ ʢʥʦʧʢʫ , ʯʪʦʙʳ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ 

ʠ ʨʘʟʨʝʰʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʥʳʭ ʚ ʧʦʣʠʪʠʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ. 

ɺʦ ʚʥʦʚʴ ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʫʩʪʘʥʦʚʣʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, ʥʘʩʪʨʦʝʥʥʳʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ ʚ ʙʣʦʢʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ. 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʩʪʨʦʡʪʝ ʟʘʜʘʯʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʘʰʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ. ʅʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ OK. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN, ʥʘʩʪʨʦʝʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ ʚ ʙʣʦʢʝ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʩʪʨʦʡʪʝ 

ʟʘʜʘʯʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʘʰʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ɼʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʥʷʪʴ ʇʦʣʦʞʝʥʠʝ ʦ KSN ʚ ʦʢʥʝ 

ʆʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ (ʩʤ. ʈʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ" ʥʘ ʩʪʨ. 186). 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ɿʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ, ʥʘʩʪʨʦʝʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ ʚ ʙʣʦʢʝ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʩʪʨʦʡʪʝ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʘʰʠʤʠ ʪʨʝʙʦʚʘʥʠʷʤʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

8. ɺ ʦʢʥʝ ʉʦʟʜʘʥʠʝ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʜʣʷ ʧʨʦʛʨʘʤʤ ʚʳʙʝʨʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ 

ʩʦʩʪʦʷʥʠʡ ʧʦʣʠʪʠʢʠ: 

¶ ɸʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʦʣʠʪʠʢʘ ʚʩʪʫʧʠʣʘ ʚ ʜʝʡʩʪʚʠʝ ʩʨʘʟʫ ʧʦʩʣʝ ʝʝ 

ʩʦʟʜʘʥʠʷ. ɽʩʣʠ ʚ ʛʨʫʧʧʝ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ, ʦʥʘ ʩʪʘʥʦʚʠʪʩʷ ʥʝʘʢʪʠʚʥʦʡ, ʘ ʥʦʚʘʷ 

ʧʦʣʠʪʠʢʘ ʧʨʠʤʝʥʷʝʪʩʷ. 

¶ ʅʝʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ, ʝʩʣʠ ʚʳ ʥʝ ʭʦʪʠʪʝ ʩʨʘʟʫ ʧʨʠʤʝʥʷʪʴ ʩʦʟʜʘʚʘʝʤʫʶ ʧʦʣʠʪʠʢʫ. ɺʳ ʩʤʦʞʝʪʝ 

ʘʢʪʠʚʠʨʦʚʘʪʴ ʵʪʫ ʧʦʣʠʪʠʢʫ ʧʦʟʞʝ. 

¶ ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʆʪʢʨʳʪʴ ʩʚʦʡʩʪʚʘ ʧʦʣʠʪʠʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʩʦʟʜʘʥʠʷ ʯʪʦʙʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʟʘʢʨʳʪʴ ʄʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ ʠ ʥʘʩʪʨʦʠʪʴ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʧʦʩʣʝ ʥʘʞʘʪʠʷ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

9. ɺ ʦʢʥʝ ʤʘʩʪʝʨʘ ɿʘʚʝʨʰʝʥʠʝ ʨʘʙʦʪʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

ʉʦʟʜʘʥʥʘʷ ʧʦʣʠʪʠʢʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʩʧʠʩʢʝ ʧʦʣʠʪʠʢ ʥʘ ʟʘʢʣʘʜʢʝ ʇʦʣʠʪʠʢʠ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʜʨʫʛʠʝ ʧʘʨʘʤʝʪʨʳ, ʟʘʜʘʯʠ 

ʠ ʬʫʥʢʮʠʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

 

ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ 

ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> ʩʫʱʝʩʪʚʫʶʱʝʡ ʧʦʣʠʪʠʢʠ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʧʘʨʘʤʝʪʨʳ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʧʘʨʘʤʝʪʨʳ 

ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ, ʧʘʨʘʤʝʪʨʳ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ, ʧʘʨʘʤʝʪʨʳ ʢʦʥʪʨʦʣʷ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʫʨʦʚʝʥʴ 

ʜʝʪʘʣʠʟʘʮʠʠ ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ, ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʠ ʩʣʫʞʙʦʡ Kaspersky 

Security, ʧʘʨʘʤʝʪʨʳ ʧʨʠʤʝʥʝʥʠʷ ʧʨʦʬʠʣʝʡ ʧʦʣʠʪʠʢʠ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ 

ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 
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2. ʈʘʟʚʝʨʥʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ, ʟʘʪʝʤ 

ʚʳʙʝʨʠʪʝ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ. 

3. ɺʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ, ʧʘʨʘʤʝʪʨʳ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʉʚʦʡʩʪʚʘ: <ʀʤʷ 

ʧʦʣʠʪʠʢʠ> ʦʜʥʠʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ɺʳʙʝʨʠʪʝ ʧʘʨʘʤʝʪʨ ʉʚʦʡʩʪʚʘ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʦʣʠʪʠʢʠ. 

¶ ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʛʦ ʫʟʣʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ. 

¶ ɼʚʘʞʜʳ ʱʝʣʢʥʠʪʝ ʚʳʙʨʘʥʥʫʶ ʧʦʣʠʪʠʢʫ. 

4. ʅʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʚ ʙʣʦʢʝ ʉʦʩʪʦʷʥʠʝ ʧʦʣʠʪʠʢʠ ʚʢʣʶʯʠʪʝ ʠʣʠ ʚʳʢʣʶʯʠʪʝ ʧʨʠʤʝʥʝʥʠʝ ʧʦʣʠʪʠʢʠ. 

ɼʣ ̫ʵʪʦʛʦ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ: 

¶ ɸʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ, ʝʩʣʠ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʦʣʠʪʠʢʘ ʧʨʠʤʝʥʷʣʘʩʴ ʥʘ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʭʦʜʷʱʠʭ 

ʚ ʚʳʙʨʘʥʥʫʶ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

¶ ʅʝʘʢʪʠʚʥʘʷ ʧʦʣʠʪʠʢʘ, ʝʩʣʠ ʥʝ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʧʦʣʠʪʠʢʘ ʧʨʠʤʝʥʷʣʘʩʴ ʥʘ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʘʭ, 

ʚʭʦʜʷʱʠʭ ʚ ʚʳʙʨʘʥʥʫʶ ʛʨʫʧʧʫ. 

ɺʘʨʠʘʥʪ ʇʦʣʠʪʠʢʘ ʜʣʷ ʘʚʪʦʥʦʤʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝʜʦʩʪʫʧʝʥ ʧʨʠ ʨʘʙʦʪʝ ʩ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

5. ɺ ʨʘʟʜʝʣʘʭ ʆʧʦʚʝʱʝʥʠʝ ʦ ʩʦʙʳʪʠʷʭ, ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ, ɾʫʨʥʘʣʳ ʠ ʫʚʝʜʦʤʣʝʥʠʷ, 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʀʩʪʦʨʠʷ ʨʝʚʠʟʠʡ ʥʘʩʪʨʦʡʪʝ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ 

(ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

6. ɺ ʙʣʦʢʘʭ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ, ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʂʦʥʪʨʦʣʴ 

ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʪʠ, ʄʦʥʠʪʦʨʠʥʛ ʮʝʣʦʩʪʥʦʩʪʠ ʩʠʩʪʝʤʳ ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ 

ʧʨʦʛʨʘʤʤʳ, ʘ ʪʘʢʞʝ ʧʘʨʘʤʝʪʨʳ ʠʭ ʟʘʧʫʩʢʘ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʘʪʴ ʠ ʚʳʢʣʶʯʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʣʶʙʦʡ ʟʘʜʘʯʠ ʥʘ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʭʦʜʷʱʠʭ 

ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ, ʟʘʜʘʥʥʳʭ ʚ ʧʦʣʠʪʠʢʝ, ʥʘ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ 

ʜʣʷ ʢʘʞʜʦʛʦ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʦʛʨʘʤʤʳ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʚ ʧʦʣʠʪʠʢʝ. 

ʇʨʦʮʝʜʫʨʘ ʥʘʩʪʨʦʡʢʠ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚ Kaspersky Security Center ʥʝ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʣʦʢʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚ ʂʦʥʩʦʣʠ 

Kaspersky Industrial CyberSecurity for Nodes 2.5. ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯ ʠ ʬʫʥʢʮʠʡ 

ʧʨʦʛʨʘʤʤʳ ʚ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʩʦʜʝʨʞʘʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʨʘʟʜʝʣʘʭ ʈʫʢʦʚʦʜʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ Kaspersky Industrial CyberSecurity for Nodes 2.5. 

ʈʘʟʜʝʣʳ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʆʙʱʠʝ 
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ɺ ʨʘʟʜʝʣʝ ʆʙʱʠʝ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ: 

¶ ʫʢʘʟʘʪʴ ʩʦʩʪʦʷʥʠʝ ʧʦʣʠʪʠʢʠ; 

¶ ʥʘʩʪʨʦʠʪʴ ʥʘʩʣʝʜʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʦʪ ʨʦʜʠʪʝʣʴʩʢʠʭ ʧʦʣʠʪʠʢ ʠ ʜʣʷ ʜʦʯʝʨʥʠʭ ʧʦʣʠʪʠʢ. 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ 

ɺ ʨʘʟʜʝʣʝ ʆʧʦʚʝʱʝʥʠʝ ʦ ʩʦʙʳʪʠʷʭ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʩʣʝʜʫʶʱʠʭ 

ʢʘʪʝʛʦʨʠʡ ʩʦʙʳʪʠʡ: 

¶ ʂʨʠʪʠʯʝʩʢʠʝ ʩʦʙʳʪʠʷ; 

¶ ʆʪʢʘʟ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ; 

¶ ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ; 

¶ ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʦʙʳʪʠʷ. 

ʇʦ ʢʥʦʧʢʝ ʉʚʦʡʩʪʚʘ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʚʳʙʨʘʥʥʳʭ ʩʦʙʳʪʠʡ: 

¶ ʫʢʘʟʘʪʴ ʤʝʩʪʦ ʭʨʘʥʝʥʠʷ ʠ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʤ ʩʦʙʳʪʠʠ; 

¶ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʨʝʛʠʩʪʨʠʨʫʝʤʳʭ ʩʦʙʳʪʠʷʭ. 

 

ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ 

ʊʘʙʣʠʮʘ 15. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ 

ɹʣʦʢ ʇʘʨʘʤʝʪʨʳ 

ʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ 

ʠ ʠʥʪʝʨʬʝʡʩ 

ɺ ʙʣʦʢʝ ʄʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ ʠ ʠʥʪʝʨʬʝʡʩ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʚʳʙʨʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʠʣʠ ʨʫʯʥʫʶ ʥʘʩʪʨʦʡʢʫ 

ʧʘʨʘʤʝʪʨʦʚ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʦʪʦʙʨʘʞʝʥʠʷ ʟʥʘʯʢʘ ʧʨʦʛʨʘʤʤʳ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ɺ ʙʣʦʢʝ ɹʝʟʦʧʘʩʥʦʩʪʴ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ, ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ; 

¶ ʫʢʘʟʘʪʴ ʜʝʡʩʪʚʠʷ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʧʝʨʝʭʦʜʝ ʥʘ ʠʩʪʦʯʥʠʢ 

ʙʝʩʧʝʨʝʙʦʡʥʦʛʦ ʧʠʪʘʥʠʷ; 

¶ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʟʘʱʠʪʫ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ ʧʘʨʦʣʝʤ. 

ʇʘʨʘʤʝʪʨʳ 

ʩʦʝʜʠʥʝʥʠʷ 

ɺ ʙʣʦʢʝ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ 

ʩ ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ, ʩʝʨʚʝʨʘʤʠ ʘʢʪʠʚʘʮʠʠ ʠ KSN: 

¶ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ; 

¶ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ. 

ɿʘʧʫʩʢ ʩʠʩʪʝʤʥʳʭ 

ʟʘʜʘʯ 

ɺ ʙʣʦʢʝ ɿʘʧʫʩʢ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ, ʚʳ ʤʦʞʝʪʝ 

ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʩʣʝʜʫʶʱʠʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ 

ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʥʘʩʪʨʦʝʥʥʦʤʫ ʥʘ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ: 

¶ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ; 

¶ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʠ ʢʦʧʠʨʦʚʘʥʠʷ ʦʙʥʦʚʣʝʥʠʡ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

93 

 

 

 
 

ʊʘʙʣʠʮʘ 16. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ɹʣʦʢ ʇʘʨʘʤʝʪʨʳ 

ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ ɺ ʙʣʦʢʝ ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʧʨʠʤʝʥʝʥʠʷ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ: 

¶ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ; 

¶ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʦʧʝʨʘʮʠʡ ʨʝʟʝʨʚʥʦʛʦ 

ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ; 

¶ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ. 

ʇʨʦʚʝʨʢʘ ʩʲʸʤʥʳʭ ʜʠʩʢʦʚ ɺ ʙʣʦʢʝ ʄʝʥʝʜʞʝʨ ʫʩʪʨʦʡʩʪʚ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ, ʧʦʜʢʣʶʯʘʝʤʳʭ 

ʧʦ USB. 

ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ 

ɺ ʙʣʦʢʝ ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ 

ʧʦʣʟɹʦʚʘʪʝʣʝʡ ʢ ʫʧʨʘʚʣʝʥʠʶ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 

ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ 

ɺ ʙʣʦʢʝ ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ Kaspersky Security. 

ʍʨʘʥʠʣʠʱʘ ɺ ʙʣʦʢʝ ʍʨʘʥʠʣʠʱʘ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ: 

¶ ʫʢʘʟʘʪʴ ʧʫʪʴ ʢ ʧʘʧʢʝ, ʚ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʧʦʤʝʱʘʪʴ ʦʙʲʝʢʪʳ 

ʥʘ ʢʘʨʘʥʪʠʥʝ ʠʣʠ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ; 

¶ ʥʘʩʪʨʦʠʪʴ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʠ ʢʘʨʘʥʪʠʥʘ, 

ʘ ʪʘʢʞʝ ʫʢʘʟʘʪʴ ʧʦʨʦʛ ʜʦʩʪʫʧʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ; 

¶ ʫʢʘʟʘʪʴ ʧʫʪʴ ʢ ʧʘʧʢʝ, ʚ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʧʦʤʝʱʘʪʴ ʦʙʲʝʢʪʳ, 

ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʠʣʠ ʢʘʨʘʥʪʠʥʘ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʝʨʝʜʘʯʫ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʙʲʝʢʪʘʭ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

ʠ ʢʘʨʘʥʪʠʥʘ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

¶ ʥʘʩʪʨʦʠʪʴ ʧʝʨʠʦʜ ʙʣʦʢʠʨʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʦʚ. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ 

ʊʘʙʣʠʮʘ 17. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ 

ɹʣʦʢ ʇʘʨʘʤʝʪʨʳ 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ɺ ʙʣʦʢʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: 

¶ ʫʢʘʟʘʪʴ ʨʝʞʠʤ ʟʘʱʠʪʳ ʦʙʲʝʢʪʦʚ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ; 

¶ ʫʢʘʟʘʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ; 

¶ ʟʘʜʘʪʴ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʚʳʙʨʘʥʥʦʡ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ: ʚʳ 

ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ 

ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʨʫʯʥʫʶ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ɺ ʙʣʦʢʝ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʠʣʠ ʆʙʨʘʙʦʪʢʘ 

ʜʘʥʥʳʭ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

94 

 

 

 
 

¶ ʫʢʘʟʘʪʴ ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʘʤʠ, ʥʝʜʦʚʝʨʝʥʥʳʤʠ ʚ KSN; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʟʘʜʘʯʠ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Kaspersky Security Center 

ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ KSN; 

¶ ʧʨʠʥʷʪʴ ʇʦʣʦʞʝʥʠʝ ʦ KSN; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: 

¶ ʚʳʙʨʘʪʴ ʨʝʞʠʤ ʟʘʱʠʪʳ ʧʘʤʷʪʠ ʧʨʦʮʝʩʩʦʚ; 

¶ ʫʢʘʟʘʪʴ ʜʝʡʩʪʚʠʷ ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ; 

¶ ʜʦʧʦʣʥʠʪʴ ʠ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʟʘʱʠʱʘʝʤʳʭ ʧʨʦʮʝʩʩʦʚ. 

ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ʊʘʙʣʠʮʘ 18. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ɹʣʦʢ ʇʘʨʘʤʝʪʨʳ 

ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ɺ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʢʠ 

ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: 

¶ ʚʳʙʨʘʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʟʘʜʘʯʠ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʢʦʥʪʨʦʣʷ ʧʦʚʪʦʨʥʳʭ ʟʘʧʫʩʢʦʚ ʧʨʦʛʨʘʤʤ; 

¶ ʫʢʘʟʘʪʴ ʦʙʣʘʩʪʴ ʧʨʠʤʝʥʝʥʠʷ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ; 

¶ ʥʘʩʪʨʦʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ KSN; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ʂʦʥʪʨʦʣʴ Wi-Fi ɺ ʙʣʦʢʝ ʂʦʥʪʨʦʣʴ Wi-Fi ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: 

¶ ʫʧʨʘʚʣʷʪʴ ʨʝʞʠʤʘʤʠ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʨʘʚʠʣʘ ʢʦʥʪʨʦʣʷ Wi-Fi ʩʝʪʝʡ. 

ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʪʠ  

ʊʘʙʣʠʮʘ 19. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʪʠ 

ɹʣʦʢ ʇʘʨʘʤʝʪʨʳ 

ɿʘʱʠʪʘ ʦʪ ʰʠʬʨʦʚʘʥʠʷ ɺ ʙʣʦʢʝ ɿʘʱʠʪʘ ʦʪ ʰʠʬʨʦʚʘʥʠʷ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ: 

¶ ʚʳʙʨʘʪʴ ʨʝʞʠʤ ʨʘʙʦʪʳ ʟʘʜʘʯʠ; 

¶ ʥʘʩʪʨʦʠʪʴ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ ʦʪ ʚʨʝʜʦʥʦʩʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ; 

¶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ. 

ɼʠʘʛʥʦʩʪʠʢʘ ʩʠʩʪʝʤʳ 

ʊʘʙʣʠʮʘ 20. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ɼʠʘʛʥʦʩʪʠʢʘ ʩʠʩʪʝʤʳ 

ɹʣʦʢ ʇʘʨʘʤʝʪʨʳ 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ 

ɺ ʙʣʦʢʝ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ 

ʢʦʥʪʨʦʣʴ ʠʟʤʝʥʝʥʠʡ ʚ ʬʘʡʣʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ 

ʥʘ ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 
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95 

 

 

 
 

ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ɺ ʙʣʦʢʝ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʥʘ ʦʩʥʦʚʝ ʨʝʟʫʣʴʪʘʪʦʚ ʘʥʘʣʠʟʘ 

ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ Windows. 

 

 

 

ɾʫʨʥʘʣʳ ʠ ʫʚʝʜʦʤʣʝʥʠʷ 

ʊʘʙʣʠʮʘ 21. ʇʘʨʘʤʝʪʨʳ ʚ ʨʘʟʜʝʣʝ ɾʫʨʥʘʣʳ ʠ ʫʚʝʜʦʤʣʝʥʠʷ 

ɹʣʦʢ 
ʇʘʨʘʤʝʪʨʳ 

ɾʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ɺ ʙʣʦʢʝ ɾʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʫʢʘʟʘʪʴ ʫʨʦʚʝʥʴ ʚʘʞʥʦʩʪʠ ʨʝʛʠʩʪʨʠʨʫʝʤʳʭ ʩʦʙʳʪʠʡ 

ʜʣʷ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ; 

¶ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʭʨʘʥʝʥʠʷ ʞʫʨʥʘʣʦʚ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ. 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ ɺ ʙʣʦʢʝ ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʩʦʙʳʪʠʷ 

ʆʙʥʘʨʫʞʝʥ ʦʙʲʝʢʪ; 

¶ ʫʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʣʷ ʣʶʙʦʛʦ 

ʚʳʙʨʘʥʥʦʛʦ ʩʦʙʳʪʠʷ ʠʟ ʩʧʠʩʢʘ ʩʦʙʳʪʠʡ ʚ ʙʣʦʢʝ ʅʘʩʪʨʦʡʢʘ 

ʫʚʝʜʦʤʣʝʥʠʡ. 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʉʝʨʚʝʨʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ɺ ʙʣʦʢʝ ʀʥʬʦʨʤʠʨʦʚʘʪʴ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʪʠʧʳ ʦʙʲʝʢʪʦʚ, 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʪʦʨʳʭ Kaspersky Industrial CyberSecurity for 

Nodes 2.5 ʙʫʜʝʪ ʧʝʨʝʜʘʚʘʪʴ ʥʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʀʥʮʠʜʝʥʪʳ ɺ ʙʣʦʢʝ ʀʥʮʠʜʝʥʪʳ ʧʦ ʢʥʦʧʢʝ ʅʘʩʪʨʦʡʢʘ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ 

ʫʚʝʜʦʤʣʝʥʠʷ, ʥʘ ʦʩʥʦʚʝ ʢʦʪʦʨʳʭ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʬʦʨʤʠʨʦʚʘʪʴ 

ʠʥʮʠʜʝʥʪʳ ʥʘ ʩʪʦʨʦʥʝ Kaspersky Security Center. 

ʀʩʪʦʨʠʷ ʨʝʚʠʟʠʡ 

ɺ ʨʘʟʜʝʣʝ ʀʩʪʦʨʠʷ ʨʝʚʠʟʠʡ ʚʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ʨʝʚʠʟʠʷʤʠ: ʩʨʘʚʥʠʚʘʪʴ ʩ ʪʝʢʫʱʝʡ ʨʝʚʠʟʠʝʡ ʠʣʠ ʜʨʫʛʦʡ 

ʧʦʣʠʪʠʢʦʡ, ʜʦʙʘʚʣʷʪʴ ʦʧʠʩʘʥʠʷ ʨʝʚʠʟʠʡ, ʩʦʭʨʘʥʷʪʴ ʨʝʚʠʟʠʠ ʚ ʬʘʡʣ ʠʣʠ ʚʳʧʦʣʥʠʪʴ ʦʪʢʘʪ. 
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96 

 

 

 
 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʫʩʢʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʣʦʢʘʣʴʥʳʭ 
ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ 

ʉ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ ʟʘʧʫʩʢ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʦʙʥʦʚʣʝʥʠʷ ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʣʦʢʘʣʴʥʦ ʥʘ ʢʘʞʜʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ: 

¶ ɽʩʣʠ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʫʢʘʟʘʥʥʦʛʦ ʪʠʧʘ ʟʘʧʨʝʱʝʥ ʚ ʧʦʣʠʪʠʢʝ, 

ʪʘʢʠʝ ʟʘʜʘʯʠ ʥʝ ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʦ ʨʘʩʧʠʩʘʥʠʶ. ɺʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ 

ʣʦʢʘʣʴʥʳʝ ʩʠʩʪʝʤʥʳʝ ʟʘʜʘʯʠ ʚʨʫʯʥʫʶ. 

¶ ɽʩʣʠ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʫʢʘʟʘʥʥʦʛʦ ʪʠʧʘ ʨʘʟʨʝʰʝʥ ʚ ʧʦʣʠʪʠʢʝ, 

ʪʘʢʠʝ ʟʘʜʘʯʠ ʙʫʜʫʪ ʚʳʧʦʣʥʷʪʴʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʨʘʩʧʠʩʘʥʠʷ, ʥʘʩʪʨʦʝʥʥʳʤʠ ʣʦʢʘʣʴʥʦ 

ʜʣʷ ʵʪʦʡ ʟʘʜʘʯʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʧʫʩʢ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʟʘʧʨʝʱʘʝʪʩʷ ʧʦʣʠʪʠʢʦʡ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʥʝ ʨʘʟʨʝʰʘʪʴ ʟʘʧʫʩʢ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ, ʝʩʣʠ ʦʙʥʦʚʣʝʥʠʷ ʠʣʠ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʨʝʛʫʣʠʨʫʶʪʩʷ ʩ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ Kaspersky Security Center. 

ɽʩʣʠ ʚʳ ʥʝ ʠʩʧʦʣʴʟʫʝʪʝ ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʠʣʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʨʘʟʨʝʰʠʪʝ ʟʘʧʫʩʢ 

ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʚ ʧʦʣʠʪʠʢʝ: Kaspersky Industrial CyberSecurity for Nodes 2.5 ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴ 

ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ, ʘ ʪʘʢʞʝ ʟʘʧʫʩʢʘʪʴ ʚʩʝ ʣʦʢʘʣʴʥʳʝ ʩʠʩʪʝʤʥʳʝ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʨʘʩʧʠʩʘʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʉ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʣʦʢʘʣʴʥʳʭ 

ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ: 

¶ ɿʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ: ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʇʨʦʚʝʨʢʘ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ, 

ʇʨʦʚʝʨʢʘ ʧʨʠ ʩʪʘʨʪʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ. 

¶ ɿʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ: ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ 

ʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ. 

ɽʩʣʠ ʚʳ ʠʩʢʣʶʯʠʪʝ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ ʠʟ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʨʘʩʧʠʩʘʥʠʝ ʩʠʩʪʝʤʥʳʭ 

ʟʘʜʘʯ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʢʣʶʯʝʥʦ. 

Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ ʚ ʧʦʣʠʪʠʢʝ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ 

Kaspersky Industrial CyberSecurity for Nodes 2.5, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʨʘʟʚʝʨʥʠʪʝ 

ʥʫʞʥʫʶ ʛʨʫʧʧʫ ʠ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ. 

2. ʅʘ ʟʘʢʣʘʜʢʝ ʇʦʣʠʪʠʢʠ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʧʦʣʠʪʠʢʠ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʟʘʧʫʩʢ 

ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ Kaspersky Industrial CyberSecurity for Nodes 2.5 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ʛʨʫʧʧʳ, ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ʉʚʦʡʩʪʚʘ. 

3. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> ʦʪʢʨʦʡʪʝ ʙʣʦʢ ʉʚʦʡʩʪʚʘ ʧʨʦʛʨʘʤʤʳ. ɺ ʙʣʦʢʝ ɿʘʧʫʩʢ 

ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ ʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 
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¶ ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ 

ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ ʠ ʢʦʧʠʨʦʚʘʥʠʷ ʦʙʥʦʚʣʝʥʠʡ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ 

ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʟʘʜʘʯ. 

¶ ʉʥʠʤʠʪʝ ʬʣʘʞʢʠ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ 

ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ ʠ ʢʦʧʠʨʦʚʘʥʠʷ ʦʙʥʦʚʣʝʥʠʡ, ʯʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ 

ʫʢʘʟʘʥʥʳʭ ʟʘʜʘʯ. 

ʋʩʪʘʥʦʚʢʘ ʠʣʠ ʩʥʷʪʠʝ ʬʣʘʞʢʦʚ ʥʝ ʚʣʠʷʝʪ ʥʘ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʣʦʢʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ 

ʟʘʜʘʯ ʫʢʘʟʘʥʥʦʛʦ ʪʠʧʘ. 

4. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʣʠʪʠʢʘ (ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʦʣʠʪʠʢʘʭ" ʥʘ ʩʪʨ. 88), ʢʦʪʦʨʫʶ ʚʳ ʥʘʩʪʨʘʠʚʘʝʪʝ, ʘʢʪʠʚʥʘ 

ʠ ʧʨʠʤʝʥʝʥʘ ʢ ʛʨʫʧʧʝ ʢʦʤʧʴʶʪʝʨʦʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʜʣʷ ʚʳʙʨʘʥʥʳʭ ʟʘʜʘʯ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ. 
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ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯ 
ʚ Kaspersky Security Center 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʘʭ Kaspersky Industrial CyberSecurity for Nodes 2.5, ʠʭ ʩʦʟʜʘʥʠʠ, 

ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʚʳʧʦʣʥʝʥʠʷ, ʟʘʧʫʩʢʝ ʠ ʦʩʪʘʥʦʚʢʝ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʆ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯ ʚ Kaspersky Security Center 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ ʜʣʷ ʛʨʫʧʧ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʜʣʷ ʥʘʙʦʨʦʚ ʢʦʤʧʴʶʪʝʨʦʚ. ɺʳ 

ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʟʘʜʘʯʠ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ: 

¶ ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ 

¶ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ 

¶ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ 

¶ ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ 

¶ ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ 

¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

¶ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ 

¶ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ 

¶ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ 
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ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʣʦʢʘʣʴʥʳʝ ʠ ʛʨʫʧʧʦʚʳʝ ʟʘʜʘʯʠ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʜʣʷ ʦʜʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ: ʚ ʦʢʥʝ ʉʚʦʡʩʪʚʘ <ʀʤʷ ʢʦʤʧʴʶʪʝʨʘ> ʚ ʙʣʦʢʝ ɿʘʜʘʯʠ; 

¶ ʜʣʷ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ: ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ 

ʥʘ ʟʘʢʣʘʜʢʝ ɿʘʜʘʯʠ; 

¶ ʜʣʷ ʥʘʙʦʨʘ ʢʦʤʧʴʶʪʝʨʦʚ: ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ɺʳʙʦʨʢʠ ʫʩʪʨʦʡʩʪʚ. 

ʉ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʤʦʞʥʦ ʦʪʢʣʶʯʠʪʴ ʨʘʩʧʠʩʘʥʠʷ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʆʙʥʦʚʣʝʥʠʝ ʠ ʇʨʦʚʝʨʢʘ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʟʘʧʫʩʢʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ" ʥʘ ʩʪʨ. 96) 

ʥʘ ʚʩʝʭ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʦʜʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʜʘʯʘʭ ʚ Kaspersky Security Center ʩʦʜʝʨʞʠʪʩʷ ʚ ʩʧʨʘʚʢʝ Kaspersky Security Center. 

 

ʉʦʟʜʘʥʠʝ ʟʘʜʘʯʠ ʚ Kaspersky Security Center 

ʇʨʦʮʝʜʫʨʘ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Industrial CyberSecurity for Nodes 

2.5 ʚ Kaspersky Security Center ʥʝ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʣʦʢʘʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʚ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes 2.5. ʀʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯ 

ʠ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ ʚ ʂʦʥʩʦʣʠ Kaspersky Industrial CyberSecurity for Nodes ʩʦʜʝʨʞʘʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʨʘʟʜʝʣʘʭ ʈʫʢʦʚʦʜʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ Kaspersky Industrial CyberSecurity for Nodes. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʟʘʜʘʯʫ ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ ʦʜʥʠʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ɼʣʷ ʩʦʟʜʘʥʠʷ ʣʦʢʘʣʴʥʦʡ ʟʘʜʘʯʠ: 

a. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ 

ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ, ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ 

ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

b. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʥʘ ʟʘʢʣʘʜʢʝ ʋʩʪʨʦʡʩʪʚʘ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʩʪʨʦʢʝ 

ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

c. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʨʘʟʜʝʣʝ ɿʘʜʘʯʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ. 

¶ ɼʣʷ ʩʦʟʜʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʟʘʜʘʯʠ: 

d. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ 

ʋʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ, ʜʣʷ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ. 

e. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʟʘʢʣʘʜʢʝ ɿʘʜʘʯʠ ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ 

ʉʦʟʜʘʪʴ > ɿʘʜʘʯʫ. 

¶ ɼʣʷ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ ʜʣʷ ʧʨʦʠʟʚʦʣʴʥʦʛʦ ʥʘʙʦʨʘ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center ʚ ʫʟʣʝ ɺʳʙʦʨʢʠ ʫʩʪʨʦʡʩʪʚ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʦʟʜʘʪʴ ʟʘʜʘʯʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ. 



 

ʆʰʠʙʢʘ! ʀʩʧʦʣʴʟʫʡʪʝ ʚʢʣʘʜʢʫ "ɻʣʘʚʥʘʷ" ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ Heading 1 ʢ ʪʝʢʩʪʫ, ʢʦʪʦʨʳʡ ʜʦʣʞʝʥ ʟʜʝʩʴ ʦʪʦʙʨʘʞʘʪʴʩʷ. 

100 

 

 

 
 

2. ɺ ʦʢʥʝ ʆʧʨʝʜʝʣʝʥʠʝ ʥʘʟʚʘʥʠʷ ʟʘʜʘʯʠ ʚʚʝʜʠʪʝ ʠʤʷ ʟʘʜʘʯʠ (ʥʝ ʙʦʣʝʝ 100 ʩʠʤʚʦʣʦʚ, ʥʝ ʤʦʞʝʪ 

ʩʦʜʝʨʞʘʪʴ ʩʠʤʚʦʣʳ " * < > ?  \ | : . ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʢʣʶʯʠʪʴ ʚ ʠʤʷ ʟʘʜʘʯʠ ʝʝ ʪʠʧ (ʥʘʧʨʠʤʝʨ, "ʇʨʦʚʝʨʢʘ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʧʘʧʦʢ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ"). 

3. ɺ ʦʢʥʝ ɺʳʙʦʨ ʪʠʧʘ ʟʘʜʘʯʠ ʧʦʜ ʟʘʛʦʣʦʚʢʦʤ Kaspersky Industrial CyberSecurity for Nodes 2.5 

ʚʳʙʝʨʠʪʝ ʪʠʧ ʩʦʟʜʘʚʘʝʤʦʡ ʟʘʜʘʯʠ. 

4. ɽʩʣʠ ʚʳ ʚʳʙʨʘʣʠ ʣʶʙʦʡ ʪʠʧ ʟʘʜʘʯʠ, ʢʨʦʤʝ ʪʠʧʘ ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʠʣʠ ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ, 

ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ ʩʦʟʜʘʚʘʝʤʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʩʦʟʜʘʝʪʝ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ: 

a. ɺ ʦʢʥʝ ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʩʬʦʨʤʠʨʫʡʪʝ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʚʢʣʶʯʘʝʪ ʢʨʠʪʠʯʝʩʢʠʝ ʦʙʣʘʩʪʠ ʢʦʤʧʴʶʪʝʨʘ. ʇʨʦʚʝʨʷʝʤʳʝ 

ʦʙʣʘʩʪʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʪʘʙʣʠʮʝ ʧʦʤʝʯʝʥʥʳʤʠ ʟʥʘʯʢʦʤ . 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ: ʚʢʣʶʯʘʪʴ ʚ ʥʝʝ ʦʪʜʝʣʴʥʳʝ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ 

ʦʙʣʘʩʪʠ, ʜʠʩʢʠ, ʧʘʧʢʠ, ʩʝʪʝʚʳʝ ʦʙʲʝʢʪʳ ʠ ʬʘʡʣʳ ʠ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʦʩʦʙʳʝ ʧʘʨʘʤʝʪʨʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʢʘʞʜʦʡ ʠʟ ʜʦʙʘʚʣʝʥʥʳʭ ʦʙʣʘʩʪʝʡ. 

¶ ʏʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʚʩʝ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ, ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʢʘʞʜʦʡ 

ʠʟ ʩʪʨʦʢ ʠ ʚʳʙʝʨʠʪʝ ʋʜʘʣʠʪʴ ʦʙʣʘʩʪʴ. 

¶ ʏʪʦʙʳ ʚʢʣʶʯʠʪʴ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʫʶ ʦʙʣʘʩʪʴ, ʜʠʩʢ, ʧʘʧʢʫ, ʩʝʪʝʚʦʡ ʦʙʲʝʢʪ 

ʠʣʠ ʬʘʡʣ, ʥʘʞʤʠʪʝ ʧʨʘʚʦʡ ʢʣʘʚʠʰʝʡ ʤʳʰʠ ʚ ʪʘʙʣʠʮʝ ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʠ ʚʳʙʝʨʠʪʝ 

ɼʦʙʘʚʠʪʴ ʦʙʣʘʩʪʴ. ɺ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʚʳʙʝʨʠʪʝ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʫʶ 

ʦʙʣʘʩʪʴ ʚ ʩʧʠʩʢʝ ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʘʷ ʦʙʣʘʩʪʴ, ʫʢʘʞʠʪʝ ʜʠʩʢ ʢʦʤʧʴʶʪʝʨʘ, ʧʘʧʢʫ, ʩʝʪʝʚʦʡ 

ʦʙʲʝʢʪ ʠʣʠ ʬʘʡʣ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ ʠ ʥʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ʆʂ. 

¶ ʏʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʚʣʦʞʝʥʥʳʝ ʧʘʧʢʠ ʠʣʠ ʬʘʡʣʳ, ʚʳʙʝʨʠʪʝ ʜʦʙʘʚʣʝʥʥʫʶ ʧʘʧʢʫ 

(ʜʠʩʢ) ʚ ʦʢʥʝ ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʤʘʩʪʝʨʘ, ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠ ʚʳʙʝʨʠʪʝ ʅʘʩʪʨʦʠʪʴ, 

ʟʘʪʝʤ ʚ ʦʢʥʝ ʋʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ ʠ ʚ ʦʢʥʝ ʅʘʩʪʨʦʡʢʘ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʥʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ɺʣʦʞʝʥʥʳʝ ʧʘʧʢʠ ʠ ʬʘʡʣʳ. 

¶ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ, ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʥʘ ʦʙʣʘʩʪʠ, ʧʘʨʘʤʝʪʨʳ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ, ʠ ʚʳʙʝʨʠʪʝ ʅʘʩʪʨʦʠʪʴ. ɺ ʦʢʥʝ 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʫʨʦʚʥʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʚʨʫʯʥʫʶ. ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʦʣʥʷʝʪʩʷ ʪʘʢ ʞʝ, ʢʘʢ ʚ ʂʦʥʩʦʣʠ Kaspersky 

Industrial CyberSecurity for Nodes 2.5. 

¶ ʏʪʦʙʳ ʠʩʢʣʶʯʠʪʴ ʠʟ ʜʦʙʘʚʣʝʥʥʦʡ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʚʣʦʞʝʥʥʳʝ ʦʙʲʝʢʪʳ, ʦʪʢʨʦʡʪʝ 

ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʚ ʪʘʙʣʠʮʝ ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ, ʚʳʙʝʨʠʪʝ ɼʦʙʘʚʠʪʴ ʠʩʢʣʶʯʝʥʠʝ ʠ ʫʢʘʞʠʪʝ 

ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʠʩʢʣʶʯʠʪʴ: ʚʳʙʝʨʠʪʝ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʫʶ ʦʙʣʘʩʪʴ ʚ ʩʧʠʩʢʝ 

ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʘʷ ʦʙʣʘʩʪʴ, ʫʢʘʞʠʪʝ ʜʠʩʢ ʢʦʤʧʴʶʪʝʨʘ, ʧʘʧʢʫ, ʩʝʪʝʚʦʡ ʦʙʲʝʢʪ ʠʣʠ ʬʘʡʣ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ, ʘ ʟʘʪʝʤ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʆʂ. 

¶ ʆʙʣʘʩʪʠ, ʷʚʣʷʶʱʠʝʩʷ ʠʩʢʣʶʯʝʥʠʷʤʠ ʠʟ ʧʨʦʚʝʨʢʠ, ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʪʘʙʣʠʮʝ ʧʦʤʝʯʝʥʥʳʤʠ 

ʟʥʘʯʢʦʤ . 

b. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ. 

ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʠʤʝʥʷʪʴ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ, ʝʩʣʠ ʚ ʟʘʜʘʯʝ ʚʳ ʭʦʪʠʪʝ ʠʩʢʣʶʯʠʪʴ 

ʠʟ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʳ, ʦʧʠʩʘʥʥʳʝ ʚ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʝ Kaspersky Industrial CyberSecurity 

for Nodes 2.5. 


































































































































































































































































































































































































































