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OO0 3TOM AOKYyMeHTe

HacTtoswun gokyMeHT npeactaBnsgeT cobor NoaroToBUTENbHbIE NPoLEeaypbl U PYKOBOACTBO MO 3KCNyaTaumm
nporpammHoro nsgenus "Kaspersky Industrial CyberSecurity for Nodes" (ucnonHenne Windows) (ganee takxe

"Kaspersky Industrial CyberSecurity for Nodes", "npunoxeHue").

MogroToBuTENbHBIE NPOLEaYPbl N3NOXEHbI B pa3genax "llogrotoeka K ycTaHOBKe NpunioXeHus", "YcraHoBka
npunoxexuns", "MoarotoBka npunoxeHus k pabote" u "MNpoueaypa NnpueMkn" n cogepxat npouenypbl 6esonacHom
YCTaHOBKW 1 NepPBOHAYarbHOM HAaCTPOMKN NPUMNOXKEHMUS, KOTOPble HeOBXoanMbI AN nonyvyeHms 6esonacHomn
(cepTndmumpoBaHHoI) kKoHGUrypauun. B pasgene "TpeboBaHua" npMBegeHbl MMHUMAaNbHO HEOOXoAMMble
cucTeMHble TpeboBaHusa ans 6e3onacHoO yCTaHOBKU MPUMOXKEHNS.

OcranbHble pa3geribl 3TOro AOKyMeHTa npeacrtaBidaioT cobon PYKOBOACTBO MO 3KCniyaTauun. PyKOBO,D,CTBO no
aKcnnyaTaunn cogepXXmnt ceegeHna o TOM, Kak OCyLeCTBNATb ©e3onacHoe aAMUHUCTPUpPOBaHME NpuUnoxeHud, a
TaKke MHCTPYKUNU N YKa3aHUa no 6e30r|aCH0|\/|y MCNoNb30BaHUIO NPUINOXKEHNA.

B ookymeHTe Takke cogepkatcs pasgenbl C JONOMHUTENbHON UHOPMaLMEN O MPUIOXKEHUM.

[lokymeHT agpecoBaH TEXHUYECKUM cneuunanuctam, B 0693aHHOCTM KOTOPbIX BXOAMT YCTaHOBKA, 3KCnnyaTauus u
agmunHucTpupoBaHne Kaspersky Industrial CyberSecurity for Nodes, a Takke noggep)ka opraHusaummn,
ncnonb3ytowwmx Kaspersky Industrial CyberSecurity for Nodes.

06 amom dokymeHme
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O Kaspersky Industrial CyberSecurity
for Nodes

Kaspersky Industrial CyberSecurity for Nodes — cpeacTBo aHTUBMPYCHOW 3aLLumThl TUnNa «B» 1 cpencTBo KOHTpons
NOAKMIOYEHMS CbEMHbIX MaLLUMHHBLIX HOCUTENEN MHpopMaLMn TpeTbLEro Knacca 3aluTbl, NpegHasHavYeHHoe
ana npuMmeHeHna Ha aBToOMaTU3NpPoOBaHHbIX pa60q|/|x MecTax VIHCbOpMaLI,I/IOHHbIX CUCTEM.

OCHOBHbIMK yrpo3amu, Ans NPOTMBOCTOSIHMS KOTOpbIM ncnonbadyetcs Kaspersky Industrial CyberSecurity for
Nodes, sBnsTCA yrpo3sbl, CBA3aHHbIE C BHEAPEHMEM B MH(POPMALMOHHbIE CUCTEMbI U3 UHCPOPMALIMOHHO-
TENEKOMMYHMKALMOHHBIX CETEWN, B TOM YNCNE CETEN MEXAYHAPOAHOro MHCpOpMaLNOHHOro obmeHa (ceTer CBA3M
o6LLero nonb3oBaHKs) U(MNM) CbEMHbBIX MaLLMHHBIX HOCUTENEN MHOopMaL K, BpeOOHOCHbLIX KOMMbIOTEPHbLIX
nporpamm (Bupycos) (KB).

B nporpamme peanunsoBaHbl cnegytowme yHkumMm 6e3onacHocTu:
e pasrpaHumyeHue JOCTyna K ynpaBneHuo nporpammMon;
e ynpaBrieHne paboTon NporpaMmel;
e ynpasfeHue napameTpamu NporpamMmmel;

e ynpaBneHune yCTaHOBKON OOHOBMEHUN (akTyanu3aummn) 6asbl AaHHbIX MPU3HAKOB BPEAOHOCHbIX
KOMMbIOTEPHbIX Nporpamm (Bupycos) (B MNMKB);

e ayaut 6e3onacHOCTV Nporpammel;
e  BbINOMIHEHNE NPOBEPOK OOBHLEKTOB BO3AEWCTBUS;
e 06paboTka 06bEKTOB BO3OENCTBUS;
e CcUrHanusaums nporpaMmmel;
e  BbINONIHEHME NPOBEPOK OBpaLLeHN K nHTepdencam B3aMmogencTemns ¢ ApyruMmm cuctemamu;
e  MOHUTOPUHI LIEENMOCTHOCTU AaHHbIX, XpaHUMbIX Ha MPorpaMMmpyeMbIX NOrMYECKUX KOHTponnepax;
e  KOHTPOIb 3anycka nporpamm;
e KOHTpOIb oCTyna K HegoBepeHHbIM wi-fi ceTam;
e  KOHTPOIb BbINOMHEHUS (hannoBbIX onepauni;
e  3alUuTa OT 3KCMIIONTOB;
e  KOHTPOSb NOAKMIOYEHMS CbEMHbIX MaLUMHHBIX HOCUTENen nHgopmMauuu.
B cepTudumumpoBaHHO BEpCUMM NporpaMmmel He NOAAEPXKNBAIOTCH creayowme yHKUMK:
e  3aluMTa OT CETEBLIX Yrpos.

Kaspersky Industrial CyberSecurity for Nodes — 370 cpeiCTBO KOMMIIEKCHON 3alLMThl CEPBEPOB U paboumx cTaHuum
B MPOMBILLMIEHHbLIX CUCTEMAX yrpaBneHnss OT MHPOPMaLMOHHBIX Yrpo3.

Mporpamma KoHTponupyeT paboTy KOMMbIOTEPOB UHOYCTPUANbHOW CETU NMPEANPUATUS] C MOMOLLbIO CIIeAYOLLMX
KOMMOHEHTOB, YHKUUN N TEXHOMNOUIA:

e KoHTponb 3anycka nporpamm. KOMNOHEHT oTcrexuBaeT NomnbITKX 3anycka nporpamMmm nosb3oBaTensamu 1
perynupyeT 3anyck nporpamm.

(] KOHTpOnb yCTpOﬁCTB. KomnoHeHT no3sonseT KOHTPOJMpOBaTh pernctpauunto n ncnosnb3oBaHe BHELHUX
yCTpOVICTB B Lenax 3awnTbl KOMMNbKOTEPA OT Yrpo3 ©e3onacHocTy, KOTOpPble MOryT BO3HUKHYTb BO BpeMs

O Kaspersky Industrial CyberSecurity for Nodes
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obmeHa dannamm ¢ nogkrtodaembim no USB donew-Hakonutenem nnm BHELWHUM YCTPONCTBOM OpYroro
Tvna.

e [poBepka uenoctHoctu npoektoB MIK. OyHKkUMA npegHa3HayeHa Ans NpoBepKU LLENOCTHOCTY
NPOEKTOB MporpaMMupyemMbix normdecknx koHtponnepos (MJK), ncnonb3yemMbix B MHOYCTPUanbHOW CETU.

PaboTa KOMNOHEHTOB KOHTPOSIS OCHOBaHa Ha nNpaBuiax:

¢ KoHTpornb 3anycka nporpaMm UCMonb3yeT NpaBuia KOHTPOSS 3anycka nporpamm.

e KoHTponb ycTpoiicTB UCMorb3yeT NpaBunia 4ocTyna K yCTPoMCTBaM U NpaBusia AocTyna K WHaMm
NoOKMHoYeHus.

e  O®yHKUMA npoBepku LenocTHocTM npoekToB MJIK ncnonb3yeTt npasuna NnpoBepkx LLeNOCTHOCTU MPOEKTOB
MIK.

Kaxxgbin Tvn yrpo3 obpabaTbiBaeTcs oTAeNIbHBIM KOMMNOHEHTOM. MOXHO BKMOYaTb U BbIKMOYaTh KOMMNOHEHThI
He3aBUCMMO Apyr OT Apyra, a Takke HacTpamBaTb NapaMeTpbl nx paboThbl.

I'Iporpamma npoeepdeT u 3almuiaeT KOMNboTepbl VIH,D,yCTpI/IaJ'IbHOVI CeTun C nomMoulbio crnegyrwmx KOMMNOHEHTOB:

e [ocTosHHan 3awmTa cbannos. KOMNOHEHT No3BonseT n3bexarb 3apaxeHns annosBon CUCTEMBI
komnbloTepa. KomnoHeHT 3anyckaetcs npu ctapte Kaspersky Industrial CyberSecurity for Nodes,
NOCTOSIHHO HAXOAWUTCS B ONEepaTUBHON NaMATN KOMMbIOTEPA U MPOBEPSAET BCe OTKPbIBaEMbIE,
COXpaHsieMble 1 3anyckaemble dhansbl Ha KOMMbIOTEPE N HA BCEX MPUCOEAMHEHHbIX Auckax. [locTosHHas
3awnTa dannos nepexsaTbiBaeT Kaxaoe obpalleHue kK danny 1 npoeepsieT aTOT anin Ha NpUcyTcTBme
BMPYCOB M ApYrnx NnporpaMmm, NpeacTaBnsaoLmx yrposy.

e KoHTtponb Wi-Fi. KOMNOHEHT oTcneXnBaeT NOMbITKA NOAKIHOYEHMS 3aLLMLLAEeMOro KOMMbloTepa K CeTsM
Wi-Fi n 6nokupyeT unu paspeluaeTt NOAKOYEHNST K OOHapPYXEHHbIM CETSIM.

e YnpaBneHue ceTeBbIM 3KPaHOM. OTOT KOMNOHEHT 00ecneynBaeT BO3MOXHOCTb yrpaBneHus
©panamayapom Windows: no3BonseT HacTpavMBaTb NapameTpbl 1 NpaBuiia CETEBOroO aKpaHa
onepauuoHHON cnucTeMbl U BNOKUPYET BO3MOXHOCTb HACTPONKM NapaMeTPOB CETEBOIO 3KpaHa M3BHE.

e 3awwmTa oT wudpoBaHus. KOMNOHEHT NO3BONSET OOHAPYXMBaTb aKTUBHOCTb BPEAOHOCHOMO
LUndpoBaHUs ceTeBbIX hainoBbIX PECYPCOB 3aLLMLLAEMOrO KOMMbIOTEPa CO CTOPOHbI YAaneHHbIX
KOMMbIOTEPOB KOPMOPaTUBHOM CETH.

e [lopTaTUBHbIN CKaHep. OTOT KOMMOHEHT UcCCcreayeT N30NNPOBaHHbIE YCTPOMUCTBA 1 NMPOBOAUT NPOBEPKM
COCTOSIHWS 6@30MacHOCTU.

e  MoHuTopuHr damnosbix onepauunn. Kaspersky Industrial CyberSecurity for Nodes o6HapyxunBaet
n3MeHeHus B hannax nu3 o6ractTm MOHMTOPUWHIa, yka3aHHOW B NapameTpax 3agaqn. AT N3MeHeHus
yKasblBaloT Ha HapyLueHre 6e30nacHOCTY Ha 3alULLAEMOM KOMMbIOTEPE.

e MoHuTOpPUHTr gocTyna Kk peecTpy. KOMNOHEHT No3BONsSET OoTCnexnsaTtb AeNCTBUS, BbINOSHAEMbIE C
yKa3aHHbIMW BETBAMM U KIOYaMy peecTpa B 061acTsix MOHUTOPWHIA, 3aaHHbIX B napaMeTpax 3ajaquu.

e AHanu3s xypHanoB. KOMNOHEHT BbINOMHSAET KOHTPOIb LLeNOCTHOCTY 3aLluMLlaeMon cpefbl Ha OCHOBE
pes3ynbTaToB aHanunsa xypHanoB cobbitun Windows.

B nononHeHne K NOCTOSAHHOM 3aLyuTe, peanm3yeM0|71 KOMMOHEeHTaMn nporpamMmmbl, pekoMmeHayeTcAa nepnogndeckm
BbIMNOJTHATL NMPOBEPKY KOMMNbKOTEPA HA NPUCYTCTBUE BUPYCOB N APYIrNX nNporpamMm, npeactaBndarowmnx yrposy. 310
HY>KHO aenatb onga Toro, YTOObI UCKMIOYUTL BO3MOXHOCTb pacnpocTpaHeHna Bpe4OHOCHbIX NporpamMmm, KOTopble He
ObInn 06Hapy>|<eHb| KOMMOHEeHTaMM, HanpumMep, n3-3a yCtaHOBJ1IEHHOIO HM3KOro ypoBHA 3allUTbl UK MO APYrMMm
npu4nHaMm.

YUTobbl NnopaepxuaTtb Kaspersky Industrial CyberSecurity for Nodes B akTyansHom cocTosiHum, TpebyeTtcst
obHoBreHne 6a3 n moaynew NporpamMmmbl, UCMONb3yeMbIX B paboTe nporpammsbl. 1o ymonyaHuio nporpamma

O Kaspersky Industrial CyberSecurity for Nodes
27



lkaspersky

06HOBNAETCS aBTOMATUYECKU, HO NPY HEOBXOAMMOCTU Bbl MOXKETE BPY4HYH 06HOBUTL 6a3bl U Moaynm
nporpaMmei.

NS 3aWnThl KOMNBIOTEPOB UCMOMbL3YHTCA CreaylolLme 3adaqun:

MonHasa npoBepka. Kaspersky Industrial CyberSecurity for Nodes BbInoOnHAET TWaTenbHY0 NPpOBEpPKY
onepaumoHHON CUCTEMBI, BKMNIOYas CUCTEMHYIO NaMATb, 0O6bEKTbI, 3arpyxaemMble npu ctapte
OonepaunoHHON CUCTEMBI, PE3EPBHOE XPaHUIULLLE ONEPaLMOHHON CUCTEMbI, @ TaKKe BCE XXECTKNE U
CbeMHble JUCKMN.

Bri6opouHas npoBepka. Kaspersky Industrial CyberSecurity for Nodes nposepsieT 06bekTbl, BbibpaHHble
nonb3oBaTenem.

MNMpoBepka BaxHbIX o6nacten. Kaspersky Industrial CyberSecurity for Nodes nposepsieT 06bekThbl,
3arpyska KOTOpbIX OCYLLECTBAETCS NpU 3anycke onepaLoHHOM CUCTEMbI, CUCTEMHYIO NaMSATh U 06BbEKTDI,
KOTOpble MOTyT ObITb 3apaxeHbl PyTKATaAMMU.

O6HoBneHue. Kaspersky Industrial CyberSecurity for Nodes 3arpyxaeT o6HoBneHHble 6a3bl 1 MOAYNM
nporpammbl. O6HOBMEHME obecneynBaeT akTyanbHOCTb 3aLMTbl KOMMbIOTEPA OT BUPYCOB U APYrnUX
nporpamm, NPeACTaBSOLWNX Yrposy.

YpaneHHoe ynpaBneHue vyepe3 Kaspersky Security Center

Kaspersky Security Center no3sonsiet yganeHHo 3anyckaTtb 1 octaHaBnmBaTtb Kaspersky Industrial CyberSecurity
for Nodes Ha KNMEHTCKMX KOMMbIOTEPAX, YNPaBnATbL 3a4adaMy U HacTpanBaTb NapameTpbl paboTbl NporpamMmei.

Cnyxeb6Hble PyHKLMUM NporpaMmmbl

Kaspersky Industrial CyberSecurity for Nodes BkntoyaeT psag cnyxebHbix dpyHKUMN. CryxebHble yHKLK
npeaycMoTpeHbl A5s NOAAEPXKKM NPOrpamMmbl B akTyaribHOM COCTOSIHUM, pacLUMPEHNst BO3SMOXHOCTEN
MCNoMb30BaHUs MPOrpamMmbl ¥ OkasaHusi NomoLLy B paboTe.

XypHansl. B npouecce paboTbl nporpaMmmbl A K&X40ro KOMNOHEHTa M 3a4ayn NporpamMmbl
dopmupyeTcsa otyeT. OTYET COAEepPKMT CNNCOK COBLITUIN, NPOM3OLLEALLNX BO Bpems paboTbl Kaspersky
Industrial CyberSecurity for Nodes, 1 Bcex BbINONMHEHHbIX NporpamMon onepauui. B cnyyae
BO3HMKHOBEHUS NPOOieM oTYeTbl MOXHO oTnpaenaTh B "JlabopaToputo Kacnepckoro", 4tobbl
cneynanuctbl Cryx0bl TEXHUYECKON NOAAEPXKKM MOMNKU NogpobHee U3yunTb cUTyaumio.

Xpanunuuwa. Ecnun B xoge npoBepky KOMMNbIOTEPA Ha BUPYChl U Apyre nporpamMmmbl, Npeacrasnsiowme
yrposy, nporpamma obHapyxvBaeT 3apaXeHHble UM BO3MOXHO 3apakeHHble chainbl, oHa 6rokupyeT aTn
dannbl. Kaspersky Industrial CyberSecurity for Nodes nepemeluaeT BO3MOXHO 3apaxeHHble halinbl B
KapaHTUH — cneunansHoe xpaHunuue. Konun BeineveHHbIX U yaaneHHbix dannos Kaspersky Industrial
CyberSecurity for Nodes coxpaHsieT B pe3epBHOM xpaHunuiie. ®ainbl, KoTopble He ObinvM 06padoTaHbl No
Kakum-nmbo npudmHam, Kaspersky Industrial CyberSecurity for Nodes nomeluaeT B cnucok
HeobpaboTaHHbIX hannoB.Bel MoxeTe NpoBepaTb (hainbl, BOCCTaHaBNMBaThL hannbl B Nanky mx
NCXOOHOIO pasMeLleHns, CaMoCTOATENBHO NoMeLLaTh pansbl Ha KAPaHTUH, a TaKKe OYULLATL XpaHUnmLe
AaHHbIX.

YBepomneHus. Cnyxba yBegomneHuin no3BonseT Nonb3oBaTtento bbiTb B Kypce COObITUI O TeKyLLeM
COCTOSIHMM 3aWwmThl KoMMbloTepa u o paboTe Kaspersky Industrial CyberSecurity for Nodes. YBegomneHus
MOryT OTOOpaxaTbCs Ha 3KpPaHe UNKu JOCTaBNATLCS NO 3FIEKTPOHHON MOYTe.

Kaspersky Security Network. Yuyactne nonb3oatensi B Kaspersky Security Network (KSN) nossonset
NoBbICUTb 3PPEKTUBHOCTL 3alLMTLI KOMMNbIOTEPA 3a CYET ONEepPaTUBHOIO NoyYyeHus MHpopmauum o
penyTauum gainos, Be6-pecypcoB 1 nporpammHoro obecneyveHusi, Nofly4eHHo! oT nofb3oBaTeren Bo
BCEM MUpe.

3awmTa oT IKCNNonTOB. Bbl MOXeETe 3awmaTb NamMaTb npoueccoB OT 3KcniyaTauunn yH3BVIMOCTeIZ C
NOMOLLbIO BHeApAEeMOro B npouecchbl AreHTa 3awmThbl.

O Kaspersky Industrial CyberSecurity for Nodes
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Cnucok 386HOKMPOBaHHbIX ceTeBbIX ceaHCOB. Bbl MoxeTe 3a6J'IOKVIPOBaTb ceTeBble CeaHChl,
nblTavoWMeca nonyydnTb AOCTyN K obLwmm ceTeBbIM Nankam KoMmnbroTEepa, npn o6Hapy>|<eva| BpGﬂOHOCHOVI
AKTUBHOCTU C UX CTOPOHbI.

[oBepeHHas 30Ha. Bbl MoxeTe chopMmnpoBaTh CMMCOK UCKITOYEHUI 13 061acTy 3aLmTbl UM NPOBEPKHU,
kotopbin Kaspersky Industrial CyberSecurity for Nodes 6yaet npumMeHaTb No ymMon4yaHuio B 3agadax
NpoBepPKK Mo TPebOoBaHUIO 1 NOCTOSIHHOM 3aLuThl halnoB 1 B APYrMX 3agadvax, eCriv Bbl YKaXKeTe MX B
napameTpax UCKITIOYEHNI.

Moapepxkka. Bece 3apernctpupoBaHHble nonb3osatenu Kaspersky Industrial CyberSecurity for Nodes
nonyyaT A0CTYyn K 0GHOBMeHNo 6a3 AaHHbIX 1 MOAyen NporpaMmmbl, a Takke K KOHCYNbTauusiM
cneumanuctoB Cnyx0Obl TexHU4eckon nogaepxku "labopatopun Kacnepckoro” no afekTpoHHOM No4yTe no
BOMpoCcaMm, CBSAI3aHHbIM C YCTaHOBKOW, HACTPOMKOW M MCMOMNb30BaHMEM NPOrpaMmmbl.

O Kaspersky Industrial CyberSecurity for Nodes
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TpeboBaHuA

OTOT pasgen coaepXuT annapaTtHble U NporpaMmHble TpeboBaHUS A4Ns YCTAHOBKM U paboTbl NPUINOXKEHUS, a Takke
yKasaHusl Mo aKcnnyatauumn n TpeboBaHus K cpege.

B atom pasgene

AnnapaTHbIE Y MPOTPAMMHBIE TPEOOBAHUISI......ceeteeiiiiuttteiiteaeeeaaattteeeeaaesesaastetaeeeaaesssaanbabeeeeaaesssanrsseeeaaaessannns 30
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AnnapaTtHblie U NporpaMMHbie TpeboBaHUA

Mepen ycranoskon Kaspersky Industrial CyberSecurity for Nodes Heobxoaumo yaanute ¢ yCTpocTBa apyrue
AHTUBMPYCHbIE NPOrpaMMbl, YTOObI N3GEXKaTb BO3MOXHbIX KOH(IIMKTOB MEXAY NporpaMmmamu.

AnnapaTtHble TpeboBaHMS K 3aliULLaeMbIM YCTPOUCTBaAM

Obuwee TpeboBaHue: x86/64-coBMeCTUMbIE OAHOSIAEPHbIE NN MHOFOSIAEPHbIE CUCTEMBbI.
O6bem AnCKoBOro NPoOCTpaHCTBa:

e [Ins ycTtaHOBKM BCeX nporpammHbix kommnoHeHTos: 100 MB.

e [Ins 3arpysku U XpaHeHWs1 aHTUBMPYCHbIX 6a3: He meHee 2 B.

e [Ins xpaHeHMs OOBHEKTOB Ha kKapaHTUHE 1 B pe3epBHOM xpaHunuuie: He meHee 400 MB.
e [1na xpaHeHus xypHanoB: He MmeHee 1 I'b.

MwuHnmansHasa KoHdurypaums:

e [lpoueccop: 1,4 [Tu, ogHosAepHbIV. Ona 64-pa3pagHbix onepaunoHHbix cuctem Microsoft Windows —
Intel® Pentium® IV.

e Ob6bem onepaTVBHOW NAMSATL:
e 512 Mb ang 3awuuiaemblx yCTPOMUCTB CO CReayloLWmMmn onepaLoHHbIMU CUCTEMaMN:

e Windows Server 2003 32-pa3psigHas / 64-paspsgHas.
e Windows Server 2003 R2 32-pa3psaHas / 64-pa3psgHas.
e Windows Server 2008 32-pa3psgHas.
e Windows Server 2008 R2 32-paspsagHas.
e Windows 7 32-pa3psigHas.
e Windows 8 32-pa3psgHasi.
e Windows 8.1 32-pa3psagHas.
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e Windows XP 32-pa3psgHas / 64-pa3psigHas.
e Windows XP Embedded.
e Windows Embedded POSReady 2009.
e Windows Embedded POSReady 7.
e 1B ans 3awumwaemblx yCTPOACTB CO CreayLWUMM onepaLMoHHbLIMU CUCTEMaMK:
e Windows Server 2008 64-pa3psigHasi.
e Windows Server 2008 R2 64-paspsgHas.
e Windows Server 2012 64-pa3psigHasi.
e Windows Server 2012 R2 64-pa3psigHas
e Windows Server 2016 64-pa3psagHas.
e Windows Server 2019 64-pa3psgHas.
e Windows 7 64-pa3psgHas.
e Windows 8 64-pa3psigHas.
e Windows 8.1 64-pa3psagHas.
e Windows 10 64-pa3psigHas.
e Windows Embedded 7.
e Windows Embedded 8.
e Windows Embedded 8.1.

3T0 NPOCTPaHCTBO UCMNONb3YeTCH TOMbKO AN XpaHeHus komnoHeHToB Kaspersky Industrial CyberSecurity
for Nodes. B cnyyae ycTaHOBKM Ha 3TO e YCTPOMCTBO nporpammbl Kaspersky Endpoint Agent
notpebyeTcs 4ONONHUTENBHOE NPOCTPaHCTBO:

e OnepatmBHasa namatb: 50 MB.
e MecTo Ha xecTkom aucke: 250 Mb.
e MecTO Ha XeCTKOM AM1CKe:

e 2Tb cBobogHOro MecTta Ans 3alimLLiaeMbIX YCTPOMCTB CO CreyoLUMMm onepaLoHHbIMU CUCTEMAMMU:
¢ Windows 7 32-pa3psgHas / 64-pa3psigHas.
e Windows 8 32-pa3psgHas / 64-paspsagHas.
e Windows 8.1 32-pa3psgHas / 64-pa3pagHasi.
e Windows XP 32-paspsigHas / 64-paspsgHasi.
e Windows Embedded XP.
e Windows 10 64-pa3psigHas.
e Windows Embedded POSReady 2009.
e Windows Embedded POSReady 7.
e Windows Embedded 7.
e Windows Embedded 8.
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e 4 Tb cBobogHOro mecta Ans 3alimLiaeMbIX YCTPOMCTB CO CreyoLMMmM onepauoHHbIMU CUCTEMAMMU:
e Windows Server 2003 32-pa3psagHas / 64-paspsagHas.
e Windows Server 2003 R2 32-pa3psigHasi / 64-pa3psgHas.
e Windows Server 2003 32-paspsagHas / 64-paspsagHas.
e Windows Server 2008 32-pa3psgHas / 64-pa3psigHas.
e Windows Server 2008 R2 64-pa3psigHasi.
e Windows Server 2012 64-pa3psgHas.
e Windows Server 2012 R2 64-pa3psigHasi.
e Windows Server 2016 64-paspsagHas.
o Windows Server 2019 64-pa3psagHas.
¢ Windows Server 2022 64-pa3psagHas.
4 I'b, ucnonb3yemble criefyoLwmm obpasom:
e 100 MB — gns ycTaHOBKM BCEX KOMNOHEHTOB NPOrpamMmei.
e 400 MB — anga xpaHeHust 06bekToB B KapaHTUHe 1 Pe3epBHOM XpaHUNuLLE.
e 1B — ans xpaHeHus XypHaros.
e 2TBb - ansa xpaHeHWUst aHTUBMPYCHbIX 6a3.
PekomeHnayemas koHdurypaums:
e npoueccop: 2,4 [Tu, YeTblpexbagepHbIN;
e onepaTtuBHasa namsTb: 2 ['b;

e auck: 4 'b pocTynHoro npocTtpaHcTea.

MporpaMmmHbie Tpe6oBaHUSA K 3aLULLAEMbIM YCTPOMNCTBaM
HacTonbHble onepaLyoHHbIe CUCTEMBI:
e Windows XP Professional SP2 32-pa3psaHas / 64-pa3psaHas.
e Windows XP Professional SP3 32-pa3psgHas.
e Windows Vista SP2 32-pa3psagHas / 64-pa3pagHasi.
e Windows 7 Professional / Enterprise / Ultimate SP1 32-pa3psgHas / 64-pa3psagHas.
e Windows 8 Professional / Enterprise 32-pa3psgHas/ 64-pa3psagHas.
e Windows 8.1 Professional / Enterprise 32-pa3psigHas / 64-pa3psgHasi.
e Windows 10 LTSC 2015 Bepcun 1507 32-paspsgHas / 64-paspagHasi.
e Windows 10 LTSC 2016 Bepcun 1607 32-pa3psgHas / 64-pa3psigHas.
e Windows 10 RS4 Bepcuun 1803 Home / Pro / Education / Enterprise 32-pa3psaHas / 64-pa3psigHas.
e Windows 10 RS5 Bepcumn 1809 Home / Pro / Education / Enterprise 32-pa3psgHas / 64-paspsigHas.
e Windows 10 LTSC 2019 Bepcun 1809 32-paspsgHas / 64-paspagHasi.
e Windows 10 19H1 Bepcun 1903 Home / Pro / Education / Enterprise 32-pa3psgHas / 64-paspagHas.
e Windows 10 20H1 Bepcun 2004 Home / Pro / Education / Enterprise 32-pa3psgHas / 64-paspsagHasi.
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Windows 10 20H2 Bepcumn 2009 Home / Pro / Education / Enterprise 32-pa3psaHas / 64-pa3psigHasi.
Windows 10 21H1 Bepcuun 21H1 Home / Pro / Education / Enterprise 32-pa3psgHas / 64-paspsagHasi.
Windows 10 21H2 Bepcum 21H2 Home / Pro / Education / Enterprise 32-pa3psigHas / 64-pa3psigHas.
Windows 10 LTSC 2021 Bepcuun 21H2 32-paspsigHas / 64-paspsgHasi.

Windows 11 21H2 Bepcum 21H2 Home / Pro / Education / Enterprise 64-pa3psgHas.

CepBepHble onepaLnoHHbIE CUCTEMBI:

Windows Server 2003 SP1 / SP2 Standard / Enterprise 32-pa3psagHas / 64-pa3psigHas.
Windows Server 2003 R2 Standard / Enterprise 32-pa3psigHas / 64-pa3psgHasi.
Windows Server 2008 SP2 Standard / Enterprise 32-pa3spsagHas / 64-paspagHas.
Windows Server 2008 R2 SP1 Standard / Enterprise 32-pa3psiaHas / 64-pa3psigHas.
Windows Server 2012 Essentials / Standard / Foundation / Datacenter 64-pa3psgHas.
Windows Server 2012 R2 Essentials / Standard / Foundation / Datacenter 64-pa3psagHasi.
Windows Server 2016 Essentials / Standard / Datacenter 64-pa3psgHas.

Windows Server 2019 Essentials / Standard / Datacenter 64-pa3psagHas.

Windows Server 2022 Standard / Datacenter 64-pa3psigHas.

BCTpaI/IBaeM bl€é CUCTEMDbI:

Windows XP Embedded SP2 (WEPQOS) 32-pa3psgHas / 64-paspsagHas.
Windows XP Embedded SP3 (POSReady 2009) 32-pa3psgHas.
Windows Embedded Standard 7 SP1 32-pa3psgHas / 64-pa3psigHas.
Windows Embedded 8.0 Industry Pro 32-pa3psgHas / 64-paspsagHas.
Windows Embedded 8.1 Industry Pro 32-pa3psgHas / 64-pa3psigHas.
Windows 10 IoT Enterprise Bepcusa 1803 32-pa3psaaHas / 64-paspagHas.
Windows 10 loT Enterprise Bepcusa 1809 32-paspsagHas / 64-pa3psigHas.
Windows 10 IoT Enterprise Bepcusa 1903 32-paspsaaHas / 64-paspagHas.
Windows 10 loT Enterprise Bepcus 2004 32-paspagHas / 64-paspsigHasi.
Windows 10 IoT Enterprise Bepcusa 2009 32-paspsaaHas / 64-paspagHas.
Windows 10 loT Enterprise Bepcua 21H1 32-paspsgHas / 64-paspsagHas.
Windows 10 loT Enterprise Bepcua 21H2 32-paspsagHas / 64-paspagHas.
Windows 10 loT Enterprise Bepcua 21H1 32-paspsgHas / 64-paspsagHas.
Windows 10 loT Enterprise Bepcua 21H2 32-paspsagHas / 64-paspagHas.

I'Io,q,qep)KMBaeMble nHayctTpuarbHble CUCTEeMbI

Kaspersky Industrial CyberSecurity for Nodes 3.2 sawuiiaeT cneayiowme nporpaMmmMmmpyemMble normyeckmne
KOHTpoOnnepsbil:

SIMATIC™ S7-300 (Siemens™);
SIMATIC S7-400 (Siemens);
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e SIMATIC S7-400H B pexnme paboThl C pe3epBrpoBaHneM (Siemens);
e Schneider Electric Modicon M340;
e Schneider Electric Modicon M580.

OrpaHuyeHue (pyHKUMOHaNLHOCTU B ycTapeBlux Bepcusax Windows

e B Windows XP Bepcun SP2 HeBO3MOXHO 3a6roknpoBaTh yaaneHHble yCTPOMCTBa U HACTPOUTb
napameTpbl Cnncka 3abnoknMpoBaHHbIX CETEBbIX ceaHcoB. B aTon Bepcun Windows napameTp
BrnokunpoBaTb JOCTYN K OOGLUM ceTeBbIM pecypcam Asisi CeTeBbIX CEaHCOB, NPOSIBIAIOLWMX
BPEeAOHOCHYH aKTUBHOCTb HEAKTUBEH.

e [lpu co3gaHmm MHCTaANNSUMOHHOrO naketa B Kaspersky Security Center Bepcun 12 1 Bbile a5isi yCTaHOBKM
Kaspersky Industrial CyberSecurity for Nodes Ha ycTporicTtBa nog ynpasneHnem Windows XP unu
Windows Server 2003 Heobxoanmo ncnonb3oBaTh MCNOMHAEMbIN harin setup.exe n3 MHCTanNAUMOHHOIO
nakeTa, cosgaHHoro B Kaspersky Security Center Bepcun 10.5.

e [1na ynpasneHus nporpammon Kaspersky Industrial CyberSecurity for Nodes ¢ nomowbto Kaspersky
Security Center Ha komnbtoTepe nog ynpaeneHnem Windows XP nnn Windows Server 2003 Heob6xoanmo
ucnonb3oBaTb AreHT agmuHucTpupoBanusa Kaspersky Security Center (klnagent) Bepcum 10.5.

AnnapaTtHble 1 nporpaMmMHble TpeboBaHusa ana Kaspersky Security Gateway
O6wwme annapaTtHble 1 NporpaMmmHble TpeboBaHMs:
e 1B cBobogHoro mecta Ha gucke.

e Ecnu B kauecTBe nocTaBLLMKa AaHHbIX BbIGpaH cepsuc klakaut, Heobxoaumo yctaHoBuTe CepBep
agmuHucTpupoBaHns Kaspersky Security Center.

HacTonbHble onepaLyoHHbIe CUCTEMBI:
e Windows Vista SP 2 32-pa3psgHas / 64-pa3psagHasi.
e Windows 7 Professional 32-pa3psagHas / 64-paspsagHasi.
e Windows 7 Enterprise / Ultimate 32-pa3psgHasg / 64-pa3psigHas.
e Windows 7 Professional SP1 32-pa3psagHas / 64-pa3spsagHas.
e Windows 7 Enterprise / Ultimate SP1 32-pa3psagHas / 64-pa3psagHasi.
e Windows 8 Pro 32-paspsagHas / 64-pa3psgHas.
e Windows 8 Enterprise 32-pa3psgHas / 64-pa3psgHasi.
e Windows 8.1 Pro 32-pa3psigHas / 64-pa3psigHas.
e Windows 8.1 Enterprise 32-pa3psigHas / 64-pa3psagHas.
e Windows 10 Pro 32-pa3psagHas / 64-paspsgHasi.
e Windows 10 Enterprise 32-pa3psgHas / 64-pa3psigHas.
e Windows 10 RS1/RS2/RS3/RS4.
CepBepHble onepaLnoHHbIe CUCTEMBI:
e Windows Server 2008 Standard SP1.
e Windows Server 2008 Enterprise SP1.
e Windows Server 2008 R2 Standard.
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Windows Server 2008 R2 Enterprise.

Windows Server 2008 R2 Standard SP1.

Windows Server 2008 R2 Enterprise SP1.

Windows Server 2012 Essentials / Standard / Foundation / Datacenter 64-pa3psigHas.
Windows Server 2012 R2 Essentials / Standard / Foundation / Datacenter 64-pa3spsigHasi.

Windows Server 2016.

®yHKUNOHarNbHbIe TP€OOBaHNA U OrPaHNYEeHUsA

B aTom pasgene npuBefeHo onucaHve SONONMHUTENbHbBIX (YHKLMOHArbHbIX TPEOOBAHMI U CYLLECTBYHIOLLNX
orpaHu4yeHun komnoHeHToB Kaspersky Industrial CyberSecurity for Nodes.

B atom pasgene
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YcTtaHOBKa nporpamMmmbl

Hwuxe npueeaeH Crmcok Ol'paHI/I‘-IeHl/Iﬁ npn yCtaHOBKe nporpamMmmbi:

Ons koppekTHon paboTtel Kaspersky Industrial CyberSecurity for Nodes B Windows TpebyeTca nogaepxka
SHA-2.

Mpw ycTaHoBKE NpPOrpaMMbl Ha 9KpaHe MOXET MNOABUTLCS NpeaynpexaeHne, ecrnv ykasaHHbln NyTb K nanke
yctaHoBku Kaspersky Industrial CyberSecurity for Nodes cogepxut 6onee 150 cumBonos. 3T1o
npegynpexgeHne He BNUSIET Ha NPOLIECC YCTAaHOBKU: Bbl MOXETE YCTaHOBUTbL U 3anycTutb Kaspersky
Industrial CyberSecurity for Nodes.

Ecnu Bbl XOTUTE yCTaHOBUTL KOMMOHEHT nogaepkkn npotokona SNMP, nepesanyctute cnyxby SNMP,
€Cnn OHa 3anylueHa.

Ecnu Bbl xoTuTe yctaHoBUTL U 3anycTtuTb Kaspersky Industrial CyberSecurity for Nodes Ha ycTpoiicTse co
BCTPOEHHOM onepaunoHHON CUCTEMON, YCTAaHOBUTE KOMMOHEHT [ucneTtyep unbTpos.

YcraHoBka Cpencts agMmuHucTpupoBaHusa Kaspersky Industrial CyberSecurity for Nodes HeBo3moOXxHa
cpeacTteamu rpynnosbix nonutuk Microsoft Active Directory®.

Ecnu ncknountb y3en AHTVIBVIpyCHaﬂ 3almnTa U3 Cnnucka yctaHaBnnmBaeMbIX KOMMOHEHTOB NporpamMmmbl, OH
MCYEe3HET U3 Crnncka OCTYMHbIX KOMIMOHEHTOB MNMOCI1e 3aBepLleHNA YCTaHOBKWN. Ons YCTaHOBKM
KOMMOHEHTOB Yy3na AHTMBMpyCHaﬂ 3aumTta 3anyctute Mmactep yCTaHOBKM U3 MHCTalNMAUMOHHOIO NakeTa,
NOCKOJIbKY WHCTaNNALMOHHLINA NakeT cogepxunTt NOSHbIN CANCOK KOMMOHEHTOB.

Ecnu yctaHoBsneHa KoHconb agmuHuctpupoBaHus Kaspersky Industrial CyberSecurity for Nodes, mactep
YCTaHOBKMN MOXET NPeanoxuTb nepesarpysmTb KoMnboTep. B aTom cnyvae nepesarpyska He obs3atenbHa.
[ocTtaTouyHO 3aBepLUMTbL CeaHc nornb3oBaTtens, ycTaHoBuBLero KoHcone agMUHUCTPUPOBAaHNS, U MOBTOPHO
BbIMOMHWUTb BXOA B CUCTEMY.
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e [lpu ycTaHOBKe NporpaMmMbl Ha YCTPOMCTBA C yCTapeBLUE BEPCUEN ONEePaLMOHHON CUCTEMBI, Ast KOTOPON
HEBO3MOXHO perynsipHoe nony4yeHve oGHOBNEHUN, HYXKHO NPOBEPUTbL CreaytoLLMe KOPHEBbIE
cepTuukaThbl:

e DigiCert Assured ID Root CA
e DigiCert_High_Assurance_EV_Root_CA
e DigiCertAssuredIDRootCA

Ecnu ykasaHHble kopHeBble cepTudUKaTbl HE YCTAaHOBIEHbI, NPOrpamMmmMa MOXeT paboTaTb HEKOPPEKTHO.
PekomeHayeTcsi yCTaHOBUTL CepTUdUKaTLI Kak MOXKHO CKOpee.

MoHuTOopuUHr cpannoBbIX onepaunmn

Mo ymonyaHuo KOMNOHEHT MOHUTOPUHI PannoBbIX Onepauun He NPOBEPSAET M3BMEHEHUSA B CUCTEMHBIX Nankax u B
cnyxebHbIx hannax anoBon cucteMsbl, YTOObI MHpOPMALINSA O CTaHOAPTHLIX U3BMEHEHUSAX halifioB, NOCTOSAHHO
OCYLLECTBMNAEMbIX ONepaLMoHHON CUCTEMOWN, He Nonajana B OTYET BbINONHeHUs 3agayun. Henb3a nobaesute atu
nanku B 06nactb MOHUTOPUHrA.

Cnepytowme nanku n parnbel UCKIKOYEHBI U3 0611aCTM MOHUTOPUHSA:

e CnyxebHble cbannbl NTFS ¢ ugeHTudmkatopom dhavina ot 0 go 33
e  %SystemRoot%\Prefetch\

o  %SystemRoot%\ServiceProfiles\LocalService\AppData\Local\

e  %SystemRoot%\System32\LogFiles\Scm\

e  %SystemRoot%\Microsoft. NET\Framework\v4.0.30319\

o  %SystemRoot%\Microsoft. NET\Framework64\v4.0.30319\

e %SystemRoot%\Microsoft. NET\

o  %SystemRoot%\System32\config\

o  %SystemRoot%\Temp\

e %SystemRoot%\ServiceProfiles\LocalService\

e  %SystemRoot%\System32\winevt\Logs\

e  %SystemRoo0t%\System32\wbem\repository\

o  %SystemRoot%\System32\wbem\Logs\

¢  %ProgramData%\Microsoft\Windows\WER\ReportQueue\

e  %SystemRoot%\SoftwareDistribution\DataStore\

o  %SystemRoot%\SoftwareDistribution\DataStore\Logs\

e  %ProgramData%\Microsoft\Windows\AppRepository\

e  9%ProgramData%\Microsoft\Search\\Data\Applications\Windows\

e  %SystemRoot%\Logs\SystemRestore\

e %SystemRoot%\System32\Tasks\Microsoft\wWindows\TaskScheduler\

I'Iporpamma MCKINK4YaeT nankyn BepxHero ypoBHA.
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KOMNOHEHT He OCyLLIECTBNSAET MOHUTOPUHI M3MEHEHUI B dhalnax, KoTopble NPOUCXOAAT B 06xon dannoson
cuctembl ReFS/NTFS (n3ameHeHus, caenarHble Yepes BIOS, LiveCD u T.4.).

YnpaBneHue ceTeBbIM 3KpaHOM

Hwxe npMBeAeH CNMCOK OrpaHUYeHUiA Npy ynpaBreHnn CETEBLIM 3KPaHOM:

e TpebyeTtca ykasaTb HECKOMNbKO agpecoB. B npoTnBHoM cnyvae HeBo3MoxHa paboTa ¢ IPv6.

e TeKkywue npaBuna NOMMTUKM CETEBOTO 3KpaHa NnoaaepKMBatoT OCHOBHbIE CLiEHapMn B3auModencTBust
Mexay 3alimaemMbiMmm ycTporcTsamu u CepBepoM aaMUHUCTPUPOBaHNS. [na ncnone3oBaHms yHKLNINA
Kaspersky Security Center B nonHom o6beme Heo6XxoaMMO HacTpoUTb NpaBuna ans NopToB.
MHopmaums o Homepax NOpPTOB, NPOTOKONAax U Ux pyHKUMAX npuBeaeHa B base 3HaHnin Kaspersky
Security Center.

e [locrne ycTaHOBKM NporpamMmmbl U HACTPOWMKX NpaBui AnNsa 3agayn nporpaMma KOHTPoNMpyeT n3aMeHeHue
npaswn v rpynn npasun 6pangmayapa Windows, korga 3agada YnpasneHve ceTeBbiM 3KpaHOM 3anyLieHa.
Y1066 06HOBUTL CTaTyC 1 406aBUTL HeobxoavMble NpaBuna, nepesanycTuTte 3agady YnpasneHve
ceTeBblM 3KPaHOM.

o [pu 3anycke 3agayn YnpaBneHue MeXceTeBbIM 3KpaHOM 3anpeluaioLlye npasmna u npasuna,
KOHTPONMPYHOLLIME UCXOOALWMIA TpadhrK, aBTOMATUYECKM yaansioTca U3 napaMmeTpoB CETEBOro aKpaHa
onepaunoHHON CUCTEMBI.

YKka3zaHusA no aKkcnnyaTtauum u TpeboBaHus Kk cpeae

1. YcraHoBKa, KOH(pUrypupoBaHue 1 ynpasneHme nporpamMmmon AOSMKHbI OCYLLECTBASATLCS B COOTBETCTBUN C
3KCnnyaTaumoHHOM AOKYMeHTaumnen.

2. [porpamma gormkHa 3KCnyaTMpoBaTbCa Ha KOMMbOTEPAX, OTBEYAKLNX MUHUMATbHLIM TPeboBaHMAM,
npuBeAeHHbIM B pa3aene "AnnapaTtHble 1 nporpaMmmMmHble TpeboBaHus".

3. [llepen ycTaHOBKOWM 1 Ha4anom akcrnnyataumm NnporpaMmmbl HEOBXOAMMO YCTaHOBUTb BCE AOCTYMHbIE
06HOBreHns ansa ncnonb3yembix Bepcui MO cpeabl (PyHKLUMOHMPOBaHWS.

4. [omxeH ObITb 0BecneyeH AOCTYN NporpamMmmbl KO BCEM 06bEKTaM MHPOPMALMOHHON CUCTEMBI, KOTOpbIE
HeoOXoaAMMbl MporpaMmMe Ansi peanu3aunm cBoux pyHKUMOHAMNbHbLIX BO3MOXHOCTEN (K KOHTPONMPYEMbIM
006bekTaM MHPOPMALMOHHOW CUCTEMBI).

5. [HomxkHa 6bITb 06ecnevyeHa COBMECTUMOCTb MPOrpaMMbl C KOHTPONMPYEMbIMU pecypcamm
MHOPMALIMOHHON CUCTEMBI.

6. [omkHa 6bITb 06ecrnevYeHa BO3MOXHOCTb KOPPEKTHON COBMECTHOWN paboThl NpOrpaMmmbl CO CpeacTBamm
aHTUBMPYCHOW 3aLLMTbl APYrnx NPOU3BOAMTENEN B CIlly4ae Mx COBMECTHOMO UCMONb30BaHNs B
MHOPMALIMOHHOW CUCTEME.

7. [HomkHa 6bITb 06ecneyeHa usmyeckas 3almTa aNeMeHToB MHPOPMALIMOHHOW CUCTEMBI, HA KOTOPbIX
yCTaHOBIeHa rnporpaMmma.

8. [omxHa 6bITb 0becnevyeHa CUHXPOHM3aUUS NO BpEMEHN MEXAY KOMMOHEHTAMM NPOrpaMmel, a Takke
MexXay nporpaMmmon 1 cpefon ee yHKLUNOHUPOBAHUS.

9. TlepcoHan, OTBETCTBEHHbIN 3a PYHKLUOHMPOBaHNE NporpaMmbl, AormkeH obecneunBaTb Haanexatliee
dOYHKUMOHNPOBaHWE NporpamMMbl, PYKOBOACTBYSACH 3KCMNyaTaunOHHON AOKYMeHTaLmen.
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10.

11.

12.
13.
14.

15.

16.

17.

HomxHa 6biTb obecneyeHa AOBEPEHHAs CBA3b MEXAY NPOrpamMMoi U YNONHOMOYEHHbIMU CyObeKTamu
WHOPMALIMOHHOM CUCTEMBI (agMUHUCTpaTopamu 6e3onacHoCTH).

dyHKUMOHUPOBaHME NporpamMmmbl OMKHO OCYLLECTBNSTLCS B cpeae dyHKLMOHUPOBaHUS,
npeaocTaBnsaoWwen MexaHM3Mbl ayTeHTUMKaUUM N naeHTUdMKaLUmM agMUHUCTpaTopoB 6e30MacHOCTM
nporpammsi.

HomxeH 6bITb 0becneyeH OBEPEHHbIN kaHan nonyyeHuns obHosneHnn B MKB.
HormxkHa 6bITb obecneveHa 3alumeHHas 00nacTb Ans BbINOMHEHUS PyHKLUMIA 6e30NacHOCTU NPOrpaMmbl.

YnpasneHue atpmbytamu 6€30NacHOCTM, CBA3AHHBIMU C JOCTYNOM K (PYHKUMAM 1 SaHHBIM NPOrpaMmel,
OOIMKHO NPEeAOCTaBnATLCA TOMbKO YNOMHOMOYEHHbBIM PonsM (aAMUHUCTpATOpamM NporpamMmmbl u
WH(OPMALIMOHHON CUCTEMBI).

[onmxHa 6bITb 06ecneyeHa BO3MOXHOCTb NEPUOANYECKOro KOHTpons uenoctHoctu MO nporpammel v B
MKB.

A,EI,MVIHI/ICTpaTOp OOJKEeH yCTaHOBUTb B cpeae UT makcumanbHoe 4ncro HeycCneLwHbIX NonbITOK
ayTeHTVICbI/IKaLI,I/II/I C MOMEHTa nocnegHen YCHELLIHOVI NOonNbITKN ayTeHTVI(bI/IKaLI,VIVI noJsib3oBartena c
ﬂOCJ'Ie/J,yI'OLLI,ePI 6H0KVIpOBKOl7I NnonbITOK ayTeHTI/I(bVIKaLI,VIVI npwv npesbilLEeHNN YCTaHOBJIEHHOIO 3Ha4YeHUA.

ALMUHWCTPATOP AOJMKEH 3aAaTbh METPUKY KayecTBa Nnaponen, BKIoyatoLLyo TpeboBaHus K AnvHe
naponen, TpeboBaHNsA NO 3anpeLLeHnNto NCMOoNb30BaHUS onpeaeneHHbIX KOMOHaLUMIA CUMBOSIOB, @ Takke
TpeboBaHWsA K KAaTErOPMU UCMONb3yeMbIX CUMBOJIOB.
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TunoBble cxeMbl pa3BepTbiBaHUA

Kaspersky Industrial CyberSecurity for Nodes siBnsietcsa yacTtbio peweHunsa Kaspersky Industrial CyberSecurity.
PeweHnune Kaspersky Industrial CyberSecurity BkniovaeT cneaytowme yTmnutbl 1 NporpaMmabl:

e Kaspersky Security Gateway.

e Kaspersky Industrial CyberSecurity for Nodes.

e Kaspersky Industrial CyberSecurity for Networks.
e Kaspersky Security Center.

Mporpammbl Kaspersky Industrial CyberSecurity for Networks n Kaspersky Industrial CyberSecurity for Nodes
paboTaloT Ha pasHbIX YPOBHAX 8bideneHHOU cemu. BeiaeneHHas cetb Kaspersky Industrial CyberSecurity — aTto
YacTb NPOMbILLIIEHHON CETW, KOTOpasi BKIMOYAET KOMMNbIOTEPLI, NpegHa3HavYeHHble Ans paboTel Nporpamm
Kaspersky Industrial CyberSecurity ans sawutbl NPOMbILLSIEHHbLIX CUCTEM U BCIOMOraTefibHOro 000opyaoBaHus
(Hanpumep, KOMMYTaToOpOB).

Mporpamma Kaspersky Industrial CyberSecurity for Networks BeInoOnHAET MOHUTOPUHT 1 aHanM3 Tpaduka
npomebiwneHHon ceTu. MNporpamma Kaspersky Industrial CyberSecurity for Nodes, yctaHoBneHHas Ha yane
MPOMBILLNIEHHOW CETH, 3alULLAaET KOMMLIOTEP OT U3BECTHBIX YrPO3 KOMMNLIOTEPHON BE30MACHOCTU 1 KOHTpONMpyeT
uenocTHocTb npoekToB MK, BKNOYEHHbIX B 0611acTb NPOBEPKK.

Bbl moxeTe ynpaenaTb nporpammamMu Kaspersky Industrial CyberSecurity for Networks n Kaspersky Industrial
CyberSecurity for Nodes, pa3sepHyTbiM1 B OAHOM BblAENEHHONW CETU, C MOMOLLbI0 eanHon KoHconu
agMuHMUcTpupoBaHust Kaspersky Security Center. Bbl Takke MOXeTe HAaCTpOUTb Nepeaady AUarHoCTUYECKNX
OaHHbIX, NornyyeHHbIx oT nporpamm Kaspersky Industrial CyberSecurity for Networks n Kaspersky Industrial
CyberSecurity for Nodes, ns Kaspersky Security Center B cuctemy SCADA ¢ nomoLubto nporpammbl Kaspersky
Security Gateway (cm. pasgen "Vicnonb3oBaHue Kaspersky Security Gateway" Ha cTp. 883).

Kaspersky Industrial CyberSecurity for Nodes Bkntodaert:

o DyHKYUOHaNbHbIU MOOYIb — PUKCUpyeT MHpOpMaLUI0 O COCTOSHMU Y3M0B NPOMBILLMIEHHOW CeTH, a Takke
BbINOSHAET 3aLUMTY Y310B OT MHPOPMALIMOHHBIX Yrpo3.

e KoHcorb — ABnseTcs nokanbHbIM rpaduyeckum nHtepdencom nonb3dosatens. C nomoLbo KoHconu
Kaspersky Industrial CyberSecurity for Nodes Bbl MOXeTe ynpaBnsaTb paboTol nporpamMmmbl Ha y3nax
NPOMBbILLIIEHHOW ceTn. KOHCOMb MOXET yCTaHaBNMBaTLCS Ha KOMMbIOTEPE C YCTAHOBNEHHOW NPOrpaMmon
Kaspersky Industrial CyberSecurity for Nodes nnu Ha nio6om gpyrom KoMnbTEpPE 3aluiiaemon cetu. B
3TOM Cfyyae yrnpasreHue nporpaMmmMon ¢ NoMoLLbo KOHCoNK BbINONHAETCS yaaneHHo. Bl Takke moxeTte
yrnpaBnaTb HECKONbKUMU KOMMNbIOTEPaMU, KOTopble 3awumileHbl Kaspersky Industrial CyberSecurity for
Nodes, ¢ nomoLbio ogHon KoHconu.

Kaspersky Industrial CyberSecurity for Nodes dumkcupyeT cobbiTusa 6€30nacHOCTM Ha 3alymaemMbIxX y3nax u
nepepaet ux B KoHconb nporpammbl 1 KoHconb agMuHuctTpupoBaHns Kaspersky Security Center. Joctyn Kk
nokaneHon KoHconu nporpammel 1 k KoHconu agmuHncTpuposaHusa Kaspersky Security Center ocyuectsnsieTcs ¢
pabodyero mecTa cneuuanucta, HabnaatoLwero 3a TEXHONOrMYEeCKUM NPOLECCOM Ha MpeanpusaThm, a Takke ¢
pabo4yero mecTa crneyuanucTa no nHgopMalmoHHon 6esaonacHocTy.

B npumepe passepTtbiBaHus Kaspersky Industrial CyberSecurity for Nodes B coctaBe pelweHus Kaspersky
Industrial CyberSecurity (CM. puC. HWXe) BblieneHHasa ceTb Noka3aHa CUHUM LIBETOM, KOMMOHEHTbI
NMPOMBILLIIEHHON CETU NOKa3aHbl KpacHbIM LIBETOM. BapmnaHT cxembl pa3BepTbiBaHMSA 3aBUCUT OT OCODEHHOCTEN
KOHKPETHOW NPOMBILLINIEHHOM CETU, B KOTOPOW NNaHupyeTcs ycTaHoBKa nporpaMm pelueHnsa Kaspersky Industrial
CyberSecurity.
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2

TO4KM MOHMTOPHWHIA M
fononHuTensHoe ofopyLoBaHue
Kaspersky Industrial
CyberSecurity for Networks

Cepeep
€ YCTAHOBNEHHbLIM

TR N Kaspersky Industrial
CyberSecurity for Networks
1 D D D
TOYKM MOHMTOPMHIA Y3M0B NPOMBILLNEHHOA CETH Paboyee mecto Paboqese mecTo
(KOMMBLIOTEPLI ¢ YCTAHOBNEHHBIMMW AQMUHWCTpaTopa 0e30nacHOCTH Onepatopa SCADA
Kaspersky Industrial CyberSecurity for Nodes) (KOMMNBIOTEP € YCTAHOBMEHHLIM (€ yCTaHORMNEHHbIM

Kaspersky Security Center) Kaspersky Security Gateway)

CodepxaHue
40



kaspersky

Kaspersky Endpoint Agent

Kaspersky Endpoint Agent MOXXHO yCTaHOBUTb Ha oTAenbHbIe YCTporcTBa B UT-nHdpacTpykType opraHmsaumu.
Mporpamma ocyLecTBNSET NOCTOAHHBIN KOHTPOMb NPOLLECCOB, 3anyLLeHHbIX Ha 3TUX YCTPOMUCTBAX, OTKPbITbIX
CeTeBbIX coeaHeEHUN N nameHsieMblx channos. Kaspersky Endpoint Agent nogaepxkmsaeT B3anmMoaencramne co
cnegywowmmn pewweHunamu "Jlabopatopumn Kacnepckoro" ons obHapyXeHuUs CIoXHbIX yrpo3 (Hanpumep, LeneBbix
aTak):

e Kaspersky Endpoint Detection and Response Optimum 1.1.

Baanmopgencteue ocyLliecTBndaeTCca npun Hanm4dnm COOTBeTCTByPOLIJ,eVI JNTNUEH3UN.

e Kaspersky Anti Targeted Attack Platform 5.1.

Baaumopgencteme ocyulectensetca B pamkax Kaspersky Anti Targeted Attack Platform npu Hannuum
COOTBETCTBYHOLLEN NULEH3NN.

e Kaspersky Sandbox 2.0.

B3anmopgencteme ocywecTensietcsa B pamkax Kaspersky Anti Targeted Attack Platform npw Hanvuuim
COOTBETCTBYHOLLEN NNLEH3NN.

o Kaspersky CyberSecurity for Nodes 3.0, 3.1, 3.2 un Kaspersky CyberSecurity for Networks 3.1, 4.0, 4.0.1
nogaepxusatoT Kaspersky Endpoint Agent.

Mepepn yctaHoBkon Kaspersky Endpoint Agent Ha ycTpoicTBa ¢ onepaumoHHon cuctemon Windows XP
cnenyeT NpoOBECTM NUITOTHOE TECTUPOBAHME, YTODbI UCKIMIOYUTb PUCKK, KOTOPbIE MOTYT NOBMNUATL Ha paboTy
KPUTUYECKN BAKHBIX NPOrpaMm.
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AnnapaTtHblie U NporpaMmMHbie TpeboBaHUA

AnnapaTtHble 1 NporpaMmHble Tpe6oBaHus
MuHuManbHble annapaTtHble TpeboBaHus anst paboyen cTaHUuK:
e [lpoueccop: 1.4 [Ty (ogHOSAEPHBIN).
e OnepatuBHada namsatb: 17b.
e O6bem cBobogHoro mecta Ha gucke: 500 MB.
MuHuManbHble annapaTtHble TpeboBaHWs Ans cepsepa:
e [lpoueccop: 1.4 [Ty (ogHOSAEPHbIN).
e OnepartmBHas namsTb: 512Mb.
e (O6bem cBobogHoro mecta Ha aucke: 500 MB.
MopnepxuBaemMble onepaLMoHHble CUCTEMBI AN pabounx CTaHLWiA:
e Windows 7 SP1 Home / Professional / Enterprise / Ultimate 32-pa3psgHas / 64-pa3psigHas.
e Windows 8.1 Professional / Enterprise 32-paspsigHas / 64-pa3spsagHasi.

e Windows 10 RS3 (Bepcus 1703) Home / Professional / Education / Enterprise 32-pa3psgHas / 64-
paspsigHasi.
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Windows 10 RS4 (Bepcusa 1803) Home / Professional / Education / Enterprise 32-pa3psigHas / 64-
paspsigHas.

Windows 10 RS5 (Bepcusa 1809) Home / Professional / Education / Enterprise 32-pa3psigHas / 64-
paspsigHas.

Windows 10 (Bepcus 1809, LTSC 2019 32-paspsagHas / 64-paspsagHas.

Windows 10 19H1 (Bepcus 1903) Home / Professional / Education / Enterprise 32-pa3psiaHas / 64-
paspsigHas.

Windows 10 20H1 (Bepcusi 2004) Home / Professional / Education / Enterprise 32-pa3psiaHas / 64-
paspsigHas.

Windows 10 20H2 (Bepcusa 2009) Home / Professional / Education / Enterprise 32-pa3psaHas / 64-
paspsigHas.

Windows 10 21H1 (Bepcus 21H1) Home / Professional / Education / Enterprise 32-paspsgHas / 64-
paspsigHasi.

Windows 10 21H2 (Bepcust 21H2) Home / Professional / Education / Enterprise 32-pa3psigHas / 64-
paspsigHas.

Windows 10 21H2 (Bepcusi LTSC 2021) 32-pa3psigHas / 64-paspsagHasi.

Windows 11 21H2 (Bepcus 21H2) Home / Professional / Education / Enterprise 32-pa3psgHas / 64-
paspsigHasi.

I'Iop,p,epmmaaeMble cepBepHble onepaunoHHblIE CUCTEMbI:

Windows Server 2008 SP2 Standard / Enterprise 32-pa3psigHas / 64-paspsgHas.

Windows Server 2008 R2 SP1 Foundation / Standard / Enterprise 32-pa3psigHas / 64-pa3psagHas.
Windows Server 2012 R2 Foundation / Standard / Enterprise / Datacenter 64-pa3psagHas.
Windows Server 2016 (Bepcua 1709) Essentials / Standard / Datacenter 64-pa3psgHas.
Windows Server 2016 (Bepcua 1803) Essentials / Standard / Datacenter 64-pa3spsagHas.
Windows Server 2019 (Bepcua 1809) Essentials / Standard / Datacenter 64-pa3psgHas.

(
(
(
Windows Server 2019 (Bepcua 1903) Standard Core / Datacenter Core 64-pa3spsagHasi.
Windows Server 2019 (Bepcua 1909) Standard Core / Datacenter Core 64-pa3spsagHasi.
Windows Server 2019 (Bepcua 2004) Standard Core / Datacenter Core 64-pa3spsagHasi.
Windows Server 2019 (Bepcusa 20H2) Standard Core / Datacenter Core 64-pa3psigHas.

Windows Server 2022 (Bepcusa 21H2) Standard / Datacenter 64-pa3psigHas.

Flop,,qep»(MBaeMble BCTpanBaeMble ornepaunoHHble CUCTEMbI:

Windows 7 SP1 Embedded (POSReady 7) 32-pa3psagHas / 64-pa3psgHasi.
Windows 10 (Bepcua 1703) IoT Enterprise 32-pa3psaHas / 64-pa3psagHasi.
Windows 10 (Bepcus 1803) IoT Enterprise 32-paspsigHas / 64-pa3psagHasi.
Windows 10 (Bepcus 1809) IoT Enterprise 32-pa3psaHas / 64-pa3psagHas.
Windows 10 (Bepcus 1903) IoT Enterprise 32-paspsigHas / 64-pa3psagHasi.
Windows 10 (Bepcus 2004) IoT Enterprise 32-pa3psaHas / 64-pa3pagHas.
Windows 10 (Bepcus 2009) IoT Enterprise 32-pa3psigHas / 64-pa3psgHasi.
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e Windows 10 (Bepcusi 21H1) loT Enterprise 32-pa3psigHas / 64-pa3psgHas.
e Windows 10 (Bepcus 21H2) loT Enterprise 32-pa3psigHas / 64-pa3psgHas.
e Windows 10 (Bepcusi 22H2) 10T Enterprise 32-pa3psigHas / 64-pa3psgHas.
e Windows 11 (Bepcus 21H2) IoT Enterprise 64-paspsagHasi.
e Windows 11 (Bepcus 22H2) loT Enterprise 64-pa3psigHasi.

CnepytoLune onepawlmoHHble CUCTEMbI NOAAEPXKMBAIOTCH TOMbKO ANs cueHapueB uHTerpaumm ¢ Kaspersky
Industrial CyberSecurity for Networks:

e Windows XP SP2 Professional 32-pa3psaHas / 64-paspsagHas.

e Windows XP SP3 Professional 32-paspsagHasi.

e Windows Vista SP2 32-pa3psigHas / 64-pa3psgHas.

e Windows 8.0 Professional / Enterprise 32-pa3psagHas / 64-pa3spsagHas.

e Windows 10 (Bepcus 1507, LTSC 2015) 32-pa3psaHas / 64-pa3pagHas.

e Windows 10 22H2 (Bepcus 22H2) Home / Professional / Education / Enterprise 32-pa3psgHas / 64-
paspsgHas.

e Windows 11 22H2 (Bepcus 22H2) Home / Professional / Education / Enterprise 32-pa3psgHas / 64-
paspsgHas.

e Windows 10 (Bepcus 1607, LTSC 2016) 32-pa3psaHas / 64-pa3pagHas.

e Windows Server 2003 SP2 Standard / Enterprise / Datacenter 32-pa3spsaaHas / 64-pa3psgHas.
e Windows Server 2003 SP3 Standard / Enterprise / Datacenter 32-pa3psigHas / 64-pa3psagHas.
e Windows Server 2003 R2 Standard / Enterprise / Datacenter 32-pa3psigHas / 64-pa3psigHas.
e Windows Server 2012 Foundation / Standard / Enterprise / Datacenter 64-pa3psgHas.

e Windows XP Embedded SP2 (WEPOS) 32-pa3psgHas / 64-pa3psgHas.

e Windows XP Embedded SP3 (POSReady 2009) 32-pa3psgHas.

e Windows Embedded 8.0 Industry Pro 32-pa3psgHas / 64-paspsagHas.

e Windows Embedded 8.1 Industry Pro 32-pa3psigHas / 64-pa3psagHasi.

Mpu cozpaHum MHCTannsauMoHHoro naketa B Kaspersky Security Center Bepcun 12 v Bbilwe Ans yCTaHOBKM
Kaspersky Endpoint Agent Ha ycTporcTBa nog ynpasneHvem Windows XP Heobxogumo mcnonb3oBaTh hann
3anycka ycTaHOBKM (Setup.exe) n3 MHCTannaumoHHOro nakeTa, co3fgaHHoro B Kaspersky Security Center Bepcuu
10.5.

Cnepytowue onepaunoHHble CUCTEMbI NOAAEPXKNBAKOTCA TOMNBbKO AN cueHapueB MHTerpauun ¢ Kaspersky Anti
Targeted Attack Platform n cueHapueB nHterpauumn ¢ Kaspersky Endpoint Detection and Response Optimum:

e Windows 10 22H2 (Bepcus 22H2) Home / Professional / Education / Enterprise 32-pa3psaHas / 64-
paspsaHas.

e Windows 11 22H2 (Bepcus 22H2) Home / Professional / Education / Enterprise 64-pa3psiaHas.
e Windows Server 2022 Standard / Datacenter 64-pa3psigHasi.
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OrpaHuyeHus gnsa cueHapueB nHTerpauum ¢ Kaspersky Endpoint Detection and Response Optimum

Ecnu yctaHoBneH AreHT agmuHuctpupoBaHusa Kaspersky Security Center (klnagent) Bepcun 10.5 1 BbiLwme, HO
Hwxe Bepcumn 12.1, cueHapum nHterpauum ¢ Kaspersky Endpoint Detection and Response Optimum
NOAAEPKUBAKOTCH CO CrEeAYOLWUMN OrpaHNYEHNSIMUN;

e VIHdopmaLmsa o uenoyke pasBuTus yrpo3bl B CETEBOW CNUCOK He nepeaaeTcs.
¢ WHdopmauwms o pesynbTatax BbINoNHEHUS 3agay He nepegaeTcs B Kaspersky Security Center.

Ecnu yctaHoBneH klnagent Bepcuun 12.1 n Bbiwwe, Bce cueHapumn uHterpaumm ¢ Kaspersky Endpoint Detection and
Response Optimum nogaepxuatotcst 6€3 orpaHnYeHni.

[nsa ynpaBneHus nporpammoin Kaspersky Endpoint Agent ¢ nomoulbto Kaspersky Security Center Web Console
TpebyeTcs oavH 13 Gpay3epoB:

e Google Chrome gns Windows;
e Mozilla Firefox ans Windows;
e Google Chrome gns Linux;

e Mozilla Firefox ans Linux.

B Microsoft Windows XP AreHT agMUHUCTPUPOBAHMS MOXET HEKOPPEKTHO BbIMOMHATL cnegylowue onepaumm:

e 3arpy3ka obHOBNEHMIN HanpsaMyto ¢ cepBepoB "flabopaTopun Kacnepckoro” (ecnv BbINOSHSIET POSib TOYKM
pacnpocTpaHeHus);

e  dyHKUMOHMPOBaHMe B kavecTBe npokcu-cepsepa KSN (ecnu BbINOMHAET pofib TOYKU pacnpoCTpaHeHns);
e OoOHapyXeHune ya3BMMOCTelN NporpamMmm CTOPOHHWX NpounssoanTenen (npy ncnonb3oBaHnn CUCTEMHOTO

aaMVUHUCTPUPOBaHUS).

CoBmecTumocTb nporpammbl Kaspersky Endpoint Agent 3.15 ¢ npeabiaywmmm sepcusimm Kaspersky
Endpoint Agent

Ecnun Ha ycTponcTBe ycTaHoBneH 1 ncnonb3yetcs Endpoint Sensor Bepcumn 3.6.X B coctaBe Kaspersky
Endpoint Security, Heobxogumo oTkntounTb Endpoint Sensor nepen ycraHoBkon Kaspersky Endpoint Agent
BO n3bexaHne BO3MOXHbIX KOH(DSTMKTOB MEXAy nporpaMmmamu.

HocTynHa yctaHoBka nporpammbl Kaspersky Endpoint Agent 3.15 Ha ycTpoincTeo ¢ nporpammont Endpoint Sensor
Bepcun 3.5 1 HUXe, yctaHoBneHHow B cocTtaBe Kaspersky Endpoint Security. lNMporpammel paboTatoT He3aBUCUMO
1 6e3 KOHNNKTOB.

O6HoBneHne Kaspersky Endpoint Agent BO3MOXHO Ansi BEPCUI NPOrpaMmbl, YCTAHOBIIEHHbLIX B COCTaBe NporpaMm
Endpoint Protection Platform n yctaHoBneHHbix otaensHo. O6HoBneHne Kaspersky Endpoint Agent,
YCTaHOBMEHHON OTAENBHO, AOCTYMHO TONMbKO Ang Bepcuii 3.8 n Bbilwe. OGHOBMNEHME BbINOMHAETCA MyTEM
YCTaHOBKN HOBOW BEPCUN.

MnarunH ynpaenenuns Kaspersky Endpoint Agent 3.15 n Be6-nnaruH Kaspersky Endpoint Agent 3.15 coBmecTumbl ¢
Kaspersky Endpoint Agent Bepcuin 3.11 1 BbiLLe.
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OrpaHunyeHuna Kaspersky Endpoint Agent 3.15

B Kaspersky Endpoint Agent 3.15 n3BecCTHbI CrieayloLimne orpaHnYeHus.
OrpaHunyeHust ycTaHOBKM:

e [1nsa koppekTHon paboTbl Kaspersky Endpoint Agent Heobxogmma nogaepxka SHA-2 B Windows. INpu
nonbITKE YCTAHOBKN Ha OnepauuoHHyto cuctemy 6e3 nogaepxkn SHA-2 nossuTca npegynpexaeHne o6
OTCYTCTBMM NOAAEPXKKN, N fanbHenwas yctaHoBka 6yaet HEeBO3MOXHA.

e [lpun co3gaHmm MHCTaNNsUMOHHOro naketa B Kaspersky Security Center Bepcun 12 v Bbllwe Ansi yCTAHOBKU
Kaspersky Endpoint Agent Ha ycTpoincTtea noa ynpasneHuem Windows XP Heobxoammo ncnonb3oBatb
dhavin 3anycka ycTaHOBKM (setup.exe) U3 MHCTannsAuMOHHOro NakeTa, co3gaHHoro B Kaspersky Security
Center Bepcun 10.5.

e B Kaspersky Security Center Bepcun 13.2 u Bbilwe ans yctaHoBkm Kaspersky Endpoint Agent Ha
KomnbloTepbl nog ynpaenennem Windows XP Heob6xoaMMo ncnonb3oBaTh CTaH4APTHbIA AUCTPUOYTHB
Kaspersky Endpoint Agent 3.15, a He MHCTanNNALMOHHBIV NakeT, co3aaHHbii B Kaspersky Security Center.

e YCTaHOBLUUK HE MOXET OCTaHOBUTb CNYXDOY SOyuz 0O TeX NOp, NOKa He 3aBEPLUMTCH MHUUManu3auus
cnyx6bl. Hanpumep, ycTaHOBLUMK BO3BpaLlaeT ownbKy "HeBepHbIi naponb” npu NonbITke yaanutb Unu
N3MEHMUTb KOH(UrypaLmio NporpaMmMel cpasy Mocne 3aBepLUEHUs] YCTaHOBKM, Tak kak cnyxba soyuz He
3aBepLuua MHULManu3aumo N He MOXeT OblTb OCTaHOBIEHA.

e HeBo3MOXHO BoccTaHOBUTL Unu yaanutb Kaspersky Endpoint Agent ¢ ycTponcTtea, ecnu HapylueHa
LenocTHOCTL Moayns agent.exe (yTunuTa komaHgHon ctpoku Kaspersky Endpoint Agent).

e HeBoamoxHo 3anycTuTb YcTaHoBlwmKk Kaspersky Endpoint Agent Ha ycTpolicTBe ¢ onepaunoHHON
CUCTEMON, K KOTOPOW NpUMeHsieTcs akTMBHasi nonuTtuka Codelntegrity.

e [locne yctaHoBKM, BocCcTaHOBMNeHUs unu yaaneHns Kaspersky Endpoint Agent, pekomeHnayeTtcs
BbINONHWTL Nepesarpysky OC B brnivxavilee AOCTyNHoe BpeMs. T0 HeobXxoaAMMO, MOTOMY YTO YacTb
HacTpoek NporpaMMbl MOXeT ObITb 3aBepLUeHa TOMNbKO B MOMEHT 3anycka onepauyoHHON CUCTEMBI.

¢ [lpu nonbiTKe 3anycka YctaHoBLMKa Kaspersky Endpoint Agent ¢ npaBamu y4yeTHOM 3anucu
nonb3oBaTens, B UMEHWN KOTOPOro COAEPXKaTCs KUTanckne nepornugenl, paboTa YcTaHoBLUMKA
3aBepLuaeTcs owmnbKon. PekoMeHOyeTCcs BbIMOMHATL YCTAHOBKY NPOrpamMmmbl C paBamMm Y4eTHOW 3anmcu
Local System, Hanpumep, 3anyckatb YyCTaHOBKY cpeactBamu Kaspersky Security Center.

¢ B Kaspersky Endpoint Agent peanu3oBaHa yHKUMSA 3anycka 1 ucnosnHeHus cnyxobl Kaspersky Endpoint
Agent (soyuz.exe) ¢ npusHakom PPL (Protected Process Light). 3Ta dpyHkums obecnednBaeTcs
apansepom klelaml.sys. HapyweHwne uenoctHocTu gpansepa klelaml.sys npuBogut k cboto npu 3arpyske
onepauuoHHon cuctemMsl. B aTom cnydae pekomeHayeTcs MCNOMb30BaTb CUCTEMHbBIE YTUINUTbI
BoccTaHoBneHus Windows. OTcyTcTBue apariepa klelaml.sys npu BkntoyeHHoMm npusHake PPL ans
npouecca soyuz.exe He NpUBOANT K C6OK0 onepaLmMoHHON CUCTEMBI, HO Bbi3blBAaET aBapuUnHOe 3aBepLueHne
Kaspersky Endpoint Agent. B aTom cnyyae pekomeHayeTcs 3anyCcTuUTb YCTaHOBLLMK NpOrpaMmmbl Ans
BbIMNOSIHEHNSA BOCCTAHOBIEHNS B TUXOM pexume ¢ kntodom REINSTALL=Drivers.klelam.

e B cBonctBax nporpammbl Kaspersky Endpoint Agent B KoHconu agmunHucTpupoBaHus (B pasgene O6wme)
[laHHble O cTaTyce YyCTaHOBKM NporpaMmbl 0ToBpaxatTcst HEKOPPEKTHO.

e Ecnu onepaunoHHas cuctema aktuBmpoBaHa no koprnopatusHon nuueHsum (Volume License), To nocne
yctaHoBku Kaspersky Endpoint Agent n3-3a ycTaHOBKM ceTeBbIX ApaniBepoB NPOrpamMmmbl MOXET
notpeboBaTbCA NOBTOPHAst aKTMBALMSA ONepaLMOHHON CUCTEMBI.

(DyH KUMOHalbHblE OrpaHN4YeHnA:

e KoMnoHeHT 3anpeTa OTKpbITUS JOKYMEHTOB He 3anpeLlaeT OTKpbITUE OKYMEHTa, NoAnajatoLLero nos
KpUTEPUM NPUMEHSIIOLLLErOCS NPaBuma, el AOKYMEHT OTKPbIT € ucnonb3oBaHmem OLE-aBTomaTmsaumu.
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Ecnu npun HacTporike napaMeTpoB UCKITIOYEHUSA U3 CETEBOW nsonauumn anga kputepus "MNpunoxeHune"
ykasaHo 6onbLue ogHow nporpammel, Kaspersky Endpoint Agent paspelumT nogknioveHue Tonbko Ans
nepBow Nporpammbl U3 cnucka. CeTeBble MOAKIMIOYEHNS 118 OCTanbHbIX YKa3aHHbIX NporpaMm oyayTt
npourHopupoBaHbl. OrpaHu4yeHne BOCNPOM3BOANTCH MPU N30MALMM YCTPONCTB, paboTatoLwmx nog
yrnpasneHnem onepaunoHHbix cuctem Windows 7 n Windows Server 2008 R2.

[nsa o6bekToB, NOMeLLEHHbIX Ha kKapaHTWH nporpammon Kaspersky Endpoint Agent, He nogaepxvBaeTcs
oTnpaBka Ha aHanu3 B "JlabopaTtoputo Kacnepckoro" n3 kapaHtuHa Kaspersky Security Center.

B cekunsax napameTpoB Ansa ynpasneHus 4ocTynoM Ha ocHoBe ponen (RBAC) B KoHconu
aaAMUHUCTPUPOBAHNSA, B pasfernie ¢ npaBamu ynpasneHnsa nnarnHom Kaspersky Endpoint Agent
oTobpaatTcs praxku, COOTBETCTBYOLLME NpaBam "YTeHne" n "BbinonHeHne onepauun ¢ Bbldopkamm
YCTPOWCTB", KOTOpblE HE MPUMEHSAIOTCA K 6nokam napameTpos B Kaspersky Security Center. Ecnn Bbl
ycTaHoBUTE 3TU dnaxku, npaea "YteHne" n "BbinonHeHne onepauuin ¢ Bblbopkammn ycTponucTB" He byayT
OrpaHuYyeHbl Anst yKazaHHbIX Nofib3oBaTeNemn.

K HekoTopbiM cobbiTnam Kaspersky Endpoint Agent, koTopble ny6nmkytotcs B KoHconu
agmuHucTpupoBaHnus Kaspersky Security Center, He npuMeHsA0TCa UnbTPbl NPU NOCTPOEHMU BbIGOPOK
COGbITUN.

B cBonctBax o6bekTa, NOMELLEHHOro Ha kapaHTuH B penosuTtopui Cepeepa agMUHUCTPUPOBaHWS, B None
User 3anuceiBaeTcs umsi paboyen rpynnbl, a He MMS NoNb3oBaTens.

Ecnuv npu 3anycke rpynnoBbix 3a4ay BbICTaBEHO pacnuncaHune 3anycka MNpu 3anycke nporpaMmmel, B
NCTOPUN BBINOJSIHEHNS 3a4a4M CTaTyC BbINOMHEHUS 3a4a4n oOHOBMSIETCS C OTCPOYKOW. [1o aTON NpnymnHe B
HEKOTOPbIX Cry4asix B UCTOPUM BLINOSTHEHWST 3a4a4n He OyayT oTobpaxaTbCsi CTaTyCbl BbIMOMHEHUS
3agauu.

3anyck 3agaun Ayant 6e30nacHOCTV AOCTYNEH TOMbKO NMPU HAaNMYMM aKTUBHOIO NNLLEH3NOHHOTO KNkoYa
Kaspersky Industrial CyberSecurity for Nodes ¢ nuueH3noHHbIM 06bekTom ICS Audit.

OrpaHI/NeHI/Iﬂ TenemMmeTpun:

Mepen otnpaskon cobbitun tenemetpum Ha KATA Central Node nporpamma Kaspersky Endpoint Agent
COXpaHsieT AaHHble B ovepeab cobbituin. Kaspersky Endpoint Agent npekpaliaeT pa3mellaTtb cobbITHSA B
ovepean, ecnv pasmep ovepean HeobpaboTaHHbIX cobbiTun gocturaet 1Ib.

Mpu paboTte nporpammbl Kaspersky Endpoint Agent Ha ycTporicTBax ¢ onepaumoHHorn cuctemon Windows
7 nporpaMma MCKniovaeT U3 TeNeMeTpun faHHble O CETEBbIX COeANHEHUSAX, OTHOCALLMXCS K npoLeccam ¢
naeHtudpumkatopammn PID=4 n PID=0.

Ecnv nporpamma Kaspersky Endpoint Agent ncnone3dyeTtcs Ha 04HOM YCTPOMCTBE C NPOrpaMmon
Kaspersky Endpoint Security n B nporpamme Kaspersky Endpoint Security yctaHOBNeH KOMMOHEHT,
obecneunsaowmn pannosoe wudgposaHue (FLE), To nporpamma Kaspersky Endpoint Agent He
pervcTpupyeT cobbiTusa TeneMeTpum o 3arpyske mogynen (Loadlmage) n He oTnpaBnseT UX KOMMOHEHTY
KATA Central Node.

B onepaumoHHbIx cuctemax Windows XP n Windows Vista B coObITUsIX TenemeTpun, oTnpaBnsemblx Ha
cepBep cbopa TenemeTpum, MOXeT OTCYTCTBOBaTb HEKoTopas MHpopmauus o dannax. ATo CBA3aHO C
TEeM, YTO BO3MOXHOCTb MOSy4YeHMs HEKOTOPOW MHhopMaLuum o darinax nosisunace B 6onee no3gHMx
BepCUsX onepaunoHHbix cuctem MS Windows.

OrpaHunyenus ckannposanus |OC:

Mpu npoBepke MHOUKATOPOB KOMNPOMETaLUW, MONCK KOTOPbIX NpeanonaraeT pa3dbop TEKCTOBLIX CTPOK, MO
ycnoBuio "is" yunTeiBaeTCA Hanmumne npoberos, a Takke HEOOXOOUMOCTb 3KpaHMPOBaTb onucaHue
nHgukartopa B |OC-ganne cumonamm CDATA. Hanpumep, 4Tobbl 0OHapyXntb 06BEKT C KOMMPANTOM
"Copyright (C) 1998-2017 John Smith" no ycnosuto "is", Heob6xoaMMO ykasaTb OnMcaHue HauKaTopa B
cnepywouem dopmate: <Content type="string"><!{[CDATA[Copyright (C) 1998-2017 John
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Smith]]></Content>. [lns ynpoLweHnsi onucaHnsa MHANKAaTOPOB MOXKHO TaKke 1CMoNb30oBaTb YCIIoBUE
"contains".

Kaspersky Endpoint Agent moxeT aBaxabl oTobpaxaTb AaHHble 0 cpaboTaBLleM 06BbEKTE Npu BbIBOAE
pe3ynbTaToB 3agaym noucka IOC.

Mpu npoBepke ob6bekToB No I0C-gokymeHTy Fileltem Kaspersky Endpoint Agent nponyckaeT o6bekThI,
[OCTYN K KOTOPbIM OrpaHnyeH, Hanpumep annbl, C KOTOPbIMW HA MOMEHT NPOBEPKU paboTatoT Apyrue
nporpaMmmsbl. [nsa Takux o6bektoB Kaspersky Endpoint Agent Bo3BpallaeT noXHo-oTpuuaTenbHbIN
pesynbTaTt NPoOBEpPKU.

Mpn noucke NHANKATOPOB, BKNOHaloLmnx nepebop Mmoaynen, 3arpy>KeHHbIX B afpecHOe NPOCTPaHCTBO,
Kaspersky Endpoint Agent nponyckaeT cnyyaun, B KOTOPbIX cUCTEMA 3arpyaeT 64-paspsagHble MOaynu B
32-paspagHble npouecchl. Hanpumep, 3arpyska wowcpu64.dll B system32 nnu 3arpyska ntdll B system32
He OyayT obHapyxeHbl. OrpaHnYyeHne BOCMpPOU3BOAUTCH B onepaunoHHbix cuctemax Windows Server
2008 R2 1 Windows 7 x64.

OrpaHVNeva JloKkanm3auun:

Mpu HecoBnageHun nokanusauun Kaspersky Endpoint Agent n nnaruHa ynpasnenuns Kaspersky Endpoint
Agent B Kaspersky Security Center HekoTopble napameTpbl MOFyT HEKOPPEKTHO 0TOBpaxaTbCsl B BblBOAAX
KomaHA "show" B KOMaHOHYO KOHCOSb.

YTunura KomaHgHOM CTPOKM agent.exe He noaaepXmBaeT paboTy C KUPUNNMYECKMMU CUMBOMNAMM.
Hanpumep, ecnn B cnucke yanos Kaspersky Sandbox B napameTtpax Kaspersky Endpoint Agent ykasaH
y3er, agpec KOTOPOro COAEPXKUT KUPUNIMYECKNE CUMBOSbI, BbIBOA KOMaHAbl ——-sandbox=show MoxeT
coaepaTtb oLWmnbKu.

YcTtaHoBwuk Kaspersky Endpoint Agent n nnarvHa ynpaenexus Kaspersky Endpoint Agent
aBTOMAaTU4ecKn BbiIOMpaeT foKanm3awumnio NporpaMMbl HA OCHOBE PervoHanbHbIX MapameTpoB
onepauuoHHON CUCTEMbI Ha YCTPONCTBE, rAe BbIMONHAETCA YCTaHOBKa NporpaMmmbl Uv nnarmHa
ynpaBneHus:

e ecnv B onepaunoHHOW cucteme ncnorbayetcs nokanbs RU-RU, ycTaHaBnmBaeTcsa pycckasi Bepcus
Kaspersky Endpoint Agent unu nnaruHa ynpasneHus Kaspersky Endpoint Agent;

e  eCrfv B OMnepaLnoHHON cucTeMe ncnonb3dyeTcs nobas nokans, otnmyHas ot RU-RU, yctaHaBnnBaeTcs
aHrnunckasa sepcusa Kaspersky Endpoint Agent unu nnaruHa ynpaeneHus Kaspersky Endpoint Agent.

Jlokanusauusi nporpammbl BIMSET Ha A3blK TEKCTOB, UCMOMb3YyEMbIX MPWU ONUCcCaHUM MOAYMen Nnporpammsl B
cucTeme u npu nyénukaumm cobbiTuin paboTbl Nporpammel B XXypHan cobbiTuin Windows, 1 Ha oTyeThbl
Kaspersky Security Center. Jlokanusauusa nnarvHa ynpasneHus Kaspersky Endpoint Agent BrnivsieT Ha
A3bIK TEKCTOB, UCMOMb3yeMblX B MHTepdence nporpaMmmMbl B KOHCONN aaMUHUCTPUPOBaHUS (MHTepdenc
NOMWTUK, FPYNMOBbIX 3a4ay U CBOMNCTB NporpamMmmbl). Jlokanu3aumio nporpamMmmbl HeNb3s HACTPOUTb

BPYUHYIO.

O6paTtnTe BHUMaHWe, 4YTO Npu HECOBMNAAEHUN PErMOHarbHbIX NapaMeTpPOB Ha yNpaBriseMblX YCTPONCTBAX
M Ha YCTPOWCTBE C YCTaHOBMEHHbIM nnarMHom ynpaesneHua Kaspersky Endpoint Agent, nokanusauna
uHtepdpeiica Kaspersky Endpoint Agent B KoHconn agMUHUCTpUpOBaHUS 1 nokanuaaums cobbiTui,
nybnukyemMbix nporpammont B ot4eThbl Kaspersky Security Center, moryt He coBnagatb. Takke
nokanusaumsa nHrepdenca nporpammbl B KOHCONM agMUHUCTPUPOBAHMUS U NTIOKanun3awums coobITUR,
ny6nvkyemMbix nporpammon B otyeTbl Kaspersky Security Center, MoryT otnnyaTbcs OT fiokanusauum
nHTepdgenca KoHconu agMUHUCTpMpOBaHus 1 nHtepderica coemectumbix EPP B KoHconn
aAMWHUCTPUPOBAHWS.

B nHTepdence KoHconn agmunncTpupoBaHusa Kaspersky Security Center n Kaspersky Security Center
Web Console B pasgenax, cBs3aHHbIX C ynpasneHuem nporpammon Kaspersky Endpoint Agent, ans
HEKOTOPbIX ANIEMEHTOB YNpaBfeHnst TEKCT OTOOpaxaeTcsl B yCEYEHHOM BUAE.
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YctaHoBka u ynaneHune Kaspersky Endpoint Agent

OTOT pasgen coaepXnt nHdopmaumio o ToM, Kak yctaHoBuTb Kaspersky Endpoint Agent Ha ycTpoiicTBo, Kak
0BOHOBUTE NpeabIaYLLYHO BEPCUIO MPOrpamMMbl U Kak yaanute NporpaMmmy ¢ yCTPONCTBa.

B atom pasgene

MoprotoBka k yctaHoBke Kaspersky Endpoint AGeNnt.........cuuiii i 50
YcTtaHoBka Kaspersky ENdPOint AGENT........ooi i e 50
JlokanbHas yctaHoBka 1 yaaneHue Kaspersky Endpoint Agent ... 52
YcraHoBka Kaspersky Endpoint Agent ¢ nomoLubto Kaspersky Security Center ........ccccceeeeiiiiiiiiieeeeceennn, 56
YcTtaHoBKa cpeacTtB agMuHUCTpupoBaHus Kaspersky Endpoint Agent ... 58
O6HoBneHne npegbiayLen Bepcun Kaspersky Endpoint AGent.........oocuvvviiiiiiiiiiiiic e 59
BoccTtaHoBneHmne Kaspersky Endpoint AQENT .......oovvviiiiiiiiiee e 62
N3meHeHus B cucteme nocne yctaHoBku Kaspersky Endpoint Agent ..o 62

NMoarotoBkKka K yctaHoBKe Kaspersky Endpoint Agent

Mepepn yctaHoBkon Kaspersky Endpoint Agent Ha ycTpoiicTBO v obHOBNEHEM NpeabiayLLeln Bepcum
nporpaMmMbl NPoOBEpPbTE CreayLLme YCroBus:

BbINOMHEHWNE annapaTHbIX U NporpaMMHbIX TpeboBaHuii (cM. pasgen "AnnapaTtHble U NPOrpamMmmHbIe
TpeboBaHusa" Ha cTp. 42);

Hanu4yune npasB Ha yCTaHOBKY NporpaMmmHoro obecneyeHus.

Ecnu kakoe-nnbo n3 nepeyvyncrneHHbIX yCJ'IOBVII7I He BbINOJTHEHO, Ha 3KpaH BbIBOOAUTCA COOTBETCTBYHOLLEE
yBegoMIieHue.

YctaHoBKka Kaspersky Endpoint Agent

YcTtaHoBka Kaspersky Endpoint Agent moXeT ObITb BbINOMHEHA:

nokanbHO ¢ nomollblo MacTtepa yctaHoBku (cM. pasgen "YcraHoBka Kaspersky Endpoint Agent ¢
nomoLlblo MacTtepa ycTaHOBKM" Ha CTp. 52);

NoKarnbHO C NMOMOLLIbI0 KOMaHAHOW CTPOKM (CM. pa3fen "YcTaHoBKa, BOCCTaHOBMEHWE U yaaneHue
nporpaMmbl C MOMOLLIbKO KOMaHOHOW CTPOKK" Ha CTp. 52);

yaaneHHo ¢ nomolubto Kaspersky Security Center (cm. pasgen "YctaHoBka Kaspersky Endpoint Agent ¢
nomoLubto Kaspersky Security Center" Ha cTp. 56);

yOaneHHo C NMOMOLLbI0 pefakTopa yrnpasneHus rpynnosbiMy nonutukammu Microsoft Windows (nogpobHee
CM. Ha canTe Cnyx0bbl TexHUYeckorn nogaepxkn Microsoft).

Kaspersky Endpoint Agent
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Mpw yoaneHHoW ycTaHOBKe NapamMeTpbl YCTAaHOBKM MOXHO nepeaTb Npy NOMOLLKN KOHUrypaLmmoHHoro camnna
install_props.json. ns ato Heob6xoaMmMo npeaBapuTernbHO pa3mectutb dawn install_props.json B ogHo nanke ¢
c¢annom endpointagent.msi.

Koauposka dpanna: UTF-8. B cogepxvmom dainna nogaepxmeatrTcs ABa CUHTAKCKCa, NpUBEAEHHbIE B MpUMepax
HUDKE.

Wcnonbaynte napameTpbl EULA=1 n PRIVACYPOLICY=1, TONbKO €Crnv Bbl NOSIHOCTbIO NpoYmMTanu,
NnoHUMaeTe 1 NpuHumMaeTe ycrnoBus JIMLEH3NOHHOro cornatwleHns n MNMonnTukn KoHpuaeHuansHoOCTH.

Mpumep 1:
[Setup]

EULA=1
PRIVACYPOLICY=1

UNLOCK PASSWORD=<mnapoJib>

Mpumep 2:

{

"EULA":"1",
"PRIVACYPOLICY":"1",

"UNLOCK PASSWORD" :"<naposs>"

}
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JNokanbHasa yctaHoBKa u yaaneHue Kaspersky Endpoint Agent

OT0T pasgen cogepXnt nHdopmaumio o ToM, Kak yctaHoBUTb Kaspersky Endpoint Agent nokanbHo Ha yCTpoOWCTBE.

B atom pasgene

YcrtaHoBka Kaspersky Endpoint Agent ¢ TOMOLLBI0 MacTepa YCTAHOBKU .........vvveeririeeiaiiiee et e et e e 52
Ynanenue Kaspersky Endpoint Agent ¢ nomoLbto MacTtepa YCTaHOBKU U YOANEHUS ......ccevvveveeeieeeneneeenenn, 52
YcTaHoBKa, BOCCTAHOBIEHMWE Y yAaneHne nporpaMMbl C MOMOLLBIO KOMaHOHOM CTPOKM ...cceevvveeeereveeeennnne 52

YctaHoBka Kaspersky Endpoint Agent c nomowbio MacTepa ycTaHOBKMU

WHTepdelic MacTepa ycTaHOBKM NporpaMMbl COCTOUT U3 NOCNeA0BaTENbHOCTU OKOH, COOTBETCTBYIOLLMX LUaram
YCTaHOBKW MPOrpaMmbl.

» 4Umobbl ycmaHo8umMb ripogpaMmmy unu obHosuUmMb npedbidywyro 8epcuto rnpozpammbsl ¢ MOMOWbIO
macmepa ycmaHo8KU rpo2pammal,

ckonupynTe dann endpointagent.msi, Bxogawmin B KOMMNNEKT NOCTaBKN, HA YCTPONCTBO NOSib3oBaTesNs U
3anycTuTe ero.

3anycTutcs mactep YCTaHOBKU NPOrpaMmbi.

Mocne yctaHoBku nporpammbl Kaspersky Endpoint Agent Ha yCTpoNCTBO, MacTep YCTaHOBKMU MOXET ObITb
3anyLlieH Ha 9TOM YCTPOMCTBE B OOHOM U3 CreAyoLLUX PEXUMOB:

e BoccTaHoBneHue (BOCCTAHOBUTL MOBPEXAEHHbIE MOOYNN NPOrpaMmbl).

e YpaneHue (yaanutb NporpamMmmy c yCTPONCTBA).
YpaneHue Kaspersky Endpoint Agent c nomowbto MacTtepa ycTaHOBKU U yaaneHus
Bbl moxeTe yganuTb Kaspersky Endpoint Agent ctTaHgapTHeIMU CpeAcTBaMn YCTaHOBKU U yAareHus nporpaMmm

Microsoft Windows. [1ns yaaneHus nporpaMmmbl 3anyckaeTcsi MacTep, B pe3ynbtate paboTbl KOTOPOro ¢
ycTponcTBa OyayT yaaneHbl BCe KOMNOHEHThI NPOorpammei.

Bce gaHHble, KOTOpble NporpaMmma XpaHuT fiokanbHO Ha YCTPOWCTBE, Kpome (hainioB TPACCUPOBKM U JAMMOB
(cm. pasgen "OaHHble B havinax TpacCMpOoBKM U JaMnoB" Ha CTp. 84), yoanstTcs ¢ YCTPOUCTBa npu
yAaneHun nporpammbl.

YcTtaHoBKa, BOcCTaHOBJIEHUE U yAaneHune nporpamMmbl C noMoLlbO KOMaHOHOM CTPOKMA

Kaspersky Endpoint Agent MOXXHO yCTaHOBUTb M yAanuTb Npyv NOMOLLM Msi-nakeTa, 3a4asas Npyu 3TOM 3Ha4YeHUs
csowvictB MSI ctangapTtHbiM 06pasom. [NogpobHas nHdpopmauus 06 ncnonb3oBaHMM CTaHAAPTHBIX KOMaHA 1
Kntoyen yctaHoBLmka Windows coaepXmTcsl B JOKYMEHTauun, NpeaocTaBnsemMon koprnopaumen Microsoft.
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YctaHoBka Kaspersky Endpoint Agent

Hwxe npmueeneH npuMep yCtaHoBKM NporpamMmbl B HEUHTEPAKTUBHOM peXunme C napamMmeTpamMmm no ymondaHutio.

Mocne 3anycka ycTaHOBKM NporpaMmMbl B HEMHTEPAKTMBHOM PEXUME Balle yyacTue B NpoLecce YCTaHOBKU He
TpebyeTcs.

YcraHoBka Kaspersky Endpoint Agent B HemHTepakTuBHOM pexnme TpebyeTt npuHATUS JIMLeH3NoHHOro
cornatuenns u MNMonuTnkn kKoHpraeHUnaneHocTy. Vicnonb3ynte napameTpbl EULA=1 1
PRIVACYPOLICY=1, TONbKO €CNN Bbl MOJSIHOCTLIO MpOYMTanu, NoHMMaeTe 1 NpUHMMaeTe yCroBus
JInueHsnoHHoro cornawenmns u MNonnTukn KoHPULEHLMANbBHOCTU.

Mpumep:

msiexec /i endpointagent.msi EULA=1 PRIVACYPOLICY=1 USE AZURE SUPPORT=1
/an

Kaspersky Endpoint Agent
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Tabnuuya 1.

lMapamempsi komaHObI 05151 ycmaHosKku Kaspersky Endpoint Agent

MapameTp

OnucaHue

EULA

Ob6sa3aTenbHbI NapameTp. [NapameTp nepegaeT cornacme unm oTkas
OT ycnoBui JIMLEH3NOHHOIO CcornalleHusl.

3Ha4yeHus:
e 0 - oTKas;
e 1 — cornacue.

Ecnvn nepegaHo 3HadveHune 0, To ycTaHOBKa NporpamMmbl He
BbINOJTHSETCS.

PRIVACYPOLICY

O6s3aTenbHbit napameTp. NapameTp nepeaaeT cornacue UM oTkas
OT ycnoBui NonuTnkn KoHpMaeHLManbHOCTH.

3HavyeHus:
e 0—o0TKas;
e 1 — cornacue.

Ecnu nepegaHo 3Ha4vyeHune 0, To yCTaHOBKa nporpamMmmbl HE
BbIMOJTHAETCA.

USE AZURE SUPPORT

MapameTp ycTaHaBnMBaeT NpM3HaK UCMOSb30BaHNS
naeHTudpmkatopa umanyeckoro obopyaoBaHusa B Buae 3HavyeHus
napameTpa EnableAzureSupport
HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\E
nvironment 4ns onepaumnoHHbIX cUCTeM Ha nnatdopme xX86 unm
HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\KasperskyL
ab\SOYUZ\4.0\Environment ons onepaunoHHbIX CUCTEM Ha
nnartcgopme x64.

3HavyeHus:

o 0 — Kaspersky Endpoint Agent npu oTnpaske cobbITuii Ha cepsep
cbopa TenemeTpun B kKa4ecTBe 3Ha4YeHNs sensor_id B
oTnpaBnseMbIX 3anpocax cepsepy rnepenaeT naeHtTudukaTop
OC xocTa 13 peecTpa. 3Ha4yeHMe No yMOMYaHuio.

o 1 — Kaspersky Endpoint Agent npu oTnpaske cobbITuii Ha cepsep
cbopa TenemeTpun B kKa4ecTBe 3Ha4YeHNs sensor_id B
oTnpaBnseMbIX 3anpocax cepeepy nepegaeT naeHtudmkatop
BIOS xocra.

BoccrtaHoBneHue Kaspersky Endpoint Agent

Hwxe npvBeaeH NpMMep BOCCTAHOBMEHWUSI NPOrpamMMbl B HEMHTEPAKTUBHOM pexume. Mocne 3anycka
BOCCTaHOBIEHMS NPOrpaMMbl B HEMHTEPAKTMBHOM PEXMME Ballie y4acTue B NPOLECCE BOCCTAHOBMEHNS HE

TpebyeTcs.

msiexec /1 endpointagent.msi REINSTALL=ALL /gn
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YnaneHue Kaspersky Endpoint Agent

Hwxe npvBeaeH npumep yaaneHus nporpaMMbl B HEMHTEPaKTUBHOM pexume. [Nocne 3anycka yaaneHus
nporpamMmbl B HEMHTEPAKTVBHOM peXuMe Balle y4acTue B npouecce yaarneHus He TpebyeTcs.
Mpumep:
msiexec /i {5BFDCD15-145A-488F-B412-7E0DF597087D} REMOVE=ALL /gn
Ecnu nporpamma 3aluyiieHa naponem:

msiexec /i {5BFDCD15-145A-488F-B412-7E0DF597087D} REMOVE=ALL
UNLOCK_PASSWORD=<maposis> /gn

Bce gaHHble, KOTOpble NporpamMmmMa XpaHuT foKarbHO Ha YCTPOUCTBE, KpoMe (PalrroB TPacCUPOBKM U AaMMOB
(cm. pasgen "JaHHble B havinax TpacCMpoBKM U aMnoB" Ha CTp. 84), yoansiTcsa ¢ yCTPOUCTBa nNpu
yAaneHun nporpammbl.
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YctaHoBka Kaspersky Endpoint Agent ¢ nomowbio Kaspersky Security
Center

Kaspersky Endpoint Agent MOXXHO yCTaHOBWTL C MOMOLLbIO 3a4a4yv yaaneHHoW ycTaHoBKM B Kaspersky Security
Center. YcTaHOBKa COCTOUT U3 CneayoLmx 3Tanos:

1. CospgaHue uHcTannsauuoHHoro naketa (cM. pasgen "CosgaHue nHctannaumoHHoro naketa Kaspersky
Endpoint Agent" Ha cTp. 56).

2. CosgaHue 3agaydv yganeHHoun ycTaHoBku (cM. pasgen "CosgaHune 3agayn yganeHHOW yCTaHOBKM
Kaspersky Endpoint Agent" Ha cTp. 57).

Kaspersky Security Center Takke nogaepxvsaeT n gpyrne cnocobbl yCTaHOBKM NporpamMmm Ha rpynbl
ynpaensiembix ycTpoicTB. MoapobHee 06 ycTaHOBKE C NOMOLLbIO 3a4a4v YAaneHHOW YCTaHOBKM U O APYTnX
crnocobax ycTtaHoBku cM. B Cripaske Kaspersky Security Center.

Mpu co3pgaHum nHcTannsaumoHHoro naketa B Kaspersky Security Center Bepcun 12 1 Bbllie Ans yCTaHOBKM
Kaspersky Endpoint Agent Ha ycTpoincTtea nog ynpasneHnem Windows XP Heob6xoammo ncnone3oBath dann
3anycka ycTaHOBKM (setup.exe) 3 MHCTannsuMOoHHOro nakeTa, co3gaHHoro B Kaspersky Security Center
Bepcumn 10.5.

B aTtom pasgene
CospaHne nHcTannsaumoHHoro naketa Kaspersky Endpoint Agent ..., 56

CospaHue 3agaun yganeHHon yctaHoBku Kaspersky Endpoint Agent ..., 57

Co3paHue nHctannsaumoHHoro naketa Kaspersky Endpoint Agent

UHcmannsayuoHHbIlU nakem — Habop dannos, dopMUpyeMbIN ANA yaaneHHoW yCTaHOBKU NporpaMmbi
"TabopaTtopun Kacnepckoro" npu nomowum Kaspersky Security Center. IHCTannsiLMOHHbIV NaKeT COQEPXUT Habop
napameTpoB, Heob6XoANMbIX AMs YCTaHOBKM NporpamMmMbl 1 obecneyeHns ee paboTocnocobHOCTH cpasy nocne
ycTaHoBKU. IHCTanNsaUMOHHLIN NakeT co3fgaeTcs Ha OCHOBaHUK arina ¢ pacwupeHnem KUD, Bxoasuiero B
cocTaB gMcTpubyTrnea nporpaMmei.

CospgaHue nHcTannsaumoHHoro naketa B KoHconm aaMUHNCTPUPOBAHUA.

CospgaHue nHctannsaumoHHoro naketa B Web Console u Cloud Console.

Mpu co3gaHum nHcTannsumMoHHoro naketa B Kaspersky Security Center Bepcun 12 1 Bbilwe st yCTaHOBKU
Kaspersky Endpoint Agent Ha ycTpoincTea noz ynpasrneHunem Windows XP HeobxoamMmo ncnonb3oBath dann
3arnycka ycTaHOBKM (setup.exe) 13 MHCTanmnsauuoHHOro nakeTa, co3gaHHoro B Kaspersky Security Center
Bepcumn 10.5.
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Co3paHue 3agayum yaaneHHoun yctaHoBku Kaspersky Endpoint Agent

Insa ynaneHHon yctaHoBku Kaspersky Endpoint Agent ¢ nomouubto Kaspersky Security Center npegHasHaveHa
3afava YaaneHHas yctaHOBKa nporpammsl. [1ns ycTaHOBKM nporpamMmbl 3agava UCrnomnb3yeT UHCTaNMSLMOHHbIN
nakeT nporpammsbl (cM. pasgen "CosgaHue nHctannsaumnoHHoro naketa Kaspersky Security Center ¢
nonb3oartensckumm OVAL- nunn XCCDF-npaBunamun" Ha cTp. 274).

CosnaHue 3agaun yp,aneHHoﬁ YCTaHOBKU B KoHconu AOMUHNCTPUPOBAHUA.

CosnaHue 3agaun yganeHHon yctaHoBku B Web Console n Cloud Console.
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YcTaHoBKa cpeactB agMmuHuctpupoBaHus Kaspersky Endpoint Agent

OT0T pasgen coaepXnt nHdopmaumio 0 TOM, Kak YCTaHOBUTL niaruH ynpaeneHus Kaspersky Endpoint Agent ans
ynpaenenusa Kaspersky Endpoint Agent B KoHconu agMmuHuctpupoBanus Kaspersky Security Center (cM. pasgen
"YnpasneHue Kaspersky Endpoint Agent B8 KoHconu agmuHuctpupoanusa Kaspersky Security Center" Ha cTp. 114)
unu Beb-nnaruH ynpasneHusa Kaspersky Endpoint Agent ona ynpasneHunst Kaspersky Endpoint Agent B Kaspersky
Security Center Web Console.

B atom pasgene
YcTaHoBka 1 o6HoBneHne nnaruHa ynpaeneHusa Kaspersky Endpoint Agent ... 58

YcraHoBKa 1 obHoBneHne Be6-nnarnHa ynpaenenuns Kaspersky Endpoint Agent ........ccccooevviiiiiieeeecennnns 59

YctaHoBKa n o6HoBneHue nnarvHa ynpasneHusa Kaspersky Endpoint Agent
Ons ynpaenenusi Kaspersky Endpoint Agent B KoHconu agmuHmctpupoBaHusa Kaspersky Security Center (cm.

pasgen "YnpaeneHne Kaspersky Endpoint Agent B KoHconun agmunnctpuposanusa Kaspersky Security Center" Ha
cTp. 114) Bam noTpebyeTcs ycTaHOBUTL NnaruH ynpaenexHmsa Kaspersky Endpoint Agent.

» Ymobkl ycmaHosumb nnazuH yrpasneHus Kaspersky Endpoint Agent,

ckonupynTe cpann kicfginst.msi, Bxogsiwmun B KOMNIEKT NOCTaBKN, Ha YCTPOWUCTBO C yCTaHOBMEHHON KoHCorMbio
agMuHucTprpoBaHus Kaspersky Security Center u 3anyctute ero.

3anycTutcs mactep YCTaHOBKM NPOrpammbl.

O6GHoBNeHue Npeabiayllen ycTaHOBEHHOW Bepcum nnaruHa ynpaBneHusa Kaspersky Endpoint Agent

O6HoBNEHNE OOCTYNHO TOMBKO ANs nnarnHoB ynpasneHust Kaspersky Endpoint Agent Bepcun 3.7 v BbliLLe.

anI YCTaHOBKe MniiarnmHa Ha yCTpOVICTBO C yCTaHOBﬂeHHOVI rlpep,blp,yu.l,eﬁ BepCMeVI nnarnHa:

(] Bce 3HaueHus napameTpoB, NOJINTUKKU, TpynnoBble U NTOKalibHble 3aa4yn NepeHOoCATCA B HOBYHO BEPCUO
nnarnHa, a npegbiayulada yCtaHoBliEeHHaAA BepCcua ninarmHa aBToMaTu4eckn yoanaeTca.

e [lapameTpbl Kaspersky Endpoint Agent, koTopble Oblnu HE4OCTYNHBI B NpeablayLLIen BEPCUMK MnaruHa,
OOCTYMNHbI K HACTPOWMKE M UMEKT 3HAYEHUS MO YMOITHAHUIO.

YTtobbl NPUMEHNTb paHee HeOOCTYyNHblE NapamMeTpbl, Nocre 0OHOBMEHNA NNarnHa HeO6XO,EI,I/IMO
BHECTU N COXPaHUTb noboe n3MeHeHne B HY>XHYIO NOJIMTUKY UInn 3agavy.

e LllabnoHbl NONUTUK, co3aaHHbIE B npep,blp,yu.l,eﬁ Bepcun nnarvHa, OCTYyMNHbI B HOBOW Bepcuun nnarnHa.

Mpn co3gaHum HOBOW MOMUTUKM HA OCHOBE CTapon (hrnaxkok Afs corriacua ¢ ycrosusmMmu MNonoxeHus
0 KSN cHaAT. B yxxe co3gaHHOM NONUTHKE COCTOosIHME hnaxka gnsi cornacus ¢ MNMonoxeHnem o KSN
OCTaeTCs NPEXHUM.
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Bbl MOXeTe Mcnonb3oBaTh HOBLIV NarviH AN ynpasneHus npeabiaywmmMm Bepcusimmu nporpaMmmel Kaspersky
Endpoint Agent. Npu atom Kaspersky Endpoint Agent npeabigyLmx Bepcui He NoaaepXKUBaAET U He NPUMEHSIET
napameTpbl, NOSIBUBLLMECS B HOBOW BEpCUM NnnarvHa.

YcTaHoBKa n o6HoBneHue Be6-nnarvHa ynpasneHusa Kaspersky Endpoint Agent

Ona ynpaBneHusa Kaspersky Endpoint Agent ¢ nomoulsto Kaspersky Security Center Web Console Bam
notpebyeTcs ycTaHOBUTbL BeO-NnarnH ynpaeneHus Kaspersky Endpoint Agent.

Bbl MOXeTe ycTaHoBUTL BEB-nnarvH crnegyrowmmm cnocobamm:
e C nomouwso macTepa nepBoHayanbHon HacTporku Kaspersky Security Center Web Console.

e V13 cnncka gocTynHbix anctpmnbytneor B Kaspersky Security Center Web Console.

MoppobHas nHdpopmaumsa ob yctaHoBke BeB-nnarMHOB ynpaBrneHus AoCTynHa B cnpaske Kaspersky
Security Center https://help.kaspersky.com/KSC/13/ru-RU/176101.htm.

e 3arpysus auctpubytue B Kaspersky Security Center Web Console 13 cTOpoHHEro UCTouHuka.

[ns yctaHoBku Beb-nnarvHa Tpebyetca gobasutb ZIP-apxme agnctpmbytusa Beb-nnarnHa Kaspersky
Endpoint Agent B uHTepderice Web Console (IMapameTpbl KoHconn — Be6-nnaruHbl). Anctpmubytus Beb-
nnarvHa Bbl MOXeTe 3arpysuTb, Harnpumep, ¢ Beb-canta "Jlabopatopun Kacnepckoro".

O6HoBneHue npegbiayLen ycTaHOBNeHHOM Bepcumn Be6-nnaruHa ynpaBneHus Kaspersky Endpoint Agent

Mpwv ycTaHOBKe NnarvHa Ha YCTPOWCTBO C YCTaHOBMEHHOW Npeablayliei Bepcueit nnarvHa:

. Bce 3HauyeHus napameTpoB, NONIUTUKKU, rpynnoBble U NoKarbHble 3aavyn NepeHoCATCA B HOBYHO BEpCuto
nnarnHa, a npegbiayulad yCtaHOBJ1€HHaA BEPCUA niarmHa aBToMaTtu4eCckm yganaertca.

e [lapameTpbl Kaspersky Endpoint Agent, koTopble Oblnn HeAOCTYNHbI B NpeablayLLen Bepcun nnarnHa,
AOCTYNHbI K HACTPOWMKE N UMEIOT 3HAYEHUSA NO YMONYaHMIO.

YToObl NpYMEHUTb paHee HeOCTYMNHbIE NapaMeTpbl, Nocne 0GHOBMNEHMS MarMHa HeobxoaMMo
BHECTU U COXPAHUTb NIOB0E U3MEHEHNE B HY>KHYIO MONUTUKY UMW 3agady.

e LllabnoHbl nonMTUK, co3aaHHble B NpeablayLiein Bepcun nnaruHa, 4OCTyrnHbI B HOBOW Bepcun nnarnHa.

Mpn co3gaHmum HOBOW MOMUTUKN HAa OCHOBE CTapoWn hnaok Ans cornacua ¢ ycrosusamMu MNonoxeHus
0 KSN cHAT. B yXe co3gaHHoOn NonmTuKke CoCTosiHne doniaxka ans cornacus c MNMonoxeHnem o KSN
OCTaeTCs NPEXHUM.

Bbl MOXeTe ncnonb3oBaTh HOBLIN NNarvH Ang ynpaeneHus npeabiaymMmm BepcusiMm nporpaMmmbl Kaspersky
Endpoint Agent. Npu atom Kaspersky Endpoint Agent npeabiayLmMx Bepcuii He NoAAEPXKMBAET U HE NPUMEHSAET
napameTpbl, MOSBMBLUNECS B HOBOW BEPCUM NnarvHa.

O6HoBneHue npeabiaywen sBepcumn Kaspersky Endpoint Agent

O6HoBneHne Kaspersky Endpoint Agent BO3MOXHO Ans BEPCUIM NPOrpaMMbl, YCTAHOBIEHHbLIX B COCTaBe Nporpamm
Endpoint Protection Platform n yctaHoBneHHbIx otaensHo. O6HoBneHne Kaspersky Endpoint Agent,
YCTaHOBIEHHON OTAENbHO, OCTYMNHO TOMbKO Ans Bepcui 3.8 u Bblwe. OBHOBIEHWE BbINOMHAETCA NyTeM
YCTaHOBKN HOBOW BEPCUN.
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Mpn o6HoBneHnn Kaspersky Endpoint Agent gencTeytoLLas NMLEH3Ms aBToMaTnyeckn npumeHntes k Kaspersky
Endpoint Agent 3.15. Cpok gencteus nuueHsnn octaetcs 6e3 nameHeHuin. MNpu o6HOBNEHWM NporpamMmmbl C
NCTEKLLM CPOKOM AEWCTBUS NULEH3NN HOBas BEPCUS NPOrpaMmbl MOCMe YCTaHOBKU paboTaeT B pexume
OrpaHM4YeHHOW PYHKLUMOHanbHOCTK (CM. pa3aen "®yHKUMOHarbHbIe OrpaHUYeHNs MoCcre OKOHYaHus cpoka
OENCTBUSA NULEH3UKN" Ha CcTp. 72).

B npouecce yctaHoBkn Kaspersky Endpoint Agent 3.15 Ha yCTpOICTBO C YyCTaHOBSIEHHOM NpeablayLen Bepcuen
Kaspersky Endpoint Agent Bce gaHHbIe, KOTOpPbIE MOXHO NEPEHECTU, COXPAHSIOTCA U UCMOMb3YHOTCSA, a
npeablayliasi Bepcus nporpaMMbl aBTOMaTUYECKU yaansieTcs.

Ecnu Bbl ycTaHaBnusaete Kaspersky Endpoint Agent 3.15 Ha ycTponCTBO € yCTaHOBMNEHHOW NpeablayLlen
Bepcuen Kaspersky Endpoint Agent, ansa nogkntoueHus k Kaspersky Security Center n nepeHeceHnst gaHHbIX
npeablayLien Bepcumn B HOBYHO BEPCUIO HEOBXOAMMO CO3a4aTh YYETHYI0 3anuch. [1na y4eTHOM 3annucu ncnonb3yeTtcd
noruH no ymonyanuio AutolOC_Admin n naponb, 3aaaHHbIN Nofb3oBaTeneMm.

Mpu obHoBNeHnun npegplaywen sepcumn Kaspersky Endpoint Agent, 3awmwerHHon naponem, Heob6xognumo
nepedaTb YCTAHOBLUMKY 3TOT MAporib OOHWUM U3 CriegyoLwwmux cnocoboB:

e [lpu ycTaHoBKe NnokanbHO Yepes3 nHTepdenic Mactepa yctaHoBku (CM. pasgen "YctaHoBka Kaspersky
Endpoint Agent ¢ nomoLubto MacTtepa ycTaHoBKU" Ha CTPp. 52) unu B MHTEPAKTUBHOM peXUME Yepes
KOMaHZHYIO CTPOKY yKa3aTb Naposib HA COOTBETCTBYIOLLEM LUare.

e [lpu ycTaHOBKe NokanbHO Yepes KOMaHAHYI0 CTPOKY B HEMHTEPAKTUBHOM pexume (CM. pasgen "YcTaHoBKa,
BOCCT@HOBMEHWE U yaarneHue nporpaMmMbl C MTOMOLLbIO KOMaHOHOW CTPOKK' Ha CTp. 52) ykasaTb Nnaporb B
KayecTBe 3HayeHus kntoda UNLOCK PASSWORD.

e [lpun yctaHoBke yganeHHo 4yepe3 Kaspersky Security Center (cm. pasgen "YcTtaHoBka Kaspersky Endpoint
Agent" Ha cTp. 50) nepeaatb TEKYLLUMIA Naponb B NapaMeTpax UHCTaNALUMOHHOIO nakeTa.

Mpun o6HoBneHnun Kaspersky Endpoint Agent B coctaBe EPP moxHO nepefaTtb naponb B Ka4eCTBE 3HAYEHMUS
kntoya UNLOCK PASSWORD B KOHdUrypauvoHHoM dawne install_props.json.

Koauposka dpanna: UTF-8. B cogepxvmom hanna nogaepxmMBaloTca ABa CMHTaKcMca, NpMBeAEHHbIE B NpuMepax
HUXe.

WcnoneayinTte napametpel EULA=1 n PRIVACYPOLICY=1, ToNbKO €Cnu Bbl NOSIHOCTBIO NPOYUTany,
NOHMUMaETe 1 NpuHMMmaeTe ycnoBus JIMUEH3NOHHOro cornatleHms u MNMonnTnkn kKoHUaEHUNanbHOCTH.

[Setup]
EULA=1
PRIVACYPOLICY=1

UNLOCK_PASSWORD=<1apoJis>
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Mpumep 2:

{

"EULA":"1",
"PRIVACYPOLICY":"1",

"UNLOCK PASSWORD":"<mapojp>"

}

Maponb nporpammel, NnepegaBaemMbI Yepes KoHUrypaLumoHHbin dawnn install_props.json, xpaHuTcs B danine
B OTKPbITOM BuAe. Ytobbl CHU3NTL BEPOSITHOCTb HECAHKLMOHUPOBAHHOMO AOCTYMa K 3TUM AaHHbIM,
pekoMeHayeTcs orpaHn4nTb 4OCTYN K dpanny install_props.json n yganutb €ro ¢ yCTponcTea nocne ycTaHOBKM
1N obHOBMNEHUSA NPOrpamMMbl.

HauunHas ¢ Bepcum 3.10 B Kaspersky Endpoint Agent HET BO3MOXXHOCTU HACTPOUTb UCMONb30BaHNE CYKObI
Kaspersky Managed Protection (nanee KMP). Ecnu B npeabigyLLen yctaHoBrneHHoN Bepcun Kaspersky
Endpoint Agent ObIrio BktoveHO ncnonb3oBaHune cnyxbbl KMP, To nocrne o6HOBNEHMsI NporpaMmbl 40 BEPCUK
3.10 n Bbiwe cnyx6a KMP npogomkaeT pabotaTtb. [ocrne o6HOBMNEHMS Bbl MOXETE OTKINIOYUTL cryxby KMP
TOnbKO Npu nomowwm MNnarvHa ynpaesneHus Kaspersky Endpoint Agent unu Beb-nnaruHa Kaspersky Endpoint
Agent Bepcun Huxe 3.10.

Mpun ycTaHOBKe nNnarvHa Ha YyCTPOWCTBO C YCTAHOBEHHON NpeAbiayLlien Bepcren nnarnHa:

e Bce 3Ha4yeHus napameTpoB, NONIUTUKKU, rpynnoBble U NoKalbHble 3aavyn NepeHoCcATCA B HOBYHO BepCuto
nnarnHa, a npegbiayulad yCtaHOBJIEHHaA BepCua ninarmHa aBToMatu4eCckn yoanaeTca.

e [MapameTpbl Kaspersky Endpoint Agent, koTopble 6binn HEAOCTYNHbBI B NpeablayLLer Bepcumn nnaruHa,
OOCTYIMHbI K HACTPOMKE U MMEIOT 3HAYEHMS MO YMOSYaHMIO.

YToObI NPUMEHNTb paHee HeAOCTYyNnHbIE NapaMeTphbl, Nocre 0OHOBIEHNs nnarMHa Heob6xoaMmMo
BHECTU N COXPaHUTb ntoboe n3MeHeHne B HYXHYI NOJINTUKY UInn 3agady.

e LLlaGnoHbl NONUTUK, co3gaHHble B NpeapblayLieri Bepcun nnarnHa, AoCTYnHbl B HOBOW BEPCUU NnaruHa.

Mpun co3gaHmm HOBOW NOMIMTUKN HA OCHOBE CTapol (hraxok Ans cornacusi ¢ ycrnosusmu NonoxeHus
0 KSN cH#AT. B yxxe cosgaHHOW NONUTUKE COCTOsSIHME chraxka ang cornacus ¢ lNMonoxexHnem o KSN
OoCTaeTcsl NPEXHUM.

Bbl MOXeTe ncnonb3oBaTh HOBLIV NArvH 4N yNpasneHvs npeaplaywmmMmm Bepcusimmu nporpammbl Kaspersky
Endpoint Agent. INpu atom Kaspersky Endpoint Agent npeablaywux Bepcuin He NogaepXuBaeT U He NPUMeHSeT
napameTpbl, NOSIBUBLLMECS B HOBOW BEpPCUM NnaruHa.
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BocctaHoBneHue Kaspersky Endpoint Agent

YcraHoBwumk Kaspersky Endpoint Agent, 3anyLieHHbI Bamu B pexnme BocctaHoBneHve, npoBepsieT n
BOCCTaHaBMBAET LENOCTHOCTb BCEX MOBPEXAEHHBIX MOAYNEN NporpamMmmbl U KINOYen CUCTEMHOIO peecTpa,
CO34aHHbIX MPW YCTAHOBKE NpOrpammbl.

Bbl MOXeTe 3anyCTuTb YCTAHOBLLUK B peXnmve BOCCTaHOBJIEHUNA OAHUM U3 cleayrLwnx cnocoboB:

nokarnbHo ¢ nomolublo MacTtepa yctaHoBku Kaspersky Endpoint Agent (cm. pasgen "YctaHoBka Kaspersky
Endpoint Agent ¢ nomoLubio MacTtepa yctaHoBKku" Ha cTp. 52);

NOKanbHO C MOMOLLIbIO KOMaHAHOW CTPOkM (CM. pasgen "YCcTaHOBKa, BOCCTAHOBIIEHME U yaarneHne
nporpaMmbl C MOMOLLIbIO KOMaHAHOW CTPOKK" Ha CTp. 52);

yaaneHHo ¢ nomolbio Kaspersky Security Center, BbInOnHUB 0gHO 13 criegyrowwmx gencteni (nogpobHee
cM. B cripaske Kaspersky Security Center):

e ycTaHOBMB (hpraxok BbINONMHATL BOCCTaHOBNEHMe, ecrniv NporpaMmma yxe ycTaHoBreHa rnpu
CO34aHNN UHCTaNMSILMOHHOIO NakeTa;

e ykasaB napameTtp REINSTALL=ALL npu co3gaHUnN Nonb3oBaTEeNbCKOro NHCTanNALMOHHOIo nakeTa.

Ecnun yctaHoBLumk Kaspersky Endpoint Agent 3anyLueH B pexnme BOCCTaHOBIEHUS, a rnpogpamMma He
mpebyem 8occmaHo8/1eHUS, TO YCTAHOBLUMK HE BbIMOMHSAET HUKAKNX U3MEHEHWUI Ha YCTPOWCTBE.

Ecnn yctaHoBLmK Kaspersky Endpoint Agent 3anyLueH B pexnmMe BOCCTaHOBIIEHWS, a rpogpamMmma He
ycmaHosrieHa Ha ycmpoticmee, To 6ygeT 3anyLieHa ycTaHOBKa NporpamMmei.

Ecnu yctaHoBLmk Kaspersky Endpoint Agent 3anyLleH B pexrme BOCCTaHOBIIEHMSA NTOKarnbsHO C NOMOLLBIO
KOMaHOHOW CTPOKM UIu yaaneHHo ¢ noMoLsto ¢ nomollbto Kaspersky Security Center, a mapamempei
ycmaHoe/1eHHoU rnpoepaMMbl omauYaromes om rnapamempos, yKkazaHHbIX rpu 3arycke ycmaHosuuka, 10
3anycTUTCS PeXUM U3MEHEHUSA NapaMeTpOB YCTaHOBMEHHOW NPOrpaMmsbl.
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UsmeHeHnna B cucteme nocne yctaHoBku Kaspersky Endpoint Agent

Mpun yctaHoBke Kaspersky Endpoint Agent cnyx6a yctaHoBwwmka Windows BbINOMHAET Ha 3alumLaemMom
YCTPOWCTBE CriedytoLine N3sMeHeHns:

e cospgaet nanku Kaspersky Endpoint Agent;
e perucTpupyet B cucteMHoM peectpe kntoun Kaspersky Endpoint Agent;

e perucTpupyet cnyx6bl n gpansepbl Kaspersky Endpoint Agent.

Mankn Kaspersky Endpoint Agent Ha 3awuwaemomM ycTpomucTee

Mpwn yctaHoeke Kaspersky Endpoint Agent Ha ycTponcTBe co3gatoTcs crieayoLme nanku:

e 3apgaHHasg no ymonyanuto nanka yctaHoskm Kaspersky Endpoint Agent, cogepxalias ncnonHsemble
davinbl Kaspersky Endpoint Agent:

e B 32-x paspsagHon Bepcun Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Endpoint Agent\
e B 64-x paspagHon Bepcun Microsoft Windows: %ProgramFiles (x86)%\Kaspersky Lab\Endpoint Agent\
o [lanka, copgepxawasn gpaneepbl Kaspersky Endpoint Agent(x86):

e B 32-x paspsagHon Bepcun Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Endpoint
Agent\drivers\<sepcus_OC>\<ums gpariepa>

e B 64-x paspsagHon Bepcun Microsoft Windows: %ProgramFiles (x86)%\Kaspersky Lab\Endpoint
Agent\drivers\x64\<sepcus OC>\<nms gpavisepa>

e [ankn, cogepxawme dannbl I0C:

e B 32-x paspsgHon Bepcun Microsoft Windows:

%ProgramFiles%\Kaspersky Lab\Endpoint Agent\openioc

%ProgramFiles%\Kaspersky Lab\Endpoint Agent\openioc\1.0

%ProgramFiles%\Kaspersky Lab\Endpoint Agent\openioc\1.1
e B 64-x paspsgHon Bepcun Microsoft Windows:
o  %ProgramFiles (x86)%\Kaspersky Lab\Endpoint Agent\openioc
o %ProgramFiles (x86)%\Kaspersky Lab\Endpoint Agent\openioc\1.0
o %ProgramFiles (x86)%\Kaspersky Lab\Endpoint Agent\openioc\1.1
e [lankn, cogepxawme cnyxebHole cannbl Kaspersky Endpoint Agent:
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data
o  Y%ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Cache
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Cache\lmages
o  Y%ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Cache\Queue
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Cache\Queue\Kata
o  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Cache\Queue\Kmp
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Cache\Queue\Syslog
o  Y%ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\Hunts
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e  Y%ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Data\killchain
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Settings
o  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Tasks
o  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\DSKM
o  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Temp
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Temp\Tasks
o  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Bases
e [lanka, cogepxallas cnyxebHble hannel ons paboTel ¢ Kaspersky Security Network.
o  %WALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Ksn
e [lanka, cogepxawias dannbl, NOMELLEHHbIE Ha KAapaHTUH:
o  UWALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Quarantine
e [lanka, cogepxalias dannbl, BOCCTAHOBIEHHbIE U3 KapaHTMHA:
o  UWALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Restored
e [lanka, cogepawias dannbl koHdurypauumn nonutmukn Kaspersky Security Center:
o  WALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Policy
o [lanku, cogepxalume cnyxebHole dannbl ansa pabotsl ¢ Kaspersky Sandbox:
o  WALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Sandbox
e  %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Sandbox\Queue
e Manka, cogepxallas gainb 06HOBNSEMbIX KOMMNOHEHTOB:
o  %WALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0\Update
e [lanka, cogepxaluas dpannsl SprbIKoB Ans MeHto yck:

o  %WALLUSERSPROFILE%\Microsoft\Windows\Start Menu\Programs\Kaspersky Endpoint Agent

Cnyx6b1 n gpanBepbl Kaspersky Endpoint Agent

Cnegaytowme cnyx6bl Kaspersky Endpoint Agent pernctpupytotca n 3anyckaroTcs Nog CUCTEMHOW y4eTHON
3anuceto (SYSTEM):

e SOYUZ.exe — ato ocHoBHas cnyxba Kaspersky Endpoint Agent, koTopast ynpaBnsieT 3aga4amu un
pabounmun npoueccamu nporpammbl, obecnevmsaeT B3anmogenctTene mexay Kaspersky Endpoint Agent un
koMmnoHeHToMm Central Node.

¢ ANGARA.dIl (ucnonHsieTcs B proton.exe) — aTo cnyx0ba, koTopas obecrnedvMBaeT B3aMMOLENCTBUE MEXY
Kaspersky Endpoint Agent n EPP B cueHapusax uHterpaumm ¢ Kaspersky Sandbox.

Cnepyowue gpansepbl Kaspersky Endpoint Agent pernctpupytotcsa Ha ycTponcTse:
e kisnsr.sys — aTo gpariBep Ans pabdoTbl ¢ TpaccupoBkor cobbiTun Windows (ETW).

e Kkincap.sys — 310 aHanmsaTop ceTeBbIx NakeToB ETW.

Mpwn yctaHoBke Ha ycTponcteo ¢ OC Microsoft Windows XP BmecTo kincap.sys peructpupyetcs
opansep kincapxp.sys.
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Kntoun cuctemHoro peecTpa

B pesynbtate ycraHoBkn Kaspersky Endpoint Agent cosgatoTcsa crneaytoLume Kroym CUCTEMHOMO peecTpa:

Kntoum cucteMHoro peectpa ykasaHbl B PeAcTaBneHnmn anst 32-paspsiaHbiX NPUoXeHui.

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\Connectors\SOYUZ\4.0.0.0\ProdD
isplayName]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\Connectors\SOYUZ\4.0.0.0\ProdV
ersion]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\Connectors\SOYUZ\4.0.0.0\Conn
ectorVersion]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\Connectors\SOYUZ\4.0.0.0\Conn
ectorFlags]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\Connectors\SOYUZ\4.0.0.0\Nage
ntMinVer]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\Connectors\SOYUZ\4.0.0.0\Conn
ectorPath]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\SOYUZ\4.0.0.0\Installer\Uninstall
String3]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\SOYUZ\4.0.0.0\Installer\Uninstall
String3KPD]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\Components\34\SOYUZ\4.0.0.0\Installer\ProductC
ode]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\NoPPL]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\BFESDDL]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\CrashDump\Enable]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\CrashDump\Folder]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\CrashDump\Enable(Example)]
e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\CrashDump\Folder(Example)]
e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Environment\EnableKillChain]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Environment\SvmUpdateMode]
e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Environment\MsiPath]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Environment\AgentPath]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Environment\EventsExpirationTimeout
]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\Install\InstalllD]
e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Install\InstallTime]
e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Install\InstallLCID]

Kaspersky Endpoint Agent

65




lkaspersky

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Install\InstallLocalization]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\Install\InstallPlatformType]
e [HKEY_LOCAL_ MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Install\Version]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZz\4.0\Trace\Configuration]

e [HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\SOYUZ\4.0\Trace\Configuration(Example)]
e [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZz\StartMenu]

e [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZzZ\UninstallShortcut2]

e [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZ\RelNotes]

¢ [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZ\License]

e [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZ\Ksn]

e [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZ\Kmp]

e [HKEY_CURRENT_USER\Software\KasperskyLab\SOYUZ\ProductUrl]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\angara]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\klelami]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\kincap]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\klncapxp]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\klsnsr]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\vostok]

e [HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\soyuz]
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INTnueH3npoBaHMe NPUNOXeHUs

OTOT pasgen coaepXxuT MHdopmMaunio 06 OCHOBHbLIX MOHATUSIX, CBA3AHHbIX C NTULLEH3MPOBAHMEM MPUITOXEHNS
Kaspersky Endpoint Agent.

B ceptudmumposanHor Bepcun Kaspersky Endpoint Agent gonyckaeTcs TonNbko aktuBaums ainom Koya.
MHble cnocobbl akTMBaL MW BEAYT K BbIXOAY NPUIOXKEHUS U3 6€30MacHOro COCTOSIHUS.

B aTtom pasgene

O JIVLEHBNOHHOM COTTIALLEHMIM ...ttt esiteesateeesite e st e et e e sabe e e abe e e see e sab e e e shbeessbe e e be e e smbe e e abeeenbneeebeeesnneennneas 67
O I 3 1 TR T=Ta < 1 PP PPOPPRPRPPRS 67
O NNLEH3NOHHOM CEPTUMIMKATE ...eeuevererireeireesuteeesiteeasseeateeesssesasseeaasseessseeessbeeasbeeabeeesmbeeaabeeennneesbeeesnneesnneas 68
O TALLEHBMOHHOM KITHOUE ....cuutieiutitesttee sttt etseessteeessbeessseeateeesabe e e se e e see e sab e e e ah b e e emb e e e b e e e ambe e e beeenbneesnbeeennneennneas 68
Ol oF= 17 1 Ll 1o LT F S PP PSP PP R UOPPPTP 69
AkTnBaumns Kaspersky ENdpoint AGENT..... ..o 70

O JInueH3MOHHOM cornawieHumn

JluyeH3uoHHoOe coenaweHue — 3TO puanyeckoe cornatueHne mexay samu n AO "Jlabopartopus Kacnepckoro”, B
KOTOPOM YKa3aHO, Ha KaKux YCIoBUAX Bbl MOXeTe UCMOJ1b30BaTh nNporpamMmmy.

BHMMaTENBHO 03HAKOMBTECH C YCNOBUAMM JIMLEH3NOHHOrO cornalleHnst nepes Havyanom paboTsl ¢
nporpaMmon.

Bbl MOXeTe 03HAaKOMUTLCSA C ycnoBuamMu JIMLEH3NOHHOro cornalleHuns cnenyowmmMmn cnocobamu:

e Bo Bpewms yctaHoBku Kaspersky Endpoint Agent.
e [lpountaB AOKYMEHT license.txt. 3TOT AOKYMEHT BKIMOYEH B KOMMNEKT NOCTaBKN NpOrpammei.

Bbl npvHMMaeTe ycnosus JIMLIEH3MOHHOTO CornalleHuns, NoaATBepxXaasi CBoe corfnacue ¢ TeKCTOM JIMLEH3MOHHOro
cornalleHus Bo BpeMs YCTaHOBKM nporpammbl. ECMv Bbl He cornacHbl ¢ yCnoBusamMm JINLEH3NOHHOO CornalleHus,
Bbl JO/MKHbI NPepBaTh YCTaHOBKY NpOrpamMbl U He AOMKHbI MCMOSb30BaTb NporpaMmy.

O nuueH3un

JluyeHsusi — aTo orpaHun4eHHoe no BpemMeHu rnpaBo Ha UCnosib3oBaHMe nNporpamMmmMbl, npeaocrtaBndeMoe BaM Ha
OCHOBaHWUK JINLEH3MOHHOIO cornalleHust.
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JInueHausa BkrntodaeT B cebs npaBo Ha nojiydeHune criegyrwmnx sBuaoB ycnyr:

e  1CMONb30BaHME NPOrpaMmbl B COOTBETCTBUM C YCOBUAMM JIMLLEH3NOHHOTO COrnaLleHus;
e  [ONydYeHne TEXHUYECKOWN NoaaepKKu.

O6bemM NpedocTaBnsieMbiX YCIYr U CPOK UCMOMb30BaHUS MPOrpamMmMbl 3aBUCST OT TUMA SIMLEH3UW, MO KOTOPOIA
Oblna akTUBMPOBaHa NporpaMma.

MpeaycmoTpeHbl crieayowwmne TUnbl NULLEH3UIA:

. ,_IpO6HaFI — BecnnartHasi NMUeH3us, npegHa3Ha4vyeHHaa onda o3HakoMIieHud ¢ HpOFpaMMOVI.

MpobHasa nuueHsns nmeeT HebOMNbLLON CPOK AencTBus. [1o ncteueHmn cpoka aencTenst NPo6HOM NULIEH3UM
Kaspersky Endpoint Agent npekpallaeT BbINOSHATbL BCE CBOM OYHKLUMKN. YTOOLI NPOOOIMKNTL
UCMNOMb30BaHNe NporpamMmmbl, Bam HY)XHO NPUOBPECTN KOMMEPYECKYHO FNNLIEH3NIO.

Bbl MOXeTe akTMBMpPOBaTL NPorpaMMy no NPoOBHOM NMLEH3MN TOMNbKO OAUH pas.
o Kommepyeckasi — nnaTHas NUUeHs3us, npegocTaensemas npu npruobpeTeHMn nporpaMmbl.

Mo ncTteyeHnn cpoka OEeNCTBUSA KOMMEPYECKON NULEH3UN NporpammMa npogornkaeT paboTy, HO ¢
OorpaHn4yeHHON (PyHKLMOHANbHOCTLIO (Hanpumep, HeJocTynHo obHoBneHne 6a3 Kaspersky Endpoint
Agent). UTobbl npogomknte ncnonb3oBaHne Kaspersky Endpoint Agent B pexxvme nonHon
PYHKLMOHANbHOCTH, BaM HY>XHO NMPOASIMTbL CPOK AENCTBUS KOMMEPYECKON NNLIEH3NN.

PeKOMeH,EI,yeTCH npoaneBaTtb CPOK OEeNCTBMS NMNLEH3UN He No3QHeEe AaTbl ero OKOHYaHUS, YTOObI
obecneuntb MaKCMMalibHYyro 3alluTy OT Yyrpos KOMI'IbPOTepHOﬂ ©e3onacHocTu.

O nuueH3noHHOM cepTudukaTe

JluuyeH3UOoHHbIU cepmugbukam — 3TO AOKYMEHT, KOTOPbIV NepenaeTcs BaM BMeCTe ¢ hannom Kroya .
B JlvueH3noHHOM cepTudukate cogepxmntcsa cnegyrowasa nHpopmaums o npeaocTasnsaeMon SMUeH3NNn:

e  JIULEH3VOHHbIW KMY UMW HOMEP 3aKas3a;
e VHcopMaLMs 0 NoNb3oBaTene, KOTOPOMY NPeAOCTaBNSETCS NMULEH3US;
e MHJOPMaLMA O NPUMOXKEHUN, KOTOPOE MOXHO aKTUBMPOBAThL MO NPEAOCTABNAEMON NMULEHINN;

e OrpaHM4eHue Ha KONMMYECTBO eAUHUL, NINLEH3MPOBAHUS (HanpuUMep, YCTPOMCTB, Ha KOTOPbLIX MOXHO
1cnosb3oBaTh NPUMOXeHWe No NPeSoCTaBNSeMON NMULEH3UN);

e [aTa Havana cpoka AeWCTBUS NINLEH3UN;
e [aTa OKOHYaHWsi CpoKa AeNCTBMSA NULIEH3UN MU CPOK AeNCTBUSA NULIEH3UN;

e TUN NNLEH3NN.

O NMUEeH3UOHHOM KNloYe

JluueH3UOHHbIU KoY — NOCNeaoBaTeNIbHOCTb OUT, C MOMOLLIbKO KOTOPOW Bbl MOXETE akTUBMPOBATL M 3aTEM
NCMNonb30BaTh MNPUIOXEHWE B COOTBETCTBMU C YCNOBUSIMU JTMLLEH3NOHHOTO cornallieHnst. JTIMLEH3NOHHbIV KoY
co3gaeTtcs crneunanuctamm "fNlabopaTtopun Kacnepckoro”.

Bbl MoxeTe 0o06aBUTb NULEH3MOHHbIN KMOY B NPUITOXeEHWe, NPUMEHNB ¢halinl Krtoya. JINLUEH3MOHHbIN KITtod
oToGpakaeTcs B MHTEPMENCe NPUMOXEHNS B BUAE YHMKAIbHOW OYKBEHHO-LMGPOBOW NOCNe0BaTENbHOCTH,
rocrne Toro Kak Bbl JOOaBUnNu ero B NpunoXeHue.
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JIMLEeH3NOHHBIN KItod MoXeT BbITb 3abnokmMpoBaH "flabopaTopuen Kacnepckoro”, ecnu ycnosus JIMLeH3noHHOro
cornalleHnst HapyLieHbl. Ecnn NnUMuUeH3noHHbIN Koy 3abroknpoBaH, Ans paboTtel npunoxeHnsa Tpedyertca
006aBnTb APYron NIMUEH3NOHHDBIN KITHOM.

JINLLEH3MOHHBIV KITHOY MOXET ObITb aKTUBHBIM Y AONOMHUTENBHBIM (MU Pe3ePBHbIM).

AKMUBHBbIU NTUYEH3UOHHBbIU KITH0Y — NALLEH3VNOHHBIN KINIOY, UCMOMb3YyEMbIN B TEKYLLMIN MOMEHT Ansi paboTbl
npunoxeHusi. B kayecTBe akTMBHOro MOXeT ObiTb A06aBNEH NMMLEH3MOHHBIV KITHoY AN NPOOHOM unu
KOMMeEPYECKON NnnueH3nn. B npnnoxeHnm He MoXeT ObITb BorblIe OAHOro aKTUBHOTO JNIMLIEH3MOHHOTO Kitoya.

LononHumenbHbil (Unu pe3epsHbili) MUUEH3UOHHbIU KoY — NTMUEH3NOHHBIN KoY, NoATBEPXXAAIOLWMIA NpaBo Ha
NCNONb30BaHNE MPUNOXEHMUS, HO HE UCMOMNb3YEMbIN B TEKYLLUA MOMEHT. [JONONHUTENbHbIN NULEH3NOHHbIN KoY
aBTOMaTUYECKM CTAHOBUTCH aKTUBHbIM, KOra 3akaH4YMBaeTCs CPOK AENCTBUS NULEH3UN, CBA3AHHOW C TEKYLLMM
aKTUBHbIM NTULEH3UNOHHbLIM KMOYOM. [ONONMHNTENBHbIN NIMLEH3NOHHbIN KIto4 MOXET ObiTb 400aBMEH TONbKO Npwu
HanM4YUM aKTUBHOTO NULIEH3MOHHOIO Krto4a.

JINLEH3MOHHBIV KITHoY ANs NPOOHONM NMLEH3UN MOXET ObITb 00aBMNEH TONBbKO B KAYECTBE aKTUBHOMO
TNNLUEH3MOHHOTO KrtoYa. JIMLEH3NOHHBIN KoY Anst NPOOGHOWM NULIEH3MM HE MOXET ObiTb 0OaBNEH B KayecTBe
JOMONHUTENBHOIO NULLEH3MOHHOIO KIlto4a.

O danne knro4a

@alin knroya — 310 dhann ¢ paclumpeHnem key, koTopblli Bam npegoctasnseT "JlabopaTtopust Kacnepckoro”. ®ann
Kntoya npegHasHadeH ansg nobasneHms NMUEH3NOHHOIO KNoYva, akTUBMPYOLLEro NporpaMmy.

Bbl nonyyaeTte dann knova no ykazaHHOMY BaMu agpecy 3MeKTPOHHOM NoYThbl nocne npuobpeteHmns
NpPOrpaMMHOro peLleHunsi, B COCTaB KOToporo BxoanTt Kaspersky Endpoint Agent, unu nocne 3akasa npo6Hou
BEPCWM 3TOro MPOrpamMmMHOroO peLleHus.

YUT06bl aKTUBMPOBATL NporpamMmy ¢ NOMOLLbIO chaina krtoda, He TpebyeTcs NoaktYeHe K cepBepam akTuBaLmm
"NabopaTtopum Kacnepckoro".

Ecnu cbann knoya Obin criyyariHo yaaneH, Bbl MOXETE ero BOCCTaHOBUTL. Pain krova MoxeT noTpeboBaTbCs
BaM, Hanpumep, Ans permctpauun B Kaspersky CompanyAccount.

[ns BoccTaHoBNeHuns danna Knova BaM HY>XHO 06paTUTbCH K NpoAasLy NULEH3NN.

Kaspersky Endpoint Agent
69



kaspersky

AktuBauusn Kaspersky Endpoint Agent

OT10T pasgen cogepxnt nHgopmauuio 06 aktmeauumn Kaspersky Endpoint Agent.

B atom pasgene

YnpaBneHue aktnaumen Kaspersky Endpoint AQeNt... ... i 71

(DyHKLI,VIOHaJ'IbeIe orpaHmn4eHund nocrie OKoOH4aHua cpoka OENCTBUS NMULEHBUN ...

MPOCMOTP MHPOPMALUN O OENCTBYIOLLEN JIULLEHBMM .....ceeeeeeeeeeeeeee et eeee et ettt et e e eeeeeeee et eaeaeaeeeeeaeeeeeaeeeeeeeeaeeees
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YnpaBneHue aktuBauuen Kaspersky Endpoint Agent

Bbl moxeTe aktuBnpoBaTb Kaspersky Endpoint Agent ogHum 13 cnegytouimx cnoco6os:

e Bo BpeMs ycTaHOBKM Nporpammbl:

e yKasaB paln Kntova Ha oTaenbHOM ware MacTtepa yctaHoBkM (cM. pasgen "YctaHoBka Kaspersky
Endpoint Agent ¢ nomoLubio MacTtepa yctaHoBku" Ha cTp. 52);

e npeaBapuTENbHO pasMecTuB dhann Knova B ogHOW nanke ¢ pannom endpointagent.msi npu yctaHoBke
B HEMHTEPAKTUBHOM pexuMe (CM. pa3gen "YcTaHOBKa, BOCCTAHOBMNEHME U yaaneHne nporpaMmmebl ¢
MOMOLLIbIO KOMaHAHOW CTPOKM" Ha CTp. 52) (B TOM Yucne npu yganeHHoN ycTaHOBKe (CM. pa3aen
"YcraHoBka Kaspersky Endpoint Agent” Ha cTp. 50));

e yKasaB NyTb K channy knoya npy noMmoLum napameTtpa LICENSEKEYPATH npu yCTaHOBKE B
HEMHTepPaKTMBHOM pexumMe (CM. pasgen "YcTaHoBKa, BOCCTAHOBIEHME M yaaneHne nporpaMmbl ¢
NMOMOLLIbIO KOMaHOHOW CTPOKM" Ha CTp. 52) (B TOM Yncne npu yganeHHon yctaHoBke (CM. pasgen
"YctaHoBka Kaspersky Endpoint Agent” Ha cTp. 50)).

Mpwn HanuumMn B nanke Heckonbkux dannos krntoya, Kaspersky Endpoint Agent 6yget
aKTMBMPOBAH NMpu NomoLLy danna Kniova ¢ camon No3gHern 4aTton OKOHYaHUS Cpoka AeNCcTBUA
NALEH3NN.

Ecnu yctaHoBwmk Kaspersky Endpoint Agent He 0OHapyXuT dann knova npurogHbii aAns
aktnBaumm Kaspersky Endpoint Agent, To nporpamma 6yaeT yctaHoBreHa 6e3 akTMBaLum.

Mpun obHoBNeHnn Kaspersky Endpoint Agent genicTBytolas nuueH3ns aBTomaTUYeckn NPUMEHNTCS K
Kaspersky Endpoint Agent 3.15. Cpok genctesus nuueHsmm octaetca 6e3 nameHeHun. MNpu
O0BHOBMNEHUM NPOrpamMMbl C UCTEKLLIMM CPOKOM AENCTBUS NULLEH3UN HOBasi BEPCUS NporpamMmbl nocrie
YCTaHOBKWN paboTaeT B peXxunme orpaHnyeHHon yHKUMOHaNbLHOCTK (cM. pasgen "®yHKUMoHanbHbIe
OrpaHnyeHns Nocrne OKOHYaHUS cpoka AEeNCTBUS NULEH3UKN" Ha CTp. 72).

Ecnu cpok gencrens nuueH3mm obHOBNSEMOM BEPCUMU UCTEK, Bbl MOXeTe J06aBUTb NULEH3NOHHbIN
KoY npsmMo BO Bpemsi o6HoBrReHus. MoxXHO nepefath hann kroda OgHUM U3 yKasaHHbIX cnocoboB
(cm. pasgen "YnpaeneHue aktuBaumen Kaspersky Endpoint Agent" Ha cTp. 71).

e [locne yctaHOBKM nNporpammbi:

e [puV NOMOLLM 3a4a4m akTuBaLmu nporpammel B KoHconu agMuHmncTpupoBaHus Kaspersky Security
Center (cm. pasgen "CosgaHue 3agaun aktnsaumn Kaspersky Endpoint Agent” Ha cTp. 148) nnm
Kaspersky Security Center Web Console (cm. pasgen "CosgaHue 3agay aktnsauumn Kaspersky
Endpoint Agent" Ha cTp. 206);

e 4yepes KOMaHOHYH CTPOKY (CM. pa3gen "YnpaeneHue aktuBaumnen Kaspersky Endpoint Agent” Ha
CTp. 236) NokanbHO Ha YCTPOUCTBE.

Bbl moxeTe ncnonb3sosatb Kaspersky Security Center B kayecTBe npokcu-cepaepa npu aktmsaumm Kaspersky
Endpoint Agent (cm. pasagen "HacTtponka Kaspersky Security Center B kauecTBe NpoKcu-cepBepa ans aktueauum
Kaspersky Endpoint Agent" Ha cTp. 125).

WHdopmaLmio o 4eNCTBYHOLLEN NULEH3MM MOXHO NpocMoTpeTb B Kaspersky Security Center B pasgene JinueH3sum
Na6opaTtopum Kacnepckoro, B cBoMCTBax ycTponcTtea (cM. pasgen "lMpocMoTp nHdopMauumn o 4encTByoLen
NUUEH3MN" Ha CTP. 72) UK Yepes3 KOMaHAHYK CTPOKY (CM. pa3aen "YnpasneHue aktnaumen Kaspersky Endpoint
Agent" Ha cTp. 236).
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MoapobHyto nHdopmaumo 06 ynpaeneHun krntodamm ¢ nomollpto Kaspersky Security Center cm. B Cripaske
Kaspersky Security Center.

lMocne okoHYaHWs cpoka AeNCTBUS NULIEH3MU NporpaMma nNpoaomkuT paboTy B pexnme orpaHuyYeHHOn
dyHKUMOHaNbHOCTK (CM. pa3gen "®yHKuMOoHanNbHbIE OrpaHUYEHNsT NOCNE OKOHYaHUSA CpoKa AeUCTBUS NuueH3nn"
Ha CcTp. 72).

¢yHKUMOHaJ1beIe orpaHnyeHus nocrie OKOH4aHuUA CpoKa OEeUCTBUSA JNIULEH3UN

Korga 3akaHuMBaeTCcs CpoK AEeNCTBUS TEKYLLEN NULIEH3MMW, BO3HUKAIOT CrieaytoLLme orpaHnyeHuns B pabote
yHKUMOHanNbHbIX KoMNoHeHTOB Kaspersky Endpoint Agent:

e [lpekpallaeTcs BbiNoNHeHWe 3agaHuii ot komnoHeHTa Central Node 1 oTnpaBka pe3ynbTaToB KOMMOHEHTY
Central Node.

Mporpamma otnpasnsieT komnoHeHTy Central Node coobuieHne 06 nsmeHeHmm ctatyca akTusaumm
Kaspersky Endpoint Agent.

Mpun aTom coeguHeHne ¢ komnoHeHTom Central Node He pa3pbeiBaeTcs. Kaspersky Endpoint Agent
npogorkaeT npuHMMaTh OT komnoHeHTa Central Node 3agaHus Ha co3gaHue 3agay U UsMeHeHne
napameTpoB, HO He 3anyckaeT 3TV 3a4auy 1 He BKI0YaeT CeTEBYH0 U30Naumio u dyHKuuo 3anpet
3anycka.

e [IpekpaliaeTcs oTnpaBka TeneMeTpun.
e HepocTynHo noctpoeHue rpadha LenoYvku pasBuTus yrposbi.
o HeBO3MOXHO BKNIOYNTL CeTeByro n3onauuio.

Ecnu ceteBas nsonsums 6oina BkIto4eHa Ha MOMEHT OKOHYaHUS CpOKa OEencTBMS NnLEH3NN, nporpaMmma
OTKIMK4YaeT CceTeByto N301AUNMK B COOTBETCTBUKM C 3adaHHbIMU NMapaMeTpamMn aBTOMaTnU4eCKoro
OTKMNIOYEHUS CETEBOWN U30ONALMN.

e HeBO3MOXHO BKMOUUTL YHKUUIO 3anpeT 3anycka.

Ecnu dyHKumsa 3anpeT 3anycka Obina BKMoYeHa Ha MOMEHT OKOHYaHWUSA Cpoka AeNCTBUS NULEH3UN,
nporpamma npekpaluaeTt 6rokMpoBaHue 06bLEKTOB, KOTOPbIE NoAnanalT nog 3agaHHble NpaBuna sanpeTa.

e OcTaHaBnMBalTCA U CTAHOBATCA HEAOCTYNHLIMM 4119 3anycka cneayowme 3agadn: NonyunTs dann,
BbinonHuTb nporpammy, 3aBepwnTb npouecc, YaanuTb dann.

e OcTaHaBNUBAKTCS U CTAHOBATCHA HEOOCTYNHLIMM ANs 3anycka cTaH4apTHble 3agadm novcka 10C.
o [lpekpawaeTtcs ncnonbzoaHne KSN/KPSN.

Mpu NonbITKE UCMOMb30BAHUA NEPEUNCIIEHHBIX PYHKLNOHAMBHBLIX KOMMNOHEHTOB NPOrpaMMbl NMOCHE OKOHYaHKA
Cpoka AeNCTBUA NULEH3MK NporpaMMa 3anucbiBaeT KpuTudeckoe cobbiTve LicenseViolation BXypHan

cobbiTvn Windows u B xxypHan CepBepa agMuHucTpupoBaHus Kaspersky Security Center. Npu paboTe 4epes
KOMaHZHYI0 CTPOKY, MporpaMmma Bo3BpawaeT kog 8 (AccessDenied).

MpocmoTp nHpopmauum o AENCTBYHOLLEN NTULIEH3NN

WHdopmaLmio o AencTBYoLLen NULUEeH3nM MoXHO nocMoTpeTb B Kaspersky Security Center B pasgene JuueHsnu
"Ila6opaTopun Kacnepckoro™ unu B cBoicTBax ycTporctea B pasgerne Knrouu. MNogpobHyto nHdopmaumio 0o
yrnpaeneHun knoyamm ¢ nomowbio Kaspersky Security Center cm. B Cripaske Kaspersky Security Center.
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» Umobbl nocmMompems uHghopmayuro o Oeticmeayrowel uyeH3uu 8 KoHconu abMuHUcmpuposaHusi
Kaspersky Security Center:

1.

7.

B nanke YnpaBnsieMble ycTpoicTBa gepeBa KOHCONMM agMUHUCTPUPOBaHNS OTKPOMTE nanky ¢
HasBaHWeM rpynnbl agMUHUCTPUPOBAHMS, B COCTaB KOTOPOW BXOAMT HY)XXHOE BaM YCTPOMCTBO.

B pabouen obnacTtu BbidepuTe BkNaaky YCTPOUCTBA.

BbibepuTe yCTPONCTBO, OS5t KOTOPOro Bbl XOTUTE HAcTpouTb NnapameTpbl Kaspersky Endpoint Agent.
B KOHTEKCTHOM MEHI0 YCTpOMCTBa BblibepuTe nyHKT CBOMCTBA.

OTKpoeTCs OKHO CBOWCTB YCTPOWCTBA.

Bbibepute pasgen MporpamMmmbl.

B pabouen obnactu okHa oTobpasutcsa cnucok nporpamm "Jlabopatopun Kacnepckoro"”, ycTaHOBNEHHbIX
Ha yCcTponcTse.

Bbibepute nporpammy Kaspersky Endpoint Agent n oTkpowiTe OkHO ee CBOMCTB OOHUM M3 CreayLLINX
cnocoboB:

o ﬂ,BOIZHbIM LeN4YKoOM MbILLK NO Ha3BaHUIO NporpamMmmebl.
e B KOHTEKCTHOM MeHIo nporpammel BbiGepute NyHKT CBOMCTBA.
e Haxmute Ha kHomky CBoMcTBa nNoA cnuckom nporpamm "flabopatopuu Kacnepckoro".

Bbibepute pasgen Knwouw.

MHdopmaums o gencTeytoLLeln nuueH3nm oTobpasntca B paboyelt o6nactu okHa.

Ymobbl nocmompems uHghopmauyuto o delicmeyrowel nuyeHauu 8 Kaspersky Security Center Web
Console:

8.
9.

Ha saknapgke YcTpoicTBa BbiGepute YnpaBnsiembie yCTPOUCTBA.

HaxmwnTe Ha uma Tpebyemoro ycTpoiicTaa.

10. B oTkpbIBLLEMCS OKHE CBOMCTB YCTPOMCTBA nepenante Ha 3aknagky NMporpammbl.

11. B cnucke nporpamm Haxxmute Ha Kaspersky Endpoint Agent.

12. B oTKpbIBLLEMCSI OKHE CBOWCTB NporpaMMbl NepenanTe Ha 3aknagky Obwme n oTkpoiiTe pasgen

JInueHsus.

OT06pa3suntcs ocHoBHas MHpOpMaLUs 06 aKTUBHbIX U pe3epBHbIX MULEH3UOHHBIX KoYax.
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HaHHble nporpammbl Kaspersky Endpoint Agent

He ncnonbayinte Kaspersky Endpoint Agent Ha ycTponcTBax, nepegaya AaHHbIX C KOTOPbIX 3anpeLleHa
NONMUTUKON BaLLen opraHm3aLmu.

[ns o6ecneyeHnst OCHOBHbIX PYHKLIMIA, ayanTa U NOBbILIEHUSA CKOPOCTU pPeLLEeHNsT BO3HUKLLKNX Npobnem
crneumanuctamm Cnyxbbl TexHuyeckon noaaepxkm "JNladboparopmm Kacnepckoro" Kaspersky Endpoint Agent
XpaHUT n obpabaTbiBaeT AaHHbIE NOKaIbHO.

Ha ycTtpowncTtBax ¢ Kaspersky Endpoint Agent xpaHaTcsa gaHHble, NOArOTOBMNEHHbIE A1 aBTOMAaTMYECKOM OTNpPaBKu
Ha cepBepbl peweHnn Kaspersky Sandbox, KATA n B Kaspersky Security Center. ®annbl xpaHsaTca Ha
ycTponicTtBax ¢ Kaspersky Endpoint Agent B OTKpbITOM He3alwMdpoBaHHOM BMAeE B Nanke, KOTopasi No YMOSYaHUo
ncnonb3yeTcs Ana XpaHeHus hannos nepes oTnpaBKou.

AOMUHUCTpaTOpY peLLeHunsd, B coctaB koToporo BxoauT Kaspersky Endpoint Agent, Heo6xogumo obecneunTtb
©e3onacHocTb ycTponcTB ¢ Kaspersky Endpoint Agent n cepBepoB peLLeHUst C NepeYnNCreHHbIMU Bbille
OaHHbIMW CaMOCTOATENbHO. AOMUHUCTPATOP PELLEeHUA HeCeT OTBETCTBEHHOCTb 3a AOCTYN K AaHHON
MHOopMaLUn.

B aTom pa3spene cogepxutca cnegyowas nHopMaLums o NepcoHarnbHbIX AaHHbIX, XPaHALWLMXCA Ha YCTPONCTBaX C
Kaspersky Endpoint Agent, a Takke nepegaBaembix B Kaspersky Security Center unu Ha cepsepsl "JlabopaTopun
Kacnepckoro":

e COCTaB XpPaHUMBbIX JaHHbIX;

e MEeCTO XpaHeHus;

e CpOK XpaHeHus;

e [0OCTYM nonb3oBaTenen K AaHHbIM.

MonyyeHHasa nHgopMauusa 3awmaetcs "Jlabopatopuern Kacnepckoro” B COOTBETCTBUM C YCTAHOBMNEHHBIMU
3aKOHOM TpeboBaHUsAMY 1 AencTByOLWMMN NpaBunamm "Jlabopatopun Kacnepckoro". [laHHble nepegatoTcs no
3awmncpoBaHHbIM kKaHanam cBsa3un.

Bce naHHble, KOTOpble NporpaMma XpaHWUT NoKarbHO Ha YCTPOUCTBE, Kpome hansioB TPaCCUPOBKU U JaMNoB
(cm. pasgen "[JaHHble B havinax TpacCMpOoBKM U aMnoB" Ha CTp. 84), yoanstTcsa ¢ yCTPOUCTBa Npu
yaaneHuu nporpamMmmbl.

KOHKpeTHbIN COCTaB AaHHbIX 3aBUCUT OT peELLEHMs], B COCTaBe KOToporo ncnonbdyetca Kaspersky Endpoint Agent.
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B aTtom pasgene
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CnyxebOHble faHHble

K cnyxebHbiM gaHHbIM Kaspersky Endpoint Agent oTHocATcs:

e [aHHble, NnonagatoLume B KOHPUrypauuoHHble dhansnbl B pedynbTaTte HaCTPOMKN napameTpoB
agMUHNCTPaTOPOM;

e [aHHble, obpabaTbiBaeMble MpU aBTOMATUYECKOM pearmpoBaHnv Ha yrpoasbl;

e [JaHHble, obpabaTbiBaemble npu nHTerpaumm ¢ Kaspersky Sandbox;

e [aHHble, obpabaTbiBaeMble Npu nHTerpauum ¢ komrnoHeHtom KATA Central Node;

e [aHHble, 0bpabaTbiBaeMble Npu nHTerpauun ¢ Kaspersky Industrial CyberSecurity for Networks.

CnyxebHble aaHHble xpaHsTca B dpanine %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\<Bepcus>.
HanHble B nognanke Settings 3awmdpoBaHbl ¢ nomoLubio Lndpyrowen dannoson cuctemsl (EFS). laHHble
xpaHaTca go yaaneHus Kaspersky Endpoint Agent.

OTu gaHHble MOryT aBToMaTnyecku nepegasatbed B Kaspersky Security Center.

Mo ymonyaHuio AocTyn K hannam MMeroT TOrMbKO nonb3oBaTeny ¢ npasamu System (NOMHbLIM 4OCTYN) W
Administrator (4teHune n ncnonHexue). Nanka %ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\<Bepcus>
n nognanka Restored Tawke fOCTYNHbI Nonb3oBaTensM ¢ npasamu User (TONbKO YTeHue).

Bce gaHHble, KOTOpble NporpaMma XpaHUT NoKarbHO Ha YCTPOUCTBE, Kpome (hansioB TPacCUPOBKU U JaMMNoB
(cm. pasgen "[JaHHble B havinax TpacCMpOBKM U aMnoB" Ha CTp. 84), yoanswTcsa C YCTPOUCTBa Npu
yaaneHum nporpammbl.

Kaspersky Endpoint Agent xpaHuT crneayoLwime gaHHble, obpabaTtbiBaeMble NPU aBTOMaTM4YECKOM pearmpoBaHum u
nHTerpaumm ¢ Kaspersky Sandbox:

13. ObpabaTtbiBaemble hannbl U AaHHbIE, NepegaBaeMble Nonb3oBaTenemM B Xo4e HaCTPOMKM NapameTpoB
Kaspersky Endpoint Agent:

e [laponb goctyna k Kaspersky Endpoint Agent.

o  ®dainbl Ha KapaHTuHe.
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14.

15.

16.

MapameTpbl Kaspersky Endpoint Agent.

YyeTHble JaHHbIE NONb30oBaTeNen onepaLmMoHHON CUCTEMbI ANa 3anycka 3a4ad ¢ npaBamm
onpeneneHHoro nonb3oBaTens.

YuyeTHble OaHHble Ans aBTopusaumm Ha Cepeepe agmuHucTpupoBaHusa Kaspersky Security Center.
Y4yeTHble OaHHbIe Afsi aBTOPU3aLmnmn Ha NPOKCU-cepBepe.
Agpeca nonb3oBaTenbCKNX UCTOYHUKOB OOHOBNEHWIA.

OTkpbITbIN KNtOY cepTudunkata ons nHterpaumm ¢ Kaspersky Sandbox.

Kew Kaspersky Endpoint Agent:

Bpewms 3anucm pesynbTata NpoBEpPKN B KeLL.
MD5-xeL 3agaym NpoBepKu.
WaeHTudukatop 3agaym NnpoBepKu.

PesynbTaTt npoBepky oGbekTa.

Oyepeapb 3anpocoB Ha NPoBepKy oGbekTa:

WpeHTndukatop obbekTa B ovepean.
Bpewmsi nomeLeHns obbekTa B odepeap.
Crartyc obpaboTkm 06beKTa B ovepeam.

WaeHTudmnkaTop nonb3oBaTenbCKoM Ceccun B onepaumoHHON cMcTeMe, B KOTOPON co3faHa 3ajava Ha
npoBepky obbekTa.

CuctemHbln ngeHtudukatop (SID) nonb3oBaTensa onepaunoHHOM CUCTEMBI, C MpaBaMu y4eTHOWM
3anncbio KOTOPOro co3aaHa 3adada Ha NpoBepky obbekTa.

MD5-xeLl 3agaym Ha NPoBepKy oObekTa.

WHpopmaumsa o 3agadvax, ons kotopbix Kaspersky Endpoint Agent oxungaet pesynbTtat NpoBepku oT
Kaspersky Sandbox:

Bpemsi nonyyeHus 3agaym Ha NpoBepKy oObekTa.
Crartyc obpaboTkm o6bekTa.

WaeHTudmrkaTop nonb3oBaTenbCKov Ceccun B onepaumnoHHON cMcTeMe, B KOTOPON co3faHa 3ajava Ha
npoBepky obbekTa.

WaeHTndukatop 3agaym Ha NpoBepKy obbekTa.
MD5-xeLl 3agaym Ha NPoBEpPKY OObeKTa.

CuctemHbI ngeHtTudukartop (SID) nonb3oBaTens onepaunoHHOM CUCTEMBI, MO YYETHON 3anuchio
KOTOpOro cosfaHa 3agava.

XML-cxema aBToMaTnyeckun cosgaHHoro IOC.

MD5 n SHA256-xeLun npoBepsiemMoro obbekTa.

Ownbkn obpaboTku.

MmeHa 00beKTOB, Ha MPOBEPKY KOTOPLIX CO34aHa 3ajava.

PesynbTaTt npoBepkn obbekTa.
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Kaspersky Endpoint Agent xpaHuT nokanbHO creayloLlme gaHHble Npu MHTerpaumm ¢ komnoHeHTom KATA Central

Node:

17. ObpabaTbiBaemble halnbl U aHHbIE, NepeaaBaeMble Nonb3oBaTeNeM B Xo4e HaCTPONKM napameTpoB
Kaspersky Endpoint Agent:

darinbl Ha KapaHTUHE.

MapameTpbl Kaspersky Endpoint Agent:

Maponb goctyna k Kaspersky Endpoint Agent.

YyeTHble JaHHbIe Nonb3oBaTeNnen onepaLmMoHHON CUCTEMbI AN 3anycka 3agay ¢ npaBamu
onpegeneHHoro nosnb3oBaTens.

Y4yeTHble JaHHble aAnst aBTopmusaummn Ha CepBepe agMuHUcTpupoBaHna Kaspersky Security Center.
Y4eTHble gaHHbIe Ans aBTOpM3aunmn Ha NpoKCu-cepBeepe.

Aapeca nonb3oBaTeNbCKNX NCTOYHMKOB OOHOBNEHWIA.

OTkpbITbIN KMoy cepTudpmkata ansa naterpauumn ¢ KATA Central Node.

OTKpbITbINA KMtoY cepTudukaTta ana uHterpaumm ¢ Kaspersky Sandbox.

[laHHble 0 nuueH3nn.

18. [aHHble, HeobxoamMmble onst uHTerpaumm ¢ komnoHeHTom KATA Central Node:

O6HoBRsiemMble cxeMbl hunbTpauun TenemeTpum.

Ouepeab NakeToB COGLITUI TENEMETPUMN.

Kew ngeHtudmkaropos I0C-dannos, nonyyeHHbIx oT komnoHeHTa KATA Central Node.

OO6bekTbl 4NA Nepegayn Ha cepBep B pamMkax 3agaudu MNonyunTs dann.

OtyeTbl 0 pesynbTatax 3agauu lNMony4nts cnucok annos, NPoLLeccoB.

Kaspersky Endpoint Agent xpaHuT nokansHoO crneayoLwme aaHHble Npy UHTerpaunm ¢ cepsepom Kaspersky
Industrial CyberSecurity for Networks:

19. ObpabaTbiBaemMble haiinbl U faHHble, NepefaBaeMble NOMb30BaTENEM B XOA4€ HACTPONKM NapamMeTpoB
Kaspersky Endpoint Agent:

MapameTpbl Kaspersky Endpoint Agent:

Maponb goctyna k Kaspersky Endpoint Agent.

YyeTHble faHHble Nonb3oBaTerien onepaunoHHON cMCTeMbl AN 3anycka 3agad c npaBamu
onpeaeneHHoro nosib3oBaTtensi.

Y4yeTHble gaHHble ans aBTopusaummn Ha CepBepe agMuHncTpupoBaHus Kaspersky Security Center.
Y4YeTHble JaHHble ANsi aBTOPM3aL N Ha NPOKCU-CepPBEpE.

Agpeca nonb3oBaTesfbCKUX MCTOYHUKOB OOHOBMEHWIA.

OTKpbIThIN KN4 cepTudukaTta ans uHterpaumm ¢ Kaspersky Industrial CyberSecurity for Networks.

[aHHble 0 nuueH3nn.

20. [daHHble, Heobxoommble Anst uHTerpaumm ¢ Kaspersky Industrial CyberSecurity for Networks:

OGHoBNsieMble CXeMbl (UMbTPALUM TENIEMETPUMN.

Ouepeab NakeTos COBLITUI TENeMeTpum.
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HaHHble o0 cobbiTnaX XypHana coobiTun Windows

OaHHble o cobbiTusx KypHana cobbitun Windows xpaHaTcs B hanne

%SystemRoot%\System32\Winevt\Logs\Kaspersky-Security-Soyuz%4Product.evix B OTKpbITOM

He3alungpoBaHHOM Buae. [laHHble xpaHATca Ao yaaneHusa Kaspersky Endpoint Agent.

3Tu paHHble MOryT aBToMaTM4eckn nepedaBatbesi B Kaspersky Security Center.

Mo ymonyaHuio 4OCTyn Ha YTeHne K dhannam UMMerT TONbKO Nonb3oBaTenu ¢ npasamu System n Administrator.
Kaspersky Endpoint Agent He ynpaBnseT npaBamu JoCTyna K 3ToKn nanke u ee dpannam. [loctyn onpegenser

CUCTEMHbIN agMUHKCTPATOP.

[aHHbIe 0 COBbLITUSIX MOTYT COAEPXKaTb CNeaylLyo MHOPMaLNIO:

O nonb3oBaTenbCKNX CECCUSX B ONEPaLMOHHON CUCTEME.

OG6 y4eTHbIX 3anncsix Nonb3oBaTeneln onepaynoHHon cuctemel (useriD).
O6 owwmbkax BbINONHEHUSA 3ag4a4 NPOBEPKN OB HLEKTOB.

O 3agadax Ha NpoBepKY 0O BLEKTOB.

06 obHapyxeHuax Kaspersky Sandbox.

O cobbiTusix Kaspersky Sandbox.

06 I0C-dannax Kaspersky Endpoint Agent, cdoopmMmpoBaHHbIX NPY aBTOMaTUYECKOM pearmpoBaHuu.

O pesynbTatax NpoBepKN 0OBHEKTOB.

O cepTtudukatax cepsepoB Kaspersky Sandbox.

O6 o4yepean 0OBEKTOB Ha NPOBEPKY.

06 usmeHeHunn napameTpos Kaspersky Endpoint Agent.

06 uameHennn nonutuk Kaspersky Security Center.

O6 usmeHeHun cTaTyca 3agaun Ha NpoBepKy OO bLEKTOB.

O nonutunkax Kaspersky Security Center.

00 obbekTax Ha kKapaHTUHE.

O pgencTBusx MO aBTOMaTUYECKOMY pearMpoBaHuio Ha obHapy>KeHHble yrpo3bl.
O6 owmnbkax B3aNMOAENCTBNSA C cepBepaMm NporpamMmmbl.

O6 obbekTax, 3abnokupoBaHHbLIX MO Npasunam 3anpeTa 3anycka.

O pesynbTaTax BbINONHEHWS 3afa4y Yaanutb dann.

O pesynbTatax BbINOMHEHUS 3a4adq 3aBepLunTb Npouecc.

O pesynbTaTtax BbiNoNHeHWs 3agay BeinonHnts nporpammy.

O pesynbTaTtax BbINoNHeHUs 3agay MNony4nTe dann.

O pencteytowen nuueHsnn Kaspersky Endpoint Detection and Response Optimum.

O craTyce akTMBauuu NporpamMmb.
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Bce gaHHble, KOTOpblEe MporpaMma XpaHuT floKalnbHO Ha YCTPOWCTBE, Kpome (hainsioB TPACCUPOBKM 1M JAMMOB
(cm. pasgen "JaHHble B havinax TpacCcMpoBKM U 4aMnoB" Ha CTp. 84), yoanstTcs ¢ yCTPOMCTBa npu
yoaneHuyn nporpamMmmbl.

[JaHHble B pe3ynbTaTax BbiNonHeHUsA 3agay nomcka lIOC

Kaspersky Endpoint Agent aBTomaTmnyeckun nepefaeT AaHHbIE U3 pe3yrbTaToB BbINONHEHNS 3adad nomcka IOC B
Kaspersky Security Center gns noctpoeHust Lenoykun pa3smTust yrposbl.

[aHHble xpaHaTcsa B 6a3ax aaHHbIx Kaspersky Security Center. Mo ymonuaHuio gaHHble XpaHsaTcs 7 gHeR.
[aHHble B pe3ynbTaTax BbINOMHEHUs 3adad noucka IOC moryT cogepaTtb criegytoLLyo MHdopMauuio:

e |P-agpec n3 ARP-tabnuupl.

o  ®usnueckunm agpec n3 ARP-tabnuubl.

e Tun n umsa 3anuncu DNS.

e |P-agpec 3awmiiaemoro ycTponcTaa.

o  Ouaunyeckun agpec (MAC) 3awuiiaemMoro yCcTponcTaa.

e WNpeHTudmkaTop 3anmcum B XypHane cobblTui.

e /IMSA NCTOYHMKA AaHHbIX B XXypHare.

e Vma xypHana.

e [lonb3oBatens.

e Bpewms cobbiTus.

e MD5-xew canna.

e SHA256-xewWw dpanna.

e [lonHoe nms danna (Bknovas NyThb).

e Pa3smep danna.

e YpaneHHbinn IP-agpec, ¢ KOTOpbIM ObINO YCTAaHOBNEHO COEAUHEHNE B MOMEHT NPOBEPKM.
e YpganeHHbl NopT, C KOTOPbIM ObINIO YCTAHOBNEHO COEAUHEHE B MOMEHT NPOBEPKMN.
e |P-agpec nokanbHOro agantepa.

e [lopT, OTKPLITLIV HA NTIOKANbLHOM aganTepe.

e [lpoTtokon B BMAe 4mcna (B cooTBETCTBMM cO cTaHaapTom IANA).
e M4 npouecca.

e AprymeHTbI NpoLecca.

e [yTb Kk cpariny npouecca.

¢ Windows ngentudukatop (PID) npouecca.

e Windows ugeHTtudukatop (PID) poantenbckoro npowecca.

e ma yyeTHOW 3anmncu nonb3oBaTens, 3anycTuBLLEro npouecc.
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e [lata v Bpems 3anycka npotecca.

o UNmsa cnyxobsbl.

e  OnucaHune cnyxobi.

e [lyTb 1 uma DLL-cnyx6bl (ana svchost).

e [lyTb M UMA ucnonHsiemoro carna cnyxobl.

o Windows ngentudukatop (PID) cnyx6bl.

e Twn cnyx6bl (Hanpumep, ApanBep sgpa unu agantep).

e Cratyc cnyx6sl.

e Pexum 3anycka cryxobl.

e Mmsa yyeTHOM 3anvcum nonb3oBaTens.

¢ HaumeHoBaHue ToMma.

e byksa Toma.

e Twn TOoMa.

e 3HayveHue peectpa Windows.

e 3HayeHue KycTa peecTpa.

e [yTb Kk knto4y peecTtpa (6e3 kKycTa n 6e3 MMeHU 3Ha4YeHus).

e [lapameTp peecTpa.

e Cuctema (OKpyxeHue).

e UNma OC c Bepcuen.

¢ CeTeBoe MMSA 3aWuULLEaEMOrO YCTPONCTBA.

e [lomeH unwu rpynna, K KOTOpOW NpUHASNeXnT 3alimiiaemMoe YyCTPOMUCTBO.
¢ Ums Bpaysepa.

e Bepcus 6paysepa.

¢ Bpewms nocnegHero obpatlenuns K Beb-pecypcy.

e URL n3 HTTP-3anpoca.

e Vima yyeTHOM 3anucu, nofd koTopou BeinonHeH HTTP-3anpoc.

e Vma canna npouecca, BbinonHmeLiero HTTP-3anpoc.

e [lonHbIN NyTb K channy npouecca, BoinonHusLlero HTTP-3anpoc.
e Windows ngentudukatop (PID) npouecca, BeinonHuswero HTTP-3anpoc.
e HTTP referer (URL ncrounuka HTTP-3anpoca).

e URI pecypca, 3anpowueHHoro no npotokony HTTP.

e VHdpopmauma o HTTP areHTe nonb3oBatens (npunoxeHun, seinonHuswem HTTP-3anpoc).
e Bpewms BbinonHeHns HTTP-3anpoca.

e  YHMKanbHbIN ngeHTudmkaTop npouecca, BbinonHmewero HTTP-3anpoc.
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HdaHHble B pe3ynbTaTtax ckaHmpoBaHus YARA

Kaspersky Endpoint Agent aBTomaTnyeckn nepegaeT faHHble pe3ynbTaToB ckaHmpoBaHua YARA B Kaspersky Anti
Targeted Attack Platform gnst noctpoeHusi Lenoyvku pa3suTus yrposbi.

[aHHble BpEMEHHO XpaHATCS JTIOKanbHO B 0Mepeam OTNpaBKku pe3ynbTaToB BbINOMHEHUS 3a4ay Ha cepBep
Kaspersky Anti Targeted Attack Platform. Nocne oTnpaBku gaHHbIE yAANSOTCS.

[aHHble B pesynbTaTax ckaHupoBaHusa YARA cogepxaT creayoLyo nHopMaumio:
e MD5-xew ganna;
e SHA256-xeww canna;
e rosfHoe umsa ganna;
e MNyTb K hanny;
e pasmep danna;
e UM$A Npouecca;
e aprymMeHTbl NpoLecca;
e nyTb k hanny npouecca;
e Windows ngeHtudukatop npouecca (PID);
e Windows ngeHtudukartop pogutensckoro npouecca (PID);
® VIMs YYETHOW 3anuncy nonb3oBaTens, 3anyCcTUBLLErO MPOLLECC;

e [aTa 1 BpeMs 3anycka npouecca.

,uaHHbIe AnA NOCTPOEeHUA LUeno4kn pa3BUTUA yrpo3bl

[aHHble ona NoCcTpoeHUs LLenoYvkn pasBuTuS yrpo3sbl XpaHaTcs B nanke %ProgramData%\Kaspersky Lab\Endpoint
Agent\4.0\Data\killchain\detects B oTkpbITOM He3awudpoBaHHOM Buae. 10 ymMoOnyYaHuio gaHHble XpaHATCS 7 OHEN.
OTn gaHHble aBTOMaTuyeckn nepepatotca B Kaspersky Security Center.

Bce gaHHble, KOTOpble MporpaMma XpaHUT fiokaribHO Ha YCTPOWCTBE, KpOMe (haifioB TPACCUMPOBKM 1M JAMIOB
(cm. pasgen "HaHHble B charinax TpaccMpoOBKM U 4aMMoB" Ha CTp. 84), yaansawTcs ¢ YCTPONCTBa npu
yOoaneHun nporpamMmbl.

Mo ymonyaHuio AOCTYN Ha YTeHue K dhannam UMEKOT TONbKO Nnonb3oBaTenu ¢ npasamu System n Administrator.
Kaspersky Endpoint Agent He ynpasnseT npasamMu A0OCTyNa K 3TOM nanke n ee pannam. floctyn onpegensaet
CVCTEMHbIN adMUHMCTPATOP.

[aHHble ona noctpoeHns Lienoykn passuTtus yrposbl MOryT cogepXaTtb cneyroLLyo MHopMaumio:
e [laTa u Bpems MHUMAOEHTA.
¢ /msa obHapyxeHus.
e Pexum npoBepku.

(] CTaTyC nocrnegHero 4encTBuS, CBA3aHHOMO C 06Hapy>|<eHv|eM.
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MpuunHa HeyaayvHo o6paboTKM OOHapYKeHUS.

Tun obHapyxeHHOro obbekTa.

Mms obHapyXeHHOro obbekTa.

Cratyc yrpo3sbl nocne obpabotku obbekTa nporpammont EPP.

MpuynHa Heyga4HOro BbINOMNHEHUS AeNCTBUIA Had 06 bEKTOM.

OewncTeus, BoinonHsemble EPP ona otkata BpegoHocHbix aencteui (ana EPP, nogaepxusatoLmx
OTKaT BpeAOHOCHbIX AENCTBUN).

06 obpabaTtbiBaeMoOM 0bbeEKTE:

YHuKanbeHbIN naeHTumkaTop npouecca.

YHUKanbHbIN UOEHTUUKATOP pOaUTENBCKOro npoLecca.
YHukanbHbI geHTudukaTop davina npouecca.
WaoeHTudbukaTtop npouecca Windows.

KomaHngHasa cTpoka npotecca.

Vmsa y4eTHOW 3anmcm nonb3oBaTens, 3anyCcTUBLLErO MpoLecc.
Koa ceaHca Bxoga B cucTemy, B KOTOPOM 3anyLleH npouecc.

Tun ceaHca (Hanpumep, "MHTEPAKTMBHLIN", "yaaneHHbIN UHTePaKTUBHbIN
npouecc.

), B KOTOPOM 3anyLLeH

ypOBeHb LEeNTOCTHOCTHN 06pa6aTb|BaeM0ro npouecca.

MpuvHaaNexHOCTb YY4ETHOW 3anncu Nonb3oBaTens, 3anyCTUMBLLIErO NPOLECC, K MPUBUIENMPOBaHHbIM

noKarnbHbIM ¥ JOMEHHbIM rpynnam (Hanpumep, "AgMuHucTpatops!”, "AAMUHUCTPATOPLI JOMeHa",

"AOMUHUCTpaTopbl NpeanpuaTns”, "AoMUHUCTpaTopbl CXeMbI").
NaoeHTndukatop obpabaTtbiBaemoro oobekTa.

MonHoe nmsi obpabaTbiBaeMoro oobekTa.

MpoeHTndukaTop 3almiaemMoro ycTpomcTsaa.

MonHoe nMa obbekTa (MMsa NnokanbHoro danna unu Bed-agpec 3arpyxaemoro canna).
MD5-xeww obpabaTtbiBaemMoro obbekra.

SHA256-xeww obpabaTbiBaeMoro obbekTa.

Tun obpabaTbiBaemoro obwekTa.

[arta co3paHusa obpabaTbiBaeMoro obbekTa.

[ata nocnegHero naMmeHeHus obpabdartbiBaemMoro oobekTa.

Pa3mep obpabaTtbiBaemoro obbekra.

ATpnOyTbl 06pabaTbiBaeMoro obbekTa.

OpraHusauus, nognucasllasi obpabaTbiBaeMbll 06 HEKT.

PesynbTaTt npoBepku undposoro ceptudmkata obpadbarsiBaemoro oobekra.
NoeHTtndukaTtop 6e3onacHocTn (SID) obpabaTsiBaeMoro oobekTa.

NoeHTndukaTop yacosoro nosica obpabatsiBaemMoro oobekTa.
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e Beb-agpec 3arpy3ku obpabaTtbiBaeMoro obbekTta (Tonbko ans cdarna Ha gucke).

e HasBaHue nporpammel, 3arpy3msLuen cawn.

e MD5-xeww nporpammbl, 3arpysmeLuen gamnsn.

e SHA256-xeLl NnporpaMmsl, 3arpysmsLuUen dann.

¢ HaseaHue nporpammbl, nocnegHui pas mogmduumnpoasLLen gann.

e MD5-xewWw nporpaMmmel, NocneaHui pas moanduumpoBasLlen dann.

e SHA256-xeww nporpamMmmsbl, NOCReaHNn pa3 MoanduunposasLLen dann.

o Konwnyectso 3anyckoB obpabaTtbiBaemoro obbekra.

e [lata u Bpemsi nepBoro 3anycka obpabartbiBaemMoro oobekTa.

e  YHuKanbHbI ngeHTndmnkartop anna.

e [lonHoe nmsa dhanna (Mmsa nokansHoro dpanna unm Bed-agpec 3arpyxaemoro canna).
o [lyTb kK OGpabaTbiBaemMon nepemeHHon peectpa Windows.

e UVmsa obpabaTbiBaemon nepemeHHon peectpa Windows.

¢ 3HayeHve obpabaTbiBaemon nepeMmeHHoun peectpa Windows.

e Twun obpabaTtbiBaeMol nepemeHHon peectpa Windows.

¢ [lokasaTenb NnpMHagnexHocTn obpabaTbiBaeMOro Kroda peectpa K To4ke aBTo3anycka.
e Beb-agpec obpabaTbiBaemoro Beb-3anpoca.

e KcTo4yHuk cebinok obpabateiBaemoro Beb-3anpoca.

e AreHT nonb3oBatensa obpabaTeiBaemoro Beb-3anpoca.

¢ Tun obpabaTtbiBaemoro Beb-3anpoca ("GET" unun "POST").

e JlokanbHbin IP-nopT ansa obpabateiBaemoro Be6-3anpoca.

e YpaneHHbit IP-nopT ansa obpabartbiBaemoro Beb-3anpoca.

e Hanpasnenue coegnHeHus ("Bxogdwee" nnm "ncxogswee") obpabarsiBaemoro Be6-3anpoca.

e VpaeHTudmkaTop npolecca, B KOTOPbI NPOU3OLLIIO BHEAPEHNE BPEAOHOCHOTO KoAa.

lNpepoctaBrneHue paclUMpPeHHON ANarHoCcTu4eckKkon nHcpopmauum
Kaspersky Endpoint Agent cneyunanuctam Cnyx06bl TeXHU4EeCKOU
noaaepXkKu

[nsi okasaHus Nnoagepxkn Npu Henonagkax B pabote nporpammbl Kaspersky Endpoint Agent cneumanucTbl
Cnyx0Obl TEXHUYECKOW NOAAEPKKN MOTYT NOMNPOCUTL BaC B OTNAA0YHbIX LENsAX BbIMOMHUTL CneaytoLlmne enCcTBus:

e AKTMBMpPOBATb (PYHKUMOHAMBLHOCTb NONTYYEeHUS paclUMpPeHHOW AnarHocTuyeckon nHdopmarmm.

e [lononHWUTENBHO HACTPOUTL OTAENbHbLIE KOMMOHEHTLI NPOrPamMmbl, HEOOCTYMHbIE A4St U3MEHEHUS
CTaHOapTHbLIMK CpeaCcTBaMU NOSb30BaTENbLCKOIro UHTEepdenca.

e VI3aMeHUTb NapameTpbl XpaHeHNs U OTNPaBKU Nony4aemMon AnarHoCTUYecKon nHdopmasmm.

e Hactpoutb nepexeaTt n coxpaHeHue B ann ceTeBoro Tpaduka.
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Bcs nidopmauus, Heobxoanmas A5 BbIMONTHEHWS NEPEYMCEHHbIX AENCTBUI (ONncaHne nocnegoBaTenbHOCTU
LaroB, U3MeHsieMble napameTpbl, KOHPUrypaLMoHHbIe banrbl, CKPUNTbI, JONONHUTENbHBIE BO3MOXHOCTM
KOMaHOHOW CTPOKW, OTNagouHble MOAYNN, CNeLNann3npoBaHHble YTUMNUTLI U T.4.), @ Takke COCTaB AaHHbIX,
aHanusMpyemblX B OTNad0uYHbIX Lensx, OyayT o3ByveHbl Bam cneunanmctamm Cryx0bl TEXHUYECKON NogaepKKN.
PaclmpeHHas gnarHoctTmyeckas MHopMaLmsa COXpaHsSeTCst Ha KOMMNbOTEpPEe Nonb3oBaTtens. ABTomaTnyeckas
nepechbinka coXpaHeHHbIX AaHHbIX B "llabopaTopuio Kacnepckoro" He BbINOMHSETCS.

I'IepeqmcneHHue BblLLE ,EleVICTBVIﬂ OOJDKHbI BbINOJTHATLCA TOJIbKO NO4 PYKOBOACTBOM cneunanmncToB CJ‘Iy)K6bI
TEeXHUYECKON noanepXXkKn no NofydeHHbIM OT HUX MHCTPYKUUAM. CamocTosiTeNibHOE U3MEHEHne napameTpoB
paboTbl NporpamMMbl cnocobamu, He ONMCaHHBIMW B JOKYMEHTauUn NporpamMmbl UM B peKOMeHAaLUsAX
cneunanmctoB Cnyx0Obl TEXHUYECKOW NOSOEPXKKN, MOXKET NPUBECTY K 3aMeaneHuto 1 cbosim B paboTte
OI'IepaLI,VIOHHOVI CUCTEeMbl, CHMXXEHUIO YPOBHA 3aLUNTbl KOMNbOTEpPa, a Takke K HapylweHUo JOCTYNHOCTU U
LeriocTHOCTM obpabaTbiBaeMon nHpopmaLmu.

HaHHble B ¢pannax TpaccUpOBKU U faMnoB

Kaspersky Endpoint Agent MoXeT BbINOMAHATb 3anUcb OTMago0uHON MHopMaunn B hannbl TpacCUpoBKU B
COOTBETCTBMU C 3aaHHbIMK NnapameTpamu. Pannbl TpacCUPOBKM UCTMONb3YIOTCA ANS NOMyYeHUsi NOAAEPKKN Npu
pabote ¢ Kaspersky Endpoint Agent.

dannel gamnos Kaspersky Endpoint Agent dopmumpytoTcs onepaunoHHON CUCTEMON Npu CBOAX NPOrpaMmbl 1
nepesanuncbiBaloTCs Npu Kaxaom cboe.

B dannbl TpaccMpoBKU U 4aMnoB MOryT NOMNacTb NepCcoHasbHble JaHHbIE Nofb3oBaTenemn unm
KOHUAeHUnanbHble JaHHble opraHn3aumu.

He ncnonbayinte Kaspersky Endpoint Agent Ha ycTpoicTBax, nepegava gaHHbIX C KOTOPbIX 3anpeLleHa
NONUTUKON BaLLen opraHm3saLmu.

Mo ymonyaHuio Kaspersky Endpoint Agent He 3anucbiBaeT oTnagoyHy MHopMaumio.

ABTOMaTM4Yeckas oTnpaska (annoB TPaCCMPOBKM 1 AaMMOB 3a Npeaernbl YCTPOWUCTBA, HA KOTOPOM OHM Bbinu
chopMmpoBaHbl, He npoussoanTcs. Cogepxmmoe annoB TPACCUPOBKM MOXHO MPOCMOTPETL C NOMOLLbIO
CTaHAapTHLIX CPeacTB NPOCMOTPa TEKCTOBbLIX (halinos.

dannbl TPAaCCUPOBKM 1 JAMMOB XpaHATCA 6eccpodHOo 1 He yaansatoTes npu yaaneHun Kaspersky Endpoint
Agent.

OTnagoyHas nHpopmaunss MOXeT NOHaZo0bMTbCS Npy obpaLleHnn B Cnyxby TEXHUYECKOW NogaepKKU.

CneumanbHbIX MEXAHU3MOB OrpaHMYeHUst OCTyna K cpainamM TpacCMpOBKM 1 4AMMOB HE NPEAYCMOTPEHO.
ALMUHUCTPATOP MOXET CaMOCTOSATENBHO HACTPOUTL 3anNUCb 3TON MHPOPMALIMK B 3aLUMLLEHHYIO Nanky.

MyTb K nanke anga 3anncu annos TPacCMPOBKM U AAaMMNOB MO YMONYaHWMIO He 3adaH. AOMUHUCTPATOPY HY>XHO
yKasaTb nanky Ans sanvcu pannoB TpacCMPOBKM U JaMMNOB CaMOCTOATENBHO.
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HaHHble B hannax TpaccMpoBKM M 4aMMNOB MOTYT codepXaTb CneayoLyo MHPopmaumio:
o [leinctBus, BoinonHeHHble Kaspersky Endpoint Agent Ha ycTponcTse.
e VHdopmaumsa o6 obbekTax, obpabaTeiBaemMbix Kaspersky Endpoint Agent.

e  Owwnbku, Bo3HMKLWIME B nNpouecce paboTbl Kaspersky Endpoint Agent.
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CeTteBas nsonauuvsa

ATOT pasgen coaepxuT MHAOPMALIMIO O CETEBOW M30NALUM U HACTPOKKE ee NapaMeTpoB.

B aTtom pasgene

O ceTteBon nzonsaumm B Kaspersky ENdpoint AQENT .........c..uviiiiiie i 86

06 ynpaBneHun ceteBon nsonsaumnen B Kaspersky Endpoint Agent ..o, 87

O ceTeBom nsonsaumm B Kaspersky Endpoint Agent
Kaspersky Endpoint Agent npegocTtaBnsieT BO3MOXHOCTb M30SIMPOBaTh YCTPOMCTBA OT CeTH o TpeboBaHuio

(BPY4YHYIO) MNN aBTOMAaTMYECKU, B pe3ynbTaTe OTBETHbIX AEWCTBUIA Ha OGHapyXeHusl.

Mocne BkOYEHMSA CeTEBOW M30MALMM MporpamMma paspbiBaeT BCe akTMBHbIE U OMOKMpYeT BCe HOBble CeTeBble
coeguHeHusa TCP/IP Ha ycTponcTBax, KpOMe CreayoLmnx COeanHeHNI:

e COeAVHEHMs, yKa3aHHble B UCKIMIOYEHNSAX N3 CETEBON N30MALNY;
e  COEAVHEeHUs, UHMUMMPOBaHHbIe cnyx6ammn coBmecTumoro EPP;
e COedVHeHus, nHMUUnpoBaHHble cnyxbamn Kaspersky Endpoint Agent;

e COedVHEeHUsd, HMLMMpoBaHHbIe AreHTOM agMuHucTpuposaHusa Kaspersky Security Center.

Bknio4yeHne n oTKNOUYEHNE ceTeBOW nsonsauum

CeTteBas nsonsaumsi yCTpoucTBa MOXET ObITb BKIMOYEHA BPYYHYHO UMM aBTOMATUYECKM, B pe3ynbTaTe OTBETHbIX
OelcTBUA Ha obHapyxeHus (cMm. pa3gen «HacTtpovika napameTpoB cTaHgapTHon 3agayqm novcka IOC» Ha
cTp. 156).

CeTeBas u3onaumsa MoxXeT BObITb OTKMHOYEHA aBTOMATUYECKU MO UCTEYEHUW 3a4aHHOrO Neproaa BpeMEeHU 1nm
BPYYHYHO.

Ecnn B napameTpax ceTeBon U3onsumm He yCTaHOBIEH (pnaxxok ABTOMaTUUYECKU NpeKpallaTb U30SALUI
YCTPOMCTBA NO UCTEYEHUU U HE YKa3aH Nepuos BpeMEHU, ceTeBas nsonaunsa OyaeT oTknYeHa
aBTOMaTUYECKN Yepes MSTb YacoB C MOMEHTA BKITHOYEHUS.

lMocne oTKMYeHnsa ceTeBOM U30NALUN YCTPOMNCTBO MOXET paboTaTtb B ceTu 6e3 orpaHu4eHnin, HanoXeHHbIX
Kaspersky Endpoint Agent npu ceTeBol U3onauuu.

UcknioyeHust us ceteBon nsonsaumm

Bbl MOXeTe 3aaaTh UCKMTIOYEHNs U3 ceTeBon nsonauum. CeTesble coequHeHus, noanagatolme nog 3afaHHble
npaswuna, He 6yayT 3a6MoKMPOBaHbI Ha YCTPOMCTBAX MOCMe BKIOYEHUSI CETEBOW U30NALUN.

[ns ynpoLieHns HacTPOMKN UCKIIOYEHNA N3 CETEBOW U30NSaUMN B NporpamMmmMe AOCTYMNeH CMUCOK CETEBbIX
npodunen (Habopbl CTaHOAPTHBIX MPaBUI UCKNIOYEHMS). PegakTupoBaHme CriMcka U CoOOepKaHns CeTEBbIX
npodunen He NpeaycMOTPEHO.
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VcknoyeHns MOXXHO 3a4aTh Kak B COCTaBe CEeTEBbIX I'IpOd)VII'IGVI, TaK U OTAeNbHO. NckntoveHns, 3agaHHble
OTAEeNIbHO OT CeTeBbIX npocbmneﬁ, Ha3blBaKOTCA 10J/ib308amesibCKUMuU.

Mo ymonyaHuio B UCKNIOYEHMS BXOOAT CETEBbIE NPOGUNM, COCTOALLNE N3 NpaBun, obecneymBaroLLmx
BecnepebonHyto paboty yctporncTts ¢ ponamm DNS/DHCP-cepsep 1 DNS/DHCP-knueHT.

Mpy M3MEHEHUN NapaMeTPOB UCKITHOYEHWS, 3a4aHHOrO Mpu NMOMOLLIM CETEBOro NPOgUNs, 3TO UCKHOYEHMe
CTaAHOBMWTCS NOJIb30BaTENBCKUM.

MckntoveHust, 3agaHHble B CBOMCTBAX NOMAUTUKK, MPUMEHSAIOTCH, TONBbKO €CN ceTeBasi M30NsALMA BKNKOYEHA
nporpaMmoin asToMaTU4eCKn, B pe3ynbTaTe pearnpoBaHus Ha obHapyxeHue. VickniodeHus!, 3agaHHble B
CBOWCTBaX YCTPOMCTBA, MPUMEHSAIOTCS, TONbKO €CNN CeTEBAst M30NALNA BKIOYEHA BPYUHYIO.

AKTMBHasi NONUTUKA He BroKupyeT NPUMEHEHME UCKITIOYEHWIA U3 CETEBOW U30MSLMM, 3aaHHbIX B CBOMCTBAX
YCTPOWCTBA, TaK Kak CLieHapun NpUMEHEHUS 3TUX NapamMeTpoB pasHble.

O6 ynpaBneHun ceteBon nsonsiumen B Kaspersky Endpoint Agent

Bbl MOXeTe ynpaBnaTe ceTeBon nsonsaumnen ¢ nomowbio CepBepa agMMHUCTpUpoBaHust Kaspersky Security
Center, 4yepes nutepdenc komnoHeHTa Central Node nnu yepes nHtepdenc KOMaHgHOM CTPOKM Ha 3aliuLLaeMoMm
ycTpowncTee. MHhopmaumst 0 BO3MOXHOCTAX yNpaBreHnsi CETEBOW N30MSLMEN KaXabIM U3 NePeYnNCeHHbIX
cnocoboB NpvBeAeHa B cregyoLlen Tabnuue.
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Tabnuya 2.

YnpaeneHue cemesgou usonsauyueu

UHTepcpenc ynpaBneHus

Bo3moxHocTHn

MpumeyaHus

KoHconb agMMHUCTpUpoBaHus
Kaspersky Security Center

o BknoyeHune n oTknoyeHne
ceTeBon nsonauum (Ha
cTp. 127).

e HacTponka
aBTOMaTUYeCKOro
OTKINIOYEHUS CETEBOM
nsonsaumm (Ha cTp. 128).

e HacTtpoika yBegomneHus
nonb3oBartenst yCTpoucTBa
0 CeTeBoOW M3onaumm (cm.
pasgen "BkntoyeHune u
OTKINOYEHNE YBEOOMITEHUS
nonb3oBaTens 0 CeTeBOu
nsonaumn” Ha cTp. 128).

e HacTpoiika ncknoyeHmn ns
ceTeBon nsonauum (Ha
cTp. 129).

B cBorcTBax NOMUTUKK Bbl MOXETE
HacCTpPouUTb NapameTpbl
aBTOMAaTUYECKOW CETEBON N30MALNN,
a B CBOWCTBax OTAENbHOro
YCTpPOWNCTBa HacTpamBalTCH
napameTpbl CETEBOW N30MNALMM NO
TpeboBaHuto (BKMOHaeMon
BPYYHYI0).

BkritoueHune 1 oTKo4YeHnE ceTeBOM
N30MALUN BPYYHYIO A4S Fpynnbl
YCTPOMCTB Yepe3 NOonUTUKY
HEeOCTYMHO.

KomaHgHas CTpOKa

o [lony4eHne nHdopmaunm o
TEKyLLEeM COCTOSSHUN U
napameTpax ceTeBomn
N30MAUUN yCTporcTBa (CM.
pasgen "YnpasneHue
ceTeBOM n3onauuen” Ha
cTp. 257).

o OrTkntodeHne ceTeBom
N30nsumMn Ha yCTpomncTee
(cm. pasgen "YnpasneHue
ceTeBoOM nsonsaumnen” Ha
cTp. 257).

BkrnitoueHune ceteBon nsonsaumm, a
TakkKe HacCTpowka napameTpoB
CEeTEBOW N30MSLMMN HEOOCTYMHbI
yepes UHTepdeNc KOMaHgHOMN
CTPOKM.

KomnoHeHT Central Node

YnpasneHve ceTeBon
n3onsaumnen Yepes KOMMOHEHT
Central Node onucaHo
OTOENbHO.

Kaspersky Endpoint Agent
COXpaHsieT napameTpbl CETEBOW
n3onaunn, nosly4yeHHole ot
komnoHeHTa Central Node, B
cBOMCTBax ycTpouncTea B Kaspersky
Security Center.
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3anpeT 3anycka

OTOT pasgen coaepXnt nHdopmauuio o pyHkUMM 3anpeT 3anycka u HacTponke ee NapameTpoB.

B aTtom pasgene

(O JRC F= a0 T=y LT 2= L) TSSO 89
YNPABAEHMNE BAMTPETOM BAMYCKA ..eeeeeeeiiuruteeereaeeaiauteteeetaaeasaasteseeeeaaesaaassteseeeaasesaaasstsseeaeesesaanssrssseeeaesssmnsssenes 90
MopaepxuBaemble pacluMpeHmst PannoB AN SAMPETA BAMYCKA .....uurrreieeeiiiiurrrereeeaeasaannraeereaeeesaannnreeeeeeaes 90
MopaepXuBaemble UHTEPNPETATOPbDI 3AMYCKA CKPUITOB ....vvveeeiurrreeeiurreeessreeeessteeeessnsseesssnsseesssnsseesssnseeessns 92

O 3anpeTe 3anycka

Bbl MOXeTe ynpaBnaTb NpaBunamu 3anpeTa 3anycka UCMoNHAEeMbIX hannioB U CKPUNTOB, a Takke OTKPbITUSA
davinos ocucHoro copmata (cMm. pasgen "logaepxmBaemMble pacluMpeHns dannos anga 3anpeTta 3anycka" Ha
cTp. 90) Ha BbIOpaHHbIX yCTporcTBax. Hanpmumep, Bbl MOXETe 3anpeTuTb 3anyck Nporpamm, UCMonb30BaHne
KOTOpbIX cuntTaeTcs HebesonacHbiM, Ha BbiIbpaHHOM ycTponcTee ¢ Kaspersky Endpoint Agent. lNMporpamma
naeHtTudmumpyet dannbsl No UX NYTU UK KOHTPOSIBHON CyMME C MOMOLLbIO anropuTtMoB xewwmpoBanus MD5S n
SHA256.

Hpaeuno 3aripema 3ariycka — 310 Ha6op Kputepumen, KOTOpble YYUTbIBAKOTCA NMPU BbINMOJIHEHNN 6J'IOKI/IpOBKI/I.
OO6beKT AoMKEH COOTBETCTBOBATbL BCEM Kputepudam npasuna 3alinThbl, 4yTOObI nporpamMmma 3a6J'IOKVIpOBaJ'Ia ero
ncnomnHeHwne.

MapameTpamu npaBun 3anpeTa 3anycka MOXHO ynpaensaTb ¢ nomoLbio Kaspersky Security Center nnu ns
KOMaHOHOW CTPOKM JTOKarbHO Ha YyCTPOMCTBE.

Mpn ncnonesoBaHuun Kaspersky Endpoint Agent Bepcuu 3.9 npaBuna 3anpeTta He pacrnpoCTpaHATCS Ha
oainbl, pacnonoXeHHble Ha koMnakT-anckax unn B ISO-obpasax. VicnonHeHne nnm oTkpbiTME 3TUX halinoB
He ByneT 3abnoKMpPOBaHO NPOrpamMMoNn.

Pexum npnMeHeHnA NpaBun 3anpeTa 3anycka

MoxxHo Bbl6paTb OAMH U3 OABYX PEXMMOB NPpUMEHEHUA NpaBui 3anpeTa 3anycka:

e TonbKo cTaTUCTUKa.

B atom pexume Kaspersky Endpoint Agent nybnukyet B XKypHan cobbeituii Windows n Kaspersky Security
Center cobbITWe 0 NOMbITKAX UCNOMHEHWS OOBEKTOB UMM OTKPbITUS JOKYMEHTOB, COOTBETCTBYIOLLNX
KpUTEpUsM NpaBun 3anpeTta, Ho He BNOKUPYET NX UCTIONTHEHWE UITN OTKPbITUE.

e AKTUBHbIN.

B atom pexume Kaspersky Endpoint Agent 6rokupyeT ncnonHeHne o6beKTOB U OTKPbITUE JOKYMEHTOB,
COOTBETCTBYIOLLUX KpUTEPUSAM NpaBui 3anpeTa.

Mpwn BkntoueHun 3anpeTa 3anycka B Kaspersky Security Center no ymonuanuio BeibpaH pexvm Tonbko
CTaTUCTUKA.
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YBenomrneHune nosnb3oBartens o Cpa6OTaBLIJeM npasurne 3anpeTta 3anycka

Bbl moxeTe BbIGpaTh onuuio YBeAoMnATbL Nofib3oBaTens ycTpomMcTBa npu 3anpete. Ecnv 3anpet 3anycka
BKIIOYEH B pexxume (cM. pasgen "BkntodeHne 3anpeTa 3anycka" Ha cTp. 191) AKTUBHbBIN 1 BbibpaHa onums
YBepoMnAaTb Nonb3oBaTensa yCTponucTBa npu 3anpeTte (CM. pasgen "Bkno4vyeHue n oTknoveHue
yBeAoMIieHusi nornb3oBaTtenen o 3anpeTe 3anycka" Ha cTp. 193), Ha 3alWmaemMblX yCTpOMCTBax OyayT
oToGpakaTbCA BCMMblBaOLLMe YBeoOMIEHUs ¢ MHdopmauuen o cpaboTaBLumnx npasunax 3anpeta 3anycka. Ecnu
nonb3oBaTterb YCTPOUCTBA HE 3aKpOeT BCMMbIBaloLLEE yBEAOMIIEHNE, TO OHO 3aKpOETCs aBToMaTmnyeckun yepes 60
cekyH nocrie nosienexus. o ymonyaHuio onuns YBeg4oMnsaTb NoNb3oBaTens yCTponcTBa Npu 3anpeTte
BbIKMIOYEHA.

YnpaBneHue 3anpeTom 3anycka

MapameTpamu 3anpeTa 3anycka MOXHO ynpaensaTb ¢ nomoLlbio Kaspersky Security Center unum us komaHgHowm
CTPOKM.

C nomoubto Kaspersky Security Center Bbl moxeTe:

e  BKMOYUTBL (CM. pasgen "BknioveHne 3anpeta 3anycka" Ha cTp. 191) unum oTKouMTb (CM. pasgen
"OTknoyeHmne 3anpeTa 3anycka” Ha cTp. 192) ncnonb3oBaHue 3anpeTa 3anycka;

e BbIbpaTb pexvm NpUMeHeHus npasun 3anpeTta 3anycka (cMm. pasgen "BkntodyeHne 3anpeTa 3anycka” Ha
cTp. 191);

e HacTpouTb yBEAOMIIEHUE Nomnb3oBaTenen o cpaboTasluem Npasune sanpeTa 3anycka (CM. pasgen
"BknoyeHne n oTkNoYeHe yBeAOMeHUs nonb3oBaTenen o 3anpete 3anycka" Ha cTp. 193);

e HaACTpoOMTb CMMCOK NPaBwn 3anpeTa 3anycka (CM. pasgen "YnpasneHue cnuckom npasun 3anpeTa 3anycka”
Ha cTp. 194);

e  BKIMIOYUTb 3anpeT 3anycka U3 KapTouku nHuuaeHTa (cMm. pa3gen "Boibop AencTBus ¢ haiiyiom U3 KapToudku
WHUnaeHTa" Ha ctp. 109).

C nomolLLbio KOMaHOHON CTPOKU Bbl MOXETe OTKIIOYMTL 3anpeT 3anycka (cm. pasgen "YnpasneHve 3anpetom
3anycka" Ha cTp. 289) unu NnpocMoTpeTh TeKyLlMe napameTpbl 3anpeTa 3anycka (cM. pasgen "YnpasneHue
3anpeTom 3anycka" Ha cTp. 289).

NMoppepxuBaemsble pacwmpeHus dannoB ana 3anpeTta 3anycka

Kaspersky Endpoint Agent nogaepxuBaeT 3anpeT oTKpbITUS ¢hannoB 0OMCHOro hopmMaTta vYepes onpeneneHHble
nporpammsl. MIHdhopmaumsa o nogaepxMBaeMbiX paclLUMpeHMaX UMeH dhansioB 1 NporpaMm nNpueBeaeHa B
cnepywoLlen Tabnuue.
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Tabrnuua 3.

[Noddepxxusaemblie pacwupeHuss UMeH ¢halisios 0518 3arpema OmKpbIMus Yepes

YKa3aHHbIe rpoepamMmbl

Umsa nporpammbl

UcnonHsiembin chann

PacwupeHue umenu channa

Microsoft Word

winword.exe

o rif

e doc
e dot
e docm
e docx
o dotx
o dotm
e docb

WordPad

wordpad.exe

e docx
o rtf

Microsoft Excel

excel.exe

e Xxls
o Xlt
e XIm
o Xlsx
e Xlsm
o Xltx
e Xltm
e XxIsb
e xla
e Xxlam
o Xl
o Xlw

Microsoft PowerPoint

powerpnt.exe

e ppt
e pot
* pps
* pptx
e pptm
e potx
e potm
e ppam
* PpsX
* ppsm
e sldx
e sldm

Adobe Acrobat
Microsoft Edge
Google Chrome

acrord32.exe
MicrosoftEdge.exe
chrome.exe

o pdf
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MNoapepxuBaemble MHTepNpeTaTOPbI 3aMnycka CKPUNTOB

3anperT 3anycka ckpunTta obpabaTtbiBaetca Kaspersky Endpoint Agent, ecrniv ckpunT 3anyLieH ¢ NOMOLLbIO O4HOro
13 crneayowmnx NHTepnpeTaTopoB:

e AutoHotkey.exe

e AutoHotkeyA32.exe
e AutoHotkeyA64.exe
e AutoHotkeyU32.exe
e AutoHotkeyU64.exe
e InstallUtil.exe

e RegAsm.exe

e RegSvcs.exe

e autoit.exe

e cmd.exe

e control.exe

e cscript.exe

e hh.exe

e mmc.exe

e msbuild.exe

e mshta.exe

e msiexec.exe

e perl.exe

e powershell.exe

e python.exe

e reg.exe

e regedit.exe

e regedt32.exe

e regsvr32.exe

e ruby.exe

e rubyw.exe

e rundll32.exe

e runlegacycplelevated.exe
e wscript.exe

e wwahost.exe

Kaspersky Endpoint Agent nogaoep>xuBaeT 3anpeT 3anycka Java-npunoxeHun, paboTarLmx B cpefe BbIMONMHEHUS
Java (npouecchbl java.exe n javaw.exe).
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Mouck I0C

OTOT pasgen coaepXxut nHdopmaumio o 3agadax noucka IOC 1 HacTporke nx napameTpoB.

B aTtom pasgene

O 3apgayvax noncka IOC B Kaspersky Endpoint AGENT .........oviiiiiii i 93
TPEOOBAHUSA K IOC-MDANIMAM ......eiiiiiieeiiiiiii i e ettt e e e e e ettt et e e e e e e s s be et e e eeeeseaasbeeeeaaeeesaaannbaeeeeaeeesaansnneees 96
[M1008EPKNBAEMBIE IOC-TEPMUHDI .....cceviiiiiiiiiiiiiieee ettt ettt ettt ettt ettt e e e et e e e e e e e e e e e e e e e e e e e e e e e e e aa e 98
YnpaeneHue 3agadamu noncka IOC B Kaspersky Endpoint Agent..........cccvviieveieii i 98

O 3apavyax noucka IOC B Kaspersky Endpoint Agent

3apaum noncka IOC — 310 3agayn, B xoae BbiNonHeHMs KoTopbix Kaspersky Endpoint Agent ncnonesyet 10C-
davinel (dannel MHANKAaTOPOB KOMMPOMETaLMM OTKPbITOro ctaHgapTta onucaHusa OpenlOC) ons noucka aTmx
WHAOMKATOPOB Ha yCTPOWCTBAX.

Kaspersky Endpoint Agent nogaoep>xueaeT Tpu Tuna 3agad nomcka lOC:

e CmaHdapmHsbie 3ada4qu rnoucka |OC — rpynnoBble UNK NokarnbHble 3a4a4u, KOTopble co3aalTCs U
HacTpamBatoTcst Bpy4Hyto B Kaspersky Security Center unum yepes nHtepdeiic komaHgHom cTpoku. Ans
3anycka 3agay ucnonbaytotcs |0C-ainbl, NoAroToBMEHHbIE NoNb3oBaTeNeMm.

e AsmoHoMHbIe 3ada4u noucka IOC — rpynnoBblie 3a4a4vyn, KOTOpble CO30aKTCA aBTOMaTtuU4eCKn npu

pearnpoBaHun Ha yrpo3bl, o6HapyxeHHble Kaspersky Sandbox. Kaspersky Endpoint Agent aBTomaTtudecku

dopmupyeT IOC-cann. Pabota c nonb3oBartenbckumu I0C-garinamm He NpegycMoTpeHa. 3agayum

aBTOMaATUYECKN yaandTcAa Yepe3 CeMb OHen nocne nocnegHero 3anycka nnm ¢ MOMeHTa Co3jaHun4, ecinn

3agaun He 3anyckanuck. NogpobHee 06 aBTOHOMHbIX 3agadax noucka IOC cm. B Cripaske Kaspersky
Sandbox.

e [louck IOC no IOC-gpatinam, 3azpyxaemMbiM 8pyyHyto Yepe3 geb-uHmepdgbelic Kaspersky Anti Targeted

Attack Platform — nonb3oBartenu nporpaMmmbl MOryT ncnonb3osatb |OC-dannel Ans novcka npmM3Hakos
LeneBbIX aTak, 3apa)XeHHbIX M BO3MOXHO 3apaKeHHbIX 0OBbeKTOB B 6a3e cobbiTuii 1 obHapyxeHui, a
TakKke A5 NPOBEPKN KOMMbIOTEPOB C YCTAHOBIEHHbIM KOMMoHeHTOM Kaspersky Endpoint Agent.

3apaym oTNnYalTCs BO3MOXHOCTSAMM YNpaBreHns, OCTYMNHbIMU A8 HACTPOVKK NapamMeTpamu, a Takke
obnactbeto gencreud. OnucaHune kaxgoro Tuna 3agad noucka |OC npuseaeHo B crniegytolen Tabnuue.
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Tabrnuua 4. Tunbl 3ad0ay noucka IOC
Twn 3apay OnucaHue 3apgav O6bnacTtb gencTBusA 3agav
CTaHﬂ,apTHble 3ap,aq14 C034akTCA N HaCTpanBaroTCA BPYYHYHO Kapmqua 06Hapy)KeHHbIX 10C CoOepXnUT

3afa4m novmcka
I0C

B Kaspersky Security Center nnu yepes
MHTepdenc KomaHgHON CTPokM, Be3
WHTerpaumm co CTOPOHHUMU CUCTEMAMM.

[ns 3anycka 3agay ncnonbsytoTtes 10C-
¢haiinbl, NOArOTOBNEHHbIE NOMb30BaTENEM.

MapameTpbl 3a4a4 He 3aBUCAT OT HACTPOEK B
napameTpax NnonuTuK.

[na 3agay JocTyneH pexum
PeTtpocnektuBHbIV nouck IOC.

PempocrniekmueHsiti nouck |OC - aTo pexum
paboTbl 3agaun NMouck I0C, npy kKOTOpOM
Kaspersky Endpoint Agent BbinonHseT nomck
WHAMKaTOpPOB KOMMpOMeTaLum No AaHHbIM,
NoMy4YeHHbIM 3a yKa3aHHbIA Nonb3oBaTenem
WHTepBan BpeMeHu. Pexnm npegHa3HayeH ans
novcka MHAMKaToOpOB KOMMpomeTaLmmn no
AaHHbIM CETEBOM aKTUBHOCTU 3aLUMLLaeMbIX
yctponcTs. Kaspersky Endpoint Agent
aHanuaMpyeT AaHHble B XXypHarnax
onepauuoHHON cuctemMbl n bpaysepoB Ha
YyCTPOMNCTBAX.

Pexum PeTpocnekTuBHbIN nouck IOC gocTyneH
Tonbko ana CtaHgapTHbIX 3agay nomcka |0C.

Bbl MOXeTe 3agaTth criegylowime eNCTBUSA Mo
pearmpoBaHuio Ha HanaeHHble |OC
(HegoCTyNHO Npu 3anycke 3agay U3 KOMaHAHOM
CTPOKM):
e 3anyck Ha yCTpoMCTBE 3a4ady NPOBEPKM MO
TpeboBaHuto npu nomoLum EPP.
o BknioyeHue ceTeBon n3onsaumm
YCTPOMWCTBA.

MpocMoTp O0TYETOB AOCTYNEH Kak B
pe3ynbTaTax BbIMONHEHWS 3afay B BUAE
CBOAHOW Tabnuubl, Tak U B KAapToYke
o6HapyxeHHbIx [OC.

MHopmaumio 06 obbekTax, CoBNaBLUUX C
ycrnosusimm obpaboTtaHHoro |I0C-ganna,
a Takke TEKCT COBNaBLUMX BETOK UMK
oTAenbHbIX yecrnosun ua atoro 10OC-
danna.

MpocMOTp KapTOYKK
o6HapyxeHHbIx 10C
HepocTyneH ansa I0C-cannos,
npw NpoBepKe KOTOPbIX HE
Obino obHapyXeHo
NHAMKaATOPOB KOMMpoMeTaLum.

JlokanbHble nnu rpynnosble
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Twun 3agay

OnucaHue 3agay

O6bnacTtb gencTBusa 3agav

ABTOHOMHbIE
3apa4um noucka
I0C

3apaum co3galoTcst aBTOMaTUYECKK, eCriv B NOMNUTHKE
Kaspersky Endpoint Agent 3agaHo gencresue
3anyctutb MNouck IOC Ha ynpaBnsiemon rpynne
YCTPOWCTB MO pearnpoBaHuio Ha yrposbl,
obHapyxeHHble Kaspersky Sandbox.

Kaspersky Endpoint Agent aBTomaTnyecku
dopmupyet I0C-cann. Pabota c
nones3oBatensckumu |OC-dannamm He
npeaycMmoTpeHa.

Monb3oBaTento AOCTYMNHO OrpaHUYEHHOEe
ynpaBrnieHue 3agavamu B Kaspersky Security
Center.

B nonuTtuke MoXHo 3agaTtb pacnncaHmne 3anycka
3agad n obnacTtu nomcka.

3agaym aBTOMaTUYECKU yoandanTca Yyepe3 CeMb
AHen nocne nocnegHero 3anycka nin ¢ MOMeHTa
CO30aHun4, ecnn 3agadvm He 3anyckarnucb.

Bbl MoXeTe 3agathb criegytowime 4encTBus no
pearnpoBaHuto Ha HangeHHble |OC:

e 3anyck Ha yCcTponcTBe 3azad NpoBEpPKM No
TpebosaHuio npy nomowum EPP.

o [lomelleHne oObeKTa Ha kKapaHTWH 1 yoaneHne
C ycTpowncTsa.

MpocMoTp OTYETOB AOCTYMEH Kak B pe3ynbTarax
BbINOMHEHNs 3a4ay B BUAe cBogHoW Tabnuubl, Tak
1 B KapTouke obHapyxeHHbIX I0C.

Kapmouka obHapyxeHHbix I0C
CoaepXuT nHgpopmauuio ob
0o6bekTax, CoBNaBLLMX C YCNOBUSMHA
obpaboTaHHoro IOC-ganna, a Takke
TEKCT COBMaBLUNX BETOK UMK
oTAenbHbIX ycrnosun us atoro I0C-
danna.

[MpocMOTp KapTOYKK
obHapyxeHHbIX 10C
HepocTtyneH ansa |0C-
doannos, npm NnpoBepke
KOTOPbIX He BbINo
OBHapy>XeHO NHANKATOPOB
KOMMpoMeTaLmm.

[pynnoBtble

Mownck 10C no
I0C-hannam,
3arpyxaeMbiMm
BPYYHYHO Yepes
BeO-
nHTEepdenc
Kaspersky Anti
Targeted Attack
Platform

IOC-hannbl 3arpyxatoTcsa BpydHyo Yepe3s Beb-
uHTepdenc Kaspersky Anti Targeted Attack
Platform. Takke eCTb BO3MOXHOCTb HACTPOUTb
pacnucaHue |OC-npoBepKkM KOMMbIOTEPOB C
nporpammow Kaspersky Endpoint Agent B Be6-
uHTepdence Kaspersky Anti Targeted Attack
Platform.

YnpasneHue 3agadamu ¢ nomoLbio Kaspersky
Security Center nnm yepes kKOMaHAHY CTPOKY He
npeaycMoTpeHO.

ABTOMAaTMYeECKUX OENCTBUIN Npu obHapyxeHun 10C
He NpeaycMOTpeHo.

MapameTpbl 3agay He 3aBUCAT OT NOMUTUK
Kaspersky Endpoint Agent.

He npumeHumo

PeaynbTathl BbINONHEHMS rpynnoBbiX 3aga4v nomcka |IOC goctynHbl gnst npocmoTpa B Kaspersky Security
Center B TeueHMe cemMun JHen C MOMEHTA BbINONTHEHUS 3aZla4n UNU 4O MOMEHTa yaaneHus 3agayn.
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TpeboBaHusa kK I0C-cannam

B pasgene npueegeHa nHcTpykums ana Kaspersky Endpoint Agent ans Windows. 9Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MMM NONHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ans Linux. AKTyanbHyto

nHcTpykuuio ansa Kaspersky Endpoint Agent ans Linux cMOTpuTe B CripaBke peLleHusi, B COCTaBe KOTOPOro

Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

Mpu cospganum 3agad Movck IOC yunTtbiBaiiTe cnegyrowme TpeboBaHNs U orpaHnyeHust, cesasaHHele ¢ |OC-
dannamu:

Kaspersky Endpoint Agent nogaepxnsaet |IOC-tainnbl ¢ paclwmpeHmnem ioc n xml oTKpbITOro ctTaHgapTa
onuncaHusa niamkatopos komnpomeTtaumn OpenlOC sepcuii 1.0 n 1.1.

B 3agave noucka IOC MoxHO ykasaTb Tonbko dann ¢ I0C-npasunamu. ®annbl ¢ gpyrumm TMnamm npasus
He noggepXkmBaroTcs B pamkax 3agadm noucka 10C.

Ecnun npu cosganum 3agaum Mownck IOC Bl 3arpysuTe I0C-aiinbl, 4acTb M3 KOTOPLIX HE NoaaepXnBaeTcs
Kaspersky Endpoint Agent, To npu 3anycke 3agadv nporpamma 6yget ncnonb30BaTh TONLKO
noggepxmeaemble |OC-cannbi.

Ecnu npu cosganum 3agaum MNMownck IOC Bce 3arpyxeHHble Bamu IOC-daiinbl He nogaepxuBatoTcst
Kaspersky Endpoint Agent, To 3agaya MOXeT ObITb 3anyLleHa, HO B pe3ynbTaTe BbiNONHEHNUS 3a4a4n He
OyayT obHapyKeHbl MHAMKATOPbI KOMNPOMEeTaLuNn.

CemaHTHyeckune owmbkn n Henogaepxmaembole nporpammont IOC-tepmuHbl 1 Tern B IOC-dannax He
NPUBOLAT K oLIMBKaM BbINONHEHWs 3agaun. Ha Takmx ydactkax |OC-gannos nporpamma oukcupyet
OTCYTCTBME COBMaAeHus.

NoeHtndukaTtopbl Bcex |OC-cannos, KoTopble Mcnonb3yoTes B ogHon 3agade Movck IOC, gomkHbl ObITb
yHuKanbHbeiMU. Hannune 10C-daninos ¢ ognHakoBbIMU MAEHTUUKATOPaMM MOXKET NOBMAUATb Ha
KOPPEKTHOCTb pe3ynbTaToB BbIMNOMHEHUSA 3a4auu.

Pa3mep ogHoro IOC-darina He gomkeH npeebiwaTtb 3 MB. Micnonb3oBaHue dainos 6onbllero pasmepa
nNp1BOAWT K 3aBepLueHuio 3agad Nownck I0C ¢ owmnbkoin. [Npn 3TOM CymmapHbIA pa3mep Bcex 40baBNeHHbIX
dannos B IOC-konnekunn moxet npesbiwaTb 3 Mb.

PekomeHayeTcsi co3gaBaTh Ha kaxayto yrpody no ogHomy IOC-canny. 31o obnerdyaeT YteHve
pesynbtatoB 3agayu MNouck IOC.

B Tabnuue Hwxe npmuBeaeHbl 0COBEHHOCTU 1 orpaHnyYeHust noaaepxkm ctaHgapta OpenlOC nporpaMmmon.
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Tabrnuua 5.

OcobeHHocmu u oepaHu4eHusi noooepxxku cmaHdapma OpenlOC sepcuti 1.0 u 1.1

MopaepxvBaemble yCrnoBus

OpenlOC 1.0:
is
isnot (kak ucknyeHne n3 MHoOXecTBa)

contains
containsnot (kak MCKNIOYEHNE N3 MHOXECTBA)

OpenlOC 1.1:
is
contains
starts-with
ends-with
matches
greater-than
less-than

Mopaepxnsaemble
aTpmbyThl yCroBun

OpenlOC 1.1:

preserve—case

negate
MopoepxvBaemMble AND
onepaTopbl OR

I'Iop,,qepmMBaeMble TUnNbI
AaHHbIX

"date™": gata (NpMMeHUMbIE yCnoBus: is, greater—-than, less-than)
"int": yenoe 4yncrno (NPUMeHNMbIE ycroBus: is, greater—-than, less—
than)

"string'": cTpoka (NPpUMeHUMbIE yCrnoBusa: is, contains, matches,
starts-with, ends-with)

"duration": NPOOOIMKUTENBHOCTL B CeKyHAax (MpUMEHUMbIE YCNoBUs: is,
greater-than, less-than)

OcobeHHoCcTH
WHTepnpeTauun TUNoB
OaHHbIX

Tunbl gaHHbIX "boolean string", "restricted string", "md5",
"IP", "sha256", "base64Binary" MHTEPNpeTMPYIOTCH Kak CTpoka (string).
Mporpamma nogaepxmnBaeT UHTepNpeTauuto napameTpa Content ans TMnos
OaHHbIX int u date, 3agaHHOro B BUAE NPOMEXYTKOB!

OpenliOC 1.0:

C vcnonb3oBaHuem oneparopa TO B none Content:

<Content type="int">49600 TO 50700</Content>
<Content type="date">2009-04-28T10:00:00Z TO 2009-
04-28T16:00:00zZ</Content>

<Content type="int">[154192 TO 154192]</Content>
OpeniOC 1.1:

C nomouubto ycnosun greater—-than um less-than

C vcnonb3oBaHueMm oneparopa TO B norne Content

[Nporpamma nogaepXuBaeT UHTepNpeTaumto TUNOB AaHHbIX date n duration,
€CNu nHanKaTopbl 3agaHbl B opmate 1SO 8601, Zulu time zone,
UTC.

Mopnepxneaemblie IOC-
TEPMUHbI

MonHeIM cnncok nogaepxusaemMelx nporpammont |IOC-TepMUHOB NpuBeAEH B
oTaenbHon Tabnuue.
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NoannepxuBaembie IOC-TepMUHDI

B pasgene npueegeHa nHcTpykumst anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MMM NONHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CpaBke peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

B dharine, koTopbIi MOXHO 3arpy3nTb MO CChISIKE HWXE, NpuBeAeHa Tabnuua ¢ nonHeiM cnuckom |0C-TepMmnHOB
ctangapta OpenlOC, nogaepxnsaembix nporpammon Kaspersky Endpoint Agent.

J

3AIPY3UTb ®ANN IOC_TERMS.XLSX https:/help.kaspersky.com/KEA/3.9/ru-RU/IOC TERMS.zip

YnpaBneHue 3apgayamm nomucka IOC B Kaspersky Endpoint Agent

Bbl moxeTe ynpaenaTek 3agadvamm noncka |OC yepes Kaspersky Security Center nnm yepes nirepdenc
komaHgHou ctpoku Kaspersky Endpoint Agent, a Takke 3arpyxatb |OC-dalnbl n HacTpanaTb pacnmcaHme |I0C-
npoBepkn Yepes Beb-nHTepdenc Kaspersky Anti Targeted Attack Platform. OnuncaHue kaxxgoro Tuna 3agad novcka
IOC 1 nHhopmaumsa 0 AOCTYNHbIX BO3MOXHOCTSAX ynpaBneHus 3agadamu novcka |IOC npvsegeHbl B Tabnuue Huxe.
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Tabrnuua 6.

YnpaeneHue 3adadamu rnoucka IOC.

Twun 3agaum

C nomoubio Kaspersky Security
Center

C nomouibro
KOMMOHEeHTa
Central Node

Yepes uHtepdenc
KOMaHOHOW CTPOKM

CraHpapTtHas
3agada
noucka I0C

e CospaHnue (cm. pasgen "Co3gaHue

M HacTpoWKa CTaHOapTHOM 3ada4yn
noucka IOC" Ha cTp. 155),
yoaneHue (cM. pasgen "YaaneHue
3agadv 13 cnucka" Ha cTp. 145) m
3anyck (cMm. pasgen "3anyck 3agad
BPYYHYt0" Ha CcTp. 146) 3agauu
BPYYHYIO.
lMpocMOTp AeTanbHbIX OTYETOB B
pesyrnbTaTax BbINOMIHEHUSA 3a4a4m
(cm. pasgen "lMpocmoTp
pe3ynbTaToB BbIMOSIHEHWS 3a4aun
novcka IOC" Ha cTp. 157) B BUAE
CBOAHOM Tabnuubl 1 B KAPTOUKe
obHapyxeHHbIx 10C.

Kapmouka obHapyxeHHbIx I0OC

CcoaepXuT nHcpopmauuo ob

obbekTax, CoBNaBLUMX C

YnpaeneHue He
npeaycMOTPEHO.

o CospaHue 1 3anyck
3agauum c
TpebyembiMu
napameTpamu (CMm.
pasgen "YnpasneHue
CTaH4apTHbIMU
3agjavamm nomcka
IOC" Ha cTp. 259).

o [1pOCMOTp AaHHbIX O
BbINOMHEHUN 3a4a4m
(cm. pasgen
"Ynpasnexue
CTaHOapTHbIMU
3agavamm nomcka
IOC" Ha cTp. 259).

ycnosusammn obpabotaHHoro 10C-
danna, a TaKke TEKCT COBMaBLUNX
BETOK UM OTAENbHBIX YCIOBUIA U3
atoro |OC-danna.

MpocMoTp KapTO4KM
obHapyxeHHbIx |0OC
HepocTyneH ansa 10C-
drannos, npu nposepke
KOTOpPbIX He BbINo
0oBHapy>XeHO UHOUKaTopOoB
KOMMApoMeTaLumu.

e Okcnopt IOC-konnekuun (Ha
cTp. 157).
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Tun
3agaum

C nomouibto Kaspersky Security Center

C nomoubio
KOMMOHeHTa
Central Node

Yepes
UHTepdenc
KOMaHOHOM
CTPOKM

e Hactpowika cnegyrowwmx napameTpos B
MacTepe co3gaHus 3agaym (cM. pasgen
"Cos3gaHne 1 HacTponka CTaHaapTHOM 3ajayum
noucka IOC" Ha cTp. 155) unu B cBOMCTBax
3agayun (cMm. pasgen "HacTtponka napameTpos
ctaHgapTHonm 3agaym noucka IOC" Ha cTp. 156)
nocne ee co3gaHus:

e [lapameTpsbl IOC-konnekymm.
e T[lapameTpsbl noncka IOC.

o [lenicTBus nporpammbl Npy 0BHapyxXeHuu
IOC (ceTeBas usonauusa ycTponcTea u
3anyck NPOBEPKN Ha YCTPOWUCTBE C
nomotubio EPP).

e [lapameTpbl pacnucaHus 3anycka
3apaun.

e CpoK XpaHeHU st pe3ynbTaToB BbINOMNHEHNS!
3agaun Ha CepBepe agMUHUCTPMPOBAaHNSA
(HegocTynHO B MacTepe co3daHus 3aaayn).

ABTOHOMHas
3agava
noucka I0C

e HacTtponka 3anycka 3agau.

e 3anyck (cMm. pasgen "3anyck 3agay Bpy4yHyo"
Ha cTp. 146) n yaaneHue (cM. pasgen
"YpaneHue 3agad ua cnmcka' Ha cTp. 145)
3a4a4v BPYYHYHO.

e Bkno4veHne BbINONHEHUS OENCTBUI MO
pearmpoBaHuio Ha yrpo3bl, 0OHAPYXXEHHbIE
Kaspersky Sandbox.

o [loGaeneHne AencTeusi aBTOMaTU4YECKOro
co3gaHus ABTOHOMHoOWM 3agayn noucka I0C.

o [lpocMOTp AeTanbHbIX OTYETOB B pe3ynbTaTtax
BbINONHEHUS 3agdaun (cm. pasgen "lMpocmoTp
pe3ynbTaToB BbINOSIHEHWST 3a4a4n NOMCKa
IOC" Ha cTp. 157) B BUAE CBOAHOM Tabnuubl 1
B kapTo4ke obHapyxeHHbIx I0C.

Kapmouka obHapyxeHHbix IOC coaepxut
uHdopmaumio 06 obbekTax, CoBnaBLUNX C
ycnoeusammn obpabotaHHoro 10C-canna, a
Takke TEKCT COBMaBLUMX BETOK MUIK

oTaenbHbIX yecnosun us atoro |I0C-ganna.

YnpaBneHue He
npeaycMoTpeHo.

YnpaeneHue He
npeaycMoTpeHO.
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Tun
3agaun

C nomouwbto Kaspersky Security Center

C nomMolLubIo
KOMMOHEeHTa
Central Node

Yepes
UHTepdenc
KOMaHAHOM
CTpPOKMU

MpocmoTp kapToykn obHapyxeHHbIx |[0OC
HepocTyneH ans |0OC-gannos, npu
NpOBepPKe KOTOPbIX HE ObINT0 0BHaPYKEHO
WNHONKATOPOB KOMMpOMEeTaL K.

o 3kcnopt I0OC-konnekunn. (cM. pasgen "kcnopT
IOC-konnekummn" Ha cTp. 157)

o Hactpoiika cnegyrowmx napameTpos B
cBoWicTBax 3afauv (cM. pasgen "Hactpoika
napameTpoB aBTOHOMHOW 3aga4m nomcka [OC"
Ha cTp. 160):

o [lericTBust nporpammbl Npu obHapyxeHum
IOC (nomelleHne 0ObEKTa Ha KapaHTWH 1
yAareHue ¢ yCTpOWCTBa; 3amnyck NpoBepKu
Ha ycTponcTse ¢ nomoLubto EPP).

. I'Iapameprl pacnncaHuna 3anycka 3agadu.

CpOK XpaHeHnA pe3ynbTaToB BbINOJIHEHNA 3aa4vyn Ha
CepBepe agMUHUCTPUPOBAHMSA

3apava
noucka
10C,
co3faHHas
B Central
Node

YnpasneHve He NpeaycMOTPEHO.

Barpyska 10C-
dannos,
HacTpoWKa
pacnucaHus |0C-
NPOBEPKM.

YnpasneHue He
npeaycMoTpeHo.
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CkaHnpoBaHue YARA

OT0T pasgen coaepXnt nHdopmarmio o ckaHnposaHun YARA 1 0 HacTponke napaMeTpoB CKaHMPOBaHKS.

B aTtom pasgene

O ckaHupoBaHmn YARA B Kaspersky Endpoint AQeNt ..........uvveiiiiiiiiiiiiiiicec e 102
TPeB0BaAHNA K YARA-AMIIAM ....ooiiiiiiiiiiiiiiiie e ettt e e e ettt e e e e e s aba e e et e e e e e s st eeeeaeeeesaansbeaeeeeaeesaansnneees 103
YnpaBneHue ckaHupoaHuem YARA B Kaspersky Endpoint Agent ... 104

O ckaHupoBaHun YARA B Kaspersky Endpoint Agent

CkaHupoBaHue YARA — 370 npouecc, B xoae BbinonHeHus kotoporo Kaspersky Endpoint Agent ncnonb3syet
YARA-avnbl (avinbl onMcaHus curHatyp oTkpbIToro ctaHgapta YARA) ans novcka curHaTyp BpegoHOCHON
aKTMBHOCTM Ha ycTpomncTBax. CKaHMpoBaHWeE BbINOMHAETCS PEKYPCUMBHO Ha NOKanbHbIX Anckax. CkaHnpoBaHue
CeTeBbIX, MOAKMOYAEMbIX M 06NaYHbIX PECYPCOB HE NOAAEPKUBAETCA.

Kaspersky Endpoint Agent nogaepxusaet crneayrowme Tmnbl ckaHmpoBaHma YARA:

e CkaHuposaHue rno YARA-ghalinam ¢ nomoubto KoMaHOHOU CmMpPOoKU — FPYNMnoBble UKW NoKanbHble 3agayun,
KOTOpble CO30al0TCa U HAacTpamBarTCa Yepe3 uHTepdenc kKoMmaHgHoOM CTpoku. [Anga 3anycka 3agad
ucnonb3ytotca YARA-cdannbl, N0AroToBNeHHbIE Nonb3oBaTenem.

e CkaHuposaHue rno YARA-gbalinam, 3agpyxxaembiM 8pydHyto yepe3 seb-uHmepgpelic Kaspersky Anti
Targeted Attack Platform — nonb3oBaTtenu nporpaMmmMbl MOryT ucnons3oBaTb YARA-dawnnbl 4ns noucka
NPU3HAKOB LIeNEBbIX aTak, 3apaKEHHbIX 1 BO3MOXHO 3apakeHHbIX 06beKkToB B 6a3e cobbITUI
oBHapyXeHui, a Takke s MPOBEPKM KOMMbIOTEPOB C YCTaHOBIEHHBIM KOMMOHeHTOM Kaspersky Endpoint
Agent.

Tunbl CKaHNPOBAHMWSA OTNMYAKTCA BO3MOXHOCTAMU yNpaBeHns U AOCTYNHbIMU A5 HACTPOWKM NapameTpamu.
OnucaHve Kaxxgoro Tvna ckaHnpoBaHusa YARA npefcTaBneHo B cnefyollen Tabnuue.
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Tabrnuua 7. Tunbl ckaHuposaHusi YARA

Tun ckaHMpoBaHuA

OnucaHue

CkaHupoBaHue no YARA-
¢annam ¢ NOMOLLbIO
KOMaHOHOW CTPOKM

CkaHupoBaHue 3anyckaeTcsi Bpy4YHYH Yepes MHTepdeinc KoMaHaHOW CTPOKM,
6e3 MHTerpaumm co CTOPOHHUMM CUCTEMaMU.

[ns 3anycka ckaHupoBaHuns ncnonb3ytotca YARA-dawnnbl, NOAroToBMEHHbIE
nonb3oBaTenem.

I'Iapameprl CKaHUpoBaHNA HEe 3aBUCAT OT HACTpOeK B NapamMeTpax NosyimTuk.

Pe3yJ'IbTaTbI CKaHMpoBaHuA OOCTYNMHblI HEMEOJ1IEHHO Nocrie 3aBepLleHna
CKaHMpOBaHNA B KOMaHAHom CTpOKe.

CkanupoBaHue YARA no
YARA-(annam,
3arpykaeMbIM BPYYHYHO
yepes Beb-nHTepdenc
Kaspersky Anti Targeted
Attack Platform

YARA-annbl 3arpyxatTcs Bpy4Hyto Yyepes Beb-uHtepdenc Kaspersky Anti
Targeted Attack Platform. Takke ecTb BO3MOXXHOCTb HACTPOUTL pacnucaHune
YARA-CcKaHMpOBaHUSA KOMNbOTEPOB C NporpaMmmon Kaspersky Endpoint
Agent B Beb-uHTepdence Kaspersky Anti Targeted Attack Platform.

YnpaBneHve ckaHMpoBaHWEM Yepes3 KOMaHAHYI CTPOKY HE NPeayCMOTPEHO.

ABTOMaTMYECKNX OeNCTBUI Npu cpabaTtbiBaHMn YARA-NpaBun He
npeaycMoTpeHo.

[MapameTpbl ckaHMpoBaHus He 3aBMCAT OoT nonuTuk Kaspersky Endpoint
Agent.

Moapo6Hyto MHdopMaumo 06 3ToM TUMe ckaHMpoBaHusi cMm. B Cripaske
Kaspersky Anti Targeted Attack Platform.

Tpeb6oBaHusa kK YARA-channam

3aecb npuBegeHa nHgopmaumsa anga Kaspersky Endpoint Agent ana Windows. 3Ta uHdopmMaumnsa MoxeT
ObITb YACTUYHO MIM NONHOCTLIO HenpumMeHuMa k Kaspersky Endpoint Agent gns Linux. MNMonHyto
nHdopmauuto o Kaspersky Endpoint Agent anga Linux cMoTpute B cnpaBke peLLeHunsi, B COCTaBe KOTOPOro Bbl
ncnonb3yete nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection and

Response.

Mpu ckaHupoBaHum YARA yuuteiBaiTe cnegyowime TpeboBaHUs 1 orpaHuYdeHunsi, cBasanHble ¢ YARA-dainamu:

e Kaspersky Endpoint Agent nogaepxusaet YARA-dainbl ¢ pacluMpeHueM yara U yar OTKPbITOro
CcTaHgapTa onucaHuna nHaukatopos komnpomeTtaumm YARA Bepcun 4.0.2.

e B 3apaue ckaHupoBaHua YARA MoxHO yka3daTtb Tonbko dann ¢ YARA-npasunamu. @annsl ¢ Apyrumm
TMNaMy NpaBun He NoAAEPXKMBAIOTCA B pamKax 3afadvv ckaHupoBaHus YARA.

e Ecnu npu ckaHnposaHun Bbl 3arpy3sute YARA-cainel, koTopble He nogaepxusatotcs Kaspersky Endpoint
Agent unu cogepxaTt CMHTaKkcMyeckne ownbkn, 3anyck CkaHMpoBaHusa 6yaeT npepBaH ¢ COOTBETCTBYHOLLNM
yBegomneHvem ob ownbke.

e VpeHtTndukatopbl Bcex YARA-alinoB, KOTOpble NCNOMNb3YOTCH B 04HOW 3aaaye ckaHnpoBaHusa YARA,
AOMKHbI ObITb YHUKaNbHbIMU. Hanuune YARA-annoB ¢ 0ogMHakoBbIMU ngeHTudmkatopamm MoxeT
NOBMUATb Ha KOPPEKTHOCTb Pe3ynbTaToB BbINOMHEHUS 3a4aun.
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Mbl pekomeHayeM co3gaBaTtb MO OAHOMY npaBuny B ogHoM YARA-dawnne. Takon noaxon obnerdyaet YteHme
pe3ynbTaTtoB CKaHWPOBAHKS.

YnpaBneHue ckanupoBaHuemMm YARA B Kaspersky Endpoint Agent

Bbl moxeTe ynpaenaTb ckaHmpoBaHueM YARA yepes nHtepdenc komangHowm ctpoku Kaspersky Endpoint Agent.
B uHTepdence komaHOHOM CTPOKM AOCTYMHbI CneayoLlmne AencTBUS:

e CkaHupoBaHue channos u npoueccos no YARA-npaBunam n npocMoTp AaHHbIX O BbIMOMTHEHUN
CKaHMpoBaHus (CM. pasgen "YnpaeneHune ckaHupoBaHnem ¢arinos u npoueccos no YARA-npasunam" Ha
cTp. 277).

e CkaHupoBaHue 06beKkTOB Todek aBTo3anycka no YARA-npasvunam n npocMoTp AaHHbLIX O BbIMNOSTHEHWN
CKkaHMpoBaHMs (See section "YnpaBneHne ckaHMpoBaHWEM 06 beKTOB To4ek aBTo3anycka no YARA-
npasunam” on page 284).

AyauTt 6e3onacHoCTH

3anyck 3agaym AOCTYNEH TOMbKO MpY Hannumm akTMBHOIO NLEH3NOHHOrO Krtoda Kaspersky Industrial
CyberSecurity for Nodes ¢ nuueHanoHHbIM 06bekTom ICS Audit.

3apaym ayguTa 6e30macHOCTU — 3TO IPYNMOBbIE U FIOKaNbHbIE 3a4a4yn Noucka ysi3BUMOCTEN Ha YCTPONCTBAX U
OLIEHKWN COOTBETCTBUSA YCTPONCTB CTaHAapTam OnepauMoHHbIX cucteM. [ins BbINOMHEHMS 3a4ayvm ayanta
6e3onacHocTn Kaspersky Endpoint Agent ncnonb3yeTt noctaensieMbsle C NPOAYKTOM MW Nofb3oBaTenbckne 6asbl
npaswun, nomelleHHble B XML-gannbi:

o [Insa noucka y9|3BVIMOCTel7I Ha yCTpOVICTBaX nporpamMmma ncnosnb3yeT npasuna, HanncaHHble Ha A3blke
OVAL.

e [Ins oueHkn 6e30NacHOCTM YCTPOWCTB U COOTBETCTBUS CTaHAApPTaM 4118 OnepauMOoHHbIX CUCTEM
nporpaMmma Ucnonb3yeT KOHUrypaumm npasun, HanvcaHHble Ha si3bikax OVAL n XCCDF.

D,OCTyI'IHbI crneaywume BO3IMOXHOCTU ynpaBleHNA:

e YnpaBneHue 3agavamu ayamta besonacHocTu vyepes Kaspersky Security Center (cM. pasgen "YnpaeneHue
3agadamu ayguta 6esonacHocTn” Ha cTp. 217).

e YnpaBneHue 3agavamu ayamta 6e3onacHoCTu Yepes uHtepdenc KoMmaHgHoOM CTPOKM (CM. pasaen
"HacTpowika 1 3anyck 3agayv ayguta 6esonacHocTu" Ha cTp. 270).

B aTom pasgene
OrpaHunyeHus ans napaMeTpoB 3a4a4N ayaANTA DE30MACHOCTM ......uveiirrireeiiiieeeiirieeeasreeesannreeeeesseeeeeennees 105

MopaepxunBaemble TUNBI OVAL-MPOBEPOK........cciviiiiiiiiiieie ettt ettt 105
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OrpaHnyeHua ons napameTpoB 3afa4vv ayamTta 6e3onacHoCcTU

Mpun co3gaHnmn N HacTporike 3agayvm ayguta 6e30MacHOCTU yunTbIBakTE CreayloLmne orpaHNYeHns:

CoBokynHoe orpaHu4eHune B 2 MB Ha COBOKyMHbIN pa3mep arinos, UCNOMb3yLWNXCa Npy Bbibope
uctoyHuka NMonb3oBaTenbckas 6a3a npaBun u3 canna.

OrpaHuyeHne Ha pa3Mep oT4yeTa O pesynbTaTax BbIMOSIHEHUS 3a4auv ayauTa 6esonacHoctv — 7,5 MB.

NMoppepxunsaemsblie Tunbl OVAL-npoBepok

[na BbiNoNHeHWA 3aaayn ayauta 6esonacHocTU noaaepxusatoTtca cnegyolime Tunsl OVAL-NpoBepok:

accesstoken_item;
auditeventpolicy_item;
auditeventpolicysubcategories_item;
cmdlet_item - goctynHo ana Windows XP / Server 2003 v Bbiwe;
environmentvariable58_item;
environmentvariable_item;
family_item;

file_item;

filehash58_item;
filehash_item;
group_sid_item;
interface_item;
lockoutpolicy_item;
passwordpolicy_item;
port_item;

process58_item;
process_item;

registry_item;
textfilecontent54 _item;
user_item;

user_sid_item;
variable_item;

wmi57_item;

wmi_item.

Ons HenopgaepxunBaemblx TMnoB OVAL-npoBepok pe3ynbTaT BbINOMIHEHUSA 3aga4m ayauta 6esonacHocTv —
Unknown.
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PaboTa ¢ KapTO4YKOU MHUUAOEHTA

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ansa Windows. OTa MHCTPYKUMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusl, B COCTaBe KOTOPOro
Bbl ucnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

KapTouka nHunaeHTa aBToMaTUYECKU yaanseTcs Yepes oauH MecsL, nocne Toro, kak bbina cpopmMupoBaHa.

B kapTouke uHUMAEHTa Bbl MOXETEe 03HAKOMUTBLCS C UH(POpMaumen, Heo6XoaAMMOKM A4S aHanu3a MHUUAeHTa, a
Takke BbINOMHWUTL AENCTBUS B KAYECTBE peakunn Ha NHLMOEHT.

B kapTouke uHumaeHTa (cM. pasgen «1pocMoTp KapTouku MHUMgeHTa» Ha cTp. 108) npusBeneHa cneayowas
WMHopMauns:

e OOwas nHdopmaumsa 06 MHUNOEHTE.
e WHdopmauums o 3awuLaeMom yCTPONCTBE, Ha KOTOPOM MPOU3OLLEN MHUUOEHT.
e (CepneHust 06 obbekTe, 0OHapykXeHHOM B XO4e MHUMAEHTA.

K] KapTO4YKM MHUMOEHTAa Bbl MOXETe BbIMNOJTHUTL crneayrwne OEencTBuS:

e M3onmpoBaTb yCTPONCTBO, HA KOTOPOM MPOM3oLLEN MHUMAEHT (CM. pasgen "Msonsauusa ycTponcTea u3
KapToYkM nHUumgeHTa" Ha cTp. 110).

e [lomecTuTb bann Ha KapaHTWH (cM. pa3gen "Beibop aenctens ¢ hainom n3 KapToukM MHUMAEHTA" Ha
ctp. 109).

e 3anpeTuTb 3anyck danna, oGHapyXeHHOro B XoAe MHUMAeHTa (cM. pa3gen "Buibop genctaums ¢ pannom
U3 KapTOYKN MHUMAEeHTa" Ha cTp. 109).

e Cospatb 3agayy Nouck IOC (cm. pasgen "Cosganue 3agayum MNouck IOC 13 kapToukm nHUMAEHTa" Ha
ctp. 110).

Bbl Takke MOXeTe BOCMNOMNb30BaTbCA PYHKLUMOHANOM Anis paboTbl ¢ HeAOBEPEHHBIMU 06 BEKTaMU, KOTOPbIN
JocTyneH B nporpammax Endpoint Protection Platform. Hanpumep, Bbl MOXeTe ncnonb3oBaTh cTaHA4apTHbIE
cpencTtBa Kaspersky Security Center Web Console, 4Tobbl f06aBUTE haiin B CNMCOK paspeLleHHbIX 06 beKTOB
KoHTpons 3anycka nporpamm Kaspersky Endpoint Security gna Windows unu otnpasutb hann Ha aHanu3
crneumanuctam "JlabopaTtopun Kacnepckoro". NMogpobHee cm. B cripagke Kaspersky Endpoint Security 0nst
Windows.
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B aTtom pasgene
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HacTtpouka oT4yeTa 06 yrpo3ax Ans NpocMoTpa KapTouek MHUUAEHTOB

B pasgene npuBegeHa nHcTpykumsa ana Kaspersky Endpoint Agent ana Windows. 3ta nHCTpyKUnst MoxeT
ObITb YACTUYHO MMM NONHOCTLIO HenpuMeHuMa k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto

nHcTpykuuto anga Kaspersky Endpoint Agent gns Linux cMOTpuTE B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection

and Response.

» 4Ymobkl Hacmpoumbs omyem 06 yepo3ax Oris MpocMompa Kapmoyek UHUUOEeHMOs:

1
2
3.
4

6.

B rmaBHOM OkHe Beb-koHconu nepengute B pasgen MoHUTOPUHr 1 oTyeTbl — OTYETHI.
HaxmuTe Ha umsa otyeta OTyeT 06 yrposax.
B oTKpbIBLIEMCS OKHE U3MEHEHUs oT4eTa nepenanTte Ha 3aknaaky Mpadbl.

Y6eauTech, 4To B 6roke napameTpoB [eTanbHble AaHHbIe B CNVCKE NOMen oT4yeTa NpMcyTCTBYEeT nore ¢
nveHeM OTKPbITb UHLUAEHT.

Ecnu none OTKpbITbL MHLUMAEHT OTCYTCTBYET B CMUCKE, BbIMONIHATE CrieayloLimne AencTBus:

a. HaxmuTe Ha kHonKy lo6aBuUTb.

b. B npaBoi 4acTu OkHa B pacKpbiBalLLEMCH CnMcKe BbibepuTe none ¢ umeHeM OTKPbITb UHLMOEHT.
c. HaxmuTe Ha kHonky OK.

Haxmunte Ha kHornky CoXpaHUTb.

MpPOCMOTP KapTOUKM UHLMAEHTA HACTPOEH B NapameTpax oTyeTa 06 yrposax.
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MpeaycnoBusi NOCTPOEHUSA LeNOYKN pa3BUTUA Yrposbil

B pasgene npueeneHa nHcTpykumst ansa Kaspersky Endpoint Agent gns Windows. 3Ta MHCTPYKLUMS MOXET
ObITb YACTUYHO MMM NONHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

Heobxoaumo BbINONTHEHNE cnegyrowmnx npeﬂycnosmﬁ Ana NoCTpoeHNA UenoYkn pa3BuTnA yrposbl:

Ha ynpasnsiemom ycTponcTtee ¢ yctaHoBreHHbiM Kaspersky Endpoint Agent yctaHoBneHa coBmecTnmas
Bepcus Endpoint Protection Platform (Kaspersky Security for Windows Server sepcun 11 unu Bbilwe unu
Kaspersky Security ans BuptyanbHbix cpeg Jlerkuii areHT).

Kaspersky Endpoint Agent aktusmpoBaH kntovom Kaspersky EDR Optimum.

Kaspersky Endpoint Agent n Endpoint Protection Platform HaxogsTcsa nog ynpasneHuem Be6-KoHCOMM
Kaspersky Security Center.

Ha yctporicTtBe ¢ ycTaHoBneHHON Beb-koHconbio Kaspersky Security Center yctaHoBneH Be6-nnarvH
Kaspersky Endpoint Agent.

K ycTpoicTBy NpvMeHeHa akTMBHas NonmMThKa, B CBOWCTBAaX KOTOPOW BKITHOYEHO NOCTPOEHNE LeMOYKn
pasBuTKA yrposbl (CM. pasgen "HacTponka NoCTpoeHUs LenoYku passnuTums yrposbl” Ha cTp. 199) n
NPUHyAWUTENbHOE NPUMEHEHNe 3TUX NapamMeTpoB.

Ecnu k ynpaBnsiemomy ycTpovicTBY He MPUMEHSAETCH NonmTnka, Heo6XoANMO BKIHOUUTL NOCTPOEHUE
LenoYKN pa3BUTMS Yrpo3bl B CBOMCTBAxX NporpaMmbl (CM. pasgen "HacTporika MOCTPOEeHUS LienoYku
pas3BuTMA yrposbl” Ha cTp. 199).

Mo yMon4yaHuio NoCTPOeHME LeMOYKN Pas3BUTHS Yrpo3bl BbIKIIOYEHO B CBOWCTBAX NporpaMmMbl Aist
ynpaBisieMoro ycTpoicTaa.

MpocMOTp KapTOUYKM MHUMAEHTA

B pasgene npuBegeHa nHctpykumnsa ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MIM NOSTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ans Linux cMOTpuTe B CnipaBke peLleHns, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

KapTouka nHungeHTa gocTynHa B OKHE CO CMUCKOM MHUMAeHToB. CNNMCOK MHUMAEHTOB AOCTYMNEH B oT4eTe OTYeT
06 yrpo3sax unu B nogpasgene OnoBeweHus B pasgene MoHUTOPUHT 1 oT4yeTbl Be6-koHconm Kaspersky
Security Center nnn Kaspersky Security Center Cloud Console.
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YTt06bI NporpamMmma cTpouna LenoYvky pasButus yrpo3bl, HE06X0AMMO BbINONHUTL NPEeAYyCNOBUSA NOCTPOESHNUS
LenoYvKkn pa3BuTms yrposbl (Ha cTp. 108).

Ecnu Bbl go6aBute nuueH3noHHbIn ko4 ans EDR Optimum, nogpasgen OnoBeweHusa aBToOMaTUYECKN
oTobpasnTcA B rmaBHOM MeHI0 B pa3gene MoHUTOpPUHTr n oT4eTbl. Bbl Takke MOXeTe HaCTPoOUTb
oTobpaeHne noapasnena OnoBeleHUs B CBOMCTBax MHTepdenca B Kaspersky Security Center Web
Console unu Kaspersky Security Center Cloud Console. Nogpo6bHyto nHdopmauuio cM. B Cripaske Kaspersky
Security Center.

» 4Ymobkl npocmMompems KapmouKy uHUudeHma e rnoopasdersie OrnogeweHuUs:

1. B rnaBHoM okHe Beb-koHcONM nepenanTe B pasaen MoHUTOPUHr u oTyeTbl — OnoBeLeHus.
2. BbibepuTe MHUMOEHT M HAXXMWUTE Ha CCbINKy 6onblue MHopMauunn.

OT06paSVITCF| KapTo4ka nHungeHTa.
» 4Ymobki npocmMompems KapmouKy UHUUdeHma 8 omyeme 06 yepo3ax:

1. B rnaBHOM OkHe Beb-koHconu nepenanTe B pasgen MOHUTOPUHT U oT4eTbl — OTYeTHI.
2. Bbibepute oTyeT Tvina OT4YeT 06 yrpo3ax n HaxxmuTe Ha kHonky NMokasaTb oTyeT.
3. B okHe oTyeTa Ha Bknaake Moagpob6Hee BbiGepUTE MHUMAEHT N HaXMWTe Ha ccbinky MpepacTaBuThb.

OT1obpasunTca KapToyka MHUMAEHTA.

Bbi6op gencrteusa ¢ gannom M3 KapTouKU UHLUMNAOEHTA

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKLMS MOXET
ObITb YAaCTUYHO MMM NOMHOCTLIO HenpuMeHuma k Kaspersky Endpoint Agent ans Linux. AkTyanbHyto
nHcTpykuuio ana Kaspersky Endpoint Agent gns Linux cMOTpuUTe B CnpaBKe peLLEHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

[nga BbiNnonHeHns npasun 3anpeTa 3anycka Ha yCTPOWCTBE, HA KOTOPOM MPOM3OLLENn NHUMAEHT, K 3TOMY
YCTPOWNCTBY O0IMKHA ObITb NPUMeHeHa akTuBHas nonutuka Kaspersky Endpoint Agent. Ecnu ycTpoiicTBo, Ha
KOTOPOM MPOU3OLLEN VHUMAEHT, HE HaXOAUTCSA NOA yNpaBreHMeM akTUBHOW NOIMTUKK, TO NPaBuIio 3anpeTta
3anycka He 6ygeT co3gaHo.

» 4mobki 8bibpamb delicmeue ¢ halisioM U3 Kapmouyku UHUUOeHmMa:

1. OTKponTe KapTouKy nHumngeHTta (cMm. pasgen "MNpocMoTp KapTOYKM MHUMAEHTA" Ha cTp. 108).

2. Ecnu Bbl XOTUTE NOMECTUTbL Ha KapaHTWH (cM. pa3gen "O kapaHTuHe Kaspersky Endpoint Agent" Ha
cTp. 139) dainn, obHapyXeHHbI B Xo4e MHUMAEHTa, B 6noke Pann HaxmmTe Ha KHonky MomecTuTb Ha
KapaHTWH.

3. Ecnu Bbl x0TUTe 3anpeTuTb 3anyck davna (cm. pasgen "O 3anpeTte 3anycka" Ha cTp. 89), 0OHapYyXeHHOro
B XO[€ MHUMAEHTa, B 6noke Pann HaxXMuTe Ha KHOMKY 3anpeTuTb 3amnyck.
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Mpn ncnonesoBaHun Kaspersky Endpoint Agent Bepcum 3.9 npaBuna 3anpeta He pacnpoCTpaHATCS Ha
annbl, pacnonoXeHHble Ha KOMMakT-anckax unu B ISO-obpasax. VicnonHeHne nnm oTkpbITME 3TUX (hannos
He BypeT 3abnOKMPOBaHO NPOrpamMMOon.

U3onsauma ycTpoucTBa U3 KapTOYKM MHUMOEHTA

B pasgene npuBegeHa nHcTpykumsa ansa Kaspersky Endpoint Agent ana Windows. 3ta nHCTpyKUnst MoxeT
ObITb YACTUYHO MMM NOSTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykunio ana Kaspersky Endpoint Agent gns Linux cMoTpuTe B CnpaBKe peLLeHusi, B COCTaBe KOTOPOro
Bbl crnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

» 4Ymobki usonuposamse ycmpolicmeo U3 KapmoYKu UHUUOeHma:

1. OrtkpomnTe KapTOYKy MHUMZeHTa (CM. pasgen "lMpocMoTp KapTouky nHumMgeHTa" Ha cTp. 108).

2. Ecnwn Bbl XO0TUTE M30NMpoBaTh yCTporcTBO (cM. pasgen "O ceTteon nsonsaumm B Kaspersky Endpoint
Agent" Ha cTp. 86), Ha KOTOPOM NPOM3oLLEN UHLUMAEHT, B 6roke YCTPOMCTBO HAXXMUTE HA KHOMKY
M3onupoBaTb yCTPOWCTBO OT CETHU.

CospnaHue 3apgaum Nounck IOC N3 KapTOYKU MHLMAOEHTA

B paspene npuBegeHa nHcTpykums ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTpPyKLMS MOXET
ObITb YACTUYHO MIM NONTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusl, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

» 4mobki cozdame 3adady Nouck IOC (cm. pasden "O 3adayax noucka IOC e Kaspersky Endpoint
Agent" Ha cmp. 93) U3 KapmouKu UHUUOeHma:

1. OTkpouTe KapTouKy nHumnaeHTta (cMm. pasgen "MpocMoTp KapTOUKM MHUMAEHTa" Ha cTp. 108).

2. Ha zaknagke Bce cobbiTusi MHUMAEHTA BblIOepnTE aNeMeHTbl CNUCKa, HA OCHOBE KOTOPbIX Bbl XOTUTE
cosgatb 3agady nomvcka 10C.

HaxmunTe Ha kHonky Co3paHue 3agaym nomcka I0C.
4. BbINonHUTE 0AHO U3 CneayLwmnx 4eNCTBUN:

e Ecnu Bbl XO0TUTE, YTOOLI MHAMKATOP KOMNPOMeTauun cpabaTbiBan npu obHapyeHun nboro 13
BbIOpaHHbIX OOBEKTOB, B NpaBol YacTu akpaHa Bbloepute UIU (nto6om IOC o6HapyxeH).

e Ecnu Bbl x0TWTE, YTOOBI MHAMKATOP KOMMNpPOMeTauum cpabaTbiBan TONbKO Npy 0BHapyXeHnn Bcex
BblIbpaHHbIX OOBHEKTOB, B NPaBon YacTu akpaHa Bbibepute U (Bce IOC o6HapyXeHbl).
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5. B rpynne napametpos Jencrteus npu o6HapyxeHumn |IOC BbiGepnTe 04HO M3 CreayoLmx AeNCTBINM:

e W3onupoBaTb YCTPOMCTBO OT ceTun, 4ToObI Nporpamma Kaspersky Endpoint Agent BeinonHana
CETEBYIO U30MALMI0 YCTPOWCTBA, HA KOTOPOM OBGHapYyXeH MHANKATOP KOMIpomMeTaumu.

¢ [omecTuTb Ha KapaHTUH U YBanUTb, YTOObl MOMECTUTE OBHAPYXEHHbIN OOBLEKT Ha KAapPaHTUH U
yaanuTb ero ¢ yCTpoOMCTBa.

e EPP 3anycTutb NpoBepKy BaXHbIX obnacrten Ha ycTpoucTBe, YToObl Nporpamma Kaspersky
Endpoint Agent otnpasnsana nporpamme EPP komaHAy Ha BbINOMHEHWE NPOBEPKN BaXHbIX obnacTem
Ha BCcex yCTPOoWCTBax rpynnbl aAMUHUCTPUPOBAHUS, HA KOTOPbIX OBHapYyXeH NHAMKaTop
KOMnpomeTauuu.

6. HaxmuTe Ha kHonky Co3paTb 3agavy.

Mo ymonyanuio ang 3agad novcka |OC, co3gaHHbIX U3 KapTOYKM UHUMAEHTA, UCNONb3YHTCH napameTpsl,
onvcaHHble B Tabnuue Huwxke. Bbl MOXeTe M3MEHATb 3TW 3HaYeHWs B MapamMeTpax CO34aHHOWN 3a4auw.

Tabnuua 8. lMapamempsi no ymon4daHuro 0ns 3adaqyu lNouck I0OC, co3ddaHHOU U3 KapmoyKu

UHUUdeHma

MapameTp

3HayeHue No ymMosn4yaHuio

OnucaHue

I'Iapameprl Ha 3aknagke PacnucaHue

3anyckaTtb no

Onuwus BbiGpaHa.

3apava 3anyckaeTcs no

pacnucaHuro pacnucaHuio, ¢ 3agaHHbIMK
napameTpamu.
Mepuoan4YHOCTHL B ykaszaHHOe BpemA 3apava 3anyckaeTcs O4vH pas B

yKasaHHble JaTy 1 BpeMmsi.

Bpems 3anycka

Yepes 15 MUHYT nocre co3gaHus
3agaun.

3agava 3anyckaeTcsl B ykasaHHOe
BpeMS.

Harta 3anycka

[arta cosgaHus 3agayn.

3apava 3anyckaeTcsi B ykasaHHYo
pary.

3aBepLiaTh 3agauvy,
BbINONMHAIOLLYOCS
6onee

Onuus BeiGpaHa. 3agaHo 3HaYeHue
B 1 vac.

Mporpamma 3aBepluaeT 3agady
yepes ykasaHHOe BpeMmsi nocrne
3anycka BHe 3aBUCMMOCTU OT
nporpecca BbINOMHEHUS 3a0auu.

OTMeHnTb pacnucaHue
C

Onuus He BbiGpaHa.

ABTOMaTMYECKas OTMEHA
pacnncaHna 3anycka 3agadn He
NnpuMeHdaeTCA.

3anyckaTtb
nponyulieHHble 3agaun

Onuwus BbiGpaHa.

lNMporpamma nepesanyckaeT
3agady, kotopas He Obina
3anyLeHa no pacnucaHuio no
Kakomn-To npuynHe. Hanpuwmep,
ecnu cnyxba Kaspersky Endpoint
Agent He BbINonHanNace B
3annaHnpoBaHHbI MOMEHT
3anycka 3agadw.
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MapameTp

3Ha4yeHue No yMos4yaHuo

OnucaHue

Pacnpepenstb Bpems
3anycka 3apgaJv B
MHTepBane

Onuusa BbibpaHa. 3agaHo 3HaveHne
B 10 MUHYT.

3apava 3anycTuTcs B
NPOW3BOSIbHbLIN MOMEHT B TEYEHUE
yKa3aHHOro BPEMEHU OT BPEMEHM,
3apaHHoro B none Bpems
3anycka.

MapameTpsbl B pazgene JononHUTEIbHO

Bbi6epuTe TUNLI
AaHHbIX (I0C-
OOKYMeHTbI) Ans
aHanusa Bo BpeMms
noucka IOC

Mpn aHannse gaHHbIX hannos
(Fileltem) BbiBpaHa onums
AHanunsnpoBaTb gaHHble ¢hannoB
(Fileltem).

B nononHUTEnNbHbIX HACTPOMKax
I0C-gokymeHTa B 6noke
napameTpoB UckaTb MHAUKATOPbI
KOMnpomeTauuu B crnenyroLwmx
ob6nacTsx BbibpaHa onuus
BaxHble 0651acTu Ha yCTpOUCTBe.

lMporpamma npoBepsieT
KpuTuyeckne obnactm Ha
YCTPOWCTBE, a Takke narky, B
KOTOPOW M3HaYansHo Obis
obHapyxeH onacHbI OO BbEKT.

K kpuTnyeckum obnactam
OTHOCATCA creayloLme:

e BpemeHHble thannbl B nankax
CUCTEMHBIX U
NoNb30BaTENbCKMX YYETHBIX
3anucen.

e BpewmeHHbie dannbl B nanke
onepaumoHHON CUCTEMBI U B
nanke % TEMP% ans yyeTHomn
3anucu Local System, ecnu
3TW NYTW OTNIMYAOTCA.

Mpn aHanu3e gaHHbIX peecTpa
Windows (Registryltem) BbiGpaHa
onuns AHanusupoBaTb peecTp
Windows (Registryltem).

Mporpamma npoBepseT NyTu
nonb3oBaTerNbCKNX pa3fenos
peecTpa.

Kaspersky Endpoint Agent Bepcun 3.9 no ymonuyanuto ansa 3agad noucka IOC, cozgaHHbIX U3 KAPTOYKM

WHUMOEeHTa, Ucnosb3yeT napameTpsbl, 3agaHHble B pasaene UHTerpaumsa ¢ Kaspersky Sandbox B 6roke
napameTpoB PearnpoBaHue Ha yrpos3bl. [logpobHyto nHpopmaumo cm. B Cripaske Kaspersky Sandbox.

O Bupxete EDR-onoBelweHun

B Bumpxete EDR-onoBeLleHuit otobpaxaeTcs MHOpMaLns O KONTMYECTBE MHLNAEHTOB, OOHAPY)XEHHbIX Ha
yCTpoWcTBax 3a nocnegHui mecsy. Bugpxetr EDR-onoBelwennn goctynen ans otobpaxeHus Ha 3aknagke NaHenb
MoHuTopuHra B Kaspersky Security Center Web Console unu B Kaspersky Security Center Cloud Console. U3
BumpkeTa EDR-onoBeLLeHnii Bbl MOXETE OTKpbITb pa3gern OnoBeweHust Co CMCKOM MHUUAEHTOB, OGHApPYKEHHbIX
Ha ycTponcTBax.

» 4Ymobkl dobasumb sudxem EDR-ornogewieHUl Ha UHGhOpMaUUOHHYH rNaHesb:

1. TlMepengute B pasgen MoHUTOPUHTr U oT4yeTbl — lNaHenb MOHUTOPUHra.
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2. Haxmwute Ha KHOMKY [o6aB1Tb NN BOCCTAaHOBUTb Be6G-BUAXET.

3. B cnucke gocTtynHbix Be6-BumpKeTOB Bbibepute Be6-B1aXeT OnoBeweHus B kateropun CtatucTuka
yrpos.
4. HaxmuTe Ha kHonky [Jo6aBUTb.

BeG-BuoxeT 6yaeT noGasneH B KoHel, MHpOPMAaLMOHHONW NaHenu.

O6 unHTerpaumum c Kaspersky Industrial CyberSecurity for
Networks

Kaspersky Industrial CyberSecurity for Networks — nporpamma ans 3awwmTbl MHPaCTPYKTYPbl NPOMbILLSIEHHbIX
nNpeanpuaTUn OT yrpo3 MHAOPMAaLMOHHOM Be3onacHOCTM 1 Ans obecnevyeHns HENPEPbIBHOCTM TEXHOMOMMYECKNX
npoueccoB. Kaspersky Industrial CyberSecurity for Networks aHanusnpyet Tpadvk NpOMbILLAIEHHON ceTn Ans
BbISIBITEHNSI OTKITOHEHMI B 3HAYEHMAX TEXHOMOMMYECKNX NapameTpoB, 0GHapyKeHUs NPU3HaKOB CEeTEBbIX aTak,
KOHTpOns paboTbl U TEKYLLEro COCTOSHWSA YCTPOWUCTB B ceTU. [porpamma BxoamT B cocTaB pelleHus Kaspersky
Industrial CyberSecurity.

Kaspersky Industrial CyberSecurity for Nodes — 310 cpeCTBO KOMMIEKCHON 3aLLMThl CEPBEPOB U paboumx cTaHumin
B NMPOMBbILLSIEHHbIX CUCTEMAX YNpaBneHUst 0T MHPOPMAaLMOHHBIX Yrpo3.

Mporpamma Kaspersky Endpoint Agent no3sonsieT HacTpouTb UHTerpaumio mexay Kaspersky Industrial
CyberSecurity for Networks n Kaspersky Industrial CyberSecurity for Nodes. lNporpamma Kaspersky Endpoint
Agent ycTaHaBnMBaeTCsa Ha OTAENbHbIE YCTPONCTBA C YCTaHOBMNEHHOW nporpammMon Kaspersky Industrial
CyberSecurity for Nodes. [JaHHble 0 cobbITUsIX Ha yCTpOWCTBE, NonyyeHHble nporpammon Kaspersky Industrial
CyberSecurity for Nodes, otnpaBnsatoTcsa Ha cepBep Kaspersky Industrial CyberSecurity for Networks nocpeactsom
Kaspersky Endpoint Agent. VIHTerpaumusa mexay nporpaMmmamu paclumpsieT Bo3MoxHocTu Kaspersky Industrial
CyberSecurity for Networks no paccnegoBaHuio 1 pearmpoBaHuio Ha Yrpo3bl B CETSAX NPOMbILLMEHHbIX
npeanpuaTUn.

Bbl MoxeTe HacTpouTb nHTerpauuio Kaspersky Endpoint Agent ¢ nporpammon Kaspersky Industrial CyberSecurity
for Networks B KoHconu agmnHuctpupoBaHus Kaspersky Security Center, B Kaspersky Security Center Web
Console unu yepes nHTepdenc KOMaHaHON CTPOKN NOKaNbHO Ha YCTPONCTBE.

MonHyto nHdopmaumio o nporpamme Kaspersky Industrial CyberSecurity for Networks, a Takke nHgopmauuio o
HacTpovike uHTerpaumm ¢ Kaspersky Endpoint Agent co ctopoHbl nporpammbl Kaspersky Industrial CyberSecurity
for Networks cm. B Cripaske Kaspersky Industrial CyberSecurity for Networks.

B pamkax unterpaumm ¢ Kaspersky Industrial CyberSecurity for Networks nporpamma Kaspersky Endpoint
Agent npegoctaBndaeT Tonbko TenemeTputo. OTBETHbIE AENCTBUSA Ha OBHapyKMBaeMble yrpo3bl, CETeBas
n3onsaums, a Tarke novck [OC HegOCTYMNHBbI.
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YnpaBneHue Kaspersky Endpoint Agent B KoHconu
agMmuHuctpupoBaHusa Kaspersky Security Center

Mporpamma Kaspersky Security Center npegHasHayeHa A4ns LeHTpann3oBaHHOIO peLleHnst OCHOBHbIX 3aaad
yrpaBneHusa n obCcnyxmBaHnsa CUCTEMbI 3aLLMTbl ceTU opraHusauun. Nporpamma npegoctaBnsaeT aaAMUHUCTPaTopy
OOCTyN K AeTanbHon nHdopmaumm ob ypoBHe 6€30MacHOCTU CETM OpraHu3aLmmn 1 No3BosisieT HacTpamBaTb BCe
KOMMOHEHTbI 3aluThbl, MOCTPOEHHOW Ha OcHOBe nporpamm "JlabopaTtopun Kacnepckoro”.

Kaspersky Security Center nossonsieT yganeHHo ycTaHaBnuBaTb W ygandaTb, 3anyckatb U OCTaHaBnuBaTb
Kaspersky Endpoint Agent, HacTpanBaTb napameTpbl paboThbl NporpaMmsbl, 3anyckaTb 1 OCTaHaBNMBaTb 3a4a4uv
nporpammebl. B Kaspersky Security Center npegycmoTpeHo pasrpaHuyeHune npae goctyna k Kaspersky Endpoint
Agent, peanu3oBaHHOEe Ha OCHOBE TEXHOIOMM ynpaBneHust OCTynom Ha ocHose ponel (Role Based Access
Control, RBAC).

MoppobHyto nHbopmaumio o Kaspersky Security Center cm. B Cripaske Kaspersky Security Center.

KoHconb admuHucmpuposaHusi Kaspersky Security Center (panee Takke KoHcosib aOMUHUCMPUPO8aHUST)
npeaocTaBnsieT Nonb3oBaTensckui uHTepdenc ana pabotel ¢ Kaspersky Security Center. KoHconb
afMVHUCTPMPOBaHUS peannsoBaHa B Buae KOMMOHEeHTa paclumpeHmns k KoHconu ynpasneHus (Microsoft
Management Console, MMC).

Bbl moxeTe ynpaenaTb Kaspersky Endpoint Agent B KoHconn agmuHncTpupoBanus Kaspersky Security Center ¢
nomoLlblo NnaruvHa ynpasnexusa Kaspersky Endpoint Agent (cm. pasgen "YctaHoBka 1 06HOBReHve nnarvHa
ynpasneHus Kaspersky Endpoint Agent" Ha cTp. 58).

Hanee B pasgene npusegeHa ocHoBHas nHdopmauus 06 ynpaenerHumn Kaspersky Endpoint Agent ¢ nomoLubio
KoHconu agMmunHucTpupoBaHus Kaspersky Security Center.

B aTtom pasgene

YnpasneHue nonutnkamu Kaspersky Endpoint AGent ...........ovveiviiiiiiiiiie e 115
HacTtpolika napameTpoB Kaspersky ENdpoint AQENL ........covvviiiiiiiiiiiieeeeeeeeee et 119
YnpaeneHue 3agadamu Kaspersky Endpoint AGENt.........ooo e 144
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YnpasneHue nonutukamm Kaspersky Endpoint Agent

B aTom pasgene npuBeaeHbl MHCTPYKUUKM NO co3aaHuio nonuTtuk Kaspersky Endpoint Agent n BknioveHmto
napameTpoB B NOMUTUKAX.

B aTtom pasgene
CospaHne nonutukm Kaspersky ENAPOiNt AQENT .......ooiiiieiiiiie et 115

BkntoveHune napameTtpoB B nonutuke Kaspersky Endpoint Agent ..., 117

CospaHue nonutuku Kaspersky Endpoint Agent

B pasgene npuBegeHa nHcTpykumsa ansa Kaspersky Endpoint Agent ana Windows. 3ta nHCTpyKUnst MoxeT
ObITb YACTUYHO MMM NOSNTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuto anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnmn Kaspersky Managed Detection
and Response.

» 4Ymobbl cozdameb nonumuky Kaspersky Endpoint Agent e Kaspersky Security Center:

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.

2. B pepese koHconu oTkporTe nanky MonuTuku.

3. HaxmuTte Ha kHonky Co3aaTb NONUTUKY.
3anyctutca mactep co3gaHus NosMTUKU.

4. B okHe Bbi6op nporpammbl ons co3aaHus rpynnoBon nonutukm Buibepute Kaspersky Endpoint Agent.
Haxmunte Ha kHornky danee.

6. B okHe BBoa HazBaHWSA rpynnoBOM MNONIMTUMKMU BbINOSHUTE CriegyrolimMe EeNCTBUS:
a. Bsepute nmsa, nog koTopbiM co3gaBaemMas nonuTuka bygeT oTobpaxaTbCs B CIMCKE MONUTHK.

b. Ecnu Bbl X0TUTE MMNOPTMPOBATL NapaMeTphbl cyLlecTByowen nonnutnkm Kaspersky Endpoint Agent B
HOBYIO MOMUTUKY:

1. YcraHoBuTe chnaxok Mcnonb3oBaTb NnapamMeTpbl NOMIUTUKK AN NpeabiayLlien Bepcum
nporpamMmsi.

2. Haxmute Ha kHOMKy BbIGpaTh 1 B OTKPLIBLUEMCS OKHE BbibepuTe NONUTUKY, NapamMeTpbl KOTOPOK
TpebyeTca MMNopTMpoBaTb.

3. Haxmute Ha kHonky OK.

c. HaxmuTe Ha kHonky Oanee.
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7.

10.
11.

B okHe Co3gaTb NONUTUKY BbiGepuTe OAMH U3 CNeAYHOLWNX BapuaHTOB:
e Co3gaTb HOBYIO NOSIUTUKY M HACTPOUTL NapameTpbl.

e CospaTb HOBYIO NOJINTUKY C napamMmeTpaMu no ymMmosn4aHuio.

Ecnv Ha npegpiayllem Wware Bbl BKtounnm napameTp Ucnonb3oBaTtb napaMeTpbl NOMUTUKK AT
npeAblayLen Bepcumn nporpamMmbl, TO Mo yMon4daHuto BbibrpaeTcs BapuaHT Co3aaTtb HOBYIO
NONUTUKY U HAaCTPOUTL NapaMeTpbl, a B MpoLiecce co3fgaHns NONUTUKL oTobpaxatoTcs
napameTpbl, 3afaHHble B MMNOPTMPYEMOW nonutuke. B aToM criyyae nonoxeHue nepeknoyartens
NPUMEHEHMS! NONUTUKN B MPABOM BEPXHEM YITy KaXX4oro U3 pasferioB ¢ napaMeTpamu 3aBUCUT OT
MONOXXeHNs nepekntodatenel B 6riokax napaMeTpoB MMMNOPTUPYEMON NOSTUTUKN.

HaxmuTte Ha kHonky [Nanee.

B okHe BbiGpaTb TMN NonNuTUKKM Bbibepute Heobxoanmeli cnocob passepTbiBaHnsa Kaspersky Endpoint
Agent:

e WHTerpaumsa c Kaspersky Sandbox

e Endpoint Detection and Response Expert (KATA EDR), Kaspersky Industrial CyberSecurity for
Networks

HaxmuTte Ha kHonky [Nanee.

Ecnu Bbl Bbl6paj'll/l BapunaHT Co3paTtb HOBYIO NOJIUTUKY U HACTPOUTb NapamMeTpbl, BbINOHUTE O4HO N3
cnegyrowmnx OEencTBui BO BCEX NocrneaoBaTesibHO 0T06pa>Karou.|,ch;| OKHax C napameTpamMmu:

e YT0oO6bI HaCTpOUTb NapamMeTpbl NporpamMmmvbl 13 0To6pa>|<aeMb|x pa3nenoB BO BpeMsa co3gaHnAa
NONMUTUKAN:

a. Haxmute Ha kHonky HacTpouTb psaom ¢ HasBaHMEM HeOGXoouMMOro pasgena.
b. B OTKpbIBLUEMCH OKHE HACTPONTE HeobXoaUMbIE NapamMeTpbl U HAaXMUTE Ha KHonky OK.
c. Haxmute Ha kHonky [anee.

e YT06bI HACTPOMTHL NAapaMeTpbl NporpaMmMel U3 oTobpakaemblx pas3genoB NO3gHEE, HAXXMUTE Ha KHOMKY
Oanee.

HacTpoiika napameTpoB NporpamMmMbl COCTOUT U3 CrieayoLmnx 3Tanos:

CoctaB aTanoB 3aBMCUT OT Bbl6paHHOFO Ha npegbigywiem ware tmna noJInTUKN N Moxxet
OTNnN4aTbCA OT NPUBEOEHHOIO HMXe.

e Hactpowka unterpaumm Kaspersky Endpoint Agent ¢ Kaspersky Sandbox.

e Hactpowka unterpaumm Kaspersky Endpoint Agent ¢ komnoHeHTamu Endpoint Detection and
Response Expert (KATA EDR) n Kaspersky Industrial CyberSecurity for Networks (KICKS for
Networks).

e HacTpoika napameTpoB pearnpoBaHnNs Ha yrposbl.
e HacTpoiika peno3mTopues NporpaMmbi.
e HacTpowika napameTpoB 6€30nacHOCTU NPOrpaMmei.

e Hactpovika obwux napameTpoB NporpaMmbl.
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12. B okHe LleneBas rpynna BbibepuTe rpynny agMuHucTpupoBaHua Kaspersky Security Center, Ha koTopyto
[0IKHa pacnpoCTpaHATLCA co3aaBaeMasi NoNUTUKA, BLIMOMHUB crieaytoLue OencTBus:

a. HaxmuTe Ha kHonky O630p.
OTKpoeTcs OKHO BblIGOpa rpynmnbl aAMUHUCTPUPOBaHMS.
b. BbiGepuTe rpynny agMUHUCTPUMPOBAHNS B CIIUCKE.
Hanpumep, Bbl MOXeTe BbibpaTh rpynny YnpasnsemMble YCTPOMUCTBA.
c. Ecnu Bbl xoTuTE co3gath nogrpynny yCTPOWCTB B rpynne YnpaBnsieMble yCTPOUCTBA:
1. Haxmwute Ha KHOMKy HoBas rpynna.
2. B oTkpbiBLIEMCH OKHE BBEAUTE MMS MOArPYNMbl YCTPOWCTB.
3. HaxmuTte Ha kHonky OK.
d. HaxmuTe Ha kHonky danee.

13. B okHe Co3gaHue rpynnoBoi NOMMTUKK ANA NPOrpamMMbl BbIGEPUTE OQHO U3 CNEAYIOLNX COCTOSHUM
NOSNUTUKMA:

e AKTMBHas NOonuUTMKa, YTOObI NONNTUKA Ha4ana AencTBoBaTb Cpasy nocrne co3gaHus.
. HeakTuBHas nonutuka, 4To6hI aKTMBMPOBATb MOJINTUKY MO3XKe.

e [Nonutuka ANA aBTOHOMHLIX Nonb3oBaTenen. [onuTrka Ha4uMHaeT OeNCTBOBAThL, KOr4a KOMMboTep
noKMaaeT NepUMeTP CETU OpraHn3aLni.

14. YctaHoBute hnaxok OTKpbITb CBOMCTBA NONMTUKU Cpa3y Nocrie co3paHus, ecrim TpebyeTca
BbINOMHWTL LOMNOMHUTENBHYIO HACTPOWMKY NONIUTMKN Cpasdy Nnocre ee co3gaHus.

15. Haxxmute Ha kHorky F'oToBo.

Co3spgaHHas nonuTmka OT06pa3I/ITCF| B CMUCKe NOJIUTUK.

Ecnu B nonutrke BkntoyeHo ncnons3osaHne KSN 1 Bepcus MNMonoxeHns o KSN B nonuTtuke otnmMyaercs ot
Bepcuu MNonoxeHuna o KSN B Kaspersky Endpoint Agent, ycTaHOBNEHHOM Ha XoCTe, TO NOCNne NPUMEHEHMS
nonuTukn ncnonb3osaHne KSN BbIKMOYaeTCs Ha XOCTe 1 B NnapameTpax NofnTUKK. Takas cutyaums MoXxeT
BO3HUKHYTb, €CIM Ha XocTe ycTtaHoBneH Kaspersky Endpoint Agent 3.15, a Bepcusa nnarvHa ynpasneHus
Kaspersky Endpoint Agent, ¢ NOMOLLbIO KOTOPOro NoNMTUKa Oblna NocneaHun pas U3MeHeHa, HUXKe.

BkntoyeHne napameTtpoB B nonutuke Kaspersky Endpoint Agent

Mpu HacTponke napameTpos nonutukn Kaspersky Endpoint Agent no ymonyaHuio 3Ha4yeHust napameTpoB
COXPaHSIIOTCH, HO HE NPUMEHSIOTCH A0 TeX MOp, NMoKa Bbl MX He BKMouuTe. NapameTpbl B pasgenax nonuTmku
pasgerneHbl Ha 6rnokun. B pamkax 0gHOM MNONUTUKU Bbl MOXETE BKITKOYMTb Kak 4acTb OMOKOB, Tak U BCe GIOKM.

» Ymobnsi sknroyums 6510k napamempos 8 nonumuke Kaspersky Endpoint Agent:

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.

2. B pepese koHconu oTkporTe nanky NMonuTuku.
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Bbibepute nonutuky ans nporpammbl Kaspersky Endpoint Agent 1 oTkporiTe okHO ee napameTpoB OOHUM
13 criegyoLmx cnocooos:

e [1BOMHbLIM LLEMYKOM MbILM MO HA3BaAHWIO NOJUTUKN.

e B KOHTEKCTHOM MEHI0 NONUTUKK BblOepuTe NyHKT CBOUCTBA.

¢ B npaBoi yactu okHa BbIOepuTe NyHKT HacTpouTb NnapameTpbl NOSIUTUKN.

BbiGepute nonuTKKy, Ans KOTOPOW Bbl XOTUTE BKIOUYUTL NapameTpsbl.

B oTKkpbIBLLIEMCS OKHe BbIOEpUTE pasaen u 6110k NapaMeTpoB, K KOTOPbIM OTHOCSITCSI HY>KHblEe NapameTpbl.

B npaBoOM BEpPXHEM yrny Groka napamMmeTpoB U3SMEHUTE MOJ10XKEeHNEe nepeKknk4yarTena c MonuTtnka He
npunMmeHseTcsa Ha MonuTtuka npumMeHseTcA.

Bce napamMmeTpbl 6noka 6yD,YT NMPUMEHATbCA B NOJINTUKE MOCS1€ COXpPaHEHUA N3MEHEHNN,

Ecnu B nonutrke BkntoyeHo ncnonssosaHve KSN 1 Bepcuga MNonoxeHnsa o KSN B nonutunke otnvyaeTtcs ot
Bepcun MNMonoxeHunsa o KSN B Kaspersky Endpoint Agent, ycTaHOBREHHOM Ha XOCTe, TO NOCne NPUMEHEHMS
nonuTUKK ncrnonb3oBaHne KSN BhbIkNto4aeTcs Ha XOCTe M B NapaMeTpax NonuTuKKu. Takas cutyaunsa MoxeT
BO3HWUKHYTb, €crn Ha xocTe ycTtaHoBreH Kaspersky Endpoint Agent 3.15, a Bepcus nnarvHa ynpasfieHus
Kaspersky Endpoint Agent, c noMOLLblO KOTOPOro NoNMTUKa Oblna NocneaHui pas U3MeHeHa, HUXe.
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HacTtpounka napameTtpoB Kaspersky Endpoint Agent

B aTom pasgene npuseneHbl MHCTPYKUMK No HacTporike napameTpoB Kaspersky Endpoint Agent.

B atom pasgene

OTtkpbITHe okHa napameTpoB Kaspersky Endpoint AQent ... 119
HacTtpovika napameTpoB 6e3onacHocT Kaspersky Endpoint AQeNt ..........occvviveieeeeiiiiciiiieee et 121
HacTtpolika napameTpoB coegmHeHuss Kaspersky Endpoint Agent C NPOKCU-CEPBEPOM..........cccvvveveverernnn. 124
Hactporika Kaspersky Security Center B kayecTBe npokcu-cepeepa ansa aktmsauum Kaspersky Endpoint

AGEBNT.... 125
HacTpolika NapaMeTPOB CETEBOM NUBOJTALMM ......ceeveeeeeeieieeeeeeeeeeeeeeeeeeeeeeeeeeeee et et eteeetetateeeeaeatetaeatatataeaaaraaaeeees 127
Hactpoiika o6Lux napameTpoB UHTErpaLmmn ¢ CEPBEPAMU COOPA TENEMETPMM ....c..vveuveerreeriearieeriresnreenees 131
HacTtpowka napameTpoB EDR-TEMEMETPUM ..........oiiiiiiiiiiiiiiiie it 134
HacTtpolika napameTpoB xpaHunuwy B Kaspersky Endpoint Agent ... 138
HaCTPOMKA OUATHOCTUKM COOEB ........uuveiiieeeeiiiiiieeiee e e e e seitete e e e e e e e s seatabeeeeeaeessaatataeeeaeesesaantaaaeeeeeessasanrarneeeaens 143

OTKpbITUE OKHa napameTpoB Kaspersky Endpoint Agent

B pasgene npuBegeHa nHetpykumnsa onga Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKLUSA MOXET
ObITb YACTUYHO MIM NONHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClipaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

» 4Ymobbi omKpbimb OKHO napamempos Kaspersky Endpoint Agent:

1. Ortkpoute KoHconb agMuHucTpupoBaHusa Kaspersky Security Center.

2. PasBepHuTe y3en YnpaBnsiemble ycTporcTBa B AepeBe KoHconu agMuHuUcTpupoBaHus Kaspersky
Security Center.

3. BblbepuTe rpynny aaMUHUCTPUPOBAHUS, ANA KOTOPOW TpebyeTcs HAacTPOUTb NapameTpbl NporpaMMbl.

4. B naHenu pe3ynbTaToB BbIOPaAHHON rpynnbl aOMUHUCTPUPOBAHUS BbINMOMHUTE OOHO U3 CNeayoLLmMX
OEeNcTBUN:

e YTOGbI HACTPOUTL NapameTpbl NPorpamMMbl ANs rPynnbl YCTPOWCTB, BbibepuTe 3aknagky NMonutuku un
OTKpoWTe OkHO CBoMcTBa: <UMsi NONUTUKU> OBONHBLIM LLEMYKOM MbILLW MO Ha3BaHWIO MONUTUKM UNn
BblibpaB nyHKT CBOMCTBA B KOHTEKCTHOM MEHIO.

e YT06bI HACTPOMTbL NAapaMeTpbl NporpaMmbl Anst OTAENBbHOIO YCTPONCTBA, BbibepuTe 3aknagky
YcTponcTBa 1 BbINOMHUTE crneayowne AencTBus:

a. Ortkpownite okHo CBoMcTBa: <Ha3BaHue yCTpOMCTBa> ABOVHBIM LLENYKOM MbILIN MO Ha3BaHUIo
ycTpoucTBa nnu Bolibpas NyHKT CBOMCTBA B KOHTEKCTHOM MEHIO.
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b. Bblbepute pasgen NMporpammbl.

C. OTKpOIZTe OKHO I'Iapameprl: <HasBaHue nporpamMmmbi> OBOWMHBIM LLEMYKOM MbILLM MO Ha3BaHMIO
nporpamMmmvbl B pa60t-|e|7| obnacTu okHa uUnu HaxaB Ha KHOMMKY CBowncTBa noa Crnnckom nporpamMmm.

Ecnu k ycTponcTBy npumeHsieTcsa aktMBHas nonutuka Kaspersky Security Center, 3anpeluatoLlas
N3MeHeHVe napaMeTpoB NPOrpaMmebl, 3T NapameTpbl HEAOCTYMNHbI A5 UBMEHEHNSI B OKHE
MapameTpbl NnporpaMmmbl, KPOME NapamMeTpOB CETEBOM U30NALUN.

B cBoricTBax NonMUTMKM Bbl MOXXETE HAaCTPOUTL NapamMeTpbl aBTOMATUYECKON CETEBOM M30MALNN, a B
CBOWICTBax OTAENbHOro YCTPOWCTBA HacTpanBalTCs NapaMeTpbl CETEBOWN U3onsAumnm no TpebosaHmio
(BKNHOYAEMOW BPYUHYHO).
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HacTtpownka napameTpoB 6e3onacHocTn Kaspersky Endpoint Agent

B pasgene npueegeHa nHcTpykumst ans Kaspersky Endpoint Agent ana Windows. 9T1a MHCTPYKLMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

[ns ob6ecneyeHns makcMMarnbHOro ypoBHs 6esonacHocTu I T-MHPacTpyKTypbl OpraHn3aumnn Bbl MOXETE
HaCTPOUTb JOCTYMN Nnorib3oBaTenen n CTopoHHUx npouecco k Kaspersky Endpoint Agent.

B aTtom pasgene
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HacTtpownka npas nonb3oBaTenemn

B pasnene npuBegeHa nHctpykuuna ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUKNSA MOXET
ObITb YACTUYHO MNM NONHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

Bbl MoxeTe npegoctaButb goctyn k Kaspersky Endpoint Agent oTaeneHbIM nonb3oBaTensm unu rpynnam

nonb3oBartenen. B pes3ynbTaTte TOJNIbKO 3aaHHbl€ NoJib30BaTEsSIN CMOTYT YyNpaBiidATb NapaMeTpamMu Unm CJ'Iy)K6aMVI

nporpamMmel.
» YmobkI Hacmpoums ripasa nosib3osamerieu:

1. Ortkpoute KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.

2. B pepese koHconu oTkporTe nanky MonuTuku.

3. Bbibepute nonutuky ans nporpammbl Kaspersky Endpoint Agent n oTkponTe OKHO ee napaMeTpOB OOHUM

13 criegytoLwmx cnocooos:

e [1BOMHbIM LLENYKOM MbILLIW MO HA3BAHWIO MOMUTUKW.

e B KOHTEKCTHOM MeHI0 MonuTukK BeibepuTe nyHKT CBOMCTBA.

e B npaBow Yactu okHa BblbepuTe NyHKT HacTpouTb NnapameTpbl NOMUTUKMA.

4. B pasgene NapameTpbl nporpaMMel BbiGepute nogpasgen MapameTpbl 6e3onacHOCTy.
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B Gnoke napameTpoB MpaBa nonb3oBaTenen Haxmute Ha kHonky HacTpouTb psooM ¢ HasBaHveMm
HY>XHOro napamertpa.

OTkpoeTcs OKHO paspelueHuin ans rpynnel Kaspersky Endpoint Agent.

B BepxHeMm Grioke napamMeTpoB rpynn Uiy nosib3oBaTernel BbiGepute rpynmny Unu nonb3oBaTens, KOTOpoMy
Bbl XOTUTE NPEeAoCTaBMTb NpaBsa.

B HmxHem 6noke napameTpoB paspeLLeHuid Ans rpynn unu nonb3oBaTtenen ycTaHoBUTE raxku B CTPOKaX
¢ TpebyembiMu NpaBamu.

HaxmuTte Ha kHonky OK.

B npaBom BepxHeM yrny 65oka napaMeTpoB U3MEHUTE NONOXeHWe nepekntoyatens ¢ NMonuTuka He
npumeHsieTca Ha MonuTuka NnpMmeHsieTcA.

10. B okHe CBOWCTB NOMIUTUKN HAXXMUTE Ha KHomnKy OK.

MpaBa nonb3oBaTtesiel Ha ynpaBneHne napaMmeTpamu 1 cnyx6amy nporpaMmbl HaCTPOEHbI Y MPUMEHEHbI.

BkntoueHne 3awmTol naponem

B pasgene npuBegeHa nHctpykumna ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MIM NONTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuto anga Kaspersky Endpoint Agent gns Linux cMOTpuTeE B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl crnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

HeorpaHu4yeHHbI 4OCTYN Nonb3oBaTenen Kk nporpaMme 1 ee napameTpam MOXET MPUBECTMU K CHUXEHUIO YPOBHS
6e3onacHOCTU YCTPONCTBA. 3alumTa naponemM no3sonsieT orpaHUYMTbL A4OCTYN NONb3oBaTernen k nporpamMmve.

»  UYmobbi eKroYUMBb 3auumy rnaposiem:

1.
2.

OTtkponTte KoHconb agMuHncTpupoBaHus Kaspersky Security Center.
B nepese koHconu oTkpounTe narnky MonuTuku.

Beibepute nonuTtuky anst nporpammbl Kaspersky Endpoint Agent n oTkpoinTe OkHO ee napameTpoB O4HUM
u3 cnegyoLmx cnocobos:

e [1BOMHBIM LLEMYKOM MbILLM NO HA3BAHWUIO MOMUTUKM.
e B KOHTEKCTHOM MeHt0 MonuTukK BbibepuTe NyHKT CBOMCTBA.
e B npaBon yactu okHa BbIbepute NnyHKT HacTpouTb napameTpbl NONIUTUKN.
B paspene MapameTpbl nporpammsbl BbibepuTe nogpasgen NMapameTpbl 6e3onacHocTy.
B 6noke napameTpoB 3awuTa naposiem yctaHoBuTe gnaxok MpuMmeHUTb 3aWwmMTy naponem.
3apganiTe naposnb 1 NOATBEPAUTE €rO.
Mbl pekomeHayeM 3afiaTb Naporib, KOTOPbIA YAOBNETBOPSET CreayoLmM YCIOBUSAM:
e [lnnHa napong cocTaBnsieT He MeHee 8 CUMBOINOB.
e [laponb He cooepXuUT MMs y4eTHOM 3anucu nosib3oBaTens.

e [laponb He coBnagaeT C UMEHEM YCTPOWCTBA, Ha KOTOPOM yCTaHoBMeHa nporpamma Kaspersky
Endpoint Agent.
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e [laponb cooepXvT CMMBOJIbI KaK MUHUMYM TPEX rpynmn 13 CrneayloLLero cnmcka:
e BepxHun peructp (A-2);
®  HWKHWUIA perncTp (a-z);
e umndpsbl (0-9);
e cneuuanbHble cumBonbl (1$#%).

7. B npaBom BepxHeMm yrny 6roka napaMmeTpoB U3MeHUTE NosoXxeHue nepekntodatens ¢ MonuTtuka He
npumeHsieTca Ha MonuTuka NnpumeHsieTcA.

8. Haxmute Ha kHonky OK.

Bawmra naponem 6yget BkntoveHa. NMpu nonbiTke NOMNb30BaTENs BbIMNOMHUTL AENCTBME, 3aLUNLLIEHHOE
naponem, nporpaMmma npeanoXnT norb3oBaTesnto BBECTU Naposib.

MporpaMmMa He NpoBepsieT HaAEeXXHOCTb 3a4aHHOro naponsi. Mbl pekoMeHayem UCMosb30BaTh CTOPOHHNUE
cpencTea Ans NpoBEPKMN HAfeXHOCTW naporsi. Maporb cuMTaeTcst HageXHbIM, eCinn Mo pesynbTaTtam
NpOBEpPKN NoATBEpXKAEeHa HEBO3MOXHOCTb NoAGopa napornsi MUHUMYM 3a 6 MecsLEeB.

MporpaMma He 6rokMpyeT BO3MOXHOCTb BBOZAA Naposisi Nocre MHOXECTBa MOMbITOK BBOAA HEKOPPEKTHOTO
napons.

BkntoyeHne n oTknNiYeHne MexaHnama camosalmThl

B pasnene npuBegeHa nHctpykumnsa gnsa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUKNSA MOXET
ObITb YACTUYHO UIM NONHOCTLIO HenpumMeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClipaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

[ns 3awmThl OT BpEOOHOCHLIX MPOrpamm, KoTopble MbiTalTcsa 3abnokupoBaTh paboty Kaspersky Endpoint Agent
unu yaanuTb NporpaMMy, B NporpaMMe peannsoBaH MEXaHU3M CamMo3alLnTbl. OTOT MEXAHU3M NpeaoTBpaLlaeT
N3MeHeHve 1 yaaneHne annos NporpaMMbl Ha XECTKOM AUCKe, MPOLIeCCOB B NaMsATW, 3annucer B CUCTEMHOM
peecTpe.

» UmobhkI exkro4UMBb UMU OMKTROYUMb MEXaHU3M camo3alyumal;

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.
2. B pepese koHconu oTkporTe nanky NMonuTuku.

3. Bbibepute nonutuky ans nporpammbl Kaspersky Endpoint Agent n oTkpoinTe OkHO ee napaMeTpoB OOHUM
u3 cnegytoLmx cnocobos:

e [1BOMHbIM LLENYKOM MbILLIW MO HA3BAHWIO MOMUTUKW.
e B KOHTEKCTHOM MeHI0 MonuTukK BeibepuTe nyHKT CBOMCTBA.
e B npaBow Yactu okHa BbibepuTe NyHKT HacTpouTb NnapameTpbl NOMUTUKMA.

4. B pasgene NapameTpbl nporpaMMsel BbiGepute nogpasgen MapameTpbl 6e3onacHOCTM.
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5. B 6bnoke napametpoB Camo3sawumTa BKIIHOYMTE UMM BbIKINOYMTE NapaMmeTp Bknountb camo3awmTty
MoAyfien nporpamMmMbl B NaMATH.

Mo ymon4yaHuio napameTp BKITHOYEH.

6. B npaBoOM BEPXHEM YyrIy 6noka napamMmeTpoB N3MEeHUTE NOoJ1I0XKEeHUNE nepeKkrnvarTend C MonuTtuka He
npuMeHAeTCA Ha MonuTtuka npuMeHAeTCA.

7. Haxmute Ha kHomnky OK.

MexaHn3m camosaluTbl 6yD,E‘T BKITHOYEH UITN OTKITHOYEH.

Hactpounka napameTpoB coeanHeHuns Kaspersky Endpoint Agent c npokcu-cepsepom

B pasgene npuBegeHa nHctpykumna ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MMM NOSNHOCTLIO HenpumeHuma K Kaspersky Endpoint Agent gns Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

lMporpamma ucnonb3yeT napameTpbl COEAMHEHUS C NMPOKCU-CEPBEPOM Ans 0OHoBneHns 6as, akTusaumm
nporpaMmmbl U paboTbl BHELLHUX CryxX6.

Ecnu Bbl XO0THUTE MCNONb30BaTh 3a4aHHbIN NPOKCU-cepBep Npu coeanHeHumn ¢ cepeepom KATA, Kaspersky
Sandbox n Kaspersky Industrial CyberSecurity for Networks, y6egurech, 4to BeibpaHa onuus
MoaknioyaTbcA Yepes NPoKcuU-cepBep, €cnuv 3To 3aAaHo B o6LMX NapamMeTpax npu HacTporike
nHTerpaumm ¢ KATA, Kaspersky Industrial CyberSecurity for Networks nnun Kaspersky Sandbox. Mo
YMOJ4YaH1I0 onuusa He BbibpaHa.

» 4Umobbl Hacmpoume napamempbl COEOUHEHUS C MPOKCU-CEep8epoM:

1. Ortkponte KoHconb agMuHucTpupoBaHusa Kaspersky Security Center.
2. B pepese koHconu oTkporTe nanky NonuTuku.

3. Bbibepute nonutuky anst nporpammbl Kaspersky Endpoint Agent 1 oTkporiTe OkHO ee napaMeTpoB OOHUM
u3 cnegyoLmx cnocobos:

e [1BOMHBIM LLEMYKOM MbILLM NO HA3BAHWUIO MOMUTUKM.
e B KOHTEKCTHOM MeHI0 NonMTKKN BblibepuTe NnyHKT CBOUCTBA.
e B npaBon yactu okHa BbIbepute NnyHKT HacTpouTb napameTpbl NONIUTUKN.
4. B pasgene MapameTpbl nporpaMmbl BbibepuTe nogpasgen O6wue napameTpbl.
Bbibepute oavH 13 cnegyowwmx BapuaHToB NCNOSb30BaHUsSi MPOKCU-CepBepa:
e He ucnonb3oBartb Npokcu-cepsep.
e ABTOMaTUUeCKMU onpeaensTb aapec NPoKcu-cepsepa.

e WUcnonb3oBaTb NPOKCU-CEpBEP C yKa3aHHbLIMU NapaMeTpamum.
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10.

11.

12.

Ecnu Bbl BbIGpanu BapraHT ABTOMaTM4YeCKU OnpepensTb agpec NPoKcU-cepBepa, NpoKCu-cepeep
onpegenseTcs aBToMaTMYeckn AN AanbHelllen nepegayn TenemeTpun.

Ecnu Bbl BbiGpany BapnaHT Ucnonb3oBaTb NPOKCU-cepBep C yKa3aHHbIMM NapamMeTpaMu, B NOnsix
Wmsa unun IP-agpec cepBepa v MopT BBeauTe agpec v NnopT Npokcu-cepeepa, CoeanHeEHNe C KOTOPbIM Bbl
XOTWUTE YCTaHOBUTb.

Mo ymonyanutio ncnonbsyetcsa nopt 8080.

Ecnu Bbl xoTnTe ncnonb3oBatb NTLM-ayTeHTudmkaumo (npoTokon ceteBor ayteHTudmkaumm NT LAN
Manager) npv NOAKMOYEHUU K NMPOKCU-CEPBEPY:

e. YcraHoBuTe cnaxok Ucnonb3oBaTb NTLM-ayTeHTUDMKaALMIO NO UMEHM Nonb3oBaTens u
naponio.

f. B none UMa nonb3oBartensa BBeaUTE MMSA NONb3oBaTeNd n3 yquHon 3arnncun, KotTopad 6y,qu
ncnonb3oBaTbCA A4 aBTOpM3aunn Ha NpPpoKCu-cepeepe.

g. B none Maponb BBeanTe naponb NOAKMIOYEHMS K MPOKCU-CEPBEPY.

Bbl MOXeTe BKMOUYNTL OTOOpaXXeHne CMMBOJIOB Naporisl, HaXxae Ha KHomMkKy Moka3aTb cnpasa OT nons
Maponb.

Ecnu Bbl He XOTUTE UCMONB30BaTb NPOKCU-CEPBEP Ars BHYTPEHHUX aapecoB Ballel opraHu3aumm,
ycTaHoBuTe hraxkok He ncnonb3oBaTtb NpoKkcu-cepBep AN NoKanbHbIX aApecoB.

Haxxmute Ha kHonky MpuMeHnTb.
Mpun 3TOM BbI BEpHETECH B OKHO CBOWCTB MOSUTUKMW.

B npaBom BepxHeM yrny 6noka napameTpoB n3mMeHuUTe nonoxeHue nepekntoyvatens ¢ MonuTuka He
npumeHsieTcs Ha MonuTuKka npuMeHseTcs.

Haxmunte Ha kHornky OK.

MapameTpbl COeAMHEHUS C MPOKCU-CEPBEPOM HACTPOEHbI.

Hactpouka Kaspersky Security Center B kauecTBe NnpoKcu-cepBepa AnA akTuBauum
Kaspersky Endpoint Agent

B pasnene npuBegeHa nHctpykumnsa ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MNM NONHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnmn Kaspersky Managed Detection
and Response.

» 4Ymobnki ekriro4umb ucrionib3oeaHue Kaspersky Security Center 6 kadecmee npokcu-cepeepa 0ris
akmuesauyuu rnpozpammbi;

1.
2.

OtkpowTte KoHconb agmunHucTprpoBaHus Kaspersky Security Center.
B nepese koHconu oTkponTe nanky Monutuku.

Beibepute nonuTtuky ans nporpammel Kaspersky Endpoint Agent n oTkporite okHO ee napameTpoB OgHUM
n3 criegyoLwmx cnocooos:

e [1BOWMHbLIM LLEMYKOM MbILLM MO HAa3BaHMIO MOSIUTUKN.

e B KOHTEKCTHOM MeHI0 nonuTuku BeibepuTe nyHKT CBOMCTBA.
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e B npaBon yactu okHa BbIOepuTe NyHKT HacTpouTb napameTpbl NONIUTUKN.
4. B pasgene NapameTpbl nporpammbl BoibepuTte nogpasaen O6wme napameTpbil.

5. B 6noke napameTtpor JInueHsnpoBaHue yctaHoBuTe hnaxok Mcnonb3oBatb Kaspersky Security
Center B kayecTBe NpoOKCU-cepBepa Alsl akTUBaLMUKU NporpamMmbl.

6. B npaBom BepxHem yrny 6noka napaMmeTpoB U3MeHUTE NnosoxeHue nepekntodatens ¢ MonuTtuka He
npumMmeHsieTcs Ha MonuTuka npuMeHsieTcs.

7. Haxmwute Ha kHonky OK.

BkntoyeHo ucnonb3oBaHune Kaspersky Security Center B kayectse npokcu-cepsepa Anga aktueaumm Kaspersky
Endpoint Agent.
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HacTtpoika napameTpoB ceTeBOM N30NALMUMU

B pasgene npueegeHa nHcTpykumst anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKLMS MOXET
ObITb YACTUYHO MIM NOJNTHOCTLIO HenpumMeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

B aTom pasgene npuBeaeHbl MHCTPYKLMU MO HACTPOMKE NapaMeTpoB ceTeBomn usonsauun (cM. pasgen "Cetesas
nsonaums" Ha cTp. 86) ¢ nomoLbto NnarvHa ynpaenexus Kaspersky Endpoint Agent.

B aTtom pasgene
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BkntoyeHne n oTknoYeHmne ceteBon U3onauum

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKLMSA MOXET
ObITb YAaCTUYHO MMM NOMHOCTLIO HenpuMeHuma k Kaspersky Endpoint Agent ons Linux. AkTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

»  Umobhki 8kIOHUMBb UU OMKIOYUMbB CEME8YI0 U301AUUK ycmpolcmea:

1. OTKponTEe OKHO CBOWCTB NPOrpamMmbl Ans OTAENbHOro yCTPOWCTBA.
2. B pasgene CeteBas usonsiums Boibeprte O6wme napameTpbl.

3. B 6noke napameTpoB U3onupoBaTb YCTPOMCTBO BKIIOUNTE UMK BbIKNOYMTE NapameTp UsonupoBaTh
AaHHOe YCTPOMCTBO OT CeTH.

4. Haxmute OK, 4ToObl COXpaHUTb BHECEHHbBIE U3MEHEHUS.

BkroueHne 1 oTKIoYEeHNEe CETEBOM U30NALNN BPYYHYIO 4114 rpynnbl yCTpOI;ICTB vyepes NoJIMTUKY He4OCTYMNMHO.
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BkntoyeHne n oTknoveHne yBeJoOMITIEHNA NOoJ1b30OBaTENIA O ceTeBOW n3onaumm

B pasgene npuBeneHa nHctpykumsa ansa Kaspersky Endpoint Agent ana Windows. 3ta nHCTpyKuns MoxeT
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusl, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

B cBoncTBax NONUTUKM Bbl MOXETe HAaCTPOUTb NapameTpbl aBTOMaTUYECKOM CETEBOW U30MALMN, a B
CBOWCTBax OTAENbHOro YCTPOWCTBA HacTpanBaloTCs NapaMeTpbl CETEBOM U30NALMKN MO TpeboBaHMo
(BKMOYAEMOW BPY4HYHO).

» Ymobhki 8KnoYUMb UNU OMKITHYUMb yeedomneHue rnone3o8amerisi 0 cemesol U3onayuu:

1. BbIinonHuTe ogHO U3 cnefyowmx AeUCTBUN:
e OTKpOWTE OKHO CBOMCTB NporpamMmbl AN OT4ENbHOro YCTPONCTBA.

2. B rnaBHom okHe Kaspersky Security Center Web Console nepeignTe B pasgen Yctpoucrea —
YnpaBnsiemble yCTpOMCTBa.

Bbibepute ycTponcTso.
B oTkpbiBLIEMCH okHe <UMs ycTponcTBa> BbibepuTe Bknagky NMporpammbl.

Bbibepute Kaspersky Endpoint Agent.

o o M w

B oTkpbiBLIEMCA OKHE BbIGepuTe Bknaaky MapamMmeTpbl nporpaMmmel.
e  OTKpoOWTE OKHO CBOMCTB MONUTMKN NPOrpamMmbl.
7. B pasgene CeteBas nsonsiuus soibepute O6wWmne napameTpbil.

8. B 6noke napameTpoB YBeAoOMIEHUE BKNIOUUTE MUIN BbIKMIOYNTE NapaMeTp YBeAOMUTb NonbL3oBaTens,
KorAa ero ycTpoucTBo 6yaeT U30nMpoBaHo.

9. Haxmute OK, 4ToGbI COXpPaHUTb BHECEHHbIE N3MEHEHUA.

HacTpownka aBToMaTM4eCKOro OTKITHOYEHUS CETEBOWN U30MSALUN

B paspene npuseneHa nHctpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKUMS MOXET
ObITb YAaCTUYHO WK NMOSHOCTLIO HenpuMeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio ana Kaspersky Endpoint Agent ans Linux cMOTpuTe B CipaBke peLleHus, B COCTaBe KOTOPOro
Bbl ucnonb3yeTte nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

B cBoncTBax NONUTUKM Bbl MOXETE HAaCTPOUTb MapamMeTpbl aBTOMaTU4ECKOW CETEBON U30MALUN, a B
CBOWCTBaxX OTAENbHOro YCTPOMCTBA HACTpaMBalOTCA NapamMeTpbl CETEBOM M30NALUK NO TpeboBaHMIO
(BKMOYAEMOW BPYUHYHO).
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» Ymobkl Hacmpoump napamempbl a8mMoMamu4eCcKo20 OMKITHYEeHUS cemeagol U3osauyuu:

1. BbInonHuTe OAHO U3 creaywmnx 4ENCTBUN:
e OTKpoOWTE OKHO CBOWCTB NPOrpamMmmbl A5is1 OTAENbHOro YCTPOUCTBA.
e  OTKpoOWITE OKHO CBOMCTB MOSITMKN MPOrpamMmbl.

2. B pasgene CeteBas nsonsuus soibepute O6Wwmne napameTpbil.

3. B bnoke napameTpoB YcnoBusi M30nsLMM YCTPOMCTBA BKIOUMTE UMK BbIKNIOYUTE NapameTp
ABTOMaTMy4eCcKu npekpailaTtb U3oNsLUI0 YCTPOUCTBA NO UCTEYEHUU, YTOObI BKIIOYUTD UMW BbIKITHOYUTD
YHKUNIO aBTOMaTUYECKOrO OTKINIOYEHUS CETEBOM M30MALUKN MO UCTEYEHNN 3a4aHHOIo Neprnoaa BpeMEHH.

e [lo ymonyaHuoo yHKUMS BKIHOYEHA.
4. 3apanTte nepuof, MO UCTEYEHWUM KOTOPOro ceTeBas M3onaumsa AOMMKHa ObiTb OTKIIOYEHa.
Mo ymonyanuio 3agaH nepuog B 30 MUHYT.

5. Haxmute OK, 4Tobbl COXpaHWUTL BHECEHHBIE N3MEHEHUS.

Ecnn B napameTpax ceTeBon U3onsumm He yCTaHOBIEH (pnaxxok ABTOMaTUUYECKU NpeKpallaTb U30SALUIo
YCTPOMCTBA NO UCTEYEHUUN U HE YKa3aH Nepuos BpeMeHU, ceTeBas nsonaunsa dyaeT oTkmoYeHa
aBTOMaTUYeCKn 4Yepes NATb YacoB C MOMEHTAa BKIIOYEHMS.

HacTtpownka ncknioyeHum n3 ceTteBon n3onaumm

B paspene npuBegeHa nHcTpykums ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUUSA MOXET
ObITb YACTUYHO MMM NOSTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent gns Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B cnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

McknoueHuns, 3agaHHble B CBOMCTBAX MOMUTUKM, MPUMEHSAIOTCS, TONbKO €CNi ceTeBasi 30NALMs BKIOYEHa
nporpamMmor aBTOMaTU4eCKN, B pe3ynbTate pearnpoBaHus Ha obHapyXeHue. VcknioyeHus, 3agaHHble B
CBOWCTBax YCTPOWCTBA, NPUMEHSIIOTCS, TONMbKO €CN ceTeBas U30NALMS BKIIOYEHA BPYUHYIO.

AKTMBHasi NONUTUKA He BroKMpyeT NPUMEHEHME UCKITHOYEHWIA U3 CETEBOW U30MSLMM, 3aaHHbIX B CBOMCTBAX
YCTPOWCTBA, TakK Kak cLueHapum NpUMMEHEHUs 3TUX NnapameTpoB pasHble.

» 4Ymobnbi Hacmpoumes riapamMmempbl UCKITIOYEHUA U3 cemegol u3onsayuu:

1. BbIinonHuTe ogHO M3 cnefyowmx AeNCTBUN:
e OTKpoOWTE OKHO CBOWCTB NPOrpaMmbl Arisi OTAENbHOro YCTpOUCTBa.
e  OTKpOWTE OKHO CBOMCTB MOSIMTMKN MPOrpamMmMbl.

2. Ecnu Bbl OTKPbINM OKHO CBOWCTB NporpaMMbl Anst OTAENbHOro yCTpoiicTea, To B pasgene CeteBas
n3onauusa Bbibepute UcknroueHus.

3. Ecnu Bbl OTKPbINIM OKHO CBOMCTB NMOMUTMKM Nporpammel, To B pasgene CeteBasa usonsuus Buibepute
M3onsauuns npu o6HapyxeHUu.
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Bbl MOXeTe BbINOMHUTL CrieayoLwme 4ENCTBUS:

e [lo6aBuTb NONb30BATENBLCKOE UCKITHOYEHNE

e [106aBUTb UCKITHOYEHNS U3 CNUCKA CTaHOAPTHLIX CETEBLIX Npodunen
o  /13meHnTb NapameTpbl 4OOABNEHHOrO UCKITHOYEHMS

e  BKNHOYMTb UNKN OTKOUYUTD UCMONMb30BaHME UCKITHOYEHNS

e YpanuTb UCKMOYEHNE N3 CCKa

YToObl COXpaHUTb U3MEHEHUS, HAXXMUTE Ha KHOMKY NMpuMeHnTb.
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HacTtpoika o6wmx napamMeTpoB UHTErpauum c cepeepamm cobopa tenemeTpmm
B aTom pasgene cogepXmtca nHgopmaums 0 TOM, Kak HacTpouTb obLme napameTpsbl nHTerpauumn Kaspersky

Endpoint Agent ¢ cepeepamu ¢ yctaHoBneHHsiM KATA Central Node unu Kaspersky Industrial CyberSecurity for
Networks ¢ nomowpto KoHconu agmuHuctpupoBaHus Kaspersky Security Center.

B aTtom pasgene

HacTporika NapaMeTPOB MEPEAAUN LAHHDBIX. .....uuetteeeeeiauruteeetaaesaaaantnreeetaaessaanteseeeeaaessaasseseeeeesessamnssseeeeees 131
HacTpoiika napameTpoB perynupoBaHns KONNYECTBA 3AMPOCOB .......cceceeeeiiurrrreeeaaeaaannrrneeeeeassaannreneeeeeess 132
BbI60op NCTOUYHUKA NAPAMETPOB CETEBOM UBOJISILINM. ......vvreeeeeeeeeiiirrrereeeeeeesistsseeeeeessesssstsneeseeeessssnsesssesees 133

HacTpownka napameTpoB nepegayun gaHHbIX

B pasgene npuBegeHa nHetpykumnsa onga Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKLUWSA MOXET
ObITb YACTUYHO MIM NOSNTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClipaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl crnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

» Umobbl Hacmpoums napamempel nepedadu OaHHbIX:

1. Ortkpoute KoHconb agMmuHucTpupoBaHusa Kaspersky Security Center.
2. B pepese koHconu oTkporTe nanky MonuTuku.

3. BbibepuTte nonutuky ans nporpammel Kaspersky Endpoint Agent n oTkporite okHO ee napameTpoB OAHUM
13 criegyoLwmx cnocobos:

e  [1BOMHbLIM LLIEMYKOM MbILLM MO HA3BAHWUIO MOSIUTUKM.
e B KOHTEKCTHOM MeHto nonuTuku BeibepuTe nyHKT CBOMCTBA.
¢ B npaBon yactu okHa BbIOepute NyHKT HacTpouTb napameTpbl NOSIUTUKN.
4. B pasgene CepBepbl cbopa TenemeTpum Bbibepute nogpasgen O6wue napameTpsbl.
5. B 6noke napameTtpoB MNapameTpbl nepepayn AaHHbIX BbINOMHWTE CrieayloLlme OENCTBUS:
e YkaxuTe 3HadeHus B none MakcumanbHoe BpeMsi nepegayun cobbIiTum (cek.).
Mo ymon4yaHuto 3agaHo 30 cekyHa.
e YKaxuTe 3Ha4yeHus1 B norie MakcumanbHoOe KONM4ecTBO COObITUI B OQHOM NakeTe.
Mo ymonuyanuto 3agaHo 1024 cobbiTviA B OOHOM NakeTe.

6. B npasom BepxHem yrny 6roka napamMeTpoB U3MEHUTE NomnoXxeHue nepeknodarens ¢ MonuTuka He
npumeHsieTcs Ha MonuTUKa NpuMeHsieTcA.

7. Haxmwute Ha kHorky OK.
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HacTpolika napamMeTpoB perynmpoBaHust KONnM4ecTsa 3anpocoB

B paspene npueeneHa nHcTtpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKUMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMoTpuTe B CnpaBKe peLLeHunsi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

dyHKLMA perynupoBaHmns Konnyectaa 3anpocoB No3BOMsSET OrpaHMynTb NOTOK COObITUI HU3KON BaXXHOCTU OT
Kaspersky Endpoint Agent k komnoHeHTy Central Node. CTeneHb BaXXHOCTW COBbITUIA NpOorpamMmma oLueHUBaeT
CaMOCTOATESTbHO.

» 4Ymobbl Hacmpoumsb napamempbl pe2ynupo8aHuUsi Kosiuyecmea 3arnpocos:

OTtkponTte KoHconb agMuHucTpupoBaHns Kaspersky Security Center.
B nepee koHconu oTkponTe nanky Monutuku.

BbibepuTte nonutuky ans nporpammel Kaspersky Endpoint Agent 1 oTkpoliTe okHO ee napameTpoB O4HUM
13 criegyroLmx cnocobos:

e [1BOMHbLIM LLEMYKOM MbILLM MO HA3BaHMIO NOMUTUKN.

e B KOHTEKCTHOM MeHI0 NonMTKKN BblbepuTe NnyHKT CBOUCTBA.

e B npaBon yactu okHa BbIbepute nyHKT HacTponTb napameTpbl NONUTUKN.

B pasgene CepBepbl c6opa TenemeTpum Boibepute nogpasgen Obwme napameTpbl.

B 6noke napameTtpoB PerynupoBaHue KONM4eCcTBa 3anpocoB Bbl MOXETE BbINOMHUTL Cregyuime
JencTBus:

e Bknountb Mnu BeikNOYNTE NapameTp BknounuTb perynupoBaHue KonvyecTsa 3anpocos.
Mo ymonyaHuio napameTp BKIHYEH.
e YKasaTb konu4ecTBo cobbiTuii B norne MakcumanbHoe Konu4yecTBO CO6GbLITUN B Yac.

lMporpaMmma aHanuaupyeT NOTOK AaHHbIX TENEMETPUM 1 OrpaHNyYnBaeT nepegady cobbITUn HU3KON
BaXXHOCTW, €CNKX NOTOK NepedaBaeMblX COObITUIN CTPEMUTCH NPEBLICUTL YKa3aHHYIO B 3TOM none
Benu4unHy. Mo ymonyanuio 3agaHo 3000 cobbiTun B Yac.

e YKasaTb MOpPOr NoToka OAHOTUMHbIX COOLITUI HN3KOW BaXHOCTM B nosne MpoueHT npeBbiWeHus
nMMunTa cobbITUN.

Ecnv noTok o4HOTUMHBIX COBbLITUIN HU3KOW BaXXHOCTU MPEBLICUT YKa3aHHbI B 3TOM Nosie nopor B
npoLeHTax oT o6LLero konmyecTsa coBbITUI, TO UMEHHO 3TOT TUN COGbLITUI GyaeT orpaHnyeH. MoxHo
3agatb BenmunHy ot 5% o 100%. Mo ymonyaxuio 3agaHo 15%.

B npaBoOM BEPXHEM yrny 6noka napamMmeTpoB N3MEeHUTE NoJ1I0XKeHNe nepekn4yaTend c MonuTtuka He
npuUMeHsaeTCA Ha MonuTtuka npUuMeHseTcCA.

Mo YMOI4YaHUK nepeknoyaTerib HaxoguTca B NOJ1OXKEeHUN Monutuka npunMmeHseTcs.

Haxmunte Ha kHorky OK.
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Bbibop nctouHunka napametpos CeteBon nsondauum

B paspene npueegeHa nHctpykums anga Kaspersky Endpoint Agent ana Windows. 3Ta MHCTpyKUUSA MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusl, B COCTaBe KOTOPOro
Bbl ucnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

» 4Umobki 8bibpamb UucmoYHUK napamempos Cemegou U30syuu:

1.

BbinonHuTe ogHO 13 criegyowmx AeNCTBUN:

OTKpoOWTE OKHO CBOMCTB NporpaMMbl ANsi OTAENbHOMO YCTPOMCTBA.

OTKpoOnTE OKHO CBOWCTB MOMMTUKN NPOrpPaMmel.

B paszgene CepBepbl c6opa TenemeTpum Bbibepnte nogpasgen O6wme napameTpbl.

B 6noke UcTouyHuk napameTpoB CeTeBoM N3onsAaLuMmM B packpbiBatoLemcs cnucke MpruopuTeTHbIN
cepBep BbibepuTe cepsep, KOTOpbIN 6yaeT uctodHmkom napameTpoB CeteBon nsonsauyun. Kaspersky
Endpoint Agent npumensieT napameTpbl CeTeBON N30MAUUM NO CRneayloLwmMM npasunam:

Ecnu HacTpoeHa nHterpauus Tonbko ¢ cepeepom KATA, Kaspersky Endpoint Agent npumenseTt
napameTpbl CeTeBon nsonauuu, onpeaeneHHsble Ha cepsepe ¢ yctaHoBneHHsiM KATA Central Node.

Ecnun HacTpoeHa nHterpaums Tonbko ¢ cepeepom KICS for Networks, Kaspersky Endpoint Agent
npumeHseT napameTpbl CeTeBoOn N30nALuK, onpeaerneHHble Ha cepBepe ¢ yctaHoBneHHsim KICS for
Networks.

Ecnu HacTpoeHa uHterpaums n ¢ cepsepom KATA, u ¢ cepsepom KICS for Networks, Kaspersky
Endpoint Agent npumeHsaeT napameTpbl CeTeBON N30nauun, onpeaeneHHble Ha cepeepe, BbIbpaHHOM
B packpbiBatowemcs cnucke NMpuoputeTHbIn cepBep.

Ecnu nnTerpauums c cepsepom KATA u cepsepom KICS for Networks He HacTpoeHa, Kaspersky
Endpoint Agent npumeHsaeT napameTpbl CeTeBON N30MAUUN, ONpeaerneHHble NoKanbHO Ha y3ne ¢
ycTaHoBneHHbIM Kaspersky Endpoint Agent ¢ nomoLLbto KoMaHgHOW CTPoku (CM. pasgen "YnpaeneHue
ceTeBoW nsonsumen” Ha cTp. 257) unu B cBorcTBax y3na B Kaspersky Security Center Web Console.

HaxxmuTe Ha kHonky OK, 4Tobbl COXpaHUTb U3MEHEHMS.
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HacTpounka napameTpoB EDR-TenemeTtpumn

B pasgene npueegeHa nHcTpykumst anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKLMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ans Linux cMOTpuTe B CnipaBke peLleHns, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

B atom pasgene coaepxmTca VIH(*)OpMaLI,I/IFI O TOM, KaK HaCTpOUTb:

e VcknoveHua EDR-TenemeTpun o npoueccax nporpamm, kotopyto Kaspersky Endpoint Agent
obpabaTbiBaeT u nepegaet Ha cepep ¢ komrnoHeHToMm KATA Central Node nnn Kaspersky Industrial
CyberSecurity for Networks.

¢ Ontumwusaumio oovema EDR-Tenemetpun, kotopyto Kaspersky Endpoint Agent obpabaTteiBaeT n nepegaet

Ha cepBep ¢ komnoHeHTom Kaspersky Industrial CyberSecurity for Networks.

e VcknoueHusa EDR-TenemeTpumn 0 ceTeBbIXx KOMMYHMKaUuNAX, KoTopyto Kaspersky Endpoint Agent

obpabaTbiBaeT 1 nepepaet Ha cepBep ¢ komnoHeHTom Kaspersky Industrial CyberSecurity for Networks.

B aTtom pasgene
OanHble nporpaMmmbl Kaspersky Endpoint AGENt ..........oeiiiiiiiii e 74

BkntoveHne n HacTporka UCKIYEHMI U onTuMu3auum obbema otnpasnsemon EDR-Tenemetpun o
[p[eToTN ST eoz=) QT oL o= Y 1 PP 134

BkntoyeHne n HacTporka ucknoyeHui otnpaesnsemont EDR-TenemeTpum o ceTeBbiX KOMMYHUKaUMSX ... 136

BkntoveHune n HacTpowka ucknoyeHuii otnpaensieMmont EDR-TenemeTpum 06 onepauunsx ¢ pannamm ....137

BknroyeHne 1 HacTpornka UCKYEeHUA 1 onTuMmsaunmn odbbema otnpasnsemon EDR-
TenemeTpun o npoueccax nporpamMmm

B paspene npuseneHa nHctpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKUMS MOXET
ObITb YAaCTUYHO MMM NONHOCTLIO HenpumMeHuma K Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ana Kaspersky Endpoint Agent ans Linux cMOTpuTe B CnpaBKe peLleHnsi, B COCTaBe KOTOPOro
Bbl ucnonb3yeTte nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

Bbl MOXeTe HaCTPOUTb UCKIIOYEHUS N ONTMMM3aLumMio obbema otnpasnsemon EDR-TenemeTpumn o npoueccax
nporpamm ¢ nomotubto KoHconu agmuHnctpuposaHua Kaspersky Security Center B cBoncTBax oTaensHOro
YCTPOWCTBA UINKN N B CBOMCTBAX MOJNUTUKKN AN TPYNMbl YCTPOWCTB.
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McknioyeHus otnpasnsemon EDR-TenemeTtpum o npoueccax nporpaMmm SOCTYMNHbI NPpY UHTerpawmm
Kaspersky Endpoint Agent ¢ cepsepamu ¢ yctaHoBneHHbIM KATA Central Node nnu Kaspersky Industrial
CyberSecurity for Networks.

Kaspersky Endpoint Agent He aHanu3upyeT 1 He nepeaaeT Ha cepsep ¢ ycTaHoBneHHsIM KATA Central Node nnum
Kaspersky Industrial CyberSecurity for Networks gaHHble 00 UCKMOUYEHHbIX MpoLeccax nporpaMmm.

YnpaBneHue (BKIoYeHMe / BbIKMIOYEHNE) onTuMmnsaumnen oobema otnpasnsiemont EDR-tenemeTpum o
npoueccax nporpamm gocTynHo npu nHterpauumn Kaspersky Endpoint Agent ¢ cepsepamu ¢ yCTaHOBIEHHbIM
Kaspersky Industrial CyberSecurity for Networks.

Ecnu BknitoyeHa ontummsauus obbema otnpasnsiemon EDR-Tenemetpun, Kaspersky Endpoint Agent He
oTnpasnsieT cobbiTna ¢ kogamm 102 (6a3oBble KOMMYHMKaLUK) KU 8 (CeTeBas akTMBHOCTb npouecca) Ans
npotokona Microsoft SMB n AreHta agmunHucTpupoBaHus kinagent.exe o npoueccax nporpamm Ha cepsep C
ycTaHoBneHHbIM Kaspersky Industrial CyberSecurity for Networks.

»  Umobhki 8KMHOHYUMb U HACMPOUMb UCKITYEHUS U onmumMu3auyuro obbema omnpasnsemol EDR-
mesiemMempuu o rpoyeccax rnpoepamm:

1. BbInonHuTe 0gHO M3 cnefyowmx AeNCTBUN:
e OTKpOWTE OKHO CBOMCTB NporpamMMbl AN OTAENbHOro YCTPONCTBA.
e OTKpoViTE OKHO CBOWCTB MOMIUTUKM MPOrpamMmbl.

2. [lepenpute B pasgen EDR-tenemMeTpua — UcknroyeHHbIe npoLecchl.

3. B 6noke napameTtpoB UcknroyeHus Bknounte napameTp Mcnonb3oBaTb UCKITKOYEHUSA, YTOObI BKITHOUUTD
npumeHeHne ucknoyveHnn ana EDR-tenemeTpun.

4. HacTtponTte ontumm3aumio obbema otnpasnsemon EDR-Tenemetpun:

Mpwn nHterpaunn Kaspersky Endpoint Agent ¢ cepepamm ¢ yctaHoBneHHbiM KATA Central Node
ontTummsaumnsa obbema otnpasnsemon EDR-TenemeTpumn gormkHa 6biTb BCerga BKIOYEHa.

e BbiknounTe napametp OnTuMmnanpoBatb 06 bLEM OTNpPaBnsieMon TenemMeTpUun, ecrim XoTuTe, YToObI
Kaspersky Endpoint Agent oTnpaensana cobbitua ¢ kogamm 102 (6a3oBble KOMMYHMKaLUN) 1 8
(ceTeBas akTUBHOCTbL NpoLecca) anst npotokona Microsoft SMB, cnyx6sl WinRM 1 npouecca AreHTta
agMuHUcTpupoBaHus kinagent.exe, a Takke pacLUMpeHHY MHpOPMaLUIo O TUME CETEBLIX NaKeTOB
ON1s1 BCEX TUMOB CETEBbLIX MPOTOKOSOB.

e Bkniounte napametp OnTUMn3npoBaTb 06beM OTNpaBNAeMON TerieMeTpUn, eCnin XoTuTe, YToObI
Kaspersky Endpoint Agent He oTnpaBnsna cobbiTns ¢ kogamu 102 (6a3oBble KOMMYHMKaLUK) 1 8
(ceTeBas akTMBHOCTbL npouecca) ansa npotokona Microsoft SMB n AreHTa agMUHUCTPUpPOBaHNS
kinagent.exe, a Takke paclMpeHHYO MHOPMALIMIO O TUNE CETEBLIX NAKETOB 41151 BCEX TUMOB CETEBbIX
NPOTOKOJOB.
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Ecnn napameTtp Ucnonb3oBaTb UCKOYeHUA BbikNtodeH, Kaspersky Endpoint Agent He
oTnpasnseT cobbiTna ¢ kogamu 102 (6as3oBble KOMMYHMKaLMK) U 8 (CeTeBasd akTUBHOCTb npoLiecca)
ansa npotokona Microsoft SMB u npouecca AreHta agMmmHucTpupoBaHus kinagent.exe, a Takke
pacLUMPEHHYI0 MHGOPMALMIO O TUME CETEBbIX NAaKeTOB A1 BCEX TUMOB CETEBbLIX MPOTOKOSIOB BHE
3aBUCUMMOCTM OT 3HaYeHus napameTpa OnTMuMmuanpoBaTb 06 LEM OTNPaBSAEMON TeNeMeTPpUn.

5. Cospaite CNMCOK UCKITIOYEHNIA:
a. HaxmuTe Ha kHonky [Jo6aBUTb.
b. B oTkpbiBLLEMCHA OKkHE CBOMCTBA NpaBuIia HaCTPONTE NapamMeTpbl UCKIIOYEHUS.
c. Haxwmute Ha kHonKy OK, 4TobBbI COXpaHUTL M3MEHEHMS 1 3aKpbITb OKHO CBOMCTBa nNpasuna.
HoBoe nckntoveHme co3gaHo u otobpaxaeTcsl B cnucke.

d. Ecnu HeobGxoommo aKCnopTUpOBaTh CMMCOK UCKMYeHnn B dhann popmata XML, HaXXMuUTe Ha KHOMKY
Skcnopr.

e. Ecnu Heobxoaumo nmnopTnpoBaTth CNMCOK NCKMYeHnn n3 carvina dpopmata XML, HaxXMuTe Ha KHOMKY
UmnoprT.

f. Ecnu HeobxooMMo M3MEHUTb UCKITOYEHNE, Bbl6epI/ITe UCKINK4YeHne n HaXxXMnTe Ha KHOMKY N3meHUTDb.

g. Ecnu Heobxogumo yoanutb UCKMOYEHME N3 Cnucka, BblGepuTe UCKIOYEHNE N HAXXMUTE Ha KHOMKY
Ypanutsb.

6. Ecnu Bbl HacTpanBaeTe napamMmeTpbl NOJINTUKN, yGGD,VITer, YTO nepeKkn4yaTeslb B NpaBOM BEPXHEM Yy
Onoka napamMmeTpoB HaxoOUTCA B aKTUBHOM MOJIOXKEHUN.

7. Haxmute Ha kHonky OK, 4ToObl COXpaHUTb BHECEHHbIE U3MEHEHNS.

BkritoueHne n HacTponka uckroveHnn otnpasnsemon EDR-TenemeTpum o ceteBbIX
KOMMYHUMKaLMAX

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKUMS MOXET
ObITb YAaCTUYHO MMM NOMHOCTLIO HenpuMeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykunio ana Kaspersky Endpoint Agent gns Linux cMoTpuTe B CnpaBKe peLLeHunsi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

Bbl MOXeTe HacTpouTb MUCKNoYeHNs oTnpaBnsemon EDR-TenemeTpumn o ceTeBbiX KOMMYHUKaLMSX C MOMOLLIbIO
KoHconu agmunHucTpupoBanus Kaspersky Security Center B cBOMCTBax OTAEMNBHOIO YCTPONCTBA UMK U B
CBOWICTBax MOMUTUKM A58 rPynnbl YCTPOUCTB.

WcknioueHus otnpasnsemon EDR-TenemeTpum o ceTeBbIX KOMMYHUKALMAX MPUMEHUMbI NPU MHTErpaumnm
Kaspersky Endpoint Agent ¢ cepsepamu ¢ yctaHoBneHHbIM Kaspersky Industrial CyberSecurity for Networks.

Kaspersky Endpoint Agent He aHanusupyeT 1 He nepefaeT Ha cepBep C ycTaHoBreHHbIM Kaspersky Industrial
CyberSecurity for Networks naHHble, nognagatouime no napameTpbl UCKIHOYEHWA.
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» UYmobhkI 8Kno4YUMb U HacmMpoumae UCKIoYeHUs omrpasnsemol EDR-menemempuu o cemeabix
KOMMYyHUKauyusax:
1. BbInonHuTe OAHO U3 creayLwmnx 4ENCTBUN:
e OTKpoOWTE OKHO CBOMCTB NPOrpamMmmbl A5is1 OTAENbHOro YCTPOUCTBA.
e  OTKpOWITE OKHO CBOMCTB MOSITMKN MPOrpamMmbl.
2. [lepenpgute B pasgen EDR-tenemeTpusa — UcknroyeHHblIe ceTeBbie KOMMYHUKaLUN.

3. B 6noke napameTtpoB UckntouyeHus BkrroumTe napameTp Mcnonb3oBaTb UCKITHOYEHUA, YTOObI BKITHOYUTD
npumMmeHeHne nckrnodeHnin ana EDR-tenemeTtpun.

4, CospanTe CNNCOK UCKITIOYEHWUIA:
a. HaxmuTe Ha kHonKy [lo6aBuUTb.
b. B oTkpbiBlLEMCH OKkHE CBOMCTBA NpaBuKIiia HacTponTe NnapaMeTpbl UCKIHOYEHMS.
c. Ecnun Heo6xoouMO M3MEHUTb UCKMOYEHNE, BbIGEPUTE UCKITIOYEHNE N HAXXMUTE Ha KHOMKY U3MeHUTb.
d. Ecnu HeobxooumMo yaanuTb UCKINOYEHME, BbIDEPUTE UCKIIOYEHME U HAXXMUTE Ha KHOMKY YaanuThb.

5. Ecnu Bbl HacTpanBaeTe napamMmeTpbl NOJINTUKN, y6€ﬂ,|/ITer, YTO MNOJIOXKEeHUE nepeKknyaTtend B NpaBoOM
BEpXHEM yrny Onoka napameTpoB HaxXoANTCA B aKTUBHOM MOJIOXKEHUN. I'IepeKnroanenb HaxoguTca B 3TOM
NONIoXXeHUn No ymon4yaHuio.

6. Haxmute Ha kHomnky OK, 4TOBbl COXpaHUTb BHECEHHbLIE U3MEHEHNSI.

BkntoueHne n HacTponka ucknoveHunn otnpaensemon EDR-Tenemetpum 06 onepaumsx c
Grannamu

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MIM NONTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykunio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnipaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnmn Kaspersky Managed Detection
and Response.

Bbl MOXeTe HacTpouTb UCKNoYeHns oTnpasnsemon EDR-TenemeTpun 06 onepauusx ¢ pannamm ¢ noMoLLbo
KoHconu agmnHucTpupoBanus Kaspersky Security Center B cBOMCTBax OTAEMNbHOIO YCTPONCTBA UK U B
CBOWICTBax MOMUTUKM A1 TPYnnbl YCTPOUCTB.

WcknioueHus otnpasnsemon EDR-TenemeTpum 06 onepaumax ¢ havnamm npuMeHnUMbl Npy MHTErpaumnm
Kaspersky Endpoint Agent ¢ cepsepamu ¢ yctaHoBrneHHbIM KATA Central Node nnun Kaspersky Managed
Detection and Response.

Kaspersky Endpoint Agent He aHanu3upyeT 1 He nepefaeT Ha cepsep ¢ ycTaHoBneHHsIM KATA Central Node nnum
Kaspersky Managed Detection and Response gaHHble, nognagatowime nog napameTpbl UCKITHOYEHUNA.

» UYmobhkI 8Kkno4YUMb U HaCMpoumse UCKtoYeHUss omrpasnsemol EDR-menemempuu o6 onepayusix ¢
gatnamu:

1. BbIinonHuTe ogHO U3 cnefyoumx AeNCTBUN:
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e OTKpoOWiTE OKHO CBOMCTB NpOrpamMMbl A1 OTAENbHOro YCTPONCTBA.

e  OTKpOWTE OKHO CBOMCTB NOMUTUKM NPOrpamMmbl.

B pasgene EDR-TenemeTpus Bbibepute UckniovyeHHble onepauum ¢ channamm.
OTtkpoeTca okHo UcknioveHHbIe onepauuu ¢ channamu.

B 6noke napameTtpoB UckntoueHus Bkniounte napameTp Mcnonb3oBaTb MCKNKOYEHUS, YTOObI BKNIOYUTL
npumMmeHeHne nckrnodeHnin ana EDR-tenemeTtpun.

Co3sganTe CnnMcok UCKNIYEHUIA:

a. HaxmuTe Ha kHonky [lo6aBuUTb.

b. B oTkpbiBwemcsa okHe CBOMCTBa NpaBuna HacTpoWTe NapameTpbl UCKITIOYEHUS.

c. Ecnun HeobxoouMo M3MEHUTb UCKIOYEHNE, BbIBEPUTE UCKITIOYEHNE N HAXXMUTE Ha KHOMKY U3MeHUTb.
d. Ecnu Heobxooumo yaanuTb UCKIIOYEHME, BbIDEPUTE UCKITIOYEHME U HAXXMUTE Ha KHOMKY YaanuThb.

Ecnu Bbl HacTpaunBaeTe napamMeTpbl MOJINTUKN, y6e,u,v|Ter, 4YTO NOoNoXeHne nepekn4artena B NnpaBoM
BEpXHEM yrny Onoka napameTpoB HaxXoANTCA B aKTUBHOM MOJIOXKEHUN.

HaxmuTe Ha KHOMKY OK, uTOObI COXpaHUTb BHECEHHbIE N3MEHEHUA.

Hactpounka napameTpoB xpaHunuwy B Kaspersky Endpoint Agent

B pasgene npuBegeHa nHctpykumna ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MIM NOSNTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto

nHcTpykuuio anga Kaspersky Endpoint Agent ons Linux cMOTpuTe B CnipaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl cnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection

and Response.

B atom pasgene npueeneHbl UHCTPYKUMK NO HaCTpOIZKe napamMmeTpoB KapaHTHa 1 napamMeTpoB CUMHXPOHU3aunn

AaHHbIX ¢ CepBepoM agMUHUCTPUPOBaAHMSA C NOMOLLBIO NnaruHa ynpaesneHus Kaspersky Endpoint Agent.

B aTtom pasgene

O kapaHTHE Kaspersky ENAPOINT AQENT ... ....uuuuiuieiiieieieieieieietererarererererere ... 139
06 ynpaBneHun kapaHTUHOM B Kaspersky ENdpoint AgeNnt..........ccevi i 139
HacTtpovika napameTpoB KapaHTUHA U BOCCTAHOBIEHUS OOBEKTOB U3 KAPAHTUHA ......vevveieeeeeeeeeeinieeeeeenns 140
HacTtpowka CUHXpOHU3aumMmn gaHHbIX C CepBEPOM aAMUHUCTPUPOBAHUS «....eeeerirrieeiiireeesiieeeessnneeeessnneeeas 141
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O kapaHTuHe Kaspersky Endpoint Agent

B paspene npueeneHa nHcTtpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKUMS MOXET
ObITb YACTUYHO MIM NOJNTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusl, B COCTaBe KOTOPOro
Bbl ncnonb3yete nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

KapaHmUH — 9TO cneuunanbHoOe NnokKarnbHOEe XpaHunuilie Ha yCTpOIZCTBe. [Nonb3oBaTenb MOXET MOMECTUTb Ha
KapaHTUH (*)aVIJ'IbI, KOTOpble CHMTaEeT onaCcHbIMKU AON1A KOMNblOTEPAa. dainnbl Ha KapaHTUHE XpaHATCA B
SGUJVI(prBaHHOM BMAE N HE YyrpoXakT ©esonacHocTu YCTpOVICTBa.

Mo yMOnyaHuio NnokanbHoe XpaHUIULLIE KapaHTMHA pacnonoXeHo B nanke $ALLUSERSPROFILES\Kaspersky
Lab\Endpoint Agent\<Bepcua>\Quarantine. Mo ymonyaHutio o6bEKTbI, BOCCTAHOBIIEHHbIE U3
KapaHTWHa, XxpaHsTcs B nanke SALLUSERSPROFILES \Kaspersky Lab\Endpoint
Agent\<Bepcusa>\Restored.

Kaspersky Security Center choopmumpyeT o0LLuin cnMcok 00 bLEKTOB, MOMELLEHHbIX Ha KApaHTWH Ha YyCTPOWCTBAX C
nporpammont Kaspersky Endpoint Agent. AreHTbl agMUHUCTPUPOBAHUSA YCTPOUCTB NepeaatrT nHdopmMaLmio o
avinax Ha kapaHTMHe Ha CepBep agMUHUCTPUPOBAaHUS.

Kaspersky Security Center He konupyeT ¢hainel 3 kapaHTuHa Ha CepBep aaMUHUCTPUPOBaHUA. Bce o6bekTbl
HaxoaaTCcs Ha 3awmLiaeMbIX YCTpPorCTBax ¢ nporpammont Kaspersky Endpoint Agent. BocctaHoBneHne o6bekToB
13 KapaHTHa Takke BbINOSIHAETCS Ha 3alumLiaeMblX YCTPONCTBaX.

O6 ynpaBneHun kapaHTnHoM B Kaspersky Endpoint Agent

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKUMS MOXET
ObITb YACTUYHO MNM NOSTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykunio anga Kaspersky Endpoint Agent gns Linux cMoTpuTe B cnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

Uepes Kaspersky Security Center MoXHO HacTpanBaTb NapamMeTpbl kKapaHTUHa (CM. pasgen "HacTtponka
napameTpoB xpaHunuwy B Kaspersky Endpoint Agent" Ha cTp. 138), npocmaTtpumBaTh CBONCTBA OOBLEKTOB,
HaxoAsALLIMXCHA Ha KapaHTMHE Ha 3alyMLLiaeMbIX YCTPOWCTBAX, YAansaTb 0ObeKTbl, HAXo4sLWMECs Ha KapaHTKHe, a
Takke BOCCTaHaBNMBaTb 0OLEKTbI M3 KapaHTuHa. MNogpobHyo nHdopmaumo 06 ynpaeneHum obbektamu,
HaxoOsAWMMUCS Ha KapaHTuHe, Yepes Kaspersky Security Center cm. B fokymeHTaumm Kaspersky Security Center.

Ina toro utobbl Kaspersky Endpoint Agent otnpaBnsn gaHHble 06 06bekTax, MOMELLEHHbIX HA KApaHTUH, Ha
CepBep agmuHucTpupoBaHus Kaspersky Security Center, He06X0OUMO BKIHOYUTL 3TY ONUUIO (CM. pasgen
"HacTpoika CUHXpoHM3aummn gaHHbIx ¢ CepBepoM agMUHUCTPUPOBaHUA" Ha cTp. 141) B napameTpax
kapaHTuHa B nonutuke Kaspersky Endpoint Agent. Mo ymonyaHuio onumsa BKNOYeHa.
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Yepes nHtepcenc komaHaHOM CTPOKM Ha YCTPOMCTBE MOXHO NpocMaTpmBaTtb MHGOPMaLUUIO O napameTpax
KapaHTUHa 1 CBOMCTBaX OOBEKTOB, HAXOOALWMNXCA Ha KapaHTuHe (cM. pasgen "lMpocmoTp MHbopmauum o
napameTpax kapaHTuHa U 06bekTax Ha KapaHTuMHe" Ha CTp. 243).

Kaspersky Endpoint Agent nomelLaeT 06bEKT Ha KapaHTUH NO4 CUCTEMHON y4eTHoW 3anucbio (SYSTEM).

YnaneHne o6bekTOB, MOMELLEHHbIX Ha KapaHTWH, Yepe3 KOMaHAHYK CTPOKY AOCTYMHO TOMbKO NMof NoKarnbHOM
Yy4eTHOM 3anucbio Nonb3oBaTensd 3awuaemMoro yCTponucTaa.

HaCTp0|7||<a napamMmeTpoB KapaHTUHa 1 BOCCTaHOBJ1EHUA 0b6bekToB U3 KapaHTnHa

B pasgene npuBegeHa nHctpykumna ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MIM NONHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl crnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

» UYmobbl Hacmpoums napamempsbl KapaHMuHa:

OTtkpowite KoHconb agMmnHucTpupoBaHuns Kaspersky Security Center.
B oepese koHconu oTkpounTe nanky NonuTuku.

Beibepute nonutuky ans nporpammbl Kaspersky Endpoint Agent n otTkponTe okHO ee napameTpoB OAHUM
13 criegyoLwmx cnocobos:

e [1BOMHBIM LLENYKOM MbILLIM MO HA3BaHWIO MOSTUTUKN.

e B KOHTEKCTHOM MeHto nonuTuku BeibepuTe NnyHKT CBOMCTBA.

e B npaBow Yactu okHa BblbepuTe NyHKT HacTpouTb napameTpbl NOMUTUKMA.
B pasgene Peno3sutopuu Boibepute nogpasgen KapaHtuH.

B pasgene MapameTpbl KapaHTUHa HacTpoviTe napaMeTpbl KapaHTUHa:

a. B none MNanka KapaHTuHa ykaxuTe nyTb, N0 KOTOpoMy OyaeT cosgaHa narnka kapaHTMHa Ha
YCTPOMCTBAX, UM HaXXMUTe Ha KHonky O63op u BeibepuTe NyThb.

Mo ymon4yaHuto ncnonb3yetca nytb $SOYUZAPPDATAS\Quarantine\. MNanka Quarantine 6ygeT

co3flaHa Ha Bcex ycTpounctax ¢ Kaspersky Endpoint Agent no cnegyrowiemy nytu:
$ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0. jurorakoe %SOYUZAPPDATA%?

MNouyemy Endpoint Agent\4.0 - Bpoae 6b1 Bepcus 3.8? moxeT, nyylle HanucaTb <Bepcus>?

3HayeHne nepemeHHon SALLUSERSPROFILES 3aBUCUT OT ONMEpPaLVoOHHON CUCTEMbI YCTPOMCTBA, Ha

KOTOpOM ycTaHoBreHa nporpamma Kaspersky Endpoint Agent. Hanpumep, ecnun nporpamma
Kaspersky Endpoint Agent yctaHoBneHa Ha gucke C, nyTb K nanke kapaHTuHa OyaeT cnegyowmm:
C:\ProgramData\Kaspersky Lab\Endpoint Agent\4.0\Quarantine.

b. YTo6bl 3agaTe MakcMMarnbHbIN pa3Mep KapaHTuHa, ycTaHoBuTe hnaxxok MakcumanbHbIA pa3mep
KapaHtuHa (MB) 1 ykaxxute nnm Boelbepnte B CIUCKE MakcumarbHbIv pa3mep kapaHTuHa B Mb.

Hanpumep, Bbl MOXeTe 3aaTb MakCcMmarnbHbIn pa3mep kapaHTuHa 200 MbB.
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Mpn gocTMXeHMn MakcMMmanbHoro pasmepa kapaHTuHa Kaspersky Endpoint Agent ny6nukyet
cooTBeTcTBYtOLLEe cobbiTue Ha cepBepe Kaspersky Security Center n B XXypHane cobbitun Windows,
HO He nepecTaeT NomeLLaTb HOBble O6BbEKTbI HA KapaHTUWH.

c. YToObl 3agaTb NoporoBoe 3Ha4YeHune KapaHTnHa (MeCTO B KapaHTuHe, oCTaBLleecd 4O OOCTMXKEeHUA
MaKCcumarsibHOro pasmepa KapaHTVIHa), yCTaHoBUTE (*)J'Ia)KOK I'IoporOBoe 3Ha4YeHune MmecTta Ha AUCKe
(MB).

Hanpumep, Bbl MOXeTe 3agaTb NOPOroBoe 3HavyeHue kapaHtnHa 50 Mb.

Mpn goCTMXEeHMM NOPOroBOro 3HauYeHus: kapaHTuHa, Kaspersky Endpoint Agent ny6nukyet
cooTBeTcTBYtOLLEe cobbiTue Ha cepBepe Kaspersky Security Center n B XXypHane cobbitun Windows,
HO He nepecTaeT NomeLLaTb HOBble O6BbEKTbI HA KapaHTUWH.

6. B pasgene BoccraHoBneHue o6bekToB M3 KapaHTuHa B none Manka Ans BocCTaHOBNEHHbIX
06BEKTOB yKaxuTe NyTb, No KOTOpoMy ByaeT co3faHa nanka Ans 06beKToB, BOCCTAaHOBMNEHHbIX 13
KapaHTuHa.

Mo ymon4yaHuto ncnonb3yetca nytb $SOYUZAPPDATAS \Restored\. Nanka Restored 6yaeT cozgaHa
Ha Bcex yctpomncTtBax ¢ Kaspersky Endpoint Agent no cnegytowemy nytu:
$ALLUSERSPROFILE%\Kaspersky Lab\Endpoint Agent\4.0.

3HauyeHue nepemMeHHoi $ALLUSERSPROFILES 3aBUCUT OT OonepauroHHON CUCTEMbI YCTPOIACTBA, Ha

KOTOpOM ycTaHoBneHa nporpamma Kaspersky Endpoint Agent. Hanpumep, ecnun nporpamma Kaspersky
Endpoint Agent yctaHoBneHa Ha guncke C, nyTb K Nanke BOCCTaHOBMNEHHbIX U3 KapaHTMHa o6bekToB ByaeT
cnegytrowmm: C:\ProgramData\Kaspersky Lab\Endpoint Agent\4.0\Restored.

7. B npaBoOM BEPXHEM YyrIy 6noka napamMmeTpoB N3MEeHUTE NOJ1I0XKEHNE NepeKkn4vaTend C MonuTtuka He
npuMeHseTCcHd Ha MonuTtuka npuMeHsieTcs.

8. Haxmute Ha kHonky MpumMeHUTb 1 3aTeM Ha kHomnky OK.

I'Iapameprl KapaHTUHa K nanka ansa BOCCTaHOBJ1IEHUA 006BHEKTOB U3 KapaHTUHa 6yJJ,yT HaCTpPOEHbLI.

HacTtpovika cnHxpoHun3aumm gaHHbix ¢ CepBepoM agMUHUCTPUPOBaHNS

B paspene npuBegeHa nHcTpykums ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUUS MOXET
ObITb YACTUYHO MNM NOSTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyro
nHcTpykuuio ana Kaspersky Endpoint Agent gns Linux cMOTpuTe B cnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

Bbl MOXeTe HaCTPOUTb CUHXPOHU3ALMIO AaHHBLIX 00 00BbEKTaX, MOMELLEHHbBIX HA KaPaHTUH Ha yrpaBnseMblX
ycTpowncTBax, ¢ CepBepom agMuHucTpupoBaHus Kaspersky Security Center. CUHXpoHM3aumsa gaHHbIX Hy)XKHa N
ynpasreHusi kapaHTuHoM Yepe3 Kaspersky Security Center (cm. pasgen "O6 ynpaBneHun kapaHTUHOM B
Kaspersky Endpoint Agent" Ha cTp. 139).

» Ymobbl Hacmpoumb CUHXPOHU3aUuUro OaHHbIX ¢ Cepsepom adMUHUCMPUPOBaHUS:

1. Ortkponte KoHconb agMuHucTpupoBaHus Kaspersky Security Center.
2. B pepese koHconu oTkporTe nanky MonuTuku.

3. Bbibepute nonuTtuky anst nporpammbl Kaspersky Endpoint Agent n oTkpoiTe OKHO ee napameTpoB OLHUM
13 criegyoLmx cnocobos:
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7.

e [1BOMHbLIM LLEMYKOM MbILLM MO HA3BaHWIO MOMNUTUKN.

e B koHTEeKCTHOM MeHto nonuTuku BelibepuTe nyHKT CBOMCTBA.

e B npaBon yactu okHa BbIOepute NyHKT HacTpouTb napameTpbl NONIUTUKN.

B paspene Peno3utopun Beibepute nogpasgen CuHxpoHusauus ¢ CepBepomMm agMUHUCTPUPOBAHUA.

B pasgene MapameTpsbl, B nogpa3gene OTnpaBnsaTb cneaylowme aaHHble Ha CepBep
aAMUHUCTPUPOBAHUA ycTaHoBUTE praxok [laHHble 06 o6bekTax B KapaHTUHe Ha ynpaBnsieMbIix
ycTponcTBax.

B npaBom BepxHeM yrny 650ka napaMeTpoB U3MEHWTE NONOXeHWe nepekntoyatens ¢ MonuTuka He
npumeHsaeTcsa Ha MonuTuka NpUMeHsieTcA.

HaxmuTe Ha kHonky MpuMeHUTb 1 3aTeM Ha kHonky OK.

CuHxpoHunsaLumsa gaHHeix ¢ CepBepom agMUHUCTpUMpOBaHns GyaeT HacTpoeHa.
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HacTpowka anarHoctukm c6oeB

B pasgene npueegeHa nHcTpykumst anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKLMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CpaBke peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

Kaspersky Endpoint Agent He co3gaeT nanky Ans coxpaHeHus pannoB TPacCUpOBKMU NN harinos gamna Ha
YyCTPOMCTBE aBTOMaTnyeckn. Heobxoaumo ykasaTtb narky, kKoTopasi yke AOCTyrnHa Ha yCTPOWUCTBE.

» UYmobbl Hacmpoums duazHocmuky cboee:

1.
2.

OTKpoWiTe OKHO CBOWMCTB NporpaMMbl AJ1si OTAENBHOro YCTPOMCTBa.

B paspene MNapameTpbl nporpamMmbl Bbibepute nogpasgen AlmarHoctuka cboeB.

Ecnu Bbl XOTUTE BKNIOYNTL 3anMCb OTNAaL04YHON MHGOPMaLUK B haisibl TPAaCCUPOBKU:

a.
b.

BkniounTe napameTp 3anucbiBaTb OTNafouHy0 MH(OpMaumio B dainbl TPAaCCUPOBKM.

B none Manka cdannoB TpacCUpPOBKM yKaXnTe MyTb K Nanke Ha yCTPOWCTBE, B KOTOPYHO Nporpamma
AOMKHa CoXpaHaTb arinbl TPacCUpPOBKU.

Y6enuTtecb, YTo narnka, KOTOpYto Bbl yKkasanu, AOCTyMNHa Ha ynpaBnisieMoM ycTpoiicTee. MHave
oTnago4YHasn nHdopmauus He ByaeT sanucaHa.

B none MakcumanbHbIN pa3mep danna TpaccupoBku (MB) ykaxute pasmep darina B merabawnrax.

Mo ymonyanuio 3agaHo 50 MB. Npu goctuwxkeHun 3agaHHoro pasmepa arna nporpammMa npogornkaeT
3anunckb B HOBbIN hann.

Ecnu Bbl xoTnTe, 4TOOLI nporpamMmMa BbINnoJiHANa nepe3anncb CTapbiX cba|7|nos TpaCcCUpPOBKNU:

BkniounTe napameTp MepesanucbiBaTb cTapble (haisibl TPaCCMPOBKU.

B none MakcumanbHoe Kkonnm4yecTBO hannoB ANA OAHOrO XypHarna TPaCCUPOBKU YKaXUTE
Xenaemoe 3HaveHue.

Mo ymonyanuio 3agaH 1 cpann. Korga gocturaetcs ykazaHHOe KOnvMyecTBo ¢hannos, nporpamma
nepesanuncbiBaeT cTapble dainbl, Ha4MHas C CaMoro CTaporo. YkasaHHOe orpaHu4yeHne NpuMeHseTcs
ansa kaxgoro otnaxusaemMoro npouecca Kaspersky Endpoint Agent oTgenesHO, N03TOMY CyMMapHoe
KOnmM4ecTBO (hbannoB Afis BCEX MPOLLECCOB MOXET NPEBbLILAThL 3aaHHOE 3HAYeHNE.

Ecnu Bbl X0TUTE BKNIOYNTL 3anuch annos gamna:

a. Bknounte napameTtp Co3paBath hannbl gamna.

b.

B none Manka ¢hannoB gamna ykaxvte nanky ans coxpaHeHus annos gamna.

Y6eantech, YTO Nanka, KOTOPYHO Bbl yKasanu, 4OCTyNHa Ha ynpaBnsemMoMm ycTponcTtee. ViHave
OTragoyHasi MHopmauusa He OygeT 3anvcaHa.

6. Haxmute Ha kHomnky OK.

AnarHoctrka cboeB HacTpoeHa u BKkNoYeHa Ans Bcex npoueccoB Kaspersky Endpoint Agent, 3anyLueHHbIX B
TeKyLUn MOMeHT. Pannbl 4ns guarHocTukm cboeB GyayT co3gaBaThbCs B Mankax, KOTOpbIle Bbl yKasanu.
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YnpaBneHue 3agayamu Kaspersky Endpoint Agent

B aTom pasgene npusegeHbl MHCTPYKLMK NO ynpaeneHuto 3agadamm Kaspersky Endpoint Agent.

B aTtom pasgene
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Co3paHue nokanbHOMW 3agayu

JlokanbHbie 3adaqu — 3TO 3afaymn, KOTOpPble BbINOMHAKTCA HA KOHKPETHOM ycTponcTee. [NogpobHee o 3agavyax cm.
B AoKymeHTauuu Kaspersky Security Center.

» 4Ymobbi co3dameb roKanbHyo 3adayy:

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.
2. B pepeBe KoHconu agMUHUCTPUPOBaHUA OTKPOWTE nanky YnpaBnsieMble yCTPOUCTBa.

3. B nanke YnpaBnsiemble ycTponcTBa OTKPOWTE Narky ¢ Ha3BaHWeM rpynnbl adMUHUCTPUPOBaHWS, B
COCTaB KOTOPOii BXoAMT TpeGyeMoe yCTPOMCTBO.

4. B paboueli obnactu Bbibepute 3aknagky YCTpomcTBa.
5. BbiGepuTe yCcTpONCTBO, A1 KOTOPOrO Bbl XOTUTE CO34aTh JTIOKanbHYO 3agadvy.
6. BbINOnHWTE OOHO M3 CneayoLwmnx AenCcTBUR:
e B KOHTEKCTHOM MEHI YCTpOMCTBa BbloepuTe NyHKT Bece 3apaun — Cos3partb 3apavy.

¢ B KOHTEKCTHOM MEHI0 yCTpOICcTBa BbiOepuTe NyHKT CBOMCTBA U B OTKPbIBLLUEMCSI OkHe CBOMCTBa:
<HasBaHuMe ycTpoMcTBa> Ha 3aknagke 3agayum HaXXmMuTe Ha kHonky [lo6aBuUTb.

e B packpbiBatowwemcs cnvicke BoinonHutb gencteue Boibepute anemeHT Co3aaTtb 3agauy.
3anycTutcsa macTtep co3gaHus 3agayu.
7. BbibepuTe HyXHyIO 3agady n HaxmuTe Janee.

8. CneayiTe ykaszaHUsIM MacTepa co3daHus 3aJayun.
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Co3aaHue rpynnoBou 3apayum

pynnoBble 3agayv - 3TO 3aayn, KOTOpPbIE BbIMOJSHATCS Ha YCTPOMCTBAaX BbIGpaHHOM rpynmbl
agMuHUCTpupoBaHus. MoapobHee o 3agavax cM. B AokyMeHTauun Kaspersky Security Center.

» 4Ymobkl cozdame epynnosyro 3adady:

1.
2.

OTtkpownte KoHconb agmunHucTprpoBaHusa Kaspersky Security Center.
BbInonHUTE 04HO M3 creayowmx 4eNCTBUI:

¢ BriGepute nanky YnpaBnsiemble ycTponcTBa gepeBa KoHConm agMUHUCTPUPOBaHUSA, €CNK Bbl
XOTUTe co3gaTb rpynnoByto 3agadvy Ans BCEX YCTPOWCTB, yNpaBnseMblX C MOMOLLbIO Nporpammebl
Kaspersky Security Center.

¢ B nanke YnpaBnsiemble ycTponcTBa gepesa KoHconu agMMHUCTPUpOBaHus BoiGepute nanky ¢
HasBaHWeM rpynnbl a4MUHUCTPUPOBaHUS, B COCTaB KOTOPOM BXOAST TpebyeMble yCTPOMCTBA.

B pabouen obnactu BbibepuTe 3aknagky 3agaum.
HaxmuTe Ha kHonky HoBasi 3apava.

3anycTutcsa mactep co3gaHusa 3agayun.

BbiGepuTe HyxXHyt0 3agadvy n Haxmute danee.

Cnep,yﬁTe YKa3aHnaM MmacTtepa co3gaHuna 3agadu.

n POCMOTP CNMUUCKa 3aaad

» Ymobbl npocmompems criucok 3aday Ha cepeepe Kaspersky Security Center:

1.
2.

OTtkponTte KoHconb agMuHucTpupoBaHus Kaspersky Security Center.

B nepese KoHconun agMUHUCTPUPOBaHUSA OTKpOWTE nanky 3apayu.

OTO6pa3VITCF| CMNMCOK 3adau.

YpaneHue 3agayd M3 cnucka

» Umobnkl ydanums 3adayu u3 criucka 3aday Ha cepeepe Kaspersky Security Center:

1.
2.

5.

OtkpowTte KoHconb agMmuHucTpupoBaHusa Kaspersky Security Center.
B nepese KoHconn agMUHUCTPUPOBaHUS OTKPONTE Nanky 3agavu.

B cnncke 3agad Bbl6epMTe 3agayn, KOTopble Bbl XOTUTE yOannUTb, U ﬂpaBOIZ KnaBuLLEN MbILLN OTKpOI7ITe
KOHTEKCTHOE MEHIO.

OT06pasunTcsa CNMCoK AENCTBUIA, KOTOPbIE MOXHO BbIMOSMHUTL Ha4 3adadvyamu.
Bbibepute gericteue Yoanutb.
OTKpoeTCcHa OKHO NOATBEPXKAEHMSA OENCTBUA.

Haxmute Ha kHonky Oa.

BbibpaHHble 3agauun 6yayT yoaneHsl N3 cnmcka.
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3anyck 3agayd Bpy4HyH

Bbl MOXeTe 3anyckaTb CO3faHHble 3a4a4M Bpy4YHyr. Hanprmep, BpydHY0 MOXHO 3anyckaTb 3afa4u, B KOTOPbIX He
HaCTPOEH 3anyck No pacnucaHuto (CM. pasgen "3anyck 3agay no pacnucaHui™ Ha cTp. 146).

» Umobhki 8pyyHyto 3arycmums O0HY 3adaqy:

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.

2. B gepee KoHconvu agMMHUCTPMpOBaHUS OTKponTe nanky 3agaym.
OTtobpasntcs cnmcok 3agau.

3. B KOHTEKCTHOM MEeHI0 HyXHOIN 3adaun Bbibepute gencteve 3anycTuThb.

3apgava 3anycTtuTcA.

3anyck 3agayd no pacnucaHuro

B paspene npueegeHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MMM NOSNTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto

nHcTpykuuto anga Kaspersky Endpoint Agent gns Linux cMOTpuTE B cnpaBke peLleHusi, B CocTaBe KOTOPOro
Bbl cnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection

and Response.

» 4Umobbl Hacmpoume 3aryck 3adayu o pacrucaHuro:

6.

B paspene PacnucaHue 3anycka 3agay yctaHoBUTE hrnaxok 3anyckaTb N0 pacnucaHuio.

B cnncke MepmnoanyHocTb BhiGEpUTE OAUH U3 CrieayHoLMX BAapMaHTOB 3anycka 3afgadu no pacnucaxuio: B
ykasaHHoe BpeMms, Kaxabin yac, Kaxabiin geHb, Kaxayro Hepgento, Mpu 3anycke nporpammbl unu
Mocne o6HOBNEHUA 6a3 NporpaMMmbil.

Ecnu Bbl BbIGpanu 3anyck 3agayn B ykazaHHoe Bpemsi, B pa3fene 3anyckaTb Mo pacnycaHuIo yKaxuTe
BpEMsi 1 AaTy 3anycka 3agauu.

Ecnu Bbl BbIGpanu 3anyck 3agayun Kaxabin yac, Kaxabiv aeHb v Kaxaylo Hegento, B pasgerne
3anyckaTb Mo pacnUcaHu1I0 HacTpoTe napameTpbl 3anycka 3agaudu:

a. B cnucke Kaxpabin BoiGepuTe NnepmognyHoCTb 3anycka 3agayn. Hanpumep, oguH pas B AeHb Unu aga
pasa B Hedento, No BTOPHMKAM U YeTBepram.

b. B cnuckax Bpems n [laTa BoibepuTte Bpems 1 gaTy Hayana 4encTems pacnmcaHus.

YT106bI BBINOMHUTL PACLUMPEHHYK HACTPOMKY pacnvcaHus, HaXXMUTE Ha KHOMKY JoNnONMHUTENbHO U
HacTpoWiTe crneayolie napameTpsl B okHe [lononHUTEeNbHO:

e 3aBepwaTtb 3agauu, BbinonHsawwmecs 6onee
e OTmMeHMTb pacnucaHue ¢

e 3anyckaTb nNponyllieHHble 3aga4u

e 3anyckaTb 3agayy Kaxpble

Haxmute Ha kHonky OK.

3anyck 3agay no pacrnucaHuio HacTPOEH U MPUMEHSIETCS Ha YCTPOMCTBAX.
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MpocmoTp pe3ynbTaToOB BbINOMHEHUA 3a4ay

Bbl MOXeTe NpocMOTpeTb pe3ynbTaThl BhINONHEHWS 3afad B TeYeHMe cpoka X XpaHeHus. Bbl Takke MmoxeTte
N3MEHNTb CPOK XpaHEHUs1 pe3ynbTaToB BbINOMHEHUS 3aaay (CM. pasgen "VIsmeHeHne cpoka XpaHeHus
pe3ynbTaToB BbINONHEHUs 3a4a4 Ha CepBepe agMUHUCTPUpOBaHUS" Ha cTp. 147).

He pekomeHayeTcs cokpallaTb CPOK XpaHEHUS pe3ynbTaToB BbiNONHEHUs 3a4ad novcka 10C.

» 4YmobblI npocmompems pe3yribmam 6bIrofIHeHUs 3adaqu:

3.
4.

OTtkponTte KoHconb agMmuHucTpupoBaHns Kaspersky Security Center.

B nepese KoHconn agMvHMCTPUPOBaHMSA OTKpOMTE nanky 3apadn.

OT06pa3utca cnmcok 3agav.

BbibepuTe 3agadvy B CNMCKE M NpaBOK KNaBULEN MbILLM PACKPONTE MEHIO AEUCTBUIA Hag 3agavaMu.

B meHto BbibepuTe nyHKT Pe3ynbTaThbl.

OTKpOGTCﬂ OKHO Pe3yanaT BbINOJIHEHUA 3aaauum.

N3meHeHne CpPOKa XpaHeHUusA pe3yrnbTaToOB BbINOJIHEHUA 3a4a4 Ha CepBepe
aaAMUHUCTPUPOBaHUA

Mo yMOn4aHuio pe3dynbTaTbl BbINOJIHEHUA 3a4a4 XPaHATCA Ha CepBepe aaMUHNCTpPUpoBaHUA B TedeHne cemu

JHen.

» YmobblI usMeHUMb CPOK XpaHeHUs pe3yribmamos 8birnofiHeHuUs 3adady Ha Cepeepe
a0MUHUCMPUPOBAHUSI:

1.
2.

OTtkponTte KoHconb agMuHucTpupoBaHns Kaspersky Security Center.

B nepese KoHconun agMUHUCTPUPOBaHUSA OTKpOUTe nanky 3apgauu.

OT06pa3utca cnmcok 3agay.

BeibepuTte 3agayy B cnmMcke M NpaBow KnaBuLLEN MbILLW PacKkpovWTe MEHI0 AeNCTBMIN Had 3agadamu.
Bbibepute nyHKT meHio CBoncTBa.

OTKpOeTCH OKHO CBOWMCTB 3aJauu.

B neBoit YacTu okHa BbibepuTe pasgen YBegomneHue.

Y6eauntech, 4To B pasgene CoxpaHATb MHOpMaLmio o pesynbTatax ycTaHoBneH grnaxok Ha CepBepe
aAMUHUCTPUPOBAHUA B TeYeHUe (CYT) U yKaxuTe, B TEYEHME KaKoro BpemMeHu (B cyTkax) TpebyeTcs
XpaHWUTb pe3ynbTaT BbINOSHEHUS 3a4auu.

Haxmute Ha kHorky NMpuMeHnTb, a 3aTem Ha kHonky OK.

He pekoMeHOyeTCA COKpallaTb CPOK XpaHEeHUA pe3yribTaToB BbINOJIHEHNA 3a4ay NoucKa I0C.
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Cos3paHue 3agaum aktuBauum Kaspersky Endpoint Agent

B paspene npueeneHa nHctpykums anga Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPyKLMSA MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B cnpaBke peLleHusi, B CocTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

Bbl moxeTe aktuBnpoBaTb Kaspersky Endpoint Agent (cm. pasgen "YnpasneHue aktuBaumen Kaspersky Endpoint
Agent" Ha cTp. 71) ¢ nomoLLbto danna knova

» 4Ymobkl coddameb 3adayy akmueayuu Kaspersky Endpoint Agent:
1. 3anyctute macTep co3faHus 3afaun AKTUBaLMUA NporpamMMbl Ans HYXXHoW obnacTtv AerncTBUsS OOHUM 13
cneaymoLmx cnocobos:
e 3anyctuTe macTep co3gaHus nokanbHon 3agayn (cM. pasgen "CosgaHue 3agay” Ha cTp. 202).
e 3anyctuTe macTep co3gaHusi rpynnoBon 3agaqum.

2. B okHe MapameTpbl akTUBaLMM BbINONHUTE CriefyoLme 4ENCTBUS:

a. Bbibepute AKTMBMpPOBaTL Npu nomowm dansia Krr4a Um KrnrYa 1 HXKMUTE Ha KHOMKY
BbiGpaTth.

b. B packpbiBaowemcs cnmcke BbibepuTe HyXHbI cnocob pacnpocTpaHeHus Koya.

c. Ecnu Bbl BoiOpany Pain knrova U3 nanku, B OTKPbIBLLUEMCSI OKHE YKaXXUTe pacnonoxeHue danna
Krntoya 1 HaXXmMuTe Ha KHOMKY OTKpbITb.

d. Ecnu Bbl BbIbpanv ®ann knto4a u3 xpaHunuuia Kaspersky Security Center, B 0TKpbIBLLEMCS OKHE
BblbepuTe HYXHbIN Krtod 1 HaxkmnTe OK.

MoppobHasa nHdopmaumsa o xpaHunuie knoden Kaspersky Security Center npuBegeHa B
JokymeHTaumm Kaspersky Security Center.

3. Ecnu Bbl x0TTE 406aBUTH 3TOT NULEH3NOHHBIN KIMHOY B KAYECTBE AOMOSNHUTENBHOMO A51s aBTOMAaTU4eCKOro
npoasieHusi cpoka AeNCcTBUS NULLEH3MK, ycTaHoBUTe chrnaxok Mcnonb3oBaTb B KayecTBe
AONONHUTENbLHOrO KMnto4a.

4. Haxmute Ha kHonky Oanee.
5. B okHe PacnucaHue HacTponTe napamMeTpbl pacnmcaHns 3anycka sagadm n Haxxmure Ha KHonky [danee.

MoapobHas nHpopmaLms o HacTponke NapaMeTpPoB B 3TOM OKHe npuBedeHa B JoKyMeHTauum Kaspersky
Security Center.

6. B okHe BbiGop y4yeTHOM 3anucu gns 3anycka 3agayum yKaxnte y4eTHYH 3anunchb, C MpaBamMmu KOTOPOK
OyaeT BbINOMHATLCA 3a4ava, U HaXKMUTE Ha KHoMKy Oanee.

Moapo6Has nHopMaLmns 0 HacTpoike NapaMeTPoB B 3TOM OKHe NpuBedeHa B okymeHTaumm Kaspersky
Security Center.

7. B okHe OnpeaeneHne Ha3BaHUA 3af4avu 3afanTe UMS 3a4a4vM U HAXXMUTE Ha kKHonKy Oanee.

8. [Ecnu Bbl X0TUTe, 4TOObLI 3aga4a 3anyctunacb cpa3sy nocre 3aBsepLueHuna pa60TbI MacTepa co3aaHunA
3agadn, ycCtaHoBute cbna>|<0|< 3al1yCTVITb 3agaJvy nocrne 3aBepLlieHuUs paGOTbI MacTepa.

9. HaxmuTe Ha KHOMKY 3aBepLuTb.

Eyp,eT CcO34aHa HOoBad 3ajada aktnBauum nporpamMmmbl Ana Bbl6paHHOFO yCTpOVICTBa mnnu rpynnbl yCTpOI7ICTB.
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YnpaBneHue 3apgavyamu o6HoBneHnsa 6a3 n moayneun Kaspersky Endpoint Agent

B paspene npueegeHa nHctpykums anga Kaspersky Endpoint Agent ana Windows. 3Ta MHCTpyKUUA MOXET
ObITb YACTUYHO MMM NONHOCTLIO HenpumeHuma kK Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClipaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

B aTom pasgene npuBeaeHbl MHCTPYKLUUK, Kak cO30aTb M HACTPOUTL 3adady oGHoBNeHnst 6a3 u moaynewn
nporpamMmei.

B aTtom pasgene
CospaHwue 3agayn obHOBNEHMS 633 U MOOYIIEN MPOTPAMMDI ......uvveieiiiiieeiairieesatteeeseibeeesaibeeeeanereeeeenene 149

HacTpowka napameTpoB 3aga4qm o6HOBNEHNS 6a3 M MOOYNEN MPOTPAMMDI ........vvereririeeeiiieeeesninreeesnieeeas 150

CospgaHue 3agaydn obHoBneHust 6as n moaynen nporpaMmmbl

B pasgene npuBegeHa nHcTpykumsa ansa Kaspersky Endpoint Agent ana Windows. 3ta nHCTpyKUnst MoxeT
ObITb YACTUYHO MMM NONHOCTLIO HenpumMeHuma K Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

» Umobki coddame 3adayy obHoeieHUss 6a3 u modyrnel npoespammbl Kaspersky Endpoint Agent e
Kaspersky Security Center:
1. Ortkponte KoHconb agMuHucTpupoBaHusa Kaspersky Security Center.
2. B pepese KoHconun agMUHUCTpUPOBaHUSA OTKpOWTE nanky 3apayu.
3. HaxmuTe Ha kHonky HoBasi 3apayva.
3anycTutcsa macTtep co3fgaHus 3agayn.

4. BblibepuTe nporpammy, ons Kotopon 6yaet cosgaHa 3agada — Kaspersky Endpoint Agent, n Tun 3agayn
O6HoBneHue 6a3 U mogynen NporpaMmmbl.

5. HaxmuTe Ha kHonky Oanee.
3anycTutcsa macTtep co3gaHus 3agayvm obHoBneHus 6as.
MacTep co3gaHus 3agaym obHoBNEHMA 6a3 COCTOUT U3 CNeaYHLINX LLaroB:
1. Bbibop McTOYHMKA 0GHOBNEHNSI Ba3
2. Hactpoiika napameTpoB 06HOBNEHMS MOgYNEN NporpaMmel

3. Hacrtpowika pacnucaHns obHoBneHus 6as
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Bbi6op ycTpoiicTB, Ha KOTOPbIX GyAET BbINOMHATLCS 3a4a4a

Bbibop yueTHon 3anucu nonb3oBaTens Kaspersky Security Center, c npaBamu koTopown yaet
BbINOJTHATLCA 3adava

YkasaHue HasBaHus 3agaym

3al'ly0K 3agayun cpasy nocrne co3gaHusa

HacTpolika napameTpoB 3agayn obHoBrReHUs 6a3 1 Moayrnen nporpamMmmbl

B pasgene npueegeHa nHcTpykumst ans Kaspersky Endpoint Agent ana Windows. 9Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MNM NOSNTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

Mocne cospgaHusa 3agaymn obHoBneHMs 6a3 n Mop,yneﬁ nporpamMmmbl Bbl MOXETE HAaCTPOUTb NapamMeTpbl aTON

3agaumn.

» 4Ymobki usmeHuUMb napamempsl 3ad0aqu:

1.
2.

5.
6.

Bb

OTtkponte KoHconb agMuHncTpupoBaHus Kaspersky Security Center.
B nepeBe KoHconv agMUHUCTpUpOBaHUsi OTKPOWTE nanky 3agaywm.
OTobpa3sunTcsa cnucok 3agay.

B pasgene ObHoBneHue 6a3 n moaynen nporpaMmmbl Bbibepute 3agady B CNMCKe 1 NPaBon KnasuLen
MbILLUW pacKponTe MeHIo eNCTBUA Ha 3adadvamu.

BeibepuTe nyHKT meHio CBOMCTBA.
OTKpOETCHA OKHO CBOWCTB 3a4auu.
B neBo yacTu okHa BbibepuTe pasgen napameTpoB, KOTOPbIE Bbl XOTUTE HACTPOUTD.

B npaBon YacTu OKHa BHeECUTE HEODXOAUMbIE N3MEHEHUSI U HAXKMUTE Ha KHOMKM anMEHMTb n OK.

MOXeTe HaCTpPpOUTb cleayrouine napamMmeTpbl 3agaudn:

HasBaHue 3agaun

YCTpPONCTBA, Ha KOTOPbIX ByaeT BbINOMHATLCA 3a4ava
McTouHnk obHoBNEeHNs 6a3

HacTtpolika JononHUTENbHbIX NapamMeTpoB 0OHOBMNEHNsT 6a3
PacnucaHune obHoBneHus 6as3

YyeTHyto 3anuck nonb3oBatens Kaspersky Security Center, ¢ npaBamu KoTopon 6yaeT BbIMOMHATLCA
3apava

Cpok xpaHeHuWs1 pe3ynbTaToB BbINOMHEHWS 3a4a4mn Ha CepBepe agMUHUCTPUPOBAHMS
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YnpaBneHue 3apgayamu noucka IOC B Kaspersky Endpoint Agent

B pasgene npueeneHa nHcTpykumst anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto

nHcTpykuuio ansa Kaspersky Endpoint Agent ans Linux cMOTpuTe B CripaBke peLleHus, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection

and Response.

B aTom pasgene npuBegeHbl MHCTPYKUMM MO yrnpasneHuio 3agadamu novcka lIOC (cm. pasgen "O 3agadax novcka
IOC B Kaspersky Endpoint Agent" Ha cTp. 93) B Kaspersky Endpoint Agent ¢ nomoLlpbto nnarvHa ynpasneHus
Kaspersky Endpoint Agent.

B aTtom pasgene
YnpaeneHvne ctaHaapTHbIMK 3aga4aMm MOMCKA IOC ..........oooiiiiiiiiiiicce e 152

YnpaBneHvue aBTOHOMHbIMY 3aa4amMm MOUCKA [OC .......cooiiiiiiiiiiiec e 159
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YnpasneHne ctaHgapTHbIMK 3agadamum noucka |OC

B pasgene npuBeneHa nHcTpykumst anga Kaspersky Endpoint Agent gnss Windows. 3Ta MHCTPYKUMSI MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

CmandapmHbie 3adayu noucka IOC — rpynnoBble UKW NoKanbHble 3a4a4qu, KOTOpble CO34alTCA U HacTpanBaloTCs
Bpy4Hyto B Kaspersky Security Center nnu uyepes nHrepdenc komaHgHon cTpoku. [Ans 3anycka 3agad
ncnonb3ytotca |OC-dannbl, NOArOTOBNEHHBLIE NONb30BaTENEM.

B 3agadye noncka IOC MoxHO yka3aTb Tonbko dann ¢ |I0OC-npasunamu. ®ainbl ¢ gpyruMmn TunaMmu Npasun He
NnoaaepXKuBaroTcs B paMmkax 3agaym noucka 10C.

B aTom pasgene npuBeaeHbl MHCTPYKLUKU MO yNpaBreHuio cTaHaapTHeIMK 3agadvamu nomcka |OC.

B aTtom pasgene

TPeB0BAHUSA K IOC-MDANMAM ......uviiiiieeiiiiiiieiee e e e e s ceette e e e e e e s s st e e e e e e e e ssntereeeeaeeassanntaseeeeeeesesannnraneees 152
[M0AOEPKNBAEMBIE IOC-TEPMUIHDBI ....evveiieeeisiiiieiieeteeetaattbeeeeeaessssssteteeereeesssantsreeeeeeessanssreseeaeeesaannsnes 154
Cospganue 1 HacTponka cTangapTHOM 3aga4um MOMCKA [OC .......ooiiiiiiiiiee e 155
HacTtpolika napameTpoB cTaHgapTHOM 3a4a4m MOUCKA [OC .........ccveevieii i 156
R (o [o] o g (@ 1o T 1Y (1 SRR 157
MpocMoTp pe3ynbTaToB BbINOAHEHNS 3a8aumn MOMCKA [OC ..o 157

TpebosaHus k IOC-gpatinam

B paspene npuBeneHa nHcTpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKUMS MOXET
ObITb YACTUYHO MIM NONHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykunio anga Kaspersky Endpoint Agent ons Linux cMOTpuTe B CnpaBKe peLleHunsi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnmn Kaspersky Managed Detection
and Response.

Mpun cosgaxum 3agad MNownck I0C yumTbiBaviTe criegyrowme TpeboBaHms 1 orpaHmyeHus, ceasaHHble ¢ |0C-
hannamu:

e Kaspersky Endpoint Agent nogaepxuaeT IOC-gannbl ¢ pacumpeHnem ioc n xml OTKpbITOro cTaHgapTa
onucaHuna nHgukatopos komnpomeTtaunn OpenlOC sepcun 1.0 1 1.1.

e B 3apaye noucka IOC mMoxHO ykasaTtb Tonbko cann ¢ I0C-npasunamu. dannsl ¢ ApyruMy TUNnaMy npasun
He noaaepXXuBalTcs B paMmkax 3agaym noucka |OC.

e Ecnu npu cosgaHum 3agaum MNouck IOC BbI 3arpysute |OC-daiinbl, YacTb U3 KOTOPbIX HE NOAAEPKMBAETCH
Kaspersky Endpoint Agent, To npu 3anycke 3aga4v nporpamma 6yget ncnonb30BaTh TOSNbKO
nogaepxusaemsie |OC-daninbl.
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Ecnu npu cosganum 3agaum MNMownck IOC Bce 3arpyxeHHble Bamu I0C-daiinbl He nogaepXuBaroTcst
Kaspersky Endpoint Agent, To 3agaya MoxeT GbITb 3anyLleHa, HO B pe3ynbTaTe BbiNONHEHWUs 3a4aun He
OyayT oGHapyXeHbl MHOVKaTOPbl KOMMpPOMETaLun.

CemaHTnyeckune ownmbkn n Henogaepxmsaemble nporpammort |IOC-tepmuHbl 1 Tern B IOC-dannax He
NPUBOAAT K oLunmbKam BbliNonHeHus 3agayn. Ha Takmx ydactkax |OC-gannos nporpamma ukcupyet
OTCYTCTBME COBMagEHNS.

NaeHTndukaTtopsl Bcex I0C-dannos, KOTopble NCNOMb3YHTCs B ogHoM 3agade Mownck I0C, gomkHbl ObiTh
yHuKanbsHbiMu. Hanuune |OC-darinos ¢ oanHakoBbiMU MAEHTUUKATOPaMN MOXET NOBMANATL Ha
KOPPEKTHOCTb pe3ynbTaToB BbIMOSIHEHMS 3adauu.

Pa3mep ogHoro IOC-darina He gomkeH npeebiwatb 3 MB. Micnonb3oBaHue dannos 6onbLiero pasmepa
nNpvBOAWT K 3aBepLueHunto 3agad Nownck I0C ¢ owmnbkon. MNpu 3ToOM cymMapHbIn pasmep Bcex AoBaBneHHbIX
dannoe B I0C-konnekumm MoxeT npesbiwatb 3 Mb.

e PekomeHayeTcsa co3gaBaTth Ha Kaxayko yrposy no ogHomy I0C-danny. 1o obneryaer yteHne
pesynbtatoB 3agayum MNouck IOC.

B Tabnuue Huxe npvBeaeHbl 0COGEHHOCTU U orpaHuYeHus nogaepXkku ctanaapta OpenlOC nporpammori.

Tabrnuua 9.

OcobeHHocmu u oepaHu4eHusi noddepxxku cmaHdapma OpenlOC eepcuti 1.0 u 1.1

I'Iop,,qepmMBaeMble ycnoBus

OpenlOC 1.0:
is
isnot (kak UCKnYeHne n3 MHOXeCTBa)

contains
containsnot (Kak UCKMYeHNe N3 MHOXeCTBa)

OpenlOC 1.1:
is
contains
starts-with
ends-with
matches

greater-than
less-than

Mopnepxnsaemble
aTpubyThbl yCroBui

OpenlOC 1.1:

preserve—-case

negate
MopoepxnBaemble AND
onepaTtopsbl OR

Monaepxusaemble TUMbI
[aHHbIX

"date'": gata (MpMMeHMMBbIe yCNnoBus: is, greater—than, less-than)

"int": yenoe 4ncrno (NpUMeHMMbIE yCroBus: is, greater—-than, less—
than)

"string'": cTpoka (NpUMeHUMbIE yCrnoBus: is, contains, matches,
starts-with, ends-with)
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"duration": NPoOOIMKUTENBHOCTb B CeKyHAaxX (MPUMEHMUMbIE YCIOBUS: 1S,
greater-than, less-than)

OcobeHHocTH
WHTepnpeTauun TUNoB
JaHHbIX

Tunbl AaHHbIX "boolean string", "restricted string'", "md5",
"IP", "sha256", "base64Binary" MHTEPNPETUPYIOTCA Kak CTpoka (string).

Mporpamma noaaepXxnBaeT UHTepNpeTauuto napameTpa Content Ans TMNoB
OaHHbIX int n date, 3a4aHHOrO B BUAE NPOMEXYTKOB!

OpenlOC 1.0:

C ucnonb3oBaHueM onepartopa TO B none Content:

<Content type="int">49600 TO 50700</Content>
<Content type="date">2009-04-28T10:00:00zZ TO 2009-
04-28T16:00:00Z</Content>

<Content type="int">[154192 TO 154192]</Content>
OpeniOC 1.1:

C nomoubto ycnosun greater—-thanm less-than

C vcnonb3oBaHuem onepartopa TO B none Content

[Nporpamma nogaepXnuBaeT UHTepNpeTaumto TUNOB AaHHbIX date n duration,
€CNN nHaMKaTopbl 3agaHbl B opmate I1SO 8601, Zulu time zone,
UTC.

MopnepxnBaemoblie 10C-
TEPMUHBI

MonHbI cnucok nogaepxveaemMbix nporpammon |OC-TepMrMHOB NprBedeH B
oTaenbHon Tabnuue.

lModdepxusaembie |0C-mepMuHbI

and Response.

B pasnene npuBegeHa nHctpykumnsa gnsa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MNM NOSTHOCTLIO HenpuMeHuMa k Kaspersky Endpoint Agent gns Linux. AKTyanbHyo

nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection

B cbanne, koTopbI MOXHO 3arpy3uTb MO CChINIKE HUXe, NpuBeaeHa Tabnuua ¢ nonHeiM cnuckom |OC-TepMmmHOB
ctangapta OpenlOC, nogaepxuBaembix nporpammon Kaspersky Endpoint Agent.

4
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Co3sdaHue u Hacmpolika cmaHOapmHoU 3adadu roucka I0OC

B pasgene npuBeneHa nHctpykumsa ansa Kaspersky Endpoint Agent ana Windows. 3ta nHCTpyKUnst MOXeT
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnipaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnun Kaspersky Managed Detection
and Response.

B 3apgade noncka IOC MoxHO ykasaTb Tonbko dann ¢ |OC-npasunamu. ®anbl ¢ gpyrumMun Tunamu Npasun He
noagepXuBatoTcsi B pamkax 3agaym nomcka IOC.

» 4Ymobki cozdamb u Hacmpoume cmaHdapmHyto 3adady noucka |0C,

B 3aBUCMMOCTU OT Tpebyemon obnacTtn AencTems 3agadn BbIMOMHUTE O4HO U3 CreayoLwmX AeNCTBUN:

e 3anyctuTe macTep co3gaHusa nokanbHon 3agayn (cM. pasgen "CosgaHue 3agay" Ha cTp. 202).
e 3anyctuTe MacTep co3faHus rpynnoBon 3agauyu.
MacTep co3gaHusa 3agayvm No3BofsieT HaCTPOUTL CriefytoLLme napameTpbl:

e |OC-konnekuusi

e  Tunbl gaHHbIX (IOC-goKyMeHTbI) Ans aHanu3a Bo Bpems noucka 10C

e PetpocnektuBHbI nonck IOC

o [lenctBusa nporpammbl npyu obHapyxeHun |[OC

e PacnucaHwve 3anycka 3agaqu

e YyeTHylo 3anuck nonb3oBatensa Kaspersky Security Center gnsa 3anycka 3agayu

e HasBaHue 3agauun

NoeHTtndukaTtopbl Bcex |OC-dainnos, KoTopble MCNOMb3yoTcs B ogHon 3agade Mouvck IOC, gomkHbl ObITb
yHuKanbHbiMU. Hanmune 10C-daninos ¢ oanHakoBbIMY MOEHTUMUKATOPaMM MOXET NOBMAMATb Ha
KOPPEKTHOCTb pe3ynbTaToB BbIMNOSTHEHUSA 3a4auun.

Ecnv npu cosganum 3agaum Mownck IOC Bl 3arpysuTe I0C-alinbl, 4acTb U3 KOTOPbIX HE NOAAEPKNUBAETCS
Kaspersky Endpoint Agent, To npu 3anycke 3agadn nporpamma 6yaeT ncnonb3oBaTb TOMbKO
nogaepxusaemsie |0OC-dannbi.

CemaHTnyeckune owmbkmn n Henogaepxmaemble nporpammort I0C-tepmuHbl 1 Tern B I0OC-garinax He
NPUBOAAT K oLuMbKam BbINONHEHUs 3agayn. Ha Takux yvactkax I0C-dgarnoB nporpamma douvkcupyet
OTCYTCTBME COBNageHus.
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Hacmpolika napamempoe cmaHdapmHou 3adayu roucka I0OC

B paspene npusegeHa nHcTtpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKUMSA MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B CnipaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

B 3agaye noucka IOC mMoxHO ykasaTb Tonbko ¢ann ¢ I0C-npasunamu. ®annsl ¢ opyrumm Tunamu npasun He
noagepKuBatoTca B pamkax 3agaudm nomcka 10C.

» 4Ymobkl Hacmpoums napamempsl cmaHdapmHou 3adayu roucka IOC:

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.
2. B gepese KoHconvu agMMHUCTpMpOBaHUS OTKponTe nanky 3agaym.
B pabouen obnacty otobpasntcsa CNncok 3agau.
3. OTkpowite napameTpbl TpeOyeMOn 3agadun OOHUM U3 CreayoLwmnx crnocoooB:
e [1BOVHbBIM LLIEENTYKOM MbILLIM MO HA3BaHWUIO 3a4a4M.
e  OTKpoOWTE KOHTEKCTHOE MEHIO 3aaayn 1 BblbepuTe NnyHKT CBOMCTBA.
e Bbibepute 3agady n HaxxmuTe Ha ccbinky HactpouTb napameTpbl 3aAaym B NpaBon YacTu OKHa.
OTkpoeTtcs okHo CBouncTBa: <HasBaHue 3agauu>.
4. B neBon 4yacTu okHa BblOepuTe pasgen napaMeTpoB, KOTOPbIE Bbl XOTUTE HACTPOUTD.

5. B npaBon yactu okHa BHECUTE HEODXOAMMbIE N3MEHEHUS N HaXKMUTE Ha KHOMKy MpuMeHUTb, a 3aTeM Ha
KHomMky OK.

HacTpolika napameTpoB cTaHOapTHOM 3ada4vm noucka IOC 3aBepLueHa.

Bb

MOXeTe HaCTpOUTb cleayrouine napamMmeTpbl 3agauqn:

e HasBaHue 3agauun

e Cpok xpaHeHUs pe3ynbTaToB BhINOMHEHNS 3aaa4n Ha CepBepe agMUHUCTPUPOBAHKS
e |OC-konnekuus

e PetpocnektunBHbI nonck IOC

e [lenctBua nporpammbl npu obHapyxeHun |IOC

e Twunbl gaHHbIX (I0OC-gokymMeHTbl) Ana aHanusa Bo Bpems noucka |0OC

e PacnucaHue 3anycka 3agaym nomcka IOC

e YyeTHas 3anucb nonb3oartensi Kaspersky Security Center gns 3anycka 3agaum

e cknouveHne rpynn yCTpOIZCTB 13 obnacTtu gencTens 3agayu
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Okeriopm 10C-konnekyuu

B paspene npusegeHa nHcTtpykums anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKUMSA MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMoTpuTe B cnpaBKe peLleHunsi, B COCTaBe KOTOPOro
Bbl ncnonb3yeTte nporpammy: Kaspersky Anti Targeted Attack Platform nnu Kaspersky Managed Detection
and Response.

» 4Ymobki akcriopmuposams |10C-Konnekyuro:

1. Ortkponte KoHconb agmuHucTpupoBaHms Kaspersky Security Center.
2. B nepeBe KoHconv agMMHUCTPUPOBaHUSI OTKPONTE nanky 3agayu.
OT1obpasunTca cnucok 3agad.

3. B pasgene 3anyctutb nouck IOC BeiGepute 3agady B CNUCKE M NPaBoOu KNasBuULLIEN MbILIW packponTe
MEHI0 AENCTBU Ha 3agadamMu.

4. Bblbepute NyHKT MeHio CBOMCTBA.
OTKpoeTCsa OKHO CBOMCTB 3aauu.
5. Bbibepute pasgen MapameTpbl noucka IOC.
6. B pasgene IOC-konnekumus HaXXmMmnTe Ha KHOMKY DKCMOPTUPOBaTh.

7. B oTKpbIBLLEMCS OKHE 3aganTe uMs paina, a Takke BblbepuTe nanky, B KOTOPYHO Bbl XOTUTE €ro
COXpPaHUTb.

8. HaxmuTe Ha kHonky CoxpaHuUTb.

Mporpamma cosgact danin popmata ZIP B ykasaHHOW BaMu narke.

lMpocmomp pe3yrnbmamoe 8binosiHeHusi 3adadyu noucka I0C

B pasnene npuBegeHa nHctpykuunsa ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MMM NONHOCTLIO HenpumMeHuma K Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClipaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl ncnonbayete nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

» 4Ymobki npocmMompems pesyribmamel 8birosiHeHuUs 3adayu Nouck I0C:

1. Ortkponte KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.
2. B gepese KoHconvu agMUHUCTPMpOBaHUS OTKponTe nanky 3agaym.

B pabouen obnactn otobpasutcs Cnmcok 3agad.
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3. OTkpowiTe NnapameTpbl HYXKHOW 3ad4a4yn OAHUM U3 CneayLmnx cnocobos:
e [1BOVHbIM LLIENTYKOM MbILLIM NO HA3BaHWUIO 3aJa4M.
e  OTKpoOWTE KOHTEKCTHOE MEHIO 3agayn 1 BblbepuTe NnyHKT CBOMCTBA.
e Buibepute 3agayy u HaxXmMuTe Ha cebinky HacTpouTb napameTpbl 3ag4aym B NPaBo YacTu OKHA.
OTkpoeTcsa okHo CBoncTBa: <Um#A 3agaun>.
4. BblibepuTe pasgen Pesynbrtatbl.

B cnucke MNoka3saTb pe3ynbTaTbl N0 YCTPOMUCTBY BbIbepuTe, N0 KakKMM YCTPOMCTBAM Bbl XOTUTE
NpoCMOTPeTh pe3ynbTaTthbl BbINONHEHUSA 3aaad noucka |OC.

6. YTo6bl NpocMoTpeTb NOAPOGHYIO MHopMaumio 06 onpeaeneHHo 3agade, packpoTe ee ABOWHbLIM
LLLEITYKOM MbILLIN.

7. Yrtobbl npocmoTpeTb NoApoBHYI0 nHOpMaLUmMio 06 0BHapyXEHHOM UHAMKATOPE KOMNPOMeTaLUun, HaxKMuTe
Ha kHomnky MNoka3aTb KapTOuKy.

Kapmouka obHapyxeHHbIx |0C copepxuT nHdopmauuto 06 06bekTax, CoBNaBLUMX C YCIOBUSIMU
obpaboTaHHoro |I0C-arina, a Takke TEKCT COBNABLUNX BETOK UMM OTAENbHbIX ycnoBuin n3 atoro 10C-
danna.

MpocmoTp kapToukmn obHapyxeHHbIx IOC HegocTyneH anst IOC-dannos, npu NpoBepKe KOTOPbLIX He
ObIN0 06HAPYXEHO NHAMKATOPOB KOMMpPOMETaLMK.
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YnpasneHne aBTOHOMHbIMKU 3agadvamm novcka |0C

B pasgene npueegeHa nHcTpykumst anga Kaspersky Endpoint Agent ans Windows. 3Ta MHCTPyKLMS MOXET
ObITb YACTUYHO MIM NOJTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio ansa Kaspersky Endpoint Agent ansi Linux cMOTpuTe B CnpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl ucrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnn Kaspersky Managed Detection
and Response.

AemoHomHble 3adayu noucka IOC — rpynnoBble 3aa4vu, KOTOpble CO34alTCa aBTOMaTUYECKM NPy pearmpoBaHnm
Ha yrpo3bl, obHapyxeHHble Kaspersky Sandbox. Kaspersky Endpoint Agent aBTomaTtudeckn dopmumpyet I0C-
¢ann. PaboTa ¢ nonb3oBatensckumun |OC-channamm He NnpeaycMoTpeHa. 3agayum aBTomaTMyeckm yaansaoTca
Yepes ceMb AHeW Nocne NocnegHero 3anycka UM ¢ MOMeHTa CO3[4aHus, ecnv 3agadn He 3anyckanuce.
MogpobHee 06 aBTOHOMHBIX 3agadvax noucka IOC cm. B Cripaske Kaspersky Sandbox.

B 3agadye noncka IOC MoxHo yka3aTb Tonbko dann ¢ |[0OC-npasunamu. ®anbl ¢ gpyrumMmn Tunamu npasui He
NoaAepXXuBatoTCA B paMkax 3agaym noucka I0C.

B atom pa3sgene npuBegeHbl MHCTPYKUMM MO HACTPOWNKe napamMeTpoB aBTOHOMHbIX 3aday noucka I0C ¢ nomoLLbo
nnaruHa ynpasneHus Kaspersky Endpoint Agent.

B aTtom pasgene
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Hacmpolka npae nonb3oeamenel 0ns yrpasneHusi 3adavYamu rioucka IOC

B pasgene npuBegeHa nHetpykumnsa onga Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKLMS MOXET
ObITb YACTUYHO MIM NONHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKe peLleHusi, B COCTaBe KOTOPOro
Bbl crnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform unu Kaspersky Managed Detection
and Response.

Heobxogumo HacTpoutb npaBa nonb3oBaTtens Kaspersky Security Center, yueTHasa 3anucb KOTOPOro
ncnonb3yeTcs Ansa ynpaeneHus 3agadamum novcka [OC.

B 3apaye noucka IOC mMoxHO ykasaTb Tonbko ¢ann ¢ I0C-npasunamu. ®annsl ¢ opyrumu Tunamu npasun He
noagepXkuBatoTcst B pamkax 3agaym nomcka lOC.
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» Umobkl Hacmpoume rpasa nosib3ogamersis Kaspersky Security Center 0nsi ynpasneHusi 3adadamu
roucka IOC:

1. Ortkpointe KoHconb agMuHucTpupoBaHus Kaspersky Security Center.

2. Bblbepute CepBep agMUHUCTPUPOBAHUA.

3. B koHTekcTHOM meHio CepBepa agMMHUCTPUPOBaHUS BbibepuTe nyHKT CBOMCTBA.
OTkpoeTcs okHO cBovicTB CepBepa aAMUHUCTPUPOBAHMS.

4. B neBon 4actu okHa BblibepuTe pasgen besonacHocTb.

Bbibepute nonb3oBatensa Kaspersky Security Center, y4eTHyI0 3anMcb KOTOPOro Bbl XOTUTE UCMOMNb30BaTh
Ansi ynpaeneHns 3agadamm noucka 10C.

B HmxHen YyacTy okHa oTobpa3snTCs CNNCOK NpaB BbIBpaHHOro nornb3oBaTens, CrpynnuMpoBaHHbLIX MO
nporpamMmmam, KOTOpbIMU NOMb30BaTeNb MOXET ynpasnATb B Kaspersky Security Center.

6. B rpynne npae Kaspersky Endpoint Agent packpoiite 6nok MpegoTBpaLieHne BTOPXKEHUN.

7. [Ons Tunos npaB U3meHeHue, BbinonHeHue n BbinonHeHne aencTBuMn Hap BbIGOpKaMn yCTPOMCTB
ycTaHoBuTe dhnaxku B ctonbue PaspewnTs.

8. Haxmute Ha kHonku MpumeHuTb 1 OK.

HacTpoliika npaB nonb3oBaTenei ans ynpaeneHns sagadamu noucka |OC 3aBeplieHa.

Hacmpolka napamempoe asmoHoMHoU 3adayu rnoucka |OC

B pasnene npuBegeHa nHctpykumnsa ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUNSA MOXET
ObITb YACTUYHO MIM NONHOCTLIO HenpuMeHuma k Kaspersky Endpoint Agent ans Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent gns Linux cMOTpuTe B ClpaBKke peLleHusi, B COCTaBe KOTOPOro
Bbl Mcrnonb3yeTe nporpammy: Kaspersky Anti Targeted Attack Platform nnmn Kaspersky Managed Detection
and Response.

» 4Ymobbl Hacmpoume napamempbl a8MoHOMHoU 3adayu noucka IOC:

1. Ortkpoute KoHconb agMmuHucTpupoBaHusa Kaspersky Security Center.
2. B gepese KoHconv agMMHUCTPMpOBaHUS OTKponTe nanky 3agaym.
OTo6pasuTcsa cnncok 3agau.

3. B paspgene 3anyctutb nouck IOC BbiGepuTe 3agady B CMCKE M NPaBoOW KNaBuWLLEN MbILLN PACKpOUTe
MEHI0 AeNCTBU Hag 3agadamMu.

4. Bbibepute nyHKT meHio CBoMCTBA.
OTKpOETCS OKHO CBOWCTB 3a4auu.
5. B neBoWw 4YacTu okHa BbiOepuTe pasaen napaMmeTpoB, KOTOPblE Bbl XOTUTE U3MEHUTD.

6. B npaBon yacTv okHa BHeCUTe HeOOXOAMMbIE U3MEHEHMS N HaXXMUTE Ha kHomku MpumeHuTb n OK.
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Bbl MOXeTe HaCTpouUTb cneayrune napamMmeTpbl 3agayn:

HassaHue 3agaun
BbinonHuTe cneayowme AencTBmS:
1. BeblbepuTte pasgen O6wume.

2. W3meHuTe ums 3agaydn B BEPXHEN CTPOKE.

Cpok xpaHeHuns pe3ynbTaToB BbiNOMHEHWs 3ag4a4m Ha Cepeepe agMUHUCTPYPOBaHMWS
HencTtBma nporpammel, npu o6HapyxeHuun |I0C

PacnucaHue 3anycka 3agady novcka 10C

Y4yeTtHas 3anucb nonb3oBatens Kaspersky Security Center gns 3anycka sagaym

WckntoyeHne rpynn ycTpOMCTB U3 06nacTu AeACTBUSA 3a4a4um

3kecnopm I0C-konnekyuu

B pasgene npuBegeHa nHctpykumnsa ansa Kaspersky Endpoint Agent ana Windows. 3Ta MHCTPYKUKNSA MOXET
ObITb YACTUYHO MIM NOSNTHOCTLIO HenpumeHuma k Kaspersky Endpoint Agent ons Linux. AKTyanbHyto
nHcTpykuuio anga Kaspersky Endpoint Agent ons Linux cMOTpuUTe B cnipaBke pe